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ABSTRACT

An Exploratory Study of the Perceived Utility and Effectiveness of State

Fusion Centers

By Renee Dianne Graphia

Dissertation Director: Dr. NormaBamuels

After the 9/11 terrorist attacks, the 9
intelligence agencies had fathedcoonficpdae
intelligencecapabilitiesamongall levels of governmerttasbeen highly priorized
Whil e several federal Il nitiatives were pro
information flow between agencies, a subfedergponsevasthe establishment of
fusion centers Briefly, fusion centers are multiagency facilities tasked with imioig
the collection, analysis and dissemination of information and intelligence vhthiaw
enforcement community as well bstween public and private sector partners. They are
designed to maximize resources, streamline operations, and improvedaw ené me nt 0 s
ability to fight crime and terrorism through-alburce analysis and dissemination of
information.

Due to their relative newness, sevesalies currently remain unclear.

Specifically, little research exists addressiwbether fusion centersafulfilling their
intended functions, to what degree they have facilitated changesvilaw enforcement
understands and uses thred&bimation, whether thegre perceived effective, and

whetherthey are innovative



Using case study design and quaNta methods, this study explored the
perceived efficacy of fusion centers, using data collected fromepeéad, semi
structured interviews and site visits. Using purposive and cogvemisampling
techniques, fortynine (N=49) individuals offering a rge of perspectives participated.
Participants were solicited from, or affiliated with, four separate state fusion centers. In
addition, individuals from key federal organizations and others with expert knowledge on
the subject matter were interviewed fois research.

The studyodés findings indicate that whil
designated tasks, they continue to struggle with several challenges. Although they have
i mproved | aw enforcement 0s apabilties,theyehave on ¢ o |
yet to develop robust alytical capabilities, or t@vercome other obstacles. Moreover,
the findings from this study suggest that the threat of terrorism is perceived as neither
paramount nor trivial to fusion centers; howeason centerare perceived as valuable
resources to address other criminal threats. The findings from this research have
important policy implications for practitioners, as well as being a source from which
future resear ch r e g aesahdpraglucts cas beempiricabynt er 0 s

designed.
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Chapter 1: Introduction

To oversimplify the September 11, 2001 terrorist attacks changed everything.
However, the challendeesin interpretingf ever yt hi ngo into | iteral
measurable term3/Vhat constitutes everything? For whaseverything changedWas
this change truly significant and how do weokv? While these generalizgdestions
cannot be thoroughly addressed in a sieglercise nor should they, thego callto
attention that aér eight years since the 9/11 terrorist attaekperts are still trying to
determinewhatreally has changed and whether we are safer because of these changes.

To say that nothing has changed and that 9/11 didreatlyimpact the United
States, othe rest of the world for that matter, woulddagelessand outright untrue. At
the very least, 9/11 changed how wimkhabout abstract conceplike securityandrisk.

Since the 9/11 attacks, a few details are unquestion@bke attacks were catagphic;

the most costly terrorist attack ever perpetrated on American soil or anywhere else for
that matter (Looney, 2002) The attacks also reinforced that the threat of terrorism, like
the threat of crime, is not restricted geographically or tempor#ilya post9/11
environment, it is widely believed that terroriselated threats, as other threatkjle

less probable, can happen anywhere at anyam#those people and places in closest
proximity to a threg manmade or naturare at the greateshance of encounterirayt

than those farther removétaFree, Yang and Crenshaw, 201@s such, all potential
first-responders and threorenewly mintedfirst-preventershould be properly equipped
and preparetb deal with a range of threétsa pringple that ha reverberated in the pest

9/11 colloquialism ohometown securityMoreover, the attackdearly demonstrated

1 MSNBC Fact File: 25 highest terrorist attack death tolls. Available at:
http://www.msnbc.msn.com/id/20287932/



thatourmt i onds | ocal, state and federal emer g:t
coordination capabilities, as well as our intelligemroduction and sharing efficacy,

were deficient, incompatible and outdatedcascadef initiatives and policies have

beenproposed athimplemented over the yeasross both the public and private sectors

in a genuine effort to increase our sensseaiurity and, thus, overall protection.

Identifying Our Weakness

Since the September 11, 2001 terrorist attacks and on the coattails of former
PresidentB s hds decl ar at i temorismf 0 ap rgd otbiatl i dirwearr s ,0 np
and academics alike '@ acknowledge that counter terrorism activitiasluding those
to counter again foreign threasse notheexclusive responsibility of the federal
governmentrather, all sectors of society, including our state and local law enforcement
communities, hve, to some degree, critical roles to play in protecting the homeland.

This is not to argue that the local patrol officer or corporate security officer should be
focusing exclusively, or even primarily, on terrorisetated threats. Rather, it
underscaoes the belief thdaw enforcement and security professiortase a well
developedskill sethoned overears of experiendat can, ad should be, applied to
counteringan assortment d@hreats, including those related to terroridmebling, 2006).

While most agree that subfederal agencies should be integrated into homeland
security activities, it is still unclear andlzable what realistically are state aaddl law
enforcementesponsibilities and capabilities (Clarke and Newman, 2007; Kellidg an
Bratton, 2006) . Hi storically, | aw enforce

activities have beelargelyreactive however, as new counterterrorism mandates have



creptintoma ny o r g alst of dudids,itheymsesdtle with the task of definthgse
novel tasksand integrating them into their overall organizational structure and culture,
while still fulfilling their traditional functions of fighting common crime, maintaining
order, and assistinig nortcriminal activities. Wiile there is congesus that state and
local law enforcement personnel are partially responsible for detecting, preventing,
deterring and responding to all threats against their jurisdictions, including the threat of
terrorism, there is less certainty concerning the mobteviand lawful path availabfer
law enforcement to fulfilproductive counterterrorist functien
While the police offters and emergency personnel wésponded to th@/11
terrorist attac&that fateful morning were undoubtedly fulfilling their occupagl and
patriotic duties, the question of whether or not the attacks could have been prevented,
thus avoiding mass casualties, as well as catastrophic property and economic damage, has
been repeatedly addressed. In 2002, the independent, bipbidigamal Commission on
Terrorist Attacks upon the United Stateemmonly known as the-81 Commission)
was congressionally legislatadd signed into law bfprmerPresident Bush to
investigate the September 11, 20001 attackglentifyt he Nat i oweékeessex p o s e d

and vulnerabilitiesandto issue aseriesof recommendations aimed preventinguture

attacks.
Among those recommendations, the 9/11 C
intelligence agencies had fingthdirmabiltyto ficonne

effectively share necessary information between security agencies, uyun
speculatiormight have potentially prevented the attacks from occurring in the first place.

Specifically, thed/11 Commission Repdilational Commission Terrorist Attacks,



2004) concludethatreformationof the Inteligence @mmunity(IC) wasnecessaryo
minimize structural and cultural obstacles to information sharing and coordination
efforts. Consequently, improving the information sharing capigsitwithin all levels of
government, as well as revamping the natio
over the past several yearBhis, in part, requires the integration of the domestc la
enforcement community into h e  n karger inelligesce process

Many experts and politiciangrguethat a sophisticated, nationaiyified
intelligence mechanism is one of the most useful ways for those entrusted to secure our
persons and intereststie more effective Intelligence worlat the mtional levelhas
traditionally focused on threats of international terrorism, and, theréfasbeen largely
excluded from donsgic law enforcement activities. State and local law enforcement
intelligence units have, in the paitcusedargelyon corventional organized criminal
activity, including drug trafficking, gangs, the Mafia, and in some instances domestic
terrorists, such as ederrorists and rightving militia groups. wever, after September
11, 2001 it became apparent that state and lasa¢nforcement must be included to
someappreciable degree within than i @ngebirgtelligence process expanding their
purviewto include international terrorismt was clearly evident th#tere was no
reliable mechanism bridging the intelligenand informatiorsharing gap between the
federal agencies and their state and local counterparts was largely absent.

Prior to 9/11, Joint Terrorism Task Forces (JTTFs) were the primary means by
which terrorismrelated information and intelligeaavas shred between federal, state
and loal governmentand they remain so A JTTF is a multagency effort consisting of

local, state and federal law enforcement personnel, analysts and other sptsabigt



the U.S Department of Justice and Federal Buoédvestgations (FBI). Other than
JTTFs interaction between the federal government, state government and local agencies
largelyoftenoccurred on a provisional, ad hoc basis. The implementation and use of
JTTFs has increased significansiyjmce 9/1%rom approximately thirtyfive to over 100
in all fifty-six FBI field offices. In 2002, the National Joint Terrorism Task Force was
establishedn Washington, D.Cto serve as the JTTF coordinating mechanism and focal
point for sharingerrorismrelated nformation and intelligenceetween the FBI and its
partnerssAl so, the FBlI &6s Field Intelligence Gro
which the FBI shares information with their state and local law enforcement colleagues in
the FBI Field Divisions.

The JTTF9rovide a valuable and important function; howetsey are not
intelligenceentities; ather, they are operatiohanvestigative entities. Moreoved,
number of challenges and ptemshave been revealdtbm the state andtal law
enforcemat and public safety commuigs, specifically that they havet receive
timely and relevant threat information from thisderal counterparts and that state and
local personnéhaveplayed the proverbiakecond fiddlgreinforcing the cultural
hierachy and turf wardistorically embeddeth law enforcement. These hurdles were
reiterated in the 9/11 Commissions conclusions and recommendabaersolution
thent o better bridge the gap i ntweehthe nati onods
federd agencies and state arwtélorganizationsvas the development and
implementation of fusion center§hese centers, in paate intended tcomplemenand

supporttheF B | J3 T&s.
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As theFusion Center Guidelings 2 0 0 5, 2 A fuseox gerteais i A
effective and efficient mechanism to exchange information and intelligence, maximize
resources, streamline operations, and improve the ability to fight crime and terrorism by
analyzing data f r Arfusie centarisithe physical lonsvbener c e s . 0
information from a variety of sources®oled together in a combined, interagency effort
to identify public security threats, to generate intelligence and knowledge concerning the
nature and status of those threats, and to coordinate seltdipnevent, neutralize, or
prepare to respond to identified threats.

Fusion centers are one means of breakin
of informationamongagencies. As of 2009, tresare arestimatedseventytwo local,
state and regioh&usion centergurrentlybuilt andfunctioning some in a more limited
capacitythan others Fusion centers have been the fatstte initiated effortto improve
the countryodos overall intelligence sharing
improve interagency coordination, and to advance our information sharing capabilities at
the subfederal level. Since fusion centers are séilativelynew entities and no two
centers are identical, many continue to struggle with a number of obstacles and
criticisms.

While it is clear thastrides have been made oviee past eight years, there is a
paucity of research generally investigating terrorism and counterterrorism actleities
alonewithin the narrowed scope of law enforcement and intelligetigities In fact,
scholars have often criticized the dearth of empirical findings assessing any aspect of
terrorism, let alone those specifically evaluating law enforcement responses to terrorism.

Kennedy and Lum (2003) concluded that approximate¥p 86terrorism research can be



classified as thought pieces, 3% can be classified as empirical studies and 1% as case
studies. Lum, Kennedy and Shirley (2006) conducted a Campbell Systematic Review of
the effectiveness of counterterrorism strategies,hichvthey concluded that law

enforcement responses as the subject matter in terrorism research was found in
approximately 2.5% of the peesviewed literature (N=4,486) and less than 1% was

found to be empirical in nature (N=156Ylorever, the classificat on of r esear ch
enforcement responseso are not restricted
enforcement community. While this figure may have marginally increased since the
publication of the Lum et a{2006) metaanalysis, it is unlikly that these changes are
significant. Moreover, researcexploringhow law enforcement collects, analyzes, and

shares threatelated information, particularly focusing on fusion centers as the

mechanism for these activities, and whether these changesraesved to be effectiye

is almost entirely absent

Problem Statement

Since September 11, 2001, improved information and intelligence collection,
analysis and sharing among federal, state aral law enforcement agencies have
become a top priorityof the nation. A subfederal response to this priority has been the
establishment of regional, state and large metropolitan fusion centers in an effort to
facilitate these communication and coordination processes and actitHoegever, it is
unclear tovhat degree intelligence activities and interagency communication activities
have improved as a function of these institutions, and there is almost a complete lack of

literature addressing this uncertainty.



The bulkof literatures available on fusion cend, specifically, areither thought
pieces, both from expert and journalistic perspectives, or descriptive narratives; virtually
none of the published research has come from an academic perspective. Rather, it largely
has been solicited ammbnductedatthe request of federalatchdogagencies, such as the
Governmental Accountability Office (GAO) or the Congressional Research Service
(CRS), or other public policy and watchdog organizations, such as the National
Governor s Associ at vidibertiesNUGIdn)AChU). TAemer i can C
literature, and thus subsequent discourse, tends to focus ofidiaenfg areas: brief
descriptive narratives f f usi on center s0 owhchlmeitomesnal or
quickly outdatedthe challenges they facie appropriate role of the fedegdvernment
in their operationsor the risks to privacy and civil liberties their activitfgstentially
entail. While thesenattersaresignificantand should remain at the forefront of discourse
and debate concerningetivalue and viability of thegelatively newinstitutions, other
areas should be explored to increase our overall understanding oémiiéss
Moreove, the available literature doest clearly indicatavhetherfusion centersippear
to beachievingtheir designatedasksor if theseactivities argerceived to beffectiveby
their stakeholders

Fusion cente@primary goals arenaintaining situatinal awareness within the
state identifying and anticipating both criminal and rominal threatsand facilitating
interagency communication and coordination activities based on these assessments. The
analysis and use of the information and intelligence litiseaheart btheir activities, or

should enabling the organization to bettifine and acleive theirgoals. It is for this



reason that its important to exploréhe use and effectiveness of information and

intelligence within fusioc ent er s, par ti c ulfuuret ayeunchrain. t hes e
The purpose of this study is éxplore andeter understand the efficacy fafsion

centerdoy exploring how relationships both amoagd within agencies have changed, as

well as howinformation and intelligencis usedwithin fusion centers to prepare for and

countera range of threats, including ttleeat of terrorism anttaditional criminal

threats. Itis hoped that the conclusions and policy implications derived from this study

will be useful to politicians, homeland security policy advisors and law enforcement

leadership responsible for devping and sustaining an integrated information

infrastructure. The primary goal of this study is to examine what eaidlence is

availabler egar di ng f us i ocollectcanatytemd shade inteligerice t y t o

proactively across jurisdictionahdinterdisciplinarylines and whether they are

improving communication and relationships within governmeépecifically, this

research is interested in determining if a more systematic approach to information

processes (i.e. information collection, anaysetention and disseminatias)improving

communication channels agénuinely changing the relationshipghin government

Are fusion centers fulfilling their intended purposes? Have they changed how law

enforcement understands and uses informatiéme they effective? There is currently a

complete absence of reseaartdressing these and related questionsjtasdhoped that

the findings from this research will begin to shed light on these mafteesconclusions

drawn here may not be reveala to those most involvedith and dedicated to

developing a fusion centiersapability, norisitexpece d t hat t he studyods
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impact every stakeholder equally; however, it is falbped thatises will gleanvalue
from the conclusions hein for their owrnuniquepurposes.

It should be duly noted that this research study examined fusion centers from the
subfederal level since they are fundamentally subfederal entities; thus, the perspective
offered hereirhave a subfederal flavoiThe findngs to emerge from this study tend to
address Onuts and boltsd i ssu@&ypicallyatisher t ha
those leaders and other stakehddérthe subfederal level that mustersee and mitigate
the O6nut s andilydctvityt SHi § sissuersotoft alai nsi nuat e
findings do not benefit stakeholders concentrated at the national level. In fact, quite the
opposite is argued herdf.the federal government is to continue to provide support in

various forms tdusion centers, the findings and insights contained herein can better

The Structure of this Dissertation

To clarify, this study is not an examination of terrorism, its correlates or its
causes; rather, this research is an analysis of a particulanse$phat of fusion
center® implemented as a result of series of very explicit recommendations and actions.
The 9/ 11 attacks served as the catalyst th
exposed weaknesses at all levels of government. Moregbeed/11 attacks provided the
context and backdrop to examine our weaknesses and vulnerabilities and devise ways to
try and overcome, or at least minimize, these limitations. weeyears efforts have
extendedeyond focusing on the threat of terramisand even crime, to focusing on the
ability to betterdefine andassessisk and prepare for both manmade and natinralats

for the sole purpose of increasing our nat
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The first partof this dissertation focuses oretbackgroun@ventsand beliefs that
have given rise to the current information shagngironment The first several chapters
will be devoted to presenting the practical realities and theoretical foundations for the
present studyhistoricallyfocusingon the circumstances and assumptions that have beget
fusion centers. Since 9/11 played aegpbal role in bringing the issua terrorism and
counter terrorism studies to the forefrofidomestic law enforcemerthe event itself is
treated as the springard from which fusion centelargelyemerged and, thus, this
inquiry originated.

Chapter2 reviews the relevant literature, addressing the issues implicit in the
relationship between law enforcement, terrorism and intelligetice three primary
areaghrough which fusion centers are founded upon and justiffedumber of
perspectives and topics will be examined, including the criminality of terrorism, law
enf orcement 6s c oandposeill chamges tivdiavie scourredanl e s
policing. Furtermore] aw enf orcement s experience with
intelligenceis briefly reviewed particularly since state polic@ganizationgnd large
urban police departments desked withmanaging and operating fusion centeffgmally,
intelligenceled policing as the implicit conceptual model for incorporating an
intelligence function into policing is reviewedChapter3 addresses the theoretical
foundation and underlying principle$ organkational behavioand innovation, relating
it to thelaw enforcement professiorChapter 4 introduces and reviews fusion centers,
discussing their underlying concepts, their predecessors, and their ongoing development

and progress. The role of the Department of Homeland Security (DHS) is touched upon,
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fol owed by sections addressing fusion cente
obstacles they currently face.

The remainder of this dissertatidascribes the methodology employedtfo
present study, as well as a discussion of the reséadihgs, conclusions and policy
implications. Chaptes addresses he st udy 0 s datecsllecdionand desi gn,
analysis methodsampleand research siteas well as methodological weaknesséke
studyds five r esear c hThgreseasch findingsarealiscassedime n p
Chapter6, while Chapter7 addressesthet udy 6 s ¢ Tthencluding achapter
alsoproposeshreeprimarypolicyareasi e duct ed fr om thht¢hest udy o s
author argues should be more fully and systically addressed as fusion centers

continue to grow.
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Chapter 2. Law Enforcement, Terrorism & Intelligence

Introduction

It was not until afterth® / 11 t errori st atitudesachdngedt hat Al
regar di ng | amleiecounterterorisnmaetivitied. This oversight has been
attributable to a number of cultural, political, and histarfactors in American life,
while ahercountrieat t i t udes regarding | aw enf,or cemer
such as the United Kingdom afsttael,differs due taenduring class, ethnic atud
religious conflicts as well as the more centralized structure of their law enforcement
community

This is not to argu¢hat the United Statdsas beemxemptfrom the presence and
consequences of terrst threatsboth domestic and international; howeveree after
significant acts of terrorism were perpetrated on American soil, such as the first World
Trade Center bombing in 1993 or the 1995 Oklahoma City bombing of the Alfred P.

Murrah Federal Buildig, neither the police nor the public viewed terrorigtated

threats to fall within the purview of state and local police ageribiasphousse, 20)0

The U.S. law enforcement community has traditionally focused on common crimes, and
sincethe 1960ste ensui nmrg nfiewbarc aompaci gn has defined
in criminal matters.

In1965 Pr esi dent Johnson appointed the Pr
comprehensively review the problem of escalating crime rates in America and to offer
recommendations regarding how to reducethem For year s t o ifmelol ow,
became the political todhatshape publicpolicy regarding how the American criminal

justice system, including tHaw enforcementommunity could improve its ability to
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control and reduce crime. This paradigominatedhe domestic agenda until the
morning of September 11, 2001.

After 9/11, it becene clear that U.S. law enforcement personnel were vulnerable
to and ilkequipped to cope with emerging threats, includimgtesm and other forms of
transnational crime. Biilar to 1960s,theso al | e d efrwarr i sMot was € o N s
as a political tool to justify the slew of actions taken and initiatives implemented in an
effort to develop Amali gadverheeat &ls, capatbe
manage both domestic and internatiadhatats If state and local law enforcement
agencies are assumed, and even expected, to share the responsibility of protecting the
homeland fronboth manmade and natuthteas, including terrorisnrelated threats,
then it is not only propebut necessaryo assumehat terrorism is a form of crimend
that itconvergs with traditional crime in several wagsHa mm, 2007; OONei I ,

Cornell, 2006; Sanderson, 2004; LaFred ®ugan, 2004; Shelly and Picarelli, 2002)

The Convergence of Crime and Terrorism

In the years since the 9/11 terrorist attacks, scholars have increasingly examined
terrorism from a criminological perspective, demystifying the sensationalism of semrori
by identifying both the ways criminals and terrorists are similar and under what
conditions the common criminals and terrorists may collaborate with one another. A
number of comparable characteristics between criminals and terrorists have been
specifial, which are further addressed momentarily. Furthermtihmugh many
criminal statues in the past have not defined terrosigetificallyas a criminal offense,

many of the activities undertakenptanning and perpetratiryterroristact are done so
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illegally, andareg thus,defined by criminal code (LaFree and Dugaf04). Mt only is
there a criminal nexus between criminal activitgl derrorist activity, buterrorism is
little more tharman expression of crime with a political or idegiltal motive (Anarumo,
2005), andherefore, théaw enforcemenis partially responsible for pventingand
responding to bothrime and terrorism

Terrorists are known to engage in a number of traditiomales to support
terrorist agendasHamm (2007) arguesat terrorists will engage urug trafficking,
robbery,immigration violations, fraudzounterfeiting, and corruptiaie sustain ayroup,
to fund operations, or to acquire other logistical suppdamm (2007) argues that
conventional criminal investigains are the most successful methods for detecting and
prosecuting terrorism cases. Terrorist groups need a variety of resources to carry out
their operations, such as documentation, safe havens, money, weapons and other supplies,
and they acquire many tiese resources illegally. If law enforcement leadership focuses
resources on detecting and deterring these precursor crimes, then terrorist plans may be
interrupted and thwarted prior to becoming operati¢8alith, 2008)

Not only areprecursory crimas often carried out isupportof a terrorist group or
in preparation for a terrorist event, but there has also been a growing area of interest on
the presence and extemhat has been terméthe crimeterror nexué (Hutchinson and
O06 Ma |l | e @arters2elrRoBs and Dabruzzi, 2007; Picarelli, 2006; Dishman, 2005;
Makarenko, 2004 Some expertargue that criminals and terrorists will conspire and
coll aborate with one another if such relat

objectives and gas however, these bonds aweperficial and episodicather than
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robust and enduring, lasting only as long as both parties aeditoey from the
arrangement.

Scholars argue that a number of factors have contributed to a global environment
that enal#s these relationships to develop, increasing the likelihood that organized
criminals and terrorist will collaborate with one anotfi¢ut c hi nson and OO0 Mal
2007). Factors leading to this cooperation include the collapse of the Soviet Union,
increasednternational pressures to control state sponsorship of terrorism, porous
international borders, and the presence of weak states unable to enforce the rule of law.
Moreover, as the world becomes more interconnected and interdependent, opportunities
increae for criminals and terrorists to both communicate and collaborate. As these
opportunities increase so do law enforcements opportunities to identify and intercede

these activities.

Shared Characteristidsetween Crime and Terrorism

As a type of criminadctivity, terrorists share number of characterissic
commonly used to study traditional criminal activity. Both terrorists and criminals pose a
threat to public safety. Criminals, including terrorists, are unevenly distributed in both
time and placeBoth terrorists and criminals exploit opportunities and use violence as a
tactic to achieve a desired outcome. Terrorists, like other criminals, vary in their degree
of sophistication and complexity. Finally, terrorists, like other criminals, can be
prevented and deterred.

The threat of terrorism, like crime, poses a threat to public safety (Chermak,

Freilich, and Caspi, 2010). Terrorist activities threaten our persons and property, as well



17

as undermine the rule of law. While the real and poteihtiahts posed by international
terrorists currently receives the greatest attention, homegrown threats of domestic
terrorism are equally, if not more, pressing, particularly to our domestic law enforcement
communities (Lafree, Dugan, Fogg and Scott, 20@8)mestic terrorists perpetrate a
number of federal and state crimes, including violent criminal acts, resulting in property
damage, economic losses and death (Smith and Damphousse, 2006; Freilich and
Chermak, 2009). Interestingly, perpetrators of botmerand terrorism are perceived to

be most dangerous by those least likely to be affected by them (Lum, 2010). Freilich,
Chemrak and Simone (2009) found that there is a discrepancy between state police

of ficialsd percept i ogreupsandthe actuad dahger pgsedde d by
such groups. Islamic extremists/jihadists were perceived to pose a greater threat to both
national security and state security; however, they were less likely to be involved in
illegal activities.

Terrorist threats,ke criminal threats, are not uniform; rather, they vary over time
and place. There is a temporal dimension to both crime and terrorism, whereby threats
changeover time with social, political, economic, and technological changes, as well as
the various pevention and intervention efforts of law enforcemamd other security
agents (Chermak, Freilich, and Caspi, 2010; Kennedy, 2010; Lafree, Yang, and
Crenshaw, 2010)Rapoport (2005) argues that terrorism occurs in waves, whereby
terrorist activity driverby a dominant features (or political turning points) cycles within a
given time period, and that terror is deeply rooted in culture. He argues that there have
been four separate, but overl apping, waves

the18® s, the fAanticol onial o wave beginning i
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the 1960s, and the AReligiouso wave beginn
Lafreeds (1999) empirical study of wviolent
scholas approach terrorism and crime, respectively, from a longitudinal perspective
acknowledging that various political and economic factors influence the onset,
persistence and desistance from both.

There are similar geographic dimensions to both crime aratitan (Smith,
Cothren,Robertsand Damphouss@008). The planning and commission of both
common crime, particularly that of organized crime, and terrorism can and often will
traverse jurisdictional boundari&s carry out both criminal and namiminal activities
(White, 2006). However, while criminals and terrorist alike will cross jurisdictional
boundaries, they are constrained by geography, often choosing targets that are close to
their operational base. In other words, both crime and terroristargety local
phenomena. Smith, Damphousse and Roberts (2006) found that on average a majority of
terroristébés preparatory activities, includ
within 30 miles of the offenders residencd@se geographic distsution of crime and
terrorism occurs for a number of reasons, aparticular law enforcement agency is
accountable for protectingdtsafety and interests of thairisdictions. When a criminal
incident occursvithin their jurisdiction they participa in investigating the crime,
collecting evidence, apprehending suspects, and other prosecutorial obligations.
Terrorists live and operate within the boundaries of law enforcement control, as do other
types of criminals. Since the police are responddyléhe crime in their jurisdictions,
then it is necessary that they recognize that terrorist cells, as well as sympathizers, may

bepresenin their jurisdictions.They reside, travel through, hold legitimate jobs, and
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engage in criminal activities wittome jurisdiction.Moreover, police forces from
neighboring jurisdictions often assist one another since criminal activity is not
geographically restricted.

Moreover, both criminals and terrorists exploit open opportunities to plan for and
perpetrate actshere must be the opportunityr any type of crime to occur, terrorist or
otherwise (Clarke and Newman, 2008Yithout an available opportunity, an offender is
only left with his or her personal motivationalthough an individual may have the
desireto commit a crime or engage in terrorist behavior, if the opportunity is absent then
so will the context for the behavior to occur. While the motivation to commit crime lies
within an individual, and hence beyond the control of any security measuresntbgt
of opportunity is external the individual perpetrator, embedded in the interaction between
the particular characteristics of the targ
Therefore, opportunity for crime can be manipulated and controfieliffierent security
measures.

Both terrorists and common criminals find ways to leverage gaps in security
measures to exploit the opportunity so they may commit the crimingdlaelly and
Picarelli, 2002). The law enforcement community &begal obligation to protect the
people and property bgentifying minimizing theseexploitable gaps, and, thus, reducing
offender opportunity As the threat of terrorism changes over time, so must the U.S.
prevention and response efforts. While the underlyingvattins for engaging in
terrorism have not changed, terrorist groups have adapted their organizational structures

and tacticsrecrutment strategies and podts avoid detectiorandthusincrease their
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probability of success (Jenkins, 2006; Gerwher aaly,[2006; Jackson, Baker, Chalk,
Craigin, Parachini and Truijillo, 2005).

Not only do criminal and terrorists alike exploit opportunities, batuse of,
threatened use of, or capacity for violence is a defining feature of both serious crime and
terrorism and the primary means of exerting control over the targeted victim(s) in an
effort toachieve someéesired outcome (Hamm 2007; Shelley and Picarelli 2002;

Hut chinson and OO60Malley, 2007). Rosenfeld
violence perpetratd onmoralisticgrounds from violence committed predatory

grounds, arguing that moral violence, somehow perceived by the offender to be provoked
by the victim, is used in times of self defense, deterrence or retribution. In cdmdrast,
explains thain the commission ofnedatory violence the victim is not culpable, even in

the eyes of the perpetratboy provoking the vioénce. Rther the victims are targeted

for reasons unrelated to moral convictiom®senfeld argues that terrorism is unique in

that it uses predatory violence as a means to attain moral €ndsolice are

responsible for ensuring public safety, maintaining public order, and aiding in the
prosecution of criminals. As such, they are responsible for preventing vidtente

occuring and bringing to justice violent offenderacluding terrorists

Both criminal groups and terrorist organizations vary in their degree of
sophistication and complexity, ranging from lone actors to loosely affiliated groups of
like-minded individualgo the less prevalent, hierarchically organized enterprise.
Regardless if (would be) terrorists are lone wolves, ad hoc associates or part of a larger,
hierarchical structure, the law enforcement community, to varying degrees, is

experienced in investigiag and tracking criminals and criminal groups, including the
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use of intelligence units and task forces, surveillance and informants. These same
techniques can and should be applied to developing a proactive intelligence capacity to
better prevent and spond to both traditional criminal threats and terrae$ited threats.

Finally, terrorism, like crime, can be deterred and prevented (Chermak, Freilich, and

Caspi, 2010; Kennedy, 2010; Trager and Zagorcheva, 2006; Dershowitz, 2002). Threats

of both ca be assessed and prioritized, although this is a challenging endeavor due to the
dynamic nature of terrorist threat. Based on recent criminological research, prevention

and deterrence strategies can be implemented; however, various intervention strategie

have been found to have unintended ns equences (Cher mak et al

Lum et al., 2006).

The Realities of Pos®9/11 Policing: Changes and Challenges

The police will encounter terrorism, as they do crime, at a number of points in
time, paticularly since terrorism, like traditional forms of crime, is, at least initially, a
local phenomenon. Although the effects of a terrorist incident are intended to ripple
outwards to the larger world community, when an event does occurpesmsat
ground zera@aremost impacted

Terrorist events, like criminal eventoccuron a plae of time and space tied &0
history of convergingactorsand a future of outcomg¢Sacco and Kennedy, 2002\
terrorist event, like a criminal event, is an inciteith a precursor phase, and occurrence
phase, and a recovery phasi. the prevention phase, the police are involved in the
detection, disruption, and deterrence of potential terrorist events or activities involved in

the planning of such events. Rl ideally, may stumble upon potential terrorist threat



22

before it becomes operational. For example, in Torrance, California in 2005 two men
were arrested for a convenience store robbery, aadup s ear chi ng one of
homes, | i hidndplan®detailing a pendiagtattiack was uncoverb.

example demonstrates that there are occasions when law enforcement will have the
opportunity to intercept a threat before it becomes viable or operational.

Law enforcement undoubtedly encoustére effects of terrorism during the
incident and immediately after an attack, a lesson painfully relearned during any major
incident. In a response capacity, agents of the state play a variety of critical roles in first
response, as well as emergencgrdination and management. Their activities include
directing and assisting in evacuations, securing the scene to protect it from contamination
or further casualties, as well as maintaining communication with the media and the
public.

After a terrorisincident occurs on American soil, it then becomes a criminal
investigation. In the recovery phase, law enforcement plays a collaborative role in the
investigation, apprehension and prosecution of involved individuals. Subfederal law
enforcement personnelayassist the federal law enforcement community in the process
of an investigation. Moreover, state and local law enforcement personnel are responsible
for restoring order, allaying the communi't
the populéion from backlash crimes. For example, after the 9/11 attacks, police
vigilance of Arab community and cultural centers, as well as Muslim religious
institutions, was prioritized to thwart retaliatory attacks against the Arab American and

Muslim Americancommunities for the 9/14attacks.
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The skills traditionally used to fight crime are applicable to fighting terrorism
(Clarke and Newman, 2007; Bratton and Kelling, 2006; Henry, 2002). The law
enforcement community is trained to systematically collectin&ion from a variety of
sources in an effort to reconstruct an incident or identify and root out a community
problem. The patrol officer may encounter information useful for generating intelligence
in a number of routine situations. The average palifieer routinely patrolsresponds
to crime scenes, completes incident reports, collects witness statements, responds to
domestic disturbances, investigates community complaints, and conducts routine traffic
stops, all of which are potential sources aéligence. Furthermore, the police are
socialized to be cognizant of their surroundings and skeptical of suspicious persons and
activities in their immediate environment. They are encouraged to facilitate trusting
relationships with the members of theemmunities and to be receptive to input they
receive from their community leaddiBrown, 2007; Pelfrey, 2005; Murray, 2005)

Many argue that if police officers are proficient at these tasks, then they are better able to
cope with crime, and likewiserterism. While they have the skill set necessary to be

more proactiveifocused, the law enforcement community, as a wheleains largely
reactive, struggling tapply theseskills to new problems and contexts.

In 2005, the International Association®©hiefs of Police (IACP) released a white
paper expressing the organizationds concer
appropriated by the federal government to support homeland security initiatives, many
state and local law enforcement communitiesenill-equipped to prevent, mitigate or
respond to threats of terrorism. TP concluded that if the United Staisgo truly

develop and implementrationalhomeland security strategy, then five principiasst
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be incorporated into theant | cal@rsd statéaw enforcement agencies. THeCP 0 s
five principles, all seHexplanatory, advocate that all terrorism is local; prevention is
paramount; hometown security is homeland security; homeland security strategies must
be incorporated nationallyphfederally; and that a ground up approach that recognizes,
embraces, and values the diversity of state, local, and tribal public security communities
in a noncompetitive, collaborative fashion is vital.

Few would, or could, disagree that changes hagaroed in policing since 9/11,
not only in the U.S. but also abroad; however, there is still uncertainty regarding whether
these changes argsificant In a fragmented law enfonceent environment, such as the

United Statesthis problem is compounded te sheer number of police departments.

Changes in State and Local Police Agencies

In 2003, the Council of State Governments and Eastern Kentucky University
collaborated on an i®onth fifty state survey, conducting several case studies and
consultingan expert work group. They specifically examined the impact of terrorism on
state and | ocal | aw enforcement agenci es,
conditions in which these changes were taking placé¢helmeport, Foster and Cordner
(2005) concluded that while all levels of law enforcement have been affected, state police
organizations have been most impacted by the abundance of homeland security initiatives

stemming from 9/1%. A majority of state law enforcement agencies eitperaheadof

2 Since the publication of the 2003 report, there has been some debate regarding whethelicstat
organizations or major urban areas have been most impacted by homeland security initiatives, particularly
since DHS has significantly funded various metropol
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or have significant involvement in their r
and as a result tend to allocate a greater proportion of resources to these programs
compared to local agencies, including intelligence activities, crinf@structure

assessment and protectiamgdemergency response and management.

In their analysis of state and local intelligence functions, both state and local
agencies reported increased participation in terrereated activities, but change was
greater in state agencies compared to local agencies. Not only have new homeland
security roles been thrust onto state police organizations, but they are also filling the
vacuums | ef t -1y redgénizatidh Brid éepriorpizaton, and as a resul
State Blice agenies have increasdteir investigations of organized crime, bank
robberies, and financial crime&therhomeland security roles for the Statlie
include coordinating homeland security initiatives and exercises; collecting, agalyzin
and sharing intelligence; protecting critical infrastructure and assets; securing borders, air
and sea ports; collaborating on JTTFs; and acquiring better emergency response
equipment, training, tactics and systems.

It is unsurprising that the state lamforcement functions and responsibilities
have expanded greater than those of local agencies. Due to the dradicaiiyralized
struct ur e lawenfokementomenandys State Blice agencies are in the best
position to liaison between fedeadencies and local departmenidiere are fortynine
primary State Blice departments in the U.S., accounting for approximately 8% of the

total sworn law enforcement personfieThese figures stand in stark comparisotht®

Urban Area Security Initiative (UA$I Currently, there is no conclusive data to indicate which have been

most impacted. Moreover, UASI funds have also supported fusion centers in varying degrees.

% Hawaii does not have a primary State law enforcement agency; rather, the State of Hawaii $hf 6 s Of f i ¢
serves as the statewide law enforcement agency.
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number oflocal law enforcerant sworn personnel (totaling over 15,500 local and sheriff
agencies), which accounts for approximately 85% (over 600,000) of ¢he itaiah 0 s
sworn personnel (Reaves, 2007). Communicating and coordinating with state agencies
rather than local agenciesfar less complex for the federal government due to the sheer
number of agencies involved.

As a liaison, State Police agencadten provide bothtechnical ad emergency
response training tiheir local counterpast State agencies also act asftimmel through
which funds from federal grants for terrorigeiated initiatives are transferred to local
departments. Moreover, since 9/11 local police agsrtave increasingly enlisted State
Police assistance in the following areas: emergency resporesgalspeapons and tactics
teams, bomb squads, aviation and marine assets, and forensic science and crime labs
(Foster and Cordner, 2005; International Association of Chiefs of Police [IACP], 2008).

Other terrorisrrelated demands have increased sincé . state agencies,
including pressures to develop and implement statdusion centers; acquire and utilize
more intelligence analystanalytic tools; regionalize planning and training initiatives;
increase participation in immigration law enforcemeamd develop and foster
partnerships with the private sector (Foster and Cordner, 2005). For example, private
industryhas increasingly sought after Stat#i€ support for financial crimes
investigations, as well as for general and technical training.

Shortly before the 1996klahomaCity bombing, RAND released a 2donth
nationwide study of state and local perceptions of and preparedness for domestic
terrorism. In the study, local law enfongent officials, in addition to Stateokce and

emergencynanagement agencies, were surveyed and ten case studies were conducted.
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Riley and Hoffman (1995) concluded that a
the nature of the terrorism threatia c e s  wi | | i n tatticakandcsgategimn a gen
regponse to the threat. Moreover, they concluded that both state and local law
enforcement define a wider range of activities as terrorist compared to the FBI.
Approximately 80% (31 of 39) reported the presence of a terrorist threat in their states
and 90%reported the presence of sympathizers in their states, particularyvigghand
special interest terrorist groups.

The study also addressed three other areas of inquiry: planning and resources,
specifically contingency planning and collaboration vigtieral law enforcement
agencies; operational issuspgcifically guidelines for investigatinigrrorist threats, as
well as the presence of terrorism units and tactical or intelligence units; and tactical
issues, namely training procedures and the excst of other operational units. While the
majority agreed thahe threat of terrorism to be a viable threat, there was little agreement
regarding how to address the problem. Moreover, while a most agencies welcomed and
valued the opportunity to bettdevelop theistrategicability to deal with terrorism
related threats, a majority of agencies were lacking in their own preparedness to respond
to domestic terrorism. Generally, there was poor communicatiopatmerships
between the federal governmemid state ankbcal law enforcement agencies.
Moreover,nonfederal agencies received little or no training, had little intelligence or
strategic threat assessment capabilities, and minimal expert review of plans and training

exercises.

* The study further disaggregated by types of terrorist groups:witglat 87%, leftwing 21%, international
13%, ethnic 33%, issue specific 59%, other 10%.
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In2002,the 199 st udy was replicated to assess
terrorism preparedness since a number of historical events had occurred, namely the 1995
Oklahoma City bombing, September 11, 2001, and the creation of the Department of
Homeland Security (DHS})he largest governmental reorganization in United States
since the establishment of the Department of Defense in &@4&7on the horizon (Davis,
Riley, Ridgeway, Pace, Cotton, Steinberg, Damphousse, and Smith, 2004). The study
concluded that there is sificant variationbetween state agencies ahdse in large
metropolitan counties, and those in smaller counties in their reported perceptions of and
preparedness foetrorismrelated threats. The pe8tll changes istate and large
municipalities morelosely mirroedoneanother and wenmore proactive in their
approach compared to agencies in smaller jurisdictions, which remained largely focused
on reacting to traditional criminal activityn regards to law enforcement preparedness
for domestic taorism, Davis et al. (2004) published the following conclusions:

e There is a positive relationship between perceived risk, size of jurisdiction, receipt
of funding and preparedness activities. Those jurisdictions that perceived the risk
of an attack inheir jurisdictions as high were more liketyteceive external
funding post9/11, and thusveremore likely than other agencies to improve their
preparedness activities. The size of jurisdiction was not related to perceived risk
or the receipt of exterhéunding.

¢ Most state agencies and approximately 20% of large local law enforcement
agencies assessed the threat of another terrorist attack within five years as

relatively high.
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e Since 9/11, both state and large local agen@es hassigned greater dincial and
human capitalo emergency response planning, including updating contingency
plans, standard operating procedysgsl mutual aid agreements.

¢ Both state and local agencies in larger counties have repmdelihggreater
support than agencies smaller counties, which is consistent with the finding that
state and larger local law enforcement agencies have higher threat perceptions and
more proactive orientation towards preparedness activities.

e Both state and large local agencies reported theed® receive greater
information and intelligence regarding terrorist threats and capabilities.

¢ While state police agencies have more experience in surveillance, investigation
and evidence collection of terrorist events prior to 9/11, these actiatistate
and large local agencies increased {8%1, including their participation in
responding to terrorigelated hoaxes and anthrax incidents.

e All levels of law enforcement also reported improved communication with FBI,
and large local agencies fed receiving countderrorism training from FBI
JTTFs.

e Smaller agencies reported relying more heavily on ragjeincy task forces for
planning, assessment, and training activities. Those agencies with terrorism units

conducted joint training exercisewre so than prior to 9/11.

Thelittle research that is availabllmes revedhat there have been a nuentof
changes since doniedtic preparetness forcteyrarisn from a law

enforcement perspective; however, it is unclear if theaagds have been successful.
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Contingency plans have been rewritten, safety equipment purchased, training exercises
ensured, all levels of law enforcement have reorganized to varying degrees by creating
specialized counteerrorism and/or intelligence usjtrisk assessments have been
conducted and documented, participation in JTTFs has expanded, and so on, but the
guestion still remains whether or not we are safer.

It is difficult to measure the success of these changes since there is significant
variation in the degree, scope, and quality of these changes geographically. Some
accommodations have been at the behest of the federal government asuadstarkot
for funding, while ambitious and progressiveliee Chiefs with large purses have
spearheadedther changes from the ground up. There is an overwhelming amount of
variation in the U.S. law enforcement community; in fact, it is not a unified community,
but a pool of agencies that have similar concerns but very different approaches, resources
and neds. Itis clear that organizational and cultural shifts are occurring in U.S. policing,
however, these shifts are not occurring proportionally across police departments. While
one cannot compile an exhaustive list of every adjustment that has beeim reaeiy
American police department, several overarching conclusions can be régavding

post 9/11 policing. Bwever, with change comes challenge.

Challenges

The demands of developing and incorporating new occupational responsibilities
and expectatiscapable of successfully addressingider scope of threats, including
terrorismrelated threats, have carried with it a number of challenges for many law

enforcement agencies at all levels of government. The discussion presented here is
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organized alongeven general themes, each containing a number of related difficulties,
specificallyconceptuabbstacles of terrorism; thstructuralmakeup of U.S law
enforcement community as a whobeganizational barrierswvithin a police organization;
cultural barriers between and within law enforcement agendieshnological barriers

legal barriersrelated to the delicate and balance between national security and civil

liberties; andvarriers tobuilding partnershipsetween agenciemdindustries®

Conceptual Obstacles

One of the most fundamental and exigent obstacles to overcome is that of
conceptualizing both the threat, its forms and characteristics, as well as how law
enforcement musespond to it, particularly sinaeew problems&reemerging in a
dynamicenvironment amid social transitions, competing demands, and technological
changes. Law enforcement, agrafessionis operationdy changingto better adapt to
the paradigm shift that hatowly been occurringince 9/11, trying to inaporate and
manayje a host of additionables and practices into their existing duties. This complexity
is compounded by the fact thatv enforcemenas aprofession generally lacks a
thorough understanding of the thre&terrorism, and how it fits within the largemd
more abstract, context of managing rigks.

Moreover,there is no universal definition of terrorism (White, 2006); rather,

terrorism is a subjective concept that changes over time and place. Moreover, as a

® While the obstacles identified heeare sorted into seven separate thematic categories, in practice they are
not necessarily exclusive; rather, one type of obstacle is often related in some degree to other obstacles.
The general categories should be viewed as a framework for the disqusesented here.

® Conceptual misunderstandings of intelligence, specifically, will be addressed in the following section,
titted What is intelligence?
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relatively rare event, particularly for U.ew enforcement community, a substantial

degree of uncertainty hinkddr aw enf orcement 6s ability to g
effective or efficient. If a threat is to be successfully countered it must first be reliably
identified. The police shodlhave the capacity to identify suspicious activities or persons
andassess whethdénere could be a potential connection to terrorism. The police need not
be terrorism experts, but depending on their job functions within the organization, some
should havean appreciable degree of knowledge of various factors, such as the tactics,
ideology, organizational structures, and recruiting practices of different types of terrorist
organizations, as well as how they change over time, since these types of fattors wil
affect how law enforcemeuperationalizestrategies to prevent and detiereas (Clarke

and Newamn, 2007; Hamm, 2007; Anarumo, 2005).

Similarly, the police often conceptually misunderstand how to define, assess and
manage risk as it applies to theirttiés and activities. The concept of risk is abstract and
fluid, and theefore, can only be estimat@d potential problem for many police officers
accustomed to working with more tangible information. There are no defined parameters
of risk, and risk chages as motives, capabilities, and suitable targets adapt-to risk
mitigation efforts. As such, different stakeholders often refer to different concepts of risk
depending on their needs and concéridoreover, there are no universal methods or
standardize tools for estimating or monitoring changes in the level and nature of
terrorism risk (Leson, 2005); therefore, risk assessments may vary widely and even
contradict one another, affecting the decisions about where and how to best deploy

protective resoues.

"Here, risk is the product of threat, vulnerability and consequence (i.e. Risk= Threat x Vulnexability
Consequence).
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Structural Obstacles

A second fundamental obstacle is the decentralizedtamcturallyfragmented
arrangement of the U.S. law enforcement community. The sheer number of law
enforcement agencies in this country is staggering, a fact that congpbcatelination
and cooperation of intelligence gathering and sharing efforts, training esamde
initiatives, and critical infrastructure assessments. Although depicted as monolithic
community, it is really a cluster of thousands of communities, iedicienced by their
own immediate social and political environments.

Law enforcement agencies in the U.S. have traditionally operated as largely
autonomous, reactive organizations (Innes and Shepg@bd). A homeland security
mission traditionally fdlunder the responsibility of the federal government and not that
of local and state law enforcement, except to the degree particular incidents interfered
with state law$. Since 9/11, whilghere is generalonsensuthat local and state law
enforcemenshould contribute to providing homeland security, there still lacks a clear
intergovernmental division of labor (Nelson, 2003), which is complicated by the uneven
distribution of threats and inherent vulnerabilities, agency needs, and organizational
resouces. The police have a number of inherent functions in society, not all of which are
necessarily compatible (Bittner, 1970).

Determining how to go about coordinating a number of counterteritiatives
is cumbersome, some arguing for a federallydated, topdown approach while others

argue for a state and/or local directed, bottggrapproach. The federal government has

8 Most domestic terrorist incidents in the United States were not classified as terrorist, but as ordinary
crimes, particularly in the 1960s and 1970s.
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historically underestimated and underutilized local and state law enforcements assets
often peripheralizingher state and loal counterpartsrather than incorporating them as
active participants in the larger decisioraking structure (Safer Cities Project, 2005;

Brito, Toliver and Murphey, 2005). While national coordination planning efforts are
currently underway in regards training standards and critical infrastructure

assessments, it has been criticized that there is absence of an intelligence gathering,
sharing, and monitoring system to track what changes occur, where they occur, and when
they occur (Riley et al., 2005)/hat oversight does occur is conducted largely

internally, thus raising question to the validity of these assessments (Ratcliffe, 2002).

Organizational Obstacles

Not only are differences between agencies difficult to reconcile, but there is a
substarial amount of variationwithai ngl e agency. leadethipan or gan
cannot minimize intraagency obstacles, then inregency obstacles may be even more
difficult to achieve. Many of the organizational changes that have been instituted have
been done so osupplementabasis, rather than truly integrating new architectural
arrangements intended to addrees and emerginthreas within the organization.
Achieving success is difficult, particularly in bureaucratic institutions, which are
notoriously slow or outright resistant to change (Lingamneni, 1979). Scholars and
practitioners question the sustainability of new terrorism prevention and response
programs and policies, particularly since there is a dearth of research on the differential
coss, both financial and social, of thepians and procedures. Resources allocated to

new orgaizational units or initiativeare often allocated from the internal budgets
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removing resources fromtwr organizational components, which in turn creates
departmental tension.

Similar to the monolithic misperception of the law enforcement community as a
whole, there is substantial variation in the occupational functions witingée
department. A police department as a professional organization is cahgias number
of different types of professions, such as analysts, administrators, street officers,
specialized officers, support personnel, etc. Ericson and Haggerty (1997) refer to this as
a 6division of expert knowbcesdabstract wher e a
knowledge and develops it into practical knowledge for the overall functioning of the
institution. Each position has specific occupational duties and demands, which at times
are incongruent or in outright opposition of one another.

Law enforcement agenci@se known for their hierarchical nature, and rigid
hierarchyis known to inhibitthe free flow of information and ideas. Many units within
an organization are isolated; therefore, informasioaringmay beinconsistentboth
intentionally and unintentionally, which in turn contributes to isolated thinking and
information silos (Ratcliffe, 2007; Sheptycki, 2004). Moreoeesian analysts hired
into the system further corfigatethis obstaclé€. Crime and intelligence analysts are
relatively newadditions to police departments, and, as such, they have not been fully
integrated in the hierarchy or subculture of the organizatidot only are their duties and
rank not clearly defined within the organization, but also an overwhelmajayity of

police departments lack the analytic aeaipy, or the perceived needtib contribute

° There is a large amount of variation in the types of, roles of, and training ¢é\aeialysts in a particular
department, which is a significant obstacle not elaborated on here.



36

meaningfully to identifying and tracing terroastlated threat@innes et al., 2005;
Sheptycki, 2004; Cope, 2004).
Finally, training and equipping a decralized police force is notoriously
difficult. If the police are expected to fulfill a counterterrorism role, training is the
fundamental vehicle by which they will rece the instruction to modify thesgkill sesto
successfully fulfill these tasks. oGrdinating training initiatives is problemaaad
costly, as well as is the absence of mandated training standardes Jleency 6 s t op b1
must not only wrestle to reconcile how to uniformly train incoming recruits and civilians,

but also how to trairhbse preexisting employees in the organization.

Cultural Obstacles

Tensions arising between different occupational cultures are notoriously difficult
to overcome in any organization due to the deeply embedded and enduring nature of
culture (Chan, 1997)Subcultures are the implicit framework on which organizations
function, and they are present in every institution. Culture defines both individual and
group identity, and compromising and alter
individual muchless a complex system, like an organization or community.
Incorporating counterterrorism tasks and mandates into policing, primarily at the
municipal levels, challenges the norms and practices incumbent to policing.
Turf wars have long been identifiedasnainstay of police work, as well as

jealously, the pursuit of improved occupational status, external funding and public
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recognition, as weks a general distrust of outsidétsThe inherent lack of trust
between agencies and units generally stems émmmpetition for resources, the secretive
nature of the job, and a fear others will leak or misuse sensitive information. This often
times results in officers hoarding information inside their heads, creating a distinct
information silo. This is problemtc since not only is valuable information intentionally
withheld, but when that particular individual is not no longer with the organization, the
information is lost potentially forever (Sheptycki, 2004).
Policing is renowrasan occupation composed ofight knit group of individuals,
as evident by the sayings |ike fithe thin b
silence. 0 The subcultures of administrati
and civilian analysts often clash due to thfferent functions and predispositions
within the organization. While the subcultural differences between executive police
leadership and the streletvel cop has been investigated (Relassi, 1983), there is
considerably less research identifyinglaxploring other organizational subcultures that
develop in policing, particularly within t
An Aus vs. themd mentality is fostered
occupationatocialization, beginning wimethe cadet first enters the academy and
enduring throughput their law enforcement career. Civilian personnel are largely
removed from these processes, and as a @®yerceived as inferior to, or at least
different from, their sworn colleagues. Thi®blem can beantially attributed to the
beliefthat civilians, analysts in particular, do not understand commissioned officers job
duties and routinggnd commissioned officers likewise misunderstand and undervalue

anal ystsd dut ineesi tahned agcrtoiuwi tuinedse.r stlafinds and

YF0utsidero may be defined in a number of ways.
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functions and responsibilitiegithin the larger organizatigitheir expectations of one
another will be incongruent and frustration within the unit or department may develop.

A successful law enforoeent intelligence functignn part depends on the
practical implementation of successful informatglraring mechanisms, as well as full
leadership commitment, organizatiamde dedication, and enforced accountability
mechanisms (Ratcliffe, 2007; Magumad John, 1995; Loyka et al., 200%jistorically,
information sharing has not been rewarded in law enforcement; rather, reactive activities
that could be easily measured have been rewarded. Changing the incentive system has
been identified as a diffitbundertaking largely due to the abstract, and at time

immeasurable, goal of prevention.

Technological Obstacles

Technological impediments of using information management and
communication systems to record, analyze, store and share law enforcentiegering
while present, have been mitigated over recent years. The decentralized nature of U.S.
policing, as well as the short lifecycle and abundance and cost of software and
technology available, makes the task of establishing a truly technologicaliicated
network of law enforcement information a challenging pursuit. Due to the number of
systems available, a nationally integrated information sharing system is missing (Henry,
2002).

Law enforcemeninformationmanagemergystems were createdditferent
times forvariouspurposes, and these systems continuously undergo uncoordinated

upgrading (Sheptycki, 2004hus,they are largely incompatible. Integrating data from
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multiple sources is burdensome due to an absence of standardization inadiadata

coding and data management between departments and personnel within an agency. The

delay in information input is slow, at times taking several weeks. Moreaveing

these systems is problematic for some police officers, particuldahgyfare not

adequately trained in computer applications, such as navigating the system or retrieving
information. They may also fail to properly record or report important information.
Furthermore, most police departments are relatively small, and obénave the

resources available to invest in information and communication technology or to

continually upgrade it.

Legal Obstacles

An oftentcited concern about police intelligence collection and sharing is the

vi abl e potent i al cividilvertias ana tial tights, particufarlythé t i z en s

right to privacy and protection from arbitrary search and seizure. In the homeland
security era, the balance between the individual rights of citizens and the collective
security of the nation is a firene, and the fulcrum of this balance shifts depending on

the historical context in which it is being questioned. Since the hastened passing of the
Patriot Act i mmediately after 9/11, | aw
expanded, much to thesdgiomfort and outright opposition of civil rights advocates and
watch dog organi zations. The violation
outweighed by the purpose the violation intends to serve (Maguire, 2000). Specifically,

the violation must be tal; it must detect and prevent a proportionally serious enough

en

of
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crime; and it must be the least intrusive means to achieve the necessary purpose.
Moreover, transparent process whereby citizens are informed of the types of
circumstances that the violatiomay be used, as well as ensuring that accountability
mechanisms are in place to oversee the proper application of power, is nelsessary
lacking

Law enfor cement angelligente activitiep nt o heondtucbnods
citizenry is based exclusivelyndheir statutory authority to enforce criminal law and
investigate known osuspiciousiolators of the law (Carter 2008b), thirete must be
criminal predicater reliable, factbasedsupport that a crimkeasoccurred is occurring
or will occur. The plice are restricted to the type of information they may collect and
store on individuals, guided lvgasonable suspicioandprobable causstandards, an
issue addresseghortly. Any information collectedegading an individual must be done
so in a law@il manner. Any information collected about an individual or organization
cannot be retained indefinitely, rather there must be evidence that the criminal activity is
sustained, otherwise, after a finite time péribe records must be purgedrrdhe
intelligence systent!

While there ardederal policieguidingthe collection, storage and exchange of a
citizenbds personal data between agenci es,
Operating Policies (also known as 28 CFR Part 23), they are onlgealbe ifa
department operates a federdliymded multijurisdictional criminal intelligence
system'? Nevertheless, 28CFR Part 23 has become¢Hactostandard that most

agencies accept and adhere to as the national professional standard (Catigr, RO©8

" Typically a five year review and purge requirement.
12 Eor more information on CFR 28 Part 23, béte://www.iir.com/28cfr/Overview.htm
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current Abest practiceso regarding the man
on 28CFR Part 23, together with thavi.EnforcemenintelligenceUnit (LEIU) File
Guidelines, established law of criminal evidence and procedure, and castepier
(Carter, 2008Db).
Law enforcement agencies may only maintain data collected for specific and
lawful purposes. Moreover, the data cannot be held longer than necessary, used, or
disclosed for any reason other than which it was originally collectedtaret.
Information can only be shared based orritjlet to knowandneed to knowprinciples;
that is sensitive and protected information can only be shared with individuals who have
the authority and/or security classification clearance, as walhasessityto be

informed of such information.

Partnership Obstacles

Increasing and strengthening partnerships between both government agencies and
private sector industry has been alpwell-recognized and met with several obstacles.
There have &en a number of similarly identified barriers to partnership building between
thelaw enforcementommunityand public health agencies (Eyeman and St2005),
such as an absenceinformation sharing mechanisms, absence of guidelines for
coordinated@sponse plan, dissimilar agency structures, an absence of a clear chain of
command between local, state and federal responders, and absence of universal

terminology™®

13 As of March 2008, the National Response Plan was replaced with the National Response framework,
which seeks to minimize some of the aforementioned barriers. More infomaatailable at:
http://www.dhs.gov/xprepresp/committees/editorial_0566.shtm
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The primary mechanism for terrorisralated information sharing between the
levels of hw enforcement has be€Bl-led JTTFs however, a number of problems have
been identified with such interagency arrangements (Murphey and Plotkin, 200%). The
have been criticized for lacking structure, consistency, and appropriate staffing of
necessarygrsonnel, including analysts, to support investigators and resputties is
partally a funding issueLocal police criticize that they ateeated as peripheral players
by their federal counterparts, rather than key investigators, indicating thrabalance
of power remains between federal agenciestheisubfederal partners. As a result,
state and local & enforcement officers criticizénat the quality and quantity of
information they receive are less than desirable. Finally, the intelliggacesses at the
federal and state levels are not identical, thushasbeemlifficult to create a unifying
national plan when processes, purposes and products diffesugh efforts to

standardize this are currently underway

What is Intelligence?

Literature on intelligence largely focuses on intelligence as a process; however, to
the consumer, intelligence typically is envisioned as a product generated within this
larger proceséWarner, 2002) Intelligence as a product is data that has beeeated,
analyzed, and interpreted to inform future actions against an identified target (Innes,
Fielding and Cope, 2005; Peterson, 2005). Prior to analysis, the information is simply
raw data devoid of meaning and relevance. Raw information is collecl&ted and
analyzedas defined byollection requirements, and a product is developed as specified

by the request or need. A finishedeifigence product with cleaonclusions and
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actionable recommendatiosbould then be disseminated to appropridiigeted
consumers. Ideally, the finished intelligence report should be evaluated and feedback
supplied back into the systemewaluatdf a product was relevant, timely, and useful for
the decisiommaker. Intelligence is not an end in itself; ratltsgis only ameans to an

end.

While there are various types of intelligence, the most basic is the differentiation
betweertactical andstrategicintelligence (Godfrey and Harris, 2001). Tactical
intelligence is distinguished from strategic intelligetexaporally (Peterson, 2005;

Godfrey and Harris, 1971). While tactical intelligence is investigatmetific, shor

term, and operationaHlipased, strategic intelligence is letegm focusing on larger scope

issues, trends and solutionStrategic intdigenceshould better enable a decisioraker

to anticipate risks and makeell-informedchoices, for bothadministrativeand

operational needs, based on teékable and valid synthesis of informati@Ratcliffe, in

press) Intelligence should be reliahlvalid, timely,andutilized if it is going to have an

i mpact (Her Majestyods I nspectorate Constab
effectiveness, ishouldflow vertically and horizontally both between and within

organizations (Innes and Sheptycki, 2004)

ThelnteligenceCo mmuni ty (1 C) refers to fna feder
agencies and organizations that work separately and together to conduct intelligence
activities necessary for the conduct of foreign relations and the protection of thelnationa
security of {*HAm®e Dicentor of &ationdl in@ligense, as ordered under

the Intelligence Reform and Terrorism Pretvem Act of 2004, manages the intelligence

1 United States Intelligence Communifefinition of the Intelligence CommunitiRetrieved on October
14, 2008 fromhttp://www.intelligence.gov/befinition.shtml



http://www.intelligence.gov/1-definition.shtml

44

community Although the genesis of the modern intelligence community cénaded
back to the National Security Act of 1947, thew@s not defined by lawntil the passing
of the Intelligence Organization Act of 1992. The National Security Act created the
National Security Council, whose purpose is to advise the Presideriegraiimg and
coordinating domestic, foreign, and military policies as they relate to national security
issues. While the FBI is a member of the IC, local and state law enforcement agencies
arestatutorily denied membershiptize IC. Rather, the FBiastypically served as the
primary liaisonbetween the federal government and-gederal law enforcement
agencies and their intelligence activitiakhough DHS is currently realigning their
missions and structure to become the federal intelligence linetoreen the IC and
subfederal public safety communities

There is a welkstablished intelligence process, defined @evklopedver the
decades by the federal intelligence community. It is a roadmap thé¢deral law
enforcement agencies and ingiibns areadopting to recalibrate thamtelligence
capabilities Law enforcemenintelligenceactivities should be usdd identify which
criminals are active and connected; which crimes are linked; wheretstrarand long
term resources should beaaated; whether operational interventions were effective;
where problems are likely to arise; as well as current challenges, emerging trends and
future threats (HMIC, 1997).

The law enforcement communitipesnot collect intelligence on national security
issues unlesthere isa criminal nexus withimna gency o6s jurisdiction.
to national security were identified, that information is passed along to the appropriate

federal agency. Federal agencies are responsible for collectingiagaaisonal
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security intelligence The federal intelligence communitpllect information and

intelligence to monitor foreign and domestic threats, determine what impact international
developments will have on natiorsdcurity, as well as assist wigbvernmental planning

of economic, diplomatic and military policies and strategies (Sloan, 2004).

Law enforcement intelligenceather has two primary purposes, both ultimately
serving the police executive and administrator: prevention and planningsangice
allocation (Carter, 2004)The intelligence that law enforcenteshould seek to collect,
store and usks criminal intelligence Criminal intelligence is data that has been
collected and evaluated to determine whether there is reasonable suspigbeve an
individual or organization is involved in criminal activity, and as such criminal
intelligence is used to anticipate, prevent, and monitor criminal activity (IACP National
Law Enforcement Policy Center, 2003). Thus, there must be reassnapleion that
the persons or activities in question are criminal.

Where the boundaries between federal and subfederal intelligence activities
become less clear, and a hot plate for debate, is within the realm of the comparatively
new homeland securiiptelligence. While homeland securititelligenceis notyet
defined by law, and thus left largely open to interpretation and perception, homeland
securityinformationwas defined by thelomeland Security Act of 200&hose definition
is clearlycountererrorism centric (Randol, 2009). This is problematic since homeland
security extends beyond the federal govern
American interests from any hazard, manmade or natural, using local, state and federal
resources.The currently is no consensus regarding what statutory authority or social

obligations subfederal entities, including the domestic law enforcement community, has
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regarding their appropriate role in engaging in homeland security intelligence and

information activities.

The Intelligence Cycle

Intelligence as a process refers to the cyclic nature of collecting améhgtil
intelligence (see Figure)l The five steps of the perpetual intelligence cycle are planning
and direction, collection, process angblextation, analysis and production, and
disseminatiort”> The steps of the intelligence cycle amnceptuallyfluid, rather than

compartmentalizedand seamlessly flow into one another.

Figure 1: The Intelligence Cycle
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Policymalers and organizational decistamakersare responsible for setting an

intelligence agenda and defining the collection requirements as they relate to particular

15 These stages of the intelligence process are adopted from the U.S. federal intelligence community. For
more information sehbttp://www.intelligence.gov/business.shtml
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stakeholdgd s n éeelligence analysts and agents are responsible for collecting
information froma varietysources, analyzing that information for the purposes of
developing intelligence reports and integrating it with other known information, and
communicating the resulting analytical prodscto appropriate decisiemakers and
consumers. &ting an intelligence agendanseds and resource driven.

Law enforcement intelligence can tallected from a number of sources.
Information can be gleaned from opgourcemedia outlets, such #ise Inernet and
newspapethat influences or sheds ligimto current area of interest; however, a
significant portion of the information comes from other sources of,drdth criminal and
nontcriminal in nature Other sources ahformationmay be collected froralectronic
surveillance techniques like wisgtping and closed circuit televisigrhysical
surveillancejnformants, undercover policing, financial investigations, repeat
victimization records, collaboration with the scientific community, the general
community, or simply transactions that occurwermyday policing, such as traffic stops.
Moreover, information can be collected via overt collection methods and covert
collection methods. @rt collection methods are readily carried ounbibited by laws,
rules or regulation, whereas covert collentmethods are clandestinely carried out,
requiring more attention, expertise and statutory specification.

Once raw data has beeallected, the information must be processed or cleaned, a
laborintensive task due to the large amount of information availa collection.
Before information can be analyzed and integrated into existing knowledge base and an
intelligence product generated, it must be synthesized. Intatkgesports are the end

productof the intelligence process. They may take a nurab#®rmsdepending on the
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cust ome & ariten mreomldcemplex or simpletrategic or tactical. Analysts

evaluate the data and produce various products describing the criminal environment,
including the types of offences occurring, the geogragisicibution of the offenses,

their frequency and magnitude, key criminal players, as well as the responses of the
police and other institutions to counteract these factors. Moreover, analysts are expected
to develop conclusions, forecasts, and estimataf the criminal environment, so police
administrations may make informed decisions regarding where and how to best deploy
resources and enforcement efforts (Anderson, 1997).

Products are distributed targeted consumers based on principleseafdto-
knowandtheright-to-know Some intelligence products may be classified, thus few
select individuals are privy to their contents, while others may be unclassified, thus
available to a wider range of consumelstelligence products are intended to infloe
t he or gani z-aakers whbse detisians impaat, and theoretically alter, the
criminal environment, upon which police officers then operate in antinuie to gather

information.

Misunderstandings of Intelligence

Although intelligence is rtanewto law enforcementthere have been enduring
mi sunderstandings and misconceptionsé rega
it should be properly usday subfederal law enforcement agencibsccurate
perceptions of intelligence as both agess and a product have resulteduhbstantial
uncertaintyregardinghow to creatively use aeuse intelligence products. For example,

in her research on the top{eope(2004) notedhat commissioned police officers
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anecdotally refer to intelligencequlucts asvallpape, signifying thatthe law
enforcementommunityincorrectlyuses intelligence products largely for investigative or
prosecutorial purposes tw summarize and justify operational outcomather than to

guide operational planning (Co@2004; John and Maguire, 1995). Moreover,

operational officers often assume that intelligence reports are accurate, rather than partial,
representations of a problem (Innes et al, 2005; Gill, 2000), thus fostering an illusion of
objectivity.

Finally, many police personnel incorrectly assume thatghentityof information
collected is related the successful identification of potential threats. On the contrary, an
over abundance of information overloads the system. Organizations often exhaust
already imited resources on processing the information rather than analyzing it, which is
the focus of a proactive intelligence function. The more inform&@dmto the system
the more difficult it is to uncoveelevantinformation. While the police captueegreat
deal of information in various ways, they may fail to report, record or correctly enter a
large amount ofelevantdata. A majority of information collected is useless; hence, the
over abundance of noise in the system increases the probabiligrina will occur

when attempting to extract useful information (Sheptycki, 2004).

Brief History of Intelligence and the Police

Traces of domestic intelligence activities can be identified as early as the 1920s
and through to the 1950s, particulamyresponse to the rise of communism and the
resulting Red Scare in thenited State¢Carter, 2004; Bouza, 1976). Early intelligence

activitiesfocused largely on the creation of dossiers of raw datadividuals and
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groups thought to be engaging innsimal activities or sympathizing with such criminals.
The analytical component of the intelligence, the cornerstone of a successful intelligence
function, was largely absent.

Prior to the 1950s, police agencies independently investigated and responded to
criminal activity; however, confronted with the challenge of organized crime and
criminal networks that spanned jurisdictional boundaries, the need for a coordinated
system for information sharirgmerged From this need resulteéte voluntary
establishrent in 1956 of the Law Enforcement Intelligence Unit (LEIU), a professional
association of state and local police deparits. The LEIU assisted gatheing, storing
and exchangingriminal information between jurisdiction$.

The 1960s marked the begingiof dramatic shifts in the social and political
landscape of the U.&xtending into thd&970s. A number of eoccurring social
movements and activities defined this time period, such as the Vietham War, major social
movements f or woiaheqoafitg politicagsbandal, palbhlicddisserd, ciots,
and historically high crime rates. In an effort to track and manage many of these
changes, a numbef recommendations were advised in an effofutther develoghe
efficiency and effectiveness mitelligenceamong both federal and sub federal agencies.

In a 2008 statement on the progress of fusion centers to United States Senate
Subcommittee on State, Local and Private Sector Preparedness and Integration, Russell
Porterreviewsa number of higirical milestones of police intelligence units. In the
Presidentds Commi ssion on Law Enforcement
report,The Challenge of Crime in a Free Socjeéhe committee advised that an

intelligence capacity, as well as systeto disseminate such information to the larger law

16 Seehttp://leirhomepage.org/about/historyPurpose. fdypmore information.
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enforcement community, be developed in every major city police department. In 1968,
the National Advisory Commission on Civil Disorders advised that police departments
develop anntelligence system tassist in preventingivil disorders, as well as crime
control responses should riots occit.the same timegthe Law Enforcement Assistance
Administration (LEAA) was created asfederal funding mechanisrtg support these

and othechanges within Ametia 6s pol i ¢’ depart ments.

In 1973, with the proliferation of a domestic intelligence agenda, the National
Advisory Committee on Criminal Justice Standards recommended that every police
agency and every state develop and sustain an active and collahotetiigence
capacity that protects af74ndthedoalbdsryods
Regional Information SharingyStem (RISS) was established in response to regional
crime problems, the recognized need for increased cooperation thighiaw
enforcement community, and the necessity for secure information sharing mecH&nisms.

During the1970s, U.S. domestic intelligence activitiese intensely scrutinized
due to a number dfighly publicizedviolations. It was due to this scrutitiyat a number
of law enforcement intelligence activities were either drastically scaled back or totally
abandoned. The most noteworthy of exposed domestic intelligence activities was the
FBI 6s Counter Intelligence Progagnof (al so Kk
counterintelligence initiatives that lasted from 19455¥1. The program targeted political
dissidents using covert means and oitlmgal investigative procedures.

While early intelligence reform called for improving the effectiveness and

efficiency of the intelligence community (for example the Dulles Report, 1949),

" The LEAA was éminated in 1982. The Office of Justice Programs is currently its functional equivalent.
18 Seehttp://www.riss.netfor more information on Regional Information Sharing Systems (RISS).
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intelligence reform of the 1970s focused on clarifying and improving the legality and

ethical standards for domestic intelligence operations (Carter, 2004). One of the most
distigui shed investigations into the country?o
1975 United States Senate Select Committee to Study Governmental Operations with
Respect to Intelligence Activities, commonly referred to as the Church Committee.

The Chuch Committee reviewed the formation, operation and abuses of domestic
intelligence activities and releas&83 recommendationstendedo improve the U.S.
domestic intelligence activities by emphasizing the separation of national security
intelligence aavities from law enforcement intelligence activities. Although the Church
Commi tteeds reports did encourage various
and ethically coordinate their activities
wasconstructed shortly after the Church Comi
resulted in compartmentalization, stovepipingof intelligence activities and products,
and such structures were not greatly reexamined until the publication of the 9/11
Commission Report.

It was largely from these intelligence violations that it became paramount that
intelligence must be collected, stored and disseminated in compliance with both legal and
ethical standards. In 1976, the Attorney General Edward Levi isisadeBI guidelines
to steer domestic intelligence activiti®sThe same year, the LEIU also released file
guidelines in an effort to curtail and control intentional and unintentional police abuses of
power in intelligence matters. In 1980, The Departnoédustice issued 28 CFR Part

23, a federal regulation governing the collection, storage, and distribution of criminal

% Federal Bureau of Investigatioimeline of FBI History.Retrieved October 14, 2008 from
http://www.fbi.gov/libref/historic/history/historicdates.htm
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intelligence information for the purposes

privacy rights>

Lessons Learned

Policing exectives and administrators must learn from the failures of past law
enforcement intelligence activitiesldfcal and state law enforcemesito develop and
integrate successful intelligence practices into their cureg@rtoire of toolg¢Carter,
2004)?* Carter (2004)pdvocates for the separation of national security intelligence from
law enforcement intelligence, arguing that when the two are conceptually separated, each
participantds responsibilities beclatahe cl| ea
and state law enforcemettianged, blurring the boundaries between national threats and
|l ocali zed threats. Carter (2004) states,
goals of both forms of intelligence, the competing methodologiesyped bf
information that may be maintained in records mandates that the distinction remain clear
and that overlap occurs onl y36)f or cl ear pur
Second, the analytical component of the intelligence process is paramount; simply
cadlecting raw data is insufficient and rudimentary. Without aaital component,
informationcollectedlacks context and relevancy, thus its utility is drastically
minimized. As such, a successful law enforcement intelligence function must have a
strong anal yti cal backbone on which the organ

and supported.

20 Seehttp://www.iir.com/28cfr/for more information regarding 28 CFR Part 23. The regulation was
revised in 1993 and clarified in 1998.

%L see Carter (2004) foridepth discussion on lessons learned from failures of past law enforcement
intelligence activities.
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Third, ethical standards and legal mandates of information and intelligence
collection, sharing, and storage must be upheld. N&tmnal Criminal Inteligence
Sharing Plan(NCISP) is revered as milestone document, a concerted attetmpt
standardize the developmé and man age manteligencefprogram. agency 0 ¢

Moreover, 28 CFR Part 23 defines federal regulatory code for criminal
intelligence sysm® operating policies. There must be lawful justification, namely
reasonable suspicion and criminal predicate, to target an individual or a group for
intelligence activities.Intelligence can only be disseminated to parties that have both a
need to kne anda right to know Furthermore, there must be regular evaluations and
oversight to ensure lawful behavior. Finally, a successful intelligence program requires
strong leadership support and direction, as well as atwaétled, cooperative staff who
are knowledgeable in all areas of the intelligence process and the nature of threats.
Communication is essential; thus, reliable information sharing processes and timely
dissemination of intelligence products is vital.

Carter (2008Db) clearly articulatédsat thepotentialfor abuse does not guarantee
that abuse will occur. He further argues that with the proper control factors in place,
namely clearly defined policy, effective training, and responsible supervision and
accountability, the opportunity f@abuse within a particular agency can be greatly
reduced and prevented. Moreover, agency leadership should clearly define their
expectations for personnel performance with proper rewards and sanctions, and be

mindful of the type of individuals hired intbe organization.
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Incorporating an Intelligence Function into Policing: Intelligenceled Policing

Choo (1996 argueghat organizations use information in one of three ways: to
explain change in its environment, to create new knowledge to support iongwesid to
make decisions about future course of actilmelligenceled policingoffer police
executives a framework to guide their decistamaking about when, where and how to
allocated limited resources based on their knowledge ofdpenating emironmentat a
particular point in time While information and intelligence activities of law
enforcement, and the general role of knowledge, rank as the one of most disregarded
topics in the policing literature, the police increasingly are becomingfieéeras
knowledge managers (Gill, 1998; Brodeur and Dupont, 2006; Collier, 2006; Chavez,
Pendleton and Bueerman, 2006). As knowledge managers, the police are active and
significant participants in how information is collected, managed, and communicated
within larger society (Ericson and Haggerty, 1997).

Knowledge is developed by systematically collecting information, or raw
disparate data, contextualizing and analyzing it to develop intelligence products via the
intelligence process, whose added vaagetheradds to a larger body of knowledge.
There is growing recognition, especially in fiscally tight times, that law enforceirent
other industriesshouldobjectivelydeploytheir administrative and operational resources
based on defined needsher than haphazard intuition; thus, the organizatitesders
will have a more thorough awareness of their operating environment, using this
knowledge base to inform both strategic and tactical deemiking Theoretically,

evaluating and utilizing obgively derivedknowledge, versus officer intuition and
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subjective judgments, should i mprove the o
as well as monetary costs.

Moreover, national polices and standards explicitly advocate adopting and
utilizing intelligenceled policingphilosophy and practicée improvea depar t ment 6s
intelligence capabilitiesThe Global Intelligence Working Group (GIWG) envisioned
theNational Criminal Intelligence Sharing PIg2003) as the mechanism to promote the
adoptionand integration of intelligence led policing at the state, local and tribal level.
TheFusion Center Guideling2005), theBaseline Capabilities for State and Major
Urban Area Fusion Centers (2008 well ad.aw Enforcement Analytic Standards
(2004) echendorse and promote intelligenrles policingmodelfor furtherdeveloping
law enforcement intdéjence analytical capabilitiéd.

Intelligenceled policing is a proactive, futii@riented management philosophy
and business model for law enforcementamion and enforcement activitiés counter
a range of threats, including terrorigReterson, 2005; Ratcliffe, @8, 2003, 2002;
Tilley, 2003). Some fusion centers explicitly advocate their adoption and use of an
intelligenceled policing model, whil®thers have implicitlyncorporated the philosophy
or principlesof an intelligencded approach. While conceptually similar to problem
oriented policing, inteligenece ed pol i cing aims to capture t
criminal environment at all tingg rather than focusing on specific problems at a
particular point in time Moreover, probleroriented policing is @ecentralizegbolicing
strategy driven from the botteop, whereas an intelligended policing model is a

centralized, toglown driven stategy. CurrentlysomePolice Chiefsare trying with

#The IALEIA 6 lsaw Enforcement Analytical Standar(®004) is available at:
http://it.ojp.gov/documents/law_enforcement_analytic_standards.pdf
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varying degrees of succes$s formalize theid e p a r tuseeointeligence extendng
its strategic and tactical utility in their planning and resource allocation, rather than

relegating it to aeactive, investigative role.

Origins

Intelligenceled policing originated in the United Kingdom towards the end of the
20" century due to the intersection of a number ebcourring factors (Ratcliffe, 2008,
2003). There had been a growing dispareaytbwe en t he publ i cds dema
and the traditionally reactive nature of policing services. Increased crime levels and
perceived sense of insecurity condaneei buted
from the police, whavere simultaneasly experiencing the constraints of limited and
diminishing resourcesPolice executives increasingly acknowledged that if they were to
keep up with the publicdéds escalating deman
proactive policing strategies.

In 1993, the Audit Commission published a repbte]ping with Inquiries:
Tackling Crime Effectivelyhighlighting the deficiencies of the public police. The report
argued that the police services in the U.K. lacked efficiency and accountability, as well as
the recognition that police resource allocation and consumption was not proportionally
counteracting the prevailing crime problems. Furthermore, the report argued that
targeting chronic offenders and criminal networks that commit a greater proportion of
crime, rather than focusing their efforts on targetmtjvidual crimes, would b& more
effective crime reduction strategy since a relatively small numiexcidivist offenders

commitsa majority of crime.



58

The formal adoption of the intelligenéed poliang model in the U.K. was
signaled by the 1997 publicationBblicing with Intelligence.The subsequent
implementation of the National Intelligence Model (NIM) was, theoretically, a
coordinated attempt to standardize and improve the integration oigetelé processes
and products into the existipglicing practicesn the United Kingdom (John and
Maguire, 2004).

Moreover, enhancements in information technology and management systems
have enabled various organizations, including law enforcementttés decument,
catalogue, retrieve and share information. Many organizations have increasiedly
crime analysts and, to a lesser degree intelligence anahgsttheir agencies to improve
their use of information for better policing (Ratcliffe, 2068 Finally, increasingly
porous physical and technological borders have enabled both legal and illegal markets to
flourish. With new and open opportunity structures for criminals to navigate, pressures

on the law enforcement community to meet thesdahgeés have also increased.

Definition
Ratcliffe (2008) defines intelligended policing as,

a business model amdanagerial philosophy where data analysisairde
intelligence are pivotal to an objectiviecisiortnaking framework that facilitates
crimeand problem reduction, disruption and preventioough both strategic
management and effectiemforcement strategies that target prolific andous
offenderg(89).

3 Although there is a distinction between the two, the labels intelligence analyst and crime analyst often are
used interchiageably, particularly in the policing community.
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As such, a successful intelligence functibowwd assist police administrators in
determining how to strategically prioritize and manage competing demands facing the
organization, as well as how to best allocate resources to achieve their goals of crime
prevention, disruption, and reduction (HMIQY7). An intelligencéed policing model
should better enable police administrators and practitioners to establish strategic, long
term goals and plans, as well as tactical, stevrh goals and plans that are case or
problemspecific. Moreover, agnobjective approach to crime control, intelligered
policing focuses on analyzing crime incidents, criminal actors and criminal networks.

Intelligenceled policing is a toglownmodel;while the information entering the
system is generated at the bottard flows up to decisiormakers the leadership at the
top determines how and where resources will be depl@attliffe, 2008) Intelligence
led policing operates within a mujtirisdictional, threatriven framework that
necessitates balancing competprgprities. Successful use of intelligeAesl policing
strategies requires, in part, organizational flexibility, consistent and timely information
input, and significant analytical commitment (Carter, 2004).

While traditional, reactive policing will ndie wholly replaced, nor should it be,
intelligenceled policing advocates a proactive orientation to crime control. Rather than
utilizing an ad hoc antkactiveapproach, the police should investigate and mitigate
potential problems before they occur.ofdover, the police should try to develop and use
intelligence to better understand who the major criminal players are, how said actors are
connected to one another, how series of criminal activities are linked, and how to
strategically implement enforcemtestrategies based on the combination and

understanding of these factors (HMIC, 1997). While intelligdadepolicing is not
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limited to investigating and disrupting criminal enterprises and terrenesmted threats,

these issues are placed rather @lytwithin the framework.

Principles

The core principles of an effective intelligedee policing model were derived
from the 1997 HMIC reporfolicing with Intelligence Successful implementation and
use of intelligencéed policing are, in part, ggendent on the following principles:
0 Enthusiastic and energetic | eadership t
commitment and ownership of an intelligerdréven approach to policing;
0 A published strategy that wihsclealpl i shes t
defined mandate andganization objectives outlined,;
U An integrated intelligence structure equipped with analysts and information
technology systems to facilitate the intelligence process and communication of
intelligence products and decisfomade based on those products;
U Performance indicators allowing for the monitoring and evaluation of instituted
changes; and
U Effective partnerships forged between other entities that contribute resources to

reduce crime and disorder

Obstacles

Like any newphilosophymodel or strategy, there are obstaceatepartment

faces whemnefining its core concepts and tenets into operational and administrative
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activities with measurable outcomes. As a relatively new concept, there still remains a
lack of clarity aad understanding oftelligenceled policing particularly in regards to
what i s defined as O6intelligence(@artevi t hin t
and Carter, 2009)

Intelligenceled policing cannot be measured diredlyce it is neither apgcific
tactic nor a crime reduction strategy, but rather a busmestel and information
management process (Ratcliffe, 2008hus, outcome evaluations are difficult to design
and conduct, but process evaluations are better suited to investigateogranms
succeed or fail. By examining the underlying processes of a program, a researcher can
better understand how a programdés processe
it is being implemented and the larger environment to impact change.

Moreover, whilescientificallyunsoundthere are aumber of proxy measures
that mayindicate whether or not intelligenckiven policing is occurring, and if it is
useful i n execut i-naking pbrecasdes.rOndmepsarable théicatorssi o n
whether an agency has reorganized structurally to inculcate an intelligence function,
including the addition of analysts and IT systerdsfortunately, this measure does not
indicate the degree of success or utility in using intelligence for law enforcement
purposes. Other measurable outcomes arguhetity,and more importantlguality, of
intelligence products generated by an orga
or gani z at i-nakigprocdsseas;ithe frequency with which intelligence
prodicts are developed and disseminateldether or not information sharing is occurring
between and within agenciaad how analytical products are requested and intelligence

requirements defined
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The Current Rationale

The currentationale for inclusion othe domestic law enforcemenbmmunity
into counterterrorisnmtelligence atvities is multifaceted. Firstiocal and state law
enforcement agenciese contextually situated within their environments; theythe
Afeyes and ear s o0 tbtrudtuneeand aa suthey arepbtentilly s ecur i
valuable intelligence assetbloreover, they are responsible for ensuring the safety and
protection of the public and critical infrastructure locatgithin their jurisdiction
Intuitively, this suggests thahe police arenost knowledgeable about their local
environment, including the criminal components; therefore, they are in the most
beneficial position to gather useful information (Sloan,£00f a precursor incident or
crime occurs, those most liketesponsible for its detection and initial intervention are
local, county, and/or state law enforcement officials. Moreover, the police are believed
to be responsible for botctualandperceivedsense of public safety and security
(Henry, 2002).

Second since threatareoftennot restricted to jurisdictionddoundaries, law
enforcement personnghouldhave the capacity to reliably communicate and coordinate
within and between departments, and federal law enforcement authorities if néed be.
theory asuccessfulaw enforcement intelligence capacity will facilitate both
interdepartmental and intradepartmental collaboration and cooperation.

Third, participatingn the intelligence process is natically new position for the
police since they have gaged in intelligence collection and analysis in the past, albeit
often in an unsystematic, peripheral, informal and evidentiary capacity (Ratcliffe, 2007;

Loyka, Faggiani, and Karchmer, 2005). Typically, specialized units and bureaus



63

performed intelligeoe functiors, and many continue to do sostrategy that grew in
dominance during the 1960s and 1970s due to dramatically shifting social, political and
criminal structures. Aempts to integrate systemaitntelligence function into law
enforcement dugis are now underway due to a number of external pressures on law
enforcement agencies, advances in technology, as well as the recognition that
globalization has diminished the isolation once inherent in local policing.

Fourth, any given police organizatibas access to a variety of potential
intelligence sources, including incident reports, surveillance technology, such as CCTV
and wiretaps, the use of informants, including both the public and known criminal actors,
financial investigations and undercoyalicing (HMIC, 1997). The average patrol
officer may encounter information useful for generating intelligence in a number of
routine situations. For example, an Oklahoma State Trooper during a routine traffic stop
apprehended Timothy McVeigh, who waspensible for the 1995 Oklahoma City
bombing, hours after the incident occurred.

Finally, the law enforcement communityresponsible for implementing,
regulating, and monitoring various risk reduction measures. Situational crime prevention
and target ardeningstrategies better enables law enforcemeptatect critical
infrastructure. Intelligenceanassistlaw enforcemenin determining whichargets are
attractive to criminals, including terrorists, how vulnerable they are to an attack, how risk
changes over time, as well as a number of other considerations (Leson, 2005).

With the current focus on domeslaw enforcemenintelligence,it may appear
thatit has historically been absent from law enforcement activities. It mistakenly seems

thatthed / 11 attacks marked the beginning of

ou
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collective ability to gather, analyzand share threaelated information. In factheU.S.

law enforcement community hasatherlengthyhistory ofusing, and at tinreabusing,
intelligence particularly in response to organized crime and political dissent. The
popularity and support of a domestic intelligence function has ebbed and flowed over the
decades, depending largely on the historical events of the time. While security
professionals have regarded the production and sharing of intelligence as necessary for
protecting our national interests, a widespread domestic intelligence function has
developed slowly over the yeass)d recommendations to improve clamestic

intelligence capabilities have been ongoing since the 1970s.

What is lacking, however, are published accounts of intelligence activities or
researclevaluatingstate and local intelligence mechanisms, particularly at the sub
federal level. Dr. David Carter (@8) wroteLaw Enforcement Intelligence: A Guide for
State, Local and Tribal Law Enforcement Agengesviding the most comprehensive
examination of a moderday intelligence function at the sééderal level. Higeport
successfully accounts for lessdearned from past failures in law enforcement
intelligence, recent developments in the field, and future directions for developing a

sustainable law enforcement criminal intelligefwection

Summary

Since 2001, the Unit edrge8withthed sv@r Aiwar on
terror, 0 and the domestic | aw enforcement
incorporate counterterrorism roles into their existing cultures and practices. With this

expectation has come the need taoaceptualize the coept of terrorism as little more
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than a form of crime with an underlying political or ideological motive. ilmaediate
discussion has argued that terrorism is not only a form of crime, but it also intersects with
traditional forms of crime in several way

It has been argudtiat domestic security professionals can apply their skills and
knowledge to prepare for, mitigate, and respond to a wider scope of threats, including
those related to terrorism. Whileetre are a number of benefitstoorporatirg our state
and local law enforcement personnel into these activities, there are a number of daunting
obstacles that must be negotiated. Nevertheless, law enforcesneneaningfully
contribute to this efforthrough the collection, analysis and disseation ofcriminal
intelligence.

There is a | argely unacknowledged histo
involvement in intelligence programs and activities. While those unfamiliar with the
field may believe that intelligence activities aewto local and state police
organizations, they, in fact, have a rather long history, with varying degrettypfnd
success. This appreciated history afomestidntelligence is a direct result of
guestionable and outright unlawful practices of intellgeactivities, particularly
stemming from investigations into the political, cultural and social movements of the
1960s and.970s.

Regardless, as new threats emerge and old ones persist, the time has come to
remove the stigma and secrecy of intelligende/idies as it applies to nefederal agents
and to reexamine and redefine how intelligence activities fit within the current models of
policing. Manypoliceagencies continue to struggléth definingintelligenceand

decidinghow thatdefinition shapesheir current occupational identities and functions.
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Moreover, increased demands for effective policing and resource allocation,
coupled with increased volumes of data, improved information management systems, and
evolving criminal environments thaw erforcement community iexpected to become
better managers of these and other priorities. In order to meet these challemges,
enforcement agenciese pressured by a number of internal and external forces to
identify objectivedecisionmaking strategie® improve how crime problems are
prioritized and addressed.

The aforementioned factors, taken together, were conducive to creating an
environment supportive of intelligended policing principlesn the U.K The same
factors can be applied in the coxttef American policing, but the diffusion and
acceptance of such ideas into American policing practices has been markedly slower in
the United States. However, the events of September 11, 2001, coupled with the political
and public pressures that follosdaveprovided a strong catalyst for the expansion of
an intelligencebased policing model in the United States. It has been noted that the
rhetoric of intelligencded policing principles halseenlargely adopted by law
enforcement organizations, rathe t han t he absorption and 1 mp
central tenets (Ratcliffe, 2001).

While there are clearly logical justifications for integrating an intelligdade
policing modelinto American policing practices, a number of uncertainties andadbs
remain, many of whicmirror the obstaclefusion centers currently face, which will be
addressed in a future chaptékdditionally, implementing and evaluatingvel

principles and practices akwpolicing models is an often elusive and difficiask for
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mostorganizations, translating the ideals and principles of intelligegetgolicing into

practical and measurable activities is bietirdensomend controversial.
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Chapter 3: Theoretical Framework
Organizational Theories

Organizational thates seek to explain how and why organizations form,
function, and changeThis research study is, fundamentally, an inquiry into how fusion
centers, which currently are extensions of law enforcement organizations, are perceived
to be functioning and aakwing their expected tasks. Fusion centers are interesting
organizational structures in that they are the location that multiple agencies from all
levels of government converge. They are staffed by both civilian and sworn personnel,
and they are intenddd be based on principles if collaboration and mutuahtihile
they are primarily staffed and managed by law enforcement agencies, namely State
Police organizations, some centers wish to be considered as state entities rather than
extensions of their &b agenciesThey are relatively new structurgsconcept and
practice and as newer entities they embody a number of organizational issues that have
yet to beascertainedDifferent strains of organizational theory are cursorily presented
here since thir principles theoretically apply to the current research, specifically classical
organization theory, neoclassical organization theory, contingency theory and systems
theory.

Beginning in the late f0century amidst the Industrial Revolution, orgarizaal
and managerial theories began to receive attention from the academic and professional
world in an effortto systematically study and explain industrial efficacy through
industrial management. Sinclassic theorists, namely Frederick Taylor and Max
Weber, penned the foundational tenets of organizational thebrgh isimplicitly

founded on the concept of rationajitsarious theoretical developments throughout the
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years have been proposed, each criticizing their predecessors for having weak
explanaory power or for outright ignoring crucial variables and relationsivigisn
organization themselves and betweemaganization and its environment

In its most basic formorganizational theories positatorganizations are
composed otollectiors of sulkgroups, each of which are comprised of individuals who
specialize in their particular assigned {@$k Collectivelythese sub groups function
towards a set of common, unifying daf the overall organizationThis collection of
subgroups, eachith their assigned tasks partinfluenceshow an organization
structurally develops and behaves.

The classical theorists, namely Frederick Taylor and Max Weber, are credited
with establishing the groundwork for the future development and refinevherdadern
organizational theory. While too extensive a topic to address fully here, their principles
respectivey, of scientific managememindbureaucracyare core concepts in traditional
organi zational theory. T a g managénent theorye nt i f i
positing that uniform principles derived from careful observation, measurement and study
will best direct manag&l decisioamakingand will improve efficiency and thus
productivity, rather than unscientific, rudef-thumb practices

Weber (transl. 1947)o0, arguecthata bureaucracy is the best way to arrange an
organizatio® s st r uct ur Webarthdorizég thabsince krowledge is power,
by controlling the organizationds knowl edg
primary means to exert power. Power and authority are necessary to maintain control in
an organization, particularly within a hierarchical command structure. However, out of

the necessity of | egitimacy, the ¢dtytgani zat
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wield absolute, personal power; rather, it has the capacity to exert impersonal authority
over the organization as a whole, an authority accepted and deemed legitimate by those
subordinated.Thisl egi ti macy i s exer t e d ofrabonarlagglh We b e
authority, that is, authority based on lawful rules and standards.

According to Weber, bureaucracy, the most efficient form of organization, is used
to attain rationalegal authority. A number of similar attributes characterize
bureaucracies (Parrow, 1986), including a hierarchical or pyramidal structure with clear
lines of authority and chain of command, by which information flows up and directives
fl ow down. Labor is divided into speciald@
responsibilities. Each bureaub6s responsib
overall goals, and promotion within the organizations is based on individual
qualifications and achievement. Moreover, there are written rules, regulations and
procalures to ensure proper exercise of authority, conduct and uniformity within the
organization as a whole.

Tayl ordés principles of scientific manag
bureaucracy and authority have long influenced the development and management of
various institutions; however, over the years the influences of more recent theoretical
developments have influenced how many organizationsyaraged dependiran the
services thg provide and the customers to whaoiney provide such services. However,
their fundamental influencesay be most evident in traditional organizatsothat uphold
conformity viarigid structures and value hierarchical, command-control
arrangements, such as police agencigasthe 1930s, the bureaucratic model had taken

hold as the organizing model of American policing (Wilson, 1950).
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Together, Taylor and Weber influenced thanageriabelief that hierarchical
power structures;ontrolledprocesss, definegprocedurs, and clear divisios of
employee labor will creatmore eficient organizations. blwever, their foci on the goals
and motivation of te overall organization dismissed then f | ue n c egoalsrapd oy e e 0 ¢
motivatorsh ave on the organizationb6s ability to
Neoclassical organizational theory begarinerge in the 1930s alongside the
human relations movementhe neoclassical theorists argued that classical
organizational theory was too mechanistic and hierarchical, ignoringfihencethe
human elements of psychology ahe collection of indivdual personalitiesvorkers
bring to the work environmeiiiayo, 1933; Simon, 1945; Bernard, 1968Jhe
neoclassical theorists sought to incorporate w i ndi vi dual empl oyees?d
motivations influence overall efficiency and effectivenebke neodhssical theorists
brought forth the i mportance the human el e
functioning and success. Employees are not machines and their motivation and
productivity are affected by the environments in which they work and theseated by
management. Managerial goals are thmamntain workplace equilibrium by
manipulating the workers and their environment.
I n the 1960s, contingency theorists cri
implied assertion that there is one desin of organizatiorand their focus on the
internal dynamics of an organizatioinstead, the contingency theorists argued that an
organi zationds form and bothaaaayeimeenalendst yl e i

externalenvironmental factor@Chander, 1962; Lawrens and Lorsch, 1969)
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Organizations constantly interact with their environment and their effectiveness is
dependent on managementds ability to adapt

Systems theory, though originating in the biological scignuassted bybiologist
Ludwig von Bertalanffyin the 1920s, has been widely applied to both the social and
computing disciplinesSystems theory posits that organizations are open systams th
continually interact with theienvironmerg. While contingencytteorists, too,
acknowledged the influence environments exert on organizational structures and
functioning, they failed to sufficiently account for the reciprocal influence that
organizations exert on their environmegisaist and Rosenzweig, 1972; Scott81P The
systems theoristheoreticallyintegrated thi®versight arguing that ganizations are
complex systems of nonlinear, interdependent relationships, whereby both the
organization and the emanment exert influence on omeother (Walonick, n.d.) Since
they are complex, interrelated systems, they are not easily measured and empirically
manipulated.

Collectively, classical, neoclassical, contingency and systems theories highlight
thatdauntingfact that there is no one best way to study organizat When
investigating such structuresd processes, a researcher must remain cognizant the
formality of organizations, such as how labor is divided and power is structured. The
human element should also be factored in to how well the overall organiianctions,
and thus its effectiveness. Moreover, one should also account for the other unique
internal and external factors on which their effectiveness is contingent, such as

management styles, occupational cultures, resource availability, andrengintal
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demands of the public. Organizations continually interact with their environments, and
thus relationships are ndimear and thus difficult to predict or control.

This very brief and truncatealerview ofthe original schools of organizational
theory is presented here to demonstrate that that when exploring an orgaisization
functions,processes and outputs, there are a number of dynamic and uncontrolled factors
that should be accounted/oreover, there is no one best way an organization should
develop and change, rather, their functions and processes will change in accordance to
the demands and constraints placed on them. Even within a single industry or profession,
an organizationods devel opment antbngialr f or ma
thesenumeroudactors. Law enforcement community is no exception.

Few, if any, would argue that thewv enforcement agenciese one of the most
fundametal and necessary organizational structuresir society, particularly since
their expeted tasks include order maintenance, crime control, law enforcement,
emergency response as well as a range of other social services, each of which are
competing priorities.Within a single agency, there are a number of ssmmtonomous
units or departmeateach charged with a specific set of duties, which together-upake
the overall agency. Moreoverparticularlaw enforcement agendigs within not only a
larger system aits fellow law enforcemenéigencies at the municipal, state and federal
levels,but also within local, state and federal system of additional government agencies.
For an organization to meet such diverse and changing needs, they develop, function, and
chang® sometimes successfully, sometimesinbke other organizations. The hisyor
of Americanlaw enforcemenis filled with examples of how the institution and

management of policing has evolved in response to social and political factors both
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internal and external to the departmevithile the bulk of criminological research on the
police study what they do, considerably less investigates what they are (Maguire, 2003).
Most criminological research focuses on their performance on the aforementioned

activities, while less investigates their processes and structures.

Law Enforcement Agencies as Organizations

Law erforcement ignarguablyone of the most fundamentaiganizational
structursin our society(Zhao, 1996)but it is also one of the most complex and flawed
structuref O06 Ha r a Law 2nfocé&menagencies are compleguastmilitary
bureaucracies characterized by hierarchical organizational structures and an authoritarian
style of contro(Maguire, 2003) They have organized themselves as a conglomeration
of bureaucratic parts so labmay be divided by specialized tsiand subunits a
concerted effort to achieve common goals (Walker and Katz, 2005). While, in principle,
they are modeled after the ideal of bureaucracy, in reality they encompass the problems
often present in bureaucracies, including inefficiencyabdrariness (Wilson, 1989).

Police organizations are often rigsttuctureghat resisthange particularly
forced changelingamneni, 1979) Research indicates that policingganizations often
have a difficult time incorporating changes into theistmng organizational structures.
For example, Zhao, Lovrich and Robinson (2001) found in a longitudinal study of
community policing in over 200 municipal police organizations that the core functional
priorities of American policing adhere to a profesaiamodel of policing and priorities
were not significantly affected by changes. Their findisiggportThompso® argument

(1967) that organizations create buffers to shield their core mission processes and
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activities during uncertain times. Thus, orgational innovation develops along the
organi zationds boundaries in times of <cris
insulated from the influence of an unstable environment.

Moreover, law enforcement organizatidres/e conflicting goals,ral theymust
answer to a number of demanding and competing audi@veesing, 1997) While
clear rules and formal procedutégoretically dictate how those within theganization
are to behave, depending their occupational positiomithin the orgarzation, informal
cultures, office politics and individual personalities oftentimes direct organizational
behavior. Communication does not flow as theory postulates it should; thus, the correct
information does not necessarily reach the right people, ashddcisions may frequently
result. Moreover, like other organizations, police agencies tend to become isolated from
the people they serve,us increasing the likelihood thednflict will arise, which in turn
af fects t h evemlfupaioningzaadtlikelthood cuccess.

Theorganization of the policean be analyzeith a number of different ways
depending on oned6s purpose. Dantzker (199
which to examine police organizations, one of which is thestral frameworl? The
structural lens is the mostlevant in this examinatiasincefocusis placedon the
or gani z a ttecbnoldgyg, and elatiorshipsp&ificalyhow t he or gani za
structure best f it sandhovwhe orgagizaton reladstodsn 6s pur
external environment, since organizations impact their environments in which they are
situated. Likewise, a number of complex interactions between social, cultural, economic,

institutional and political forces influenceganizations (Maguire, 2003).

%4 The other structures to examine police organizations being symbolic, political, and human resource. See
Dantzker (1999) for more detailed discussion on other frameworks.
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Organizations must operate in accordance to their internal and external
environments; thus, as their environments change, an organization must adapt in order to
address these changes successfaliyat least appear to be atag (Manning, 2003);
however, adaptation does not necessarily imply organizational learning, but rather
unreflective change (Fiol and Lyles, 198%s a direct result of 9/11, threats previously
misunderstood or outright ignored, including terrorism,eaterust onto law
enf or cement 0 soratleastwere éxpepteditadihis Has cormpounded the
tension between | aw enforcementos traditio
service as well as to focus aquality of lifeissueswith newdemands to proactively
anticipate angbreventcrime before it occurs.

Fusion centers are unique in that they are primarily managed by and serve law
enforcement agencies at this time, but they place greater emphasis the collaboration of
multiple agewies across levels of government and disciplinary boundaries, which carries
a great deal of organizational challenges. Furthermore, they theoretically place greater
emphasis on the role of analysis, and thus the analytical profession. A previously
addresed, the analytical profession is largely composed of civilian workers, whom have
historically been subjected to occupational tensions with their sworn colleagues. Thus,
fusion centers are subject to the organizational realities that traditional lavwesnémt
agencies must learn to reconcile, as well as challenges unique to their purposes and
composition. As the following chapter discusses in greater detail, they continue to seek
out an organizational identity capable of adjusting to both internadxednal demands

while still successfully fulfilling their intended functions within a lawful manner.
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Innovation and Organizations
What is innovation?
Innovation in its most basic formsdefined in the MerriarWebster dictionary
is Athe it sodedti g mew. O An innpavation i
policy, a technologypr an idea that is perceived as new by those introduced to the
innovatior® i.e. the users or the audiengihin the social systeraxposed to the change
(Robinson, 2009)In the 1960sEverett Rogersa prominent innovation theorisbegan
studying how innovations are introduced and absoiftedsocial contexd He theorized
that in studying the diffusion of an innovation into an existing organization, four major
elemerts are most relevanspecificallythe innovation itselfi.e. the what)
communication channe(ge. the how)the rate of adoptiofi.e. the when)and the social
system(i.e. the where) He argued that innovations diffuse into a social system, whereby
the innovation is communicated over time throdgferentcommunication channels,
namely mass media and interpersonal contacts (Rogers, 1R8§¢rs (1995) defines a
social system as, fia set of i1interngad ated u

accomplish a common goald (23).

Impetus for Innovations within a Social System

Change does not occur in a vacuum; rather, a dynamic set of interactions occur
over time, influencing the likelihood that sometfpinewd an innovatiod will emerge in
reponse to the perceived need for it. The source of these interactions can be an infinite
number of possibilities, some internal and others external to the social system within

which the innovation is diffusing. Thaalmination of these influentidhctorsata
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particulartime createshe contexand the motivationvithin which the inmvation will
emerggWeisburd and Braga, 2006).

The innovation literature suggests that the perceived need for an innovation
emergswhen the sociadystem is presented wiltrisis and/or achallengesince it is
during these timesnvironmentainstability, and thusincetainty, is greatest. The
greater the environmental instability and uncertainty, theplesfictable is the
environmen{Weisburd and Lum, 2005; PiercedaDelbecq, 197; Dynes, and Aguirre,
1976). The greater the systemdés environment al
is to find new wgs to manage thigncertainty.

As Dampanpour and Gopalakrishnan (1998) note, systems seek out ways to
establishrand maintain a state of equilibrium, and they waiilertheir structures,
processes and strategies to respond to and coordinate with their external environment to
regainthis balance. In other words, action bk takerin anattemptto restore an
acceptable degree agnvironmentaktability, and thus certainty. Thuthile the
introduction of the innovation into theystemis intentional it may be a rather fluid
natur al progression or a forced abange.

chdlenged andthe system will oftemesistthe innovation. As Sparrow, Moore and

Kennedy (1990) remind us that, A[e]l]ven whe

there is a strong tendency to reject the unpredictable, messy and experimental way in
whichi nnovation takes placeo (203).

Moreover,it takes time foan innovation to integrate into a system and its effects
become detectable; howevdrthe pace of change is too gradual or too rapid the

innovation may be rejected (Roberg and Kuykendall, 19%Go0 quick, theuser groups
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may not have the opportunity to understand the purpasgemdedconsequences of the
innovation Themore uncertain users are regarding the purpose and consequences of an
innovation,themore likelythe innovation willbe resisted. On the other hand, if the pace

in which the innovation diffuses into the systemoo slow, therusersmay be unable to
detectits presence or utility As Rogers postulated, if the users cannot observe the

i n n o v atility andagientags then they are less ligago accepit.

Diffusion of Innovation

Rogers (1995) theorized that the decision to accept or reject a particular
innovation is a process that consists of a series of decisions and actions. He described the
innovationdecigon process as consisting of five stages: knowledge, persuasion, decision,
implementation and confirmation. The decisimaker or the decisiemaking unit is
exposed to the innovation, andho in turnforms either favorable or unfavorable attitudes
towards the innovation. At this point, decisiomakers choost either accept or reject
the innovation. If accepted, the innovation is implemented and confirmation is sought
from other groups within the systemgarding its utility. The decision is then tmntinue
or discontinue use of the innovation. The innovation is communicated throughout the
system via different channels, namely mass media and interpersonal contacts. Mass
media encompasses both commercial media and professional media, such as academic
and practitioner journals and government publications. Unsurprisingly, interpersonal
communication channels are often more influential than mass media on the decision

process to adopt or reject an innovation (Weiss, 1997).



80

Innovations emerge argreadn response ta number of factors, ananall
users in a social system adopt the innovation simultaneoasher, different user groups
accept the innovation over time. The rate of adoption is the speed withwgleich
groupsaccept and integrate thanovationinto the system The rate of adoption follows
an Sshaped curve, in which the process of adoption begins slowly, quickening as the
innovation is more widely accepted only to flatten and level off, indicating a small group
of usergtha do not wilingly accept the innovatianAt some point withirthis processhe
point at which thealiffusion process becomes sslistaining, termed theitical mass
Once critical mass is reached, the remainder of the diffusion progEssmomentum
andis likely succeed

Rogers theorized thatpopulation of users can be categorized ditterent
groups based on their propensity to adopt the innovatiois this propensity occurs on a
spectrum.Theinnovatorsmake up approximately 2.5% of the population, trekarly
adoptersmake up approximately 13.5% of the populatidie early majorityand the
late majoritytogether make up another 68% of the population, whiléathgeardsconsist
of approximately 16% of the populati¢ses Figure 2.

Innovatorsareprogressive, pioneering individuals. They typically are the
visionaries that have the resources, knowledge and occupational stability to seek out and
explore the limits unhampered by uncertgiand potential setbacks. Tharly adopters
arewhatRogelsef er s to as the fAheart of the diff
who are the change agents and opinion leaders that promote and model the innovation to
the remainder of the system. These leaders are often intelligent, progressive, respected

by their peers, and can toleratacertainty and risk. Thearly majority andlate majority
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represent the mainstm of users. Thearly adoptersnay be less skeptical and more
willing to adopt tle innovation compared to théate counterparts, and theyeathe

important link betveen the substantially smali@novatorandearly adoptemusers and

the remainder of the social system. It is their interpersonal connections that facilitate the
innovations diffusion t@thers in the larger systerate adoptes may adopt the

innovation out of necesgibr pressure from peers. Tlaggardsare the final user group

to adopt the innovation. They are traditionalists, suspicious and cautious of both the
innovation and change agents, and they may lack both the@eesand confidence to

incorporate the innovation into their practices.

Figure 2: S-shaped Diffusion of Innovation Curve
A

|- Laggards (16%)

/ | Late Majority (34%)
/ }| Early Majority (34%)

F Early Adopters (13.5%)

Cumulative Adoption

F| Innovators (2.5%)

Time

Source: Garrity, Emam, and Eng (2006)

The rate of adoption, and thus diffusion, is influencethieyinteractio of a
number of factors, some internal to the system, others external to the system, as well as
the attributes of thennovation itself (see Figure) .3 Internal factors that affect the rate of
innovation diffusion, among others, include components o$dlo@l system itself,
namely the influence of opion leaders and change agents #uair proximity to the

innovation diffusion process, resource availability, such as financial and human capital,
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and agency sizelNot only must there be @imate for chageinternally within the
systembutalsat he systemdés external environment, r

pressure, exerts powerful influence (Abrahamson, 1991; Baldridge and Burnham, 1975).

Figure 3. Convergence offactors influencing innovation diffusion

Internal
Organizational
| Factors

External Innovation

Environmental Specific
Factors . Attributes

Rogers (1995arguedthat attributes of the innovation itself affeate of
adoptian, namelyfive attributes: its relative advantage, its compatibility, its degree of
complexity, its testability, and its observability. If users perceivertheviation to be
advantageous to their needs, then the innovation will be adopted more rapidly.
Compatibility refers to the degree that th
and practices. The more users perceive an innovation to be dolepae more quickly
the users will adopt the innovation. Complexity refers to the degmiffiofilty inherent
in understanding and using the innovatithnys,the simpler the innovation is to use and
understand, the more quickly it is likely to be ptal. If users are able to test the
innovation prior to flly adopting it, then uncertaiptregarding is advantages,
compatibility and complexity are minimized, and thus the innovation is likely to be

accepedby the systen more quickly. Finally, iises within the social systeroan
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observe the results of the innovation, then uncertaittye innovatiois utility to the
systemis minimized, and the innovation will be adopted more quickly.

The crisis of the Septemberterrorist attacks set of a chadf investigations,
debates and subsequent changes regarding security, both domestically and
internationally. The attacks themselves and the consequences of the attacks created an
unstable security environment, or at least the perception of one. Ftoim these
debates, a number of changes have ensured in an effort to recreate a sense of stability and
predictability, one of which has been the implementation of fusion centers. These
innovated structures have been developed; however, there is stilitadgal of
uncertainty regarding to what degree they are successfully integrating into the larger
systems of law enforcement and public secudatyd what influence internal and external

factors may have on their process of diffusion

Law Enforcementand Innovation
Like any other profession, ti@wv enforcement community hakanged over the
years in response to a number of innovative ideas and technol®gegolice have a
number ofresponsibilitiesyhich havencreased in scopaver time For theast thirty
years, scholars and practitionbisve debatetlow to best fulfill their law enforcement
responsibilities, as well as how well they do, in fact, perform those functions (Maguire
and Uchida,2000) t i s the police ®xlmeagencgds mobksi
and ensure that their mangargsuccessfuin achieving those mandateslow an

agency will go about achievirtese goals is as varied as the police departments
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themselves. However, someogressive police leadeds, in fact,try new thing® they
adopt innovation® so they may betteaddress and fulfillemandingandoftentimes
conflicting, responsibilities.

Braga and Weisburd (2006) argue tpalice organizations are most likely to
adopt @ innovation when the innovation alls traditional policing tactics to be
deployed in new ways wittihe promise of greater resulisgnables the police to
maintain soverignty over crimerelated issuesnd when the innovation requires the
least departure from the hierarchical paramilitrycture of police organizationg.hey
have a longstanding history equipped withwide range of experiences, tactics and
strategies, as well @antrenched belief systepabout howbest todealwith crime and
other issues, all of which are reinfordegthe cultures and subcultures inherent in law
enforcement.

Skolnick and Bayley (1986) further argue leadership attitudes and styles affect the
likelihood of an innovation being integrated into an organizationn drganizations to
successfully inarporate an innovationhe leadership is responsible for creating an
internalclimateof acceptancé or t he i nnovationdés diffusion
only should thosexecutivesrerbally endorse the innovation, but also they should
actively denonstrate their commitment to the innovation and defend its integrity (Roberg
and Kuykendall, 1990). Whereas traditional leadership styles and attitudes tend to be
authoritative and lessceptive to change, participatdeadership styles reinforce the
value of the innovation for the organization. In addition to full leadership support, a high

degree of public support is benefidigthe innovation is to fully diffuse.
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Weisburd, Mastrofski, McNally, Greenspan and Willis (20€@)tionthat
although tle rhetoricof support for an innovatiomay beespousedavithin an
organizationjt does nonecessarilyndicate thatuthenticchangehas occurred; ratige

the change may be illusionary. Weisburd and Braga (28§&p referring to these

observed changewithin police organizatiorssi c o s met i ¢ r at hel?2). t han

King (2000) arguesthathange can be considered an i

that changes the manner in which an organi

since segral initiatives and progran@e oftentimesimultaneouslyo-occurringwithin
a single agency, it is @ difficult to untangle theffects of each, thumaking it difficult
to measure an n n o v a t i ncenaddsffectiverfeds (Beaga and Weisburd, @00

Bayley, 1998).

Forms ofLaw Enforcemeniinnovation

Innovations withinaw enforcementan take a number of fornesnd various
scholars have termed them as theg fit; however, history is filled with various
examples opolice innovations, such ase advent of the twavay radio and the
popularity of randomized patrolThroughout the major reform eras of policing, tactics,
strategies, and philosophies as to what
and, at times, reemerged. Generalbholarshave groupegolice innovations into four
categoriesprogrammatic, administrative, technologiaaldstrategicor radical
innovationgKing, 2000; Moore, Sparrow and Spellman, 1997). Wdamining
innovationwithin policing, one should bear mind that innovatios have

multidimensional properties and characteristics (King 2000)lzatch particular

S

nno\
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innovation is notedricted to a single categoryather there areftentimes conceptual
and practical overlap.

Programmatic innovation refets the establishment of new units or operational
met hods to meet an organizationds goal s.
identifiable forms opoliceinnovatiors due to the highly visible nature of programs and
operational methods. Adminiative innovations are changes within the administration
and management of an agency or department. Technological innovations refer to an
organizatiods acquisition and use of new equipment or hardwahdftid particular
functions and goals. Radiaal strategic innovatiorefers to fundamental changes in an
organizatiods overallphilosophy or orientation. Such an innovataiten regires
massive organizational restructurjrgndit oftentimes challengaot only the
organizatiods understandingf the acceptedorms and procedusebut alsothe
or gani z at ihpsintemally and eatérnalf@Sparrow, Moore, and Kennedy,

1990).

There have been a number of highly recognizable innovations in policing over the
last several decades, each witkittown set of achievements and failures. The most
identifiable have been community policing and problem oriented policing, broken
windows policing, pulling levers policing, thiplarty policing, hot spots policing,

Compstat, and evidendmsed policingWeisburd and Braga, 2006). Not otigs
research exposed consideraideiation between these innovations, also substantial

variation within each innovation.
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Summary

In this chapter, the underlying theoretical frameworks and guiding principles of
the currenstudyhave been presenteenerally mderstandig how organizations
develop andunctionwithin the larger systems of sociagycritical when trying to
explore and explain change, partady innovative changes. This chapbeiefly
introducedthe basic elements of organizational theoryginally built on Frederick
TaylorandVlax Webe 6 s cont r i b u A lbrief discussiom ofinhogatiang, e | d .
how they emerge, and the conditions and attributes that influence the likelihood that an
organization will accept and integrate them into their existing structure has been outlined.
Innovation in policingjncludingthe forms they may takeyasalsobriefly addressed.

It is universallyagreedhat law enforcement agencies amongthe most
important organizational structures in our society; their tasks are great, and their
challenges, at times, seem insurmountable. We, as a society, have deangredgdieal
more from our law enforcement agenadeer time, and they struggle to meet the
demands inherent in their line of work, patlarly as new threats emerged their
responsibilities grow.

It is argued that the September 11, 2@torist attacks and the aftermath

clearly represented a form of both crises and challenge to batlatbben 6 s s ecur i ty
providers, namelyhe domesti¢éaw enforcementommunity The toll for ou
inability to share information and coordinate prevention and response services was too
costlyto justify not t&ing action. It has forced public safetynemunities, including law
enforcementto rethink and reevaluatbeir existing information and intelligence

structures.While it appears that substantial changes have occurred in this area over the



last seven yeard,is uncleathow significant, advantages or productivare these

changes

88
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Chapter 4: The Growth and Challengeof Fusion Centers

Introduction

Foll owing the 9/ 11 Co mystersaidireakddvwinconcl us
information sharing | argely crathé¢ Wl buted t o
terrorist attacks, many states began to inweste fusion center concegsa viable
means taninimizeinformation sharing gaps at the sigaleral level. As such, fusion
centersareintended tasupportlaw enforcemenand other public safgtcommunities by
fostering interagency collaboration, improving interagency information sharing, and
providing a robust analytical suppost) they may be better positeshto coordinate
resourcesindexchange information in a timelier manner.

Fusion ceters are one of the mgstominentphysical manifestations at the sub
feder al | evel of redolnmendatiothatthe CoitednSiatedevelopn 6 s
both a policy and technical environment to facilitate and support greater information
sharing withinand between the levels of government (Dodson, 2007; Kaplan, 2007,
Rel yea and Seifert, 2005). The concept of
philosophy, whereby bits of information from disparate sources are pieced together in an
effort to @nstruct an overall picture of aperating environment and impmean
a g e nawaréness akal and potential threats within that environment.

Prior to 9/11, armarray of threat information was collected by varigosernment
agenciego meet their indidualneeds; however, that information often remained
restricted, ostovepipedwithin the particular agenay even a particular department or
unit within a single agency. It was unlikely that intelligence or information traversed

boundaries due largetg organizéional rules and cultures, as wel gislative statutes.
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Not onlyhaveagency personalities and turf battleBuencedthe extent of information
sharing, buthe threat otriminal, civil and/or administrative penalties faokating
estabished procedures for sharing or disclosing classified or sensitive infornodtizon
discouraged sharing important informati@gtelyea and Seifert, 2005). Based on the
recognition that many opportunities were missed to share vital intelligence that could
have ficonnected the dots, 0 piecing togethe
constructing an integrated information network began to emerge.

According to a @O (2007)report to Congressional Committedse construction
of fusion centers steadilpcreaseaver the next several yeaafter the 9/11 terrorist
attacks Currently, therera seventytwo designated fusion centgugesent in every
state. While a majority of states have a single fusion center, California, Texas and New
York, have multife fusion centers located within their geographimees typically in
large urban areas.

Fusion centers are termed so due to their underlying procéssrgg,or
integrating, information from a variety of souréesrder toidentify, track,and preent
multi-jurisdictional crime problems, as well tasmanage the flow of information across
levels of government and different sectors (Carter, 2008). The Department of Homeland
Securityds Homel and Security Adgencesfasiory Coun
is a clearly defined, ongoing process that involves the delineation of roles and
responsibilities; the creation of requirements; and the collection, blending, analysis,
timely dissemination, and reevaluation of critical data, informationmridé | | i genc e.
The stages of the fusion process are cyclical and adapted from the intelligence cycle

developed and employed by the federal intelligence community.
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Fusion centerare statecontrolled entities thahanifestthe concept of
collaboration, éemphasizing, but not eliminatingneedto-knowculture and
emphasizing aeedto-shareculture. They should be the primary platform on which law
enf or c e maurce ppoduct@r and sharing of criminal and homeland security
intelligence and informain occurs (Rollins and Connors, 2007). Thedatively new
institutions are structuresh a decentralized network modeito improve sharing both
vertically and horizontally. While many centers initially adopted a codatesrism
mission in the yearimmediately following 9/11, a majority of centers have expanded
their scope to include all crimesmandate and/or laroaderall threatsall hazards
mandate. Their general functions are reported to include trackingeghgipre c t i v e
assetandoperational readiness, analyzingladizards threat information, and issuing
alerts, bulletins and schedulegports on current, emerging and future threats.

Rollins (2008)reviewsfour underlying assumptiorthatare often cited tqustify

state and largarban ared sfforts to implenent and sustain fusion centessvital

components to our n d&irst engagirsy intthe imelligence gorocess c u r i

and using intelligence produgttays a vital role in preventing terrorist attacks. Second,
fusingdata from a variety of sourgdaacluding untraditional ones, better enalites
creation ofa comprehesive picture of giventhreat environmentThird, state, local and
tribal law enforcemenpersonnebre inaunique position t@bserveand colect

information Finally,fusion centers offea number of additional benefits to fedestfte

and localpublic safety communities

st

a



92

Fusion Center Predecessors

Although the ternfusion centers a post9/11expression, the underling principles
of coordiration and collaboration between all levels of law enforcementareew just
as the collection and use of intelligermethe law enforcement community Hastorical
antecedent s. The defining differences bet
collaborative efforts @& that fusion centers collect a wider range of local, state and
federal information than traditionafiminal intelligenceunits theyrely more heavily on
the use of arlgsis, and they have a broadeope of priorities (Rollins, 2008)

Beginninglargelyin the 1970s, other collaborative arrangemergse assembled
to assist varioutaw enforcemenagencies in tackling the prevalent threats of the time,
namely drug trafficking and other organized criminal activities. Interagencydiass
grewfrom therecognitionthata single agency or unit cannot effectively deal with crime
that crosses both geographical and statutory boundaries. Not only are localized forces
relatively fixed by their physical environments, but other deparmhesstrictions on
resourcesexpertknowledge and other capabilities prgrtedthe notion that multiple
agenciesogether woulde more successful at investigating, apprehending and
prosecuting crimials Informally, the first task force operation wasdentaken in New
York between a number of city and state law enforcement personnel in collaboration with
Bureau of Narcotics and Dangerous Drugs, t
Administration(DEA). Inan effortto better trackdepartmentaspending and operational
success, the Anidrug Abuse Act of 1986 formalized and institutionalized the DEA

Tasks Force Program (U.S. Drug Enforcement Administration, n.d.).
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Several precedent prograrhavebuilt upon the task force framewonkhich the
current fusion center clalboration movement is rooted, specificdtyg El Paso
Intelligence Center (EPIC), the Hidhtensity Drug Trafficking Area (HIDTA) Program,
the FBlI O&6s Joint Terrorism Task Force (JTTF
Systems (R$S)?° These four federaljed and/or funded initiatives are reviewsetre
since collectively they embody the principles of collaboration, coordination, intelligence
activities and information sharidgthe undamentiprinciples of fusion centers.

The ElPaso Intelligence Center (EPIC) was established asa oisault of a
recommendation issued irnl874 Department of Justice report entithe@ecure Border:
An Analysis of Issues Affecting the U.S. Department of JuStieeEl Paso Intelligence
Centerwas the first regional intelligence center founded on a ragkncy effort, lead by
the Drug Enforcement Agency (DEA), to collect and share information, as well as
coordinate and suppdrtteragencynvestigations, related to drug trafficking, alien and
weapons smuggling, and other criminal activities along the United St&beso border.
Since 9/11, ihasalso incorporated a counterterrorismssion as its scope has expanded
from a regional tactical intelligence center into an international law esrfant
resource.

The HighIntensity Drug Trafficking Area (HIDTA) Program, authorized by the
Anti-Drug Abuse Act of 1988, was established in response to the drug trafficking
problems of the 1980s and 1990s. The federal government designated these areas as

plagued by serious drug trafficking problems, includimg production, manufacture,

% For an overview of the aforemimned programs, see:

El Paso Intelligence Center lattp://www.usdoj.gov/dea/programs/epic.htm

HIDTA Program atttp://www.whitehousedrugpolicy.gov/hidta/overview.html

FBl 6s Joint Terr or htg/mww.faigdv/page?/decCl/ttil2DMA.HEM at
Regional Information Sharing System (RIS&}p://www.riss.net/



http://www.usdoj.gov/dea/programs/epic.htm
http://www.whitehousedrugpolicy.gov/hidta/overview.html
http://www.fbi.gov/page2/dec04/jttf120114.htm
http://www.riss.net/
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transportation, distribution and chronic use of illegal drugs and money laundering. As
the Office of National Drug Control Policyebsite states t he AHI DTA Progr a
improve the effectiveness and efficiency of drug control efforts by facilitating
cooperation between drug control organizations [including law enforcement] through
resource and information sharing, coll ocat
progrants priorities are tadentify andassess threats; develop, fund and implement
initiatives to countesuchthreats; and to facilitate coordination efforts between federal,
state and local law enforcement agencies. There lemsvindespread support for
HIDTA-coordinated activities, and the program has been less scrutinized and criticized
than the FBIlIO&s JTTFs.

The FBI 6s Joi nt JTéR) is @apartnership, SpearHeadéddy thee  (
FBI, betweervariousfederal agencies and state and local pa&gartments. They
were, and are, intended to be a conduit for interagency information and intelligence
collection and exchange regarding terrorsstated threats. The first JTTF was
established in 1980 in New York City, and since 9/11, approximately TOBs have
been established in all fiftyix FBI field offices. In 2002, the National Joint Terrorism
Task Force, headquartered in Washington, D.C., was created to coordinate the activities
of regional JTTFs. While JTTFs are an interagency collaboratiee, the FBI is the
lead agency in managing and conducting JTTF activitrtbgh has drawn a number of
previously addressed criticisfrom both participants and opponents.

Regonal Information Sharing SystefRISS) is a network of six multistate
intelligence centers each tailored to the needs of their customers, providing logistical,

analytical, and investigative and information sharing support to their regional law
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enforcement and public safety agesci®ISS was established over thiygars ago and

is funded and administratdoy the Department of JustiBeireau of Justice Assistance.
RISSmaintains its own information sharing platforraad also hathe ability to connect

users to various other informat fomemens hari ng
Onl i ne (L E®@&9¢meland 8ecuditi I&férmation Netwo(HSIN), thus

facilitating a moreseamless flow of information.

Genesis of Pos®/11 Information Sharing: Growth of the Fusion Center Function

In the immediate wake of the 9/11 terrorigheks and the subsequent recognition
that our nationds prevention and response
multilateral measures were undertaken leyfdderal government, stadad local
governmentsand other professional organizationattmascontributed to the gradual
development of fusion centers. While fusion centers are subfederally controlled entities,
a number ofederalinitiatives and complementary publications have influenced, and
continue to influence, their ongoing developrhand implementation over tipast
several years (See Figurg 4

While September 11, 2004 captured athedefining momenthat everything
changedproposals for change were suggestethe year prior to the attacks (DHS
History Office, 2008). Approxnately eight months prior tine September 1 terrorist
attacks the U.S. Commission on National Security/Zlentury, also referred to as the
Hart-Rudman Commission, recommended that a number of proceddraisitutional
changes should be pursuedhe executive and legislative branches of government in an

effort to recalibratthemt i onds abil ity to Socentonetseattul |y
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to national security. In March 2001, a bill was proposed to Congress by Representative
Mac Thornbery (R-TX) for the creation of a National Homeland Security Agency;
however, no action was taken on the bill. Then the 9/11 terrorist attacks occurred.

On October 8, 2001, former President Bagjh Executive Order 13228
establishing both the Office of Homaad Security (OHSandthe Homeland Security
Council (HSC) The OHS was tasked develop a ational strategy to coordinate
counterterrorism efforts between the federal, state and local governrifbetsilomeland
Security Council (HSCyvas established t®erveas an advisory body to the President on
homeland security activities. In June of 2002, former President Bush submitted his
proposal to Congress for the passage of the Homeland Security A82a8d the
establishment of a permanemabmetlevel Department of Homeland Security (DHS)

(DHS History Office, 2008). The President envisioned a single department that would
realign the nationds scatt eruambrelldsothae ! and se
these activities coulde better managed andocdinated. Prior to 9/11, suelttivities
weredispersedmong various agencies working independently of one another. The

Homeland Security Act was passed on November 25, 2002.

The Department of Homeland Security is mandated to protect the natids and
critical infrastructure from dangerous peo
freedoms. Its overarching goal is to successfully prevent, prepare for and respond to
national emergencies, both manmade and natural. On November 27, 200&jahd
Commission on Terrorist Attacks Upon the United Staabs® known as th@/11

Commissionwas legislatedo traceand analyze the actual events of Septembg2Qd1
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and to issueecommendations for improvingthan i ondés over all abil it
reduce the likelihood of future attacks.

While suchlegislative changes were taking place, the states were beginning to
mobilize as well. In March of 2002, the International Association of Chiefs of Police
(IACP), a professional organization of policeeentives, hosted theriminal Intelligence
Sharing Summiin collaboration with the Community Oriented Policing Services
(COPS) within U.S. Department of Justi ce,
for and barriers to informatiorollection analyis and dissemination, includitige need
for intelligencestandards anguidelines, technology, training, and legal safeguards to
protect citizeds c i vi | rights and civil |l i berties.
concluded that a number of bars mustbe overcome in order to improve state and local
law enforcemenagencies intelligence processes. The Summit concluded tzdiondy
coordinatedntelligence sharing plawas neededboor interdepartmental working
relationships stemming frorhé hierarchical nature of both law enforcement and the
intelligence communitghould be improvedechnical deficiencies for analyzing, storing
and sharing informatiomust be minimized; ananalytical intelligence standards and
policiesmust be developedACP, 2002).

The 2002 IACP Summit resulted, in part, in the formation of the Global Justice
Information Sharing Initiative (Global), advised by the Global Advisory Committee
(GAC), a federal advisory committee to the U.S. Attorney General on justareniztion
sharing and integration initiatives. One of the working groups overseen by Global is the

Global Intelligence Working Group (GIWG), which was created to oversee the
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development of a national intelligence plan to further address these3$sttesdirect

product of this collaboration was the October 2003 publication dfi#tienal Criminal
Intelligence Sharing PlafNCISP), which consists of twensight policy
recommendati ons and action items intended
information and intelligence sharing capabilities. The NCISP serves as the blueprint for
U.S. law enforcement agencies to review their existing intelligence structures, as well as
implement and improve intelligence processes so that they may better endetrthnds

of their working environments by increasing information sharing and decreasing existing
barriers, while stilf balancing citizen6s

In May of 2004, the Criminal Intelligence Coordinating Council (CICC), a pelicy
focused group of hneland security advisors and law enforcement representatives, was
established as the research partner to the GIGW to oversee theronghplementation
and ongoing refinement of the NCISP. As the cornerstone of the NCISP, the CICC sets
priorities, direts research and prepares advisory recommendations. The CICC
recommended the formation of the Law Enforcement Fusion Center Focus®&roup.

In 2004 and 2005, the Law Enforcement Fusion Center Focus Group (FCFG) was
formedto oversee the manifestation of tieaets outlined in the NCISP and to establish
guiding principles and mimum standards for developing iatelligence component in
fusion centersspecifically Modaferri and Bouche, 2008)They adopted twelve guiding
principles, encouraging fusionceries | eader shi p t o adhere to

devel op and embrace a concise mission stat

%% These initiatives and working groups fall under the umbrella of the U.S. Department of Justice.
2" TheNational Criminal Intelligence Sharirjan was released in 2003 and revised in 2005.

% The Law Enforcement Intellence Fusion Center Focus Group (FCFG) was previously named the
Fusion Center Intelligence Standards Focus Group.
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purpose and priorities. They should establish a representative governance structure,
develop and publish policies and pedares, and implement Memorandums of
Understanding (MOUSs). All levels of law enforcement should be integrated to foster
collaboration, increase communication, and maximize resources. Moreover, a fusion
centerod6s intell i genc eswpmlavenfaoaamentipersonnel,as nt e g
well as civilian staff, particularly intelligence analystsitorease he cent er 6s br e
expertise. Existing systems should be leveraged to avoid wasting limited resources and
redundancy in the system, andsecyi measur es should be ensur e
facilities, staff and dataFinally, fusion centershould focus on providing a range of
products, outcomes and services.

Il n 2005, DHS6s Homel and Security Adviso
Information Sharing Working Group released thetelligence and Information Sharing
Initiative: Homeland Security Intelligence and Information Fusiegport. These
gui delines were intended to steer |l ocal an
disseminate terrorisfrelated intelligence, specifically in the context of fusion centers.
Together with thé& C F Gé&cemmendationsna the NCISP, these reports creattsel
foundation for the 2005 publication of tResion Center GuidelinesTheFusion Cengr
Guidelnesar e t he joint product of the Departmer
Sharing Initiative (Global) and Department
Advisory Council (HSAC). The publicatiaconsists of eighteen recommendations
intended to facilitate the successful establishment and operation of fusion centers, to
provide a standardized framework for states and metropolitan areas implementing such

centers, and to assist with interoperability and communication matters betwess.cen
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In the summer of 2004 the National Commission on Terrorist Attacks Upon the
United States released their public report. The report traced the activities of trest day
well as outlined several recommendations along four thematic areas: U.S| iatérna
terrorism policy, institutional steps to protect against and prepare for terrorist attacks,
intelligence isues, as well aoogres®nal and oversight issues (Grimmet, 2004). In
December of 2004, thatelligence Reform and Terrorism Preventiort A£2004
(IRTPA) was signed into lawegislatinga number othange$® In addition to amending
t he National Security Act of 1947 and dri
reformation, the Act also established the Office of the Director tbhal Intelligence
(ODNI) and the Information Sharing Eneirment (ISE), situating the ISProgram
Manager (ISEPM) within the ODNI. The ISE was created to facilitate the development
of trusted partnerships throughout the levels of government to nayedm, homeland
security, and law enforcement information as it relates to threats of terrorism.
Furthermore, IRPTA required the President to appointthePE o over see t he
implementation plaf® The ISE is responsible for leveraging existpuicies,
technologies, business processes and systems, as well as promoting a culture of
information sharing through collaboration.

The ISE is further supported by the National Fusion Center Coordination Group,
led by DOJ and DHS, to identify resourcesstipport the development and sustainability
of an integrated network of fusion centers (GAO, 2007). The focus group is tasked with
ensuring that fusion centers establish a baseline level of capability and comply with

federal laws and policies, identifyriding options for fusion centers, and ensuring

2 Seehttp://www.nctc.gov/docs/pl108_458.pftir a complete copy of the Intelligence Refoand
Terrorism Prevention Act of 2004.
30 Seehttp://www.ise.gov/index.htrfor more information on the Information Sharing Environment.



http://www.nctc.gov/docs/pl108_458.pdf
http://www.ise.gov/index.html

101

coordination between federal entities and fusion centers. ThENG&ISo chairs the
Information Sharing Council (ISC), whicdviseshe President and ISPM and
oversees the ongoing implementation of fSE.

On August 3, 2007, former President Bush signed into lawnpEmenting
Recommendations of the 9/11 Commission Act of 2007 (also known as the 9/11
Commission Act). The act codifies a number of recommendations made by the 9/11
Commission.The act outines a number of provisions for improving intelligence and
information sharing within the federal government and subfederal governihents.

Specifically, the act establishes the Department of Homeland Security State, Local, and
Regional Fusion Center Initige.

In October 2007, the National Security Council released an updated version of the
National Strategy for Information Sharing: Successes and Challenges for in Improving
Terrorismrelated Information Sharingf ocument i ng the feddr al go
assertion that increased information and intelligence sharing is crucial if we are to
successfully protect our nation from a range of threats, including terrorisnthét is
memorializing document outl ini ntgimprdve f eder
then at i o n 6 sinfarnoatioh gharing effoets. f@he four core principles outlined in
the Strategy oneasserts that fusion centers are valuable resources that must be
incorporated into the national informatisharing framework and that fasi centers

must develop a baseline capacity to participate imthet i irdefligeisce procegs The

% The ISC was originally established under Executive Order 13356, Straimgjtibe Sharing of

Terrorism Information to Protect Americans, in 2004 and later restructured in 2004 under Executive Order
13388, Further Strengthening the Sharing of Terrorism Information to Protect Americans.

32 For a full copy of the bill, go tchttp7/www.govtrack.us/congress/billtext.xpd?bill=h110
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ultimate goal is the creation of a nationally integrated network of state and urban area
fusion centers.

Moreover, in 2007, as called for in thational Strategy for Information Sharing
the ISE began focusing efforts on developing a nationwide capacity to collect, collate,
analyze and disseminate Suspicious Activity Reports (SARs). These effort s have
culminated in the Nationwide SAR Initiative, alleation of activities reporting, tracking,
assessing SARs, managed by the- ISH.

In November of 207, the IACR again collaboratingvith the COPS Officeas
well as with cesponsorship from both DHS and the 18Hl, held a fiveyear followup
summit on he 2002 Criminal Intelligence Sharing Summit. The summit once more
culminated in the publication of a repddational Summit on Intelligence: Gathering,
Sharing, Analysis and Use After 9/11: Measuring Success and Setting Goals for the
Future (2008b). Tle report reviewed what steps have and have not been taken in
reference to |l aw enforcementsdé participat:i
recommendations to facilitate law enforcement in their continued progression towards
achievinga successfuhtelligence capacity Fusion centers were a much more
prominent component of this report, indicating theyehegcome an important tolr
the law enforcement community.

At the same time, in September of 20B8seline Capabilities for State and
Major Urban Area Fusion Centemsas published by Global as a supplement to the
Fusion Center GuidelinesThis report clarifies the policies a fusion center should have
in placein order to build the structures, processesls,and operational standards

necessy to achieve productive intelligence capabilitidhe living document is divided
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into two sections; the first section focuses on fusion process capabilities, while the latter

section addresses management and administrative capabilities.

Figure 4: Major Post-9/11 Legislation, Initiatives and PublicationsTimeline

Oct 2001
Office of Homeland Security &

N ; April 2005
Homeland Security Council created

ty May 2004 HSAC releases Intelligence and
Crimind Intelligence Coordinating  Information Sharing Initiative

Oct 2000 Council (CICC) created

i Cisen o 02 o
Homeland Security Act passed Kuly 2005 Updated National Strategy for
DHS created Fusion (Center Guidelines Information Sharing released
9/11 Commission created released {
2001 j 2002 2003 2004 2p05 2006 2007 2008 2009
Terrorist attacks National Criminal Intelligence
September 11, 2001 Sharing Plan published IRTPA signed into law 9/11 Commission
Oct 2003 reforming IC community Actsigned  pagejine Capabilities for State
! ) & est. ODNI & ISE-PM Aug 2007 and Maior Urban A
National Homeland Security Act or Urban Area
y Dec 2004 Fusion Centers published

proposed; no action taken IACP hosts Criminal Intelligence
Mar 2001 Sharing Summit; Global & GIWG formed
Mar 2002

9/11 Commission Report released DHS Support Plan for SLFC Sep 2008
July 2004 June 2006

It is clearly evidenthat a number ofiomeland securitinitiatives and activities
havetranspired since the 9/11 attack&hile not solely focused on fusioemters, many
of the aforemembned publications ankgislationrelate to their activities This
discussion, while not exhaustive, does demonstrate that while many steps have been
taken towards developing a useful aniévant intelligence capability; haver,it is an

unending pursuit

The Role of DHS in the Nationds Fusion Cen
The Department of Homeland Security (DHShhiefederal level agency

legislatively tasked witlsupporting h e nat i o gréetsvorkdoéfusmn cenpersn

The Department of Homeland Securitgrgelythrough the now Office of Intelligence

and Analysis, has provided suppiora number of formso thes t a huegé&osing fusin

centers. In her speech at t&nnual National Fusion Center Conference, Homeland
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Seurity Secretary Janet Napolitano clearly

centerpiece of state, local, federal intelligesbaring for the future, and that the
Department of Homeland Security will be working and aiming its programs to underlie
Fusion Centers

The DHS website reports that the department has assigned over thirty Intelligence
Operations Specialists with operational and analytical skills to twsswgn state and
large urban area fusion centers. In his April 1, 2009 testimonyrto@itee on
Homeland Security, Subcommittee on Intelligence, Information Sharing, and Terrorism
Risk AssessmenRobert Riegle stated that the he is hopeful that the department will
have assigned an Intelligence Operations Specialist to every fusiontmetiterend of
FY20103* The Intelligence Operations Speciakise embedded in fusion centers to
facilitate the flow of classified and unctaied information between DH®&formation
systems and its state and local counterparts; to provide expertiseadytttal support to
fusion center personnel; to coordinate with local law enforcement agencies; and to
provide DHS with local awareness and access to fusion center information. Moreover,
DHS reports that between FY206%207 it has provided more than $illion to
support state and local fusion centérs.

The Department has naturally evolved in all respects over the years as it
undergoeshegrowing pains expected of a new bureaucratic entity, including how it

envisions its role as a neat member afh e n alhtelligenc@ €ommunity. n 2005,

#¥For Secretary Napolitanods full address, see
http://www.dhs.gov/ynews/speeches/sp_1236975404263.shtm

34 For complete copy of the Testimony of Director Robert Riegle, State and Local Program Offiae, Offic
of Intelligence and Analysis, before the Committee on Homeland Security, Subcommittee on Intelligence,
Information Sharing, and Terrorism Risk Assessment, "The Future of Fusion Centers: Potential Promise
and Dangersseehttp://www.dhs.gov/ynews/testimgfiestimony 1238597287040.shtm

®For more information about DHS® activities and
http://www.dhs.gov/xinfoshare/programs/gc_1156877184684.shtm

pro
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after a series of missteps and overalldissatf acti on with the Depart
Information Analysis divisiorthe therSecretary Michael Chertoff announced asoint

agenda aimed at improvingtheept ment 6 s over al l i nformatio
relevancy and utility. One of the several organizational adjustments undertaken included
strengthening the Departmentos intelligenc
As a result of this reorgaration, the Office of Intelligence and Analysis (I&A) was

established to ensure tHaameland securityelated information would be collected,

analyzed and disseminated to necessary and appropriate customers at all levels of
government, including the Setaey, other federal officials, members of the Intelligence

Community, state, local and tribaartnersas well as the private sector partrérs.

DHS State and Local Program Office (SLPO)

In 2006, theHomeland Securit$ecretary signed tHeHS Support
Implementation Plan for State and Local Fusion Centgesjgnating th©ffice of
Intelligence and Analysis as the executive agent for the DHS State and Local Program
of fice (SLPO), the division responsible fo
nationwice State, Local, and Regionaldon Center Initiative. The missiaf the SLPO
is to create partnerships with state and local fusion centers to improve the flow of
information between agencies, to facilitate a national network capability for fusion
centes, and to be the link between the federal intelligence community and their state and
local fusion center counterparts. This is a logical link since fusion centers, while

excluded from membership into the federal Intelligence Community, gather and analyze

®Formbre information about DHS® Office of Intelligenct
http://www.dhs.gov/xabout/structure/gc_1220886590914.shtm
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localized information that together contributes to an overall domestic picture of potential
threats facing the nation.

The State and Local Program Office has three divisions: the State and Local
Fusion Center Management Office, the Information SharingWwslProgram, and the
Law Enforcement Liaison TeaM. The State and Local Fusion Center Management
Office overseestheddgp-d ay oper ati ons of the Depart men:
an effort to promote information sharing with subfederal partnezdnformation
Sharing Fellows Program offers state and local representatives the opportunity to learn
about DHS®6 mission, capabilities, and prog
Team personnel meets and consults with state and local law enforcersamine|
regarding the assistance and resources DHS can offer their subfederal counterparts.

In 2007, when th@resident signed tHenplementing Recommendations of the
9/11 Commission A¢br the 9/11 Commission Actpdified the National Fusion Center
Ini ti ative and DHSOTite\d,|Sebtitle By Sec.t511ofthBace ci f i cal |
established thBepartment of Homeland Security State, Local, and Regional Fusion
Center Initiative, which was task#al establistpartnerships with state, local and &atal
fusion centers to not only offer a wide range of support, but also to be the mechanism that
feeds and integrates state, |l ocal and regi
system, when appropriate. The State and Local Fusion Center Programssthgser
legislative requirements. The initiativeresponsible foproviding operational and
intelligence adviceassigning intelligence analysts to fusion center partners, providing

support and guidance to partners developing an informédteming enironment,

357 The Information Sharing Fellows Program was cedifby the Implementing Recommendations of the
9/11 Commission Ag¢br the 9/11 Commission Act), Title V, Subtitle B, Sec. 512
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coordinatingwith other federal entities undertaking homelaecurity activities, granting
security clearances for state and local personnel, providing access to federal information

systems, as well adentifying funding opportunities and tramg activities.

DHS6 I nformation Sharing Portals

There are two primary informatiesharing portals used and maintained by DHS,
the Homeland Security Information Network (HSIN) and the Homeland Secure Data
Network (HSDN). The two are distinguished bg #ecurity classification of the
information that can be accessed, posted and shared via the network.

The Department of Homeland Security provides and maintains a nationally
secure, welbased platform called Homeland Security Information Network (H&IN).
The network is intended to facilitate Sensitive But Unclassified (SBU) information
sharing and collaboration between federal, state, local, tribal, private sector and
international partrms in realtime. Itsupporsthe intelligence process and the
distribution of relevant, timely and actionable information. The netwonsistsof
various communities of interest. web page is tailored to each community of interest
that contains general and specific news articles, links and contact information (GAO,
2007). The HSIN has five different, but, related mission areas: intelligence and analysis,
law enforcement, emergency management, critical sectors anenmiggton agencies.
Together these communities shouldrk together in preparing for or respondingto

range of threats, both manmade and natural.

¥For more information about DHS6s Homel and Security
http://www.dhs.gov/xinfoshare/programs/gc_1156888108137.shtm
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The Homeland Secure Data Network (HSDN) is the séevel classified
communications network. It enables the federal government to share information and
collaborate with states to mitigate homeland secunitydts, as well as provide state and
local governments with a channel to share collateral level information with their federal
law enforcement and intelligence counterparts (GAO, 2007). Fusion center personnel
through HSDN can also access the Nationalr@@uTerrorism Center (NCTC), which
was codified by the Intelligence Reform and Terrorism Prevention Act of 2007 to serve
as the primary organization for integrating and analyzing all counterterrorism

information.

Recent Assessments of DHS

In December 208, in accordance with the 9/11 Commission Act, DHS, as
directed, produced and submitted a Concept of Operations report articulating its
purposes, goals, objectives, and responsibilities of the State, Local, and Regional Fusion
Center Initiative to the Comittee on Homeland Security and Gowaantal Affairs of
the Senate, as well #& Committee on Homeland Security of the House of
Representatives. This document was designed to accomplish a number of objectives,
including establishing a framework to ens@onsistent and coordinated information
sharing between the agency and their stakelgltiebe a standard against which future
operating procedures can be developed; and to support and reinforce a number of pre
existing federal initiatives, policies atehislation.

Also in 2008, the Department of Homeland Security Office ofdnsyr General

issued a report investigatimghether DHS is providing adequate oversight and guidance
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to state and local fusion centers. While tiygort concluded that thatHDS éoordination

efforts with fusion centers were improving and that deployed intelligence officers were

valuable assets to their assigned fusion centers, and number of internal challenges remain,

such as improving coordination between @féce of Inteligence and Analysis and other

DHS componentg epl oyi ng intelligence officers, ar

state and |l ocal fusion centers6 funding an
Also in accordance with the 9/11 Commission Act, DHS was mandated to

conduct annuampact assessments and submiaanuakeport evaluating the impact of

DHS6 Office of Intelligence and Analysis S

Initiative activities has on both privacy and civil libertfs.

Conceptual Similarities with Practical Differences

Conceptual Similarities

While there is no single, uniforfasion center modeh number of underlying
similarities and principles can be generalized across centers. Overall, fusion centers are
multipurpose organizations typically led andmaged bythe State Blice or State
Bureaus ofhivestigation. They are intended to be the conduit through which law
enforcement and other public safety initiatives are implemented and monitored.

Fusion centers ammnceptuallyproactive entitiesesncompasng detection and

deterrence, prevention, arid some casegmergency responsapabilities. Ideally,

39 See Department of Homeland Secufilyil Liberties Impact Assessment for the State, Local, and
Regional Fusion Center Initia®(2008) available at
http://www.dhs.gov/xlibrary/assets/crcl_civil_liberties_impact assessment_12 11 08.pdf

See Department of Homeland SecuRtyvacy Impact Assessment for the Statecdlpand Regional
Fusion Center Initiatie (2008) available at
http://www.dhs.gov/xlibrary/assets/privacy/privacy_pia_ia_slrfci.pdf
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fusion caters shouldhave the capabilitio identify potentid terrorist and criminal
groups theirrelationshipsfunding sources and other actigg. They should be able to
identify highrisk targets and have the cajig to coordinate resources to protect those
targets, and thus prevent a potential attaosther criminal everftom occurring.
Finally, they should ba primary huldor coordinaing emergency operations, assisting
first responders, allocating necessary resources, such as emergency equipment, and
identifying and tracking additional threats as they emeYyhile fusion centers are
intended to béacilities oriented towards preveati and proactivity, and manyish to
describe themselves as suséyeral centeremain consumed wittnaditionally reactive
activities

Many fusion centerBave adoptednall crimesand/orall hazardsall threats
mission thus,the products theglissenmnateand their activities should be guided by these
mission statements and operational fo&ibroader organizational mandate increases the
likelihood that they will collecticherinformationregardinga wider range of threats, as
well as increases thresustainabilitysincea morediverse array of stakeholdease
incorporatednto ther proceses

Fusion centers are arfeft to consolidate resources in a concerted effort to
maximizeorganizationautility and efficiency. Too often, multiple agessior
departments funnel limited resources into collecting redundant inforn@tiduplicating
servicesthus inefficiently expending limited resources. Fusion centers should minimize
the degree to which information is duplicated. Similarly, agenciéslepartments often
collect information, but haveeither the channelsor the motivéion to share the

information. As a result, information silos are created and information collection and
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analysis activities are not maximizedltimately, information ad intelligence is
ineffective unless it is used.

Fusion centers are intended to break dawmumber obccupational barriers
specifically physical barriers, cultural barriers, and technical barrMtsgtiple agencies
are physically cdocatedin a sirgle facility in an effort to facilitate cooperation and
coordination by minimizinghe physical proximity to one another. Similarly,
longstanding subcultural conflicts in law enforcement Hang beenrecognizedand
documented (Reudanni, 1983). The subcultures of federal agents and analysts,
administrative officers, specialized police units, civilian analysts, and other agency
personnel often conflict due to theiniquefunctions and predispositions within the
organization.

Fusion centers aiiatended to bridgesubcultural divide®etweenvarious
professionals that collectively compdbe law enforcement and largeomeland
security communitieby not only encouraging, but insisting on, increased collaboration
and coordinationFusion centersasan information hub, are one meaas
technologically streamlineommunicatiorchannelslinking or providing more direct
access betwedhe federal government to local and state governimeribrmation
systems Many fusion centers have accessto DOJand/ DHS6s uncl assifie

networks, and to a more limited degree, access to classified networks (GAO, 2007).

Practical Differences

While there are a number of theoretical similarities between fusion centers, in

practice there aran arrayof differencesand it is from these differences that some
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centers excel over otherSince each fusion center is inclined to meetuthigueneeds
of the political and social environments in which it is situated, they vary in their
organkational structure anstaffing,the products they create and disseminate, and the
services they provide, particularly since threats are neither uniform nor evenly
distributed. Sincéoththreatsand the availability of resourcese not equally distributed
across the stateand legislative or executive mandatbat govern a particulare nt er 0 s
functioning, if such existnay differ, fusion centengary in their respective stages of
development andegrees ofunctioning.

Fusion centers are staffed differently depending omnalaer of factors. It is
reported that some fusion centers employ as few as three individuals and others as many
as 250 people; however, the average nurobaerdividuals employed is reported to be
twenty severfGAO, 2007). Personnel are batbmmissioneafficersand civilian staff,
primarily from local, state and federlw enforcement agencies. A number of federal
agencies may assign a liaison officer and/or analyst to a fusion center, the FBI and DHS
most frequently representede to their mandatesd missions. Other federal agencies
may liaison with a fusiogenter such asJ.S. Immigrations and Cstoms Enforcement
(ICE), U.S. Bureau of Alcohol, Tobacco and Firearms (AT&)d Federal Air Marshall
Service (FAMS) The federal and state agenciesigrged to a particular facilitand the
strength of eacpartnership, varies. While federal representation is relatively smaller
than staterepresent i on wi t hin a fusion ceamhavwa, a f e
substantial impact. While the ¢mtation of multiple agencies in itself does not

necessarily facilitate organizational effectiveness, there appears to be a positive
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correlation between increased contact between state and federal agentties and
perceived strengths of thosaationshig (GAO, 2007).

Functionally, some fusion centers have both analytic capabilities and operational
capabilities, while dters focus their resources onanralytical component.
Organizationally, some fusion centers have a regional outlook and are conneckend to ot
s t afusei centers, while othéusion centers are vertically restricted to the federal,
state and local agencies within a single state. Some fusion centers are contained within
t he st at es 6 -JTTé,dviile athels gnaintaim theirinBsidence from the

FBl 6s JTTF.

Current Obstacles for Fusion Centers

Fusion centers face a host of similar challenges, including bureaucratic, financial,
cultural,andtechnicalobstacles. Most publicized, however, are controversies related to
how fusioncat er s6 acti vities and relationships

rights and civil liberties.This section briefly addresses each of these challenges.

Bureaucratic

Bureaucratic obstacles arising from both interd intraorganizational conittt
are those impediments that hinder the smooth and predictable functioning of the
institution as a whole. Due to the relative newness of fusion centers, they, like other
evolving institutions, are faced with a number of bureaucratic obstacles. Wdide fu
centers are state initiatives, they are in need of clear support and guidance from the

feder al government i f attaifedrthefuburek A raforityn et wo r
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of fusion center directors cite the uncertainty of the federal goverdngent-teomn g
support and commitment to fusion centers aggrconcern (GAO, 2007).

Theobstacle that has received the gesatleal of attention is thatsion centers
arebeing developed and implemented in the absence of clear policies and guidance
(ACLU, 2008). Over the past several years, this problem has been addressed with a
number of publications, in particular tResion Center Guideling2005) the National
Strategy for Information Sharin@007) andthe Baseline Capabilities for State and
Major Urban Area Fusion CenteX2008). Theselocumentattemptto define fusion
centersodo tasks and goals, as well as provi
fusion center administrators may define and evaluate theiraéspev e cent er 0 s
capabiities. When developing anohplementing a fusion centeghere should be policies
addressing a number of bureaucratic issues, such as a mission statement, an
implementation strategw privacy policy and site security (Rotis and Connors, 2007).

In some instancegpolicies between fusion centers conflict with one another, and

determining how to minimize and overcome these differences is troublesome.

Financial
Rollins and Connors (2007) explain that
comprehensie, sustainable, forwald o o k i n g, and, mo st Fusionport an

centers face a number of resource constrguagicularly in the current fiscal
environmentincluding obtaining and retaining knowledgeable personnel and purchasing
information technology software and hardware, as well as other communication

equipment. A number of fusion centers have received federal support in the form of
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grants, facility support, personnahd information systems; however, uncertainty

prevails regarding tnamount of longerm federal support on which the state and
metropolitanrun fusion centers can rely. The complexity of the federal grant process and
a general lack of awareness regarding how grant decisions are made hapbeedlya
frustrating chenge for state and local officials.

While federallydistributed funds have largely provided the seed money to
develop and implement the centers, fusion centers rely heavily oakbatted grants
for continued sustainabilityMoreover fusion centeteadership is restricteah how they
can spend federal grant money. For examplthe past somanalysts hired with federal
grant moneyo staff fusion centers coutzhly be retained for two years. Thu,
administrators were thezonfronted with lhe already burdensome task of identifying

hiring and trainingnew, qualified personngparticularly analysts

Cultural

Culturalbarriersarising from tensions between different occupational cultures are
difficult to overcome due to the deeply embedded andiamg nature of culture (Chan,
1997). Subcultures are the implicit framework on which organizations function, and they
are present in every institution. In law enforcement, a variety of subcultures complicate
incorporating counterterrorismelated andritelligencerelated tasks into the field.
Differences in agency practices, policies, mangatéormationsystems and products, as
well as conflictover resources and information, and thus poaregte an enormous

amount of tension both between and witagencies.
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Relatively new to the list of duties is increased information and intelligence
sharing, and the newly minted fAcul ture of
information and intelligence isnder particular circumstancequally, if not more
important than protecting itHowever,informationhistoricallyhas beemprotecedby
compartmentdging and controlling its flow a strategy appropriate to collecting and
managing intelligence to counter Cold Wareats. While expectations regarding
information sharing have changed, a rewarding incentivetsteihas been slower to do
so. Although many organizations haissuedformal policiesand procedure® direct
information and intelligence sharing initiatives, Alain (2001) found that subcultural

norms and informal contacts more often facilitate cooperation and intelligence exchange.

Technical

Technological impediments are the practical obstacles of using information
management and communication systems to record, analyze, store and share law
enforcement intelligence and threat information. The decentralized nature of U.S.
policing, as well as the short lifecycle and abundance of software and technology
available, makes the task of establishing a truly technologically coordinated network of
law enforcement information sharing systenchallenging endeavorMoreover, there
areseveral federalymanaged information sharing systeaasninisteredy separate
federal agencies; however, the multiplicity of systenmiisiensome for state and local
agencies These competing systems provide an overabundance of information, which is

often duplicative in nature. Thusfusion cented eesources arennecessarilgrained
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sincepersonnespend a disproportional amount of time searching multiple systedns a
sorting throughduplicatednformation.

In an effort to improve the information sharing capabilities betveegne n c y 6 s
Ssystems, DOJo6s Office of Just supavisésr ogr amo s
several national initiative®. In 2003, he Global distice Extensible Markup Language
Data Model (Global JXDM), aaxtensible markuphguage (XML) standard designed
specifically forjustice and public securiipformation exchange was releasedin 2005,
the first National Information Exchange Model (Mg Initiative was launched and an
updated NIEM 2.0 was released in 2007. The NIEM leverages the data exchange
standards efforts of Global JXDM and creates common standards, vocabulary, data
components and tools that focuses on edussain information extangesrather than
integrating all systems into a single databaa#ile NIEM is intended to make
information sharing between law enforcement systessburdensoméaw enforcement

agencies are not mandated to utilize them.

Civil Liberties and CiviRights Controversy

The most publicizedoncermnregarding the collection, retention and dissemination
of law enforcement intelligence is the potehtia the violation ofc i t i civierighiss
and civil liberties particularly their implicit right to prigcy (ACLU, 2008, 2007). In
fact,some suggestthathi s concern may become the fulocr

futures balance In 2007, the ACLU released arepath at 6 s Wr ong Wit h Fu

“For more informaofi ohuosni OOIBRso®fdimée Justice I nfor
http://it.ojp.gov/default.aspx?area=nationallnitiatives
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Ce nt eargsing that a number of problems with fusion ceiterss nt el | i gence a
threaten to not only undermine American values and laws, and thus credibility, but also
misdirects already limited resources away from valid threats.

The ACLU argues that ambiguous lines of authority within individual fusion
cen ers allows for fApolicy shopping, 0 whereb
laws apply regarding the collection and use of personal information so they may avoid
privacy laws, open records acts, and civil liability. Such a situation suggests that
effective oversight mechanisms are largely absent from fusion centers operations, and
that manipulation by public officials is likely to occur when beneficial.

Other problems include both private sector and military participation in fusion
centers, partidarly how their participation threatens privacy and security and violates
fundamental tenets of liberty. It is argued that the privatization of surveillance will
eventually | ealdndwstar i0Blur@emplleax&,e further
guading American citizens from unnecessary and unlawful intrusions into their private
lives (ACLU, 2004). This is particularly troublesome to the ACLU since a vast majority
of Americads critical i nfrastructulUe i s ow
criticizes any military participation in fusion centers since the Posse Comitatus Act
strictly prohibits the military from performing domestic law enforcement activities on
American soil, unless expressly authorized by Congress. The excessive degree of
secrecy, the report argues, impedes proper protections against incompetence and
malfeasance, as well as when proper channels of redress if violations do occur.

Finally, the report argues that data mining tegbes are not only inefficiemtue

totheinsi f i ci ent amount of relevant danya, but
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innocent individuals will be flagged, scrutinized, investigated, placesadch lists,
interrogated or arrested, and possibly suffer irreparable hatmeitaeputation, all
becawse of a hidden machinery of data brokers, informadiggregators and computer

algorithm® ( 15) .

Summary

It is clear when following the gesis and subsequent developnmarfusion
centers thastate and local governments desire to be treated as patiners in national
efforts to gather, analyze and shmesatinformation and intelligengdargelyvia the
fusion center structureThe federal governmenéargely leadoy DHS, has undertaken
greateffortsto support state and large urban amgvdoping their fusion centers as
evident by a number of federallgd initiatives and publications. Nevertheless,
uncertainty persistegarding the longerm commitment of the federal government, as
well asthe lawfulnes®f state and local goe r n m etegtat@s intanational
information collection and sharing initiatives.

Results fromth&at i on al Go v e r2008 Stat®HomedasdoSeaurdyt i 0 n
Directors Survey indicate that whigenumber othallengesemain, there has been real
progress and impv@ment in the relationships between the states and the federal
government, particularly with DHS. The survey found that fusion centers are the primary
and preferred vehicle with which the states communicate with DHS. Moreover, the
sur veyo0s rpereggoeater satistastionrwigh a number of DHS improvements,
including enhanced quality of information sent to states, improved timeliness of

communication, and increased use of appropriate channels of communication.
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While there are a number of conaggitsimilarities between fusion centers, there
is no single model, and as such there are a number of practical differences between
centers and their intelligence requirements and capabilities. They will continue to
struggle to overcome a number of chajjes, including bureaucratic, financial, cultural,
technical and legal obstacles, in the coming years. Most importantly, though, will be
fusion centerso ability to | awfully carry
balance between protectihgh e | ar ger soci ety aAmdsti ndi vi du
significant uncertainty and challenge, developing and sustaining state fusion centers
persistently have been among the top five priorities reported by state homeland security

officials for the lasfive years (NGA 2009).
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Chapter 5: Methodology

Research Design

This research is a qualitative case study exploring the functions and activities of
fusion centersising operended, semstructured interviews, as well as site visits and
document re\dw when available. Specifically, this research investigated whether fusion
centers analytical components are fulfilling their expected functions of improving
interagency information sharing, as well as developing a robust analytical capability.
This chaper details the methodological techniques employed in this study, as well as its
methodological weaknesses and research questions.

Based on the current availability of research on fusion centers, it is argued that a
case studwt this timethe most appragpate method to investigate the evolving sub
federal level intelligence fution as it is occurring within fusion center¥in (2003, 13)
defines a case study as fdan empirical i nqu
phenomenon within its redife contexs, especially when the boundaries between
phenomenon and context are not clearly evi
newly implemented, complex, often misunderstood and sensitive issioesised case
study canbest explorehe intelligene functionand its perceived utility within fusion
centers than is currently documented. Yin (2003) further argues that a case study design
is appropriate to use when the case satisfies one of five conditions: provides a test of
critical theory, when itgpresents a rare or unique circumstance, when the case is typical
of other cases, or it serves either a revelatory or a longitudinal purpose.

Currently, insufficient data is availabte indicate whether a case (i.e. a particular

fusion center) is eithdypical or atypical. This case study will be revelatory since
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currently there is an absence of published research specifically investigating the primary
areaf thisresearch It is hoped that théndings from thisprojectwill better enable
researchis topostulateheory regarding fusion centérs u tare achieving their

intended purposes, identifying in the process some of the current achievements and
strengths, as well as failures and weaknesses, ofrilesieelynew institutions. The
conclwsiors yielded from this study will contribute to the scant knowledge that is

currently available regarding the topic of fusion centers.

Data
Data Collection

The primary source of data was collected using openeeéd, semstructured
interviews conductiduring site visits to each of the four fusion centers. During the site
visits, the researcher was able to directly observe and note how the centers were
structured and functioned. When available, the researcher also reviewed documents,
press releasesid news articles on each of the four fusion centers.

Interviews were conducted during site visiteaxh of the four facilities included
inthisresearch as well as to various partner agen
February 2010 Over twentyfour hours of interviews were conducted. During site visits,

a room was provided in which to conduct th
and facilitate participantés candidness.

the research goals antethods, each participant was presented an informed consent

form. Once consent was obtained, the interview ensued. Interviews lasted anywhere

from ten minutes to approximately one hour long, averaging approximately thirty to
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thirty five minutes in duradn. If explicitly permitted by each participant, the interviews
were recorded with a digital recorder to ensure information accaratyhoroughness,

as well as taninimize the potential for researcher bias prior taaarging and analyzing
the data.Of the forty nine subjects that agreed to be interviewed, consent to digitally
record the interview was not obtained from seven participants, specifically an FBI
Supervisory Special Agent, two FBI Special Agents, a-$¢atel Office of Homeland
Security ad Preparedness liaison, an Air National Guardsman, a DHS representative,
and a staff advisor from the U.S. House Homeland Security Committee.

During eachsite visit, the research&rmally touredeach facility andvas
introduced to a number of personnetluding ones not intervieed for theresearch.

Site visits enabled the researcher to observe the physical settings of each center, how
each was organized within their larger managing organizations, and how partner agencies
were situated within each. MEpver, since the collocation of partners, together with

applied analytical capabilities, forms the cornerstone of the fusion concept, observing the
setting in which fusion center personnel and their liaison colleagues interact and work
was deemed importafor the research.

When available, relevant documents were reviewed for each center. Documents
were largely gathered from agency websites, press releases and other news outlets. Only
one center provided the researcher access to documents that wagyemsburce, which
were | argely descriptive in nature of the

organizational structure, partners and the like.
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Data Preparation and Analysis

The fusion centers included for studgre assigned a capitalized lettee. A, B,

C, or D). Interviewees working within or associated with each fusion center were
assigned a lower case letter and their classification as swlenor civilian personnel,

as well as respective rolaadjob titles (i.e. director, managemte analyst, partner

agency, and consultant) were noted. All recorded interviews were transcribed into a text
document using Microsoft Word, and all identifying information was removed from each
source. For federal and state partners, the lead agencgauaded.

Text documents and notes were then imported into NVivo 8, a computer software
program designed to assist in organizing and managing qualitative data. A data
management system was used since it helps a researcher conducting qualitative research
to easily classify, sort and arrange large volumes of information, as well as create and
edit conceptual frameworks, and more clearly identify and track trends. The software
only enables the user to electronically organize information; it does not irappse
analysis on the information. All decisions regarding the importance, relevancy and
relationships between disparate pieces of information are researcher driven and
controlled.

Once the intenaw transcripts were importedtNVivo8, each transcript vga
read and the information sorted into individual nodegial nodes were determined by
primary areas on interest as guided by the research questions or words or phrases that
were repeatedly encounteretihe researcher then constructed a set of trdesto
reflect theproposed esear ch questions. The fAparento

pri mary research question, in addition to
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provided a location for data that did not directly relate to any panedaspecified
research questions but was deemed too important and insightful to ignore. Within each
Aparento node, fAchildodo nodes were created,

node. Child nodes were created in one of two ways. First, therrsajoponents of each

research question were coded a fAchildo nod
keywords were coded a Achild nodeodo and the
Sampling

A total of four research sites wesampledn this study; however orgte, Site A,
formed the crux of the studA total of forty nine (N=49) subjects were formally
interviewed during the course of the research (see Tablgit&) A is nationally regarded
as one of the better developed and functioning fusion centers gotimtry. The other
three sites were included to servecamparisons to Site A to determine whether the
processes, structures and conditions identified in Site A are unique or can be identified

across other fusion center settings.

Sampling SettingdRkesearch Sites

A total of four research sites, each chosen for convenience, as well as other
unique purposes, were selected for inclusion in this study (see Appendix 1 for more
detailed descriptions of each research site). Access to fusion centensatedeshless
an individual either works within a fusion center, the State Police, or another local, state

or federal partner agency or unless the individual receives special permission via personal
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contacts’’ Of the four research sites included in thisdy, three sites (Sites A, B, and C)
considered granting the researcher access to their fusion centers due to personal
relationships the researcher had with law enforcement personnel or others with
relationships with a particular center. For each othihee research sites, once the
researcherds personal contact informally c
director or designated contact person not.
permission was granted for continued discussion, thenegser directly contacted each
fusion centerds contact person. Af ter an
goal s and methods, a for mal l etter was mai
researcher, however, did not have any personal dsmait the fourth research site.
The fourth site, Site D, granted the researcher access after the researcher called the
centerod6s director and then mailed a for mal
methods of the current study.

Three of thdour centers are located in northeast region of the United States (Sites
A, B, and C) and one is located in the southern region of the United States (Site D). Two
of the research sites (Sites A and B) are located in bordering states. All research sites
report they were formally established between the years of2008, however, all four
have indicated that they continue to strongly focus on developing their analytical
capabilities and their relationships with other entities.

All four centers are manad and led by their respective state police agency;

however, only one site, Site A, considers itsedfateentity, rather than state police

“LIn fact, since gathering data for this research study, geareher has been contacted by another Ph.D.
candidate attempting to also conduct research on fusion centers. The researcher was contacted since the
candidate was not receiving compliance and access to several fusion centers. The Ph.D. candidate
contacte the researcher inquiring how she gained access to her research sites.
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entity. The remaining three centers (Sites B, C, and D) fall directly under the direction of
their respectivegte ncy o0s cri mi nal il nvestigations br al
themselves to be outgrowths of their agenc
Of the four sites, Site B does not classify itself as a true fusion center, but rather a
criminal intelligence center. Although there is only one FBI analyst assigned to the
center, the federal government does recogn
and structures are similar to other designated fusion centers; however, theresate/cur
negotiations are underway with thetrustateos
fusion center within the state.
The first research site, Site A, is located in the Northeast region of the United
States. As noted, while it is managed by 8tate Police and adheres to arcathes,
all-hazards, althreats mission, it is considered a separate state entity. It was established
in 2005 and classified as a fully developed fusion center as of 2006; thus, it is both fully
operational and fullyunctional. It has an analytical component responsible for
collecting, analyzing and disseminating intelligence; an operational component; and a
call center component that is designed to provide the center with situational awareness
intelligence in emergeey situations. Site A is located in a prime location to investigate
intelligence processes countering threats of both terrorism and crime because of the
stateds strategic significance to both nat
historyofc r i mi nal probl ems in many of the state
economically and culturally diverse state, with an abundance of critical infrastructure, as
well as a number of military installations, located within its borders that can be

cate@rized as attractive terrorist targets. Furthermore, the state has experienced terrorist
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related activity within its borders. Again, Site A is revered as one of the more developed

and better functioning fusion centers in the nation, a point refereneexcisemes over

the course of this research by those affil

fusion centers included in this research, and those participants representing the federal
perspective.

Site B is also located in the Northeastioagof the U.S., bordering the state of
Site A. It was established in 2008dheres to an alirimes mission, and it is classified as
operationally developed. While Site B is classified as a criminal intellkgssrder,

rather than a fusion center, stan interesting contrasince itperformsthe same

analytical andsupport functioness f usi on cent er sgoalsarBasoeover ,

to developamore stréegic and proactive perspectigedoes a fusion centelSite B
claims to collaborate whtlocal partners throughout the statamely local law
enforcement agenciesjth regards to investigations, intelligence sharing, training, and

outreach activities. Similar to Site A, there are a number of critical infrastructure sites

located withintle state.The center ds | eadership asadi cat e

successful criminal intelligence center
Site C is located centrally in the northern region of the U.S., within the same

region of Sites Aand B. It wadormally established in 200dnd was designated

operational in 2007. It adheres to aRaimes mission; however, B007, it was

classified as in an intermediate stage of development, thus it has limited operational

capacity and functiotigy. This in part is due to sever budgetary limitations facing the

state, and thus the centdrhe cented gformation and intelligence activities focus on

by
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international terrorism, domestic terrorism, organized crimuding street gangs and
motorcycle gangsandnarcotics

Site D is located in the southern region of the U.S., and adherestoradk, all
hazards mission. It was officially established in 2004 notitintil 2008 did it
considered itself operational. The st8tte D is locatedhas a long history of managing a
range of threats from natural ones to organized crime. The state also houses a great deal
of critical infrastructure within its borders.

The sites chosen for the case study are adequate for a number of reasons. The
proposedacilities are managed by their respective State Police agencies, and each
facility has adopted a mission broader than solely counterterrorism. All four centers are
classified as operational, although Site C and Site D have been operational for less time
than the other two sites. Sites A and B are geographically located in bordering states,
while Site C is located in the same region as Sites A and B. Site D is located in a
geographical region substantially farther away from the other three sites. Sheéde?,

B, C and D share number of similarities, they also differ in a number of regards.

Sampling People: Research Participants

Purposive sampling and snowball sampling strategies ugsdin this research
since a targeted, expemd experienced samepof individualswas absolutely necessary
to address the research questions. A finite number of individuals can or will address
these issues. Furthermore, since threats are unevenly distributed and fusion centers are
dissimilar in several respects,sti par amount to target the stu

purposive sampling strategy enabled the researcher to collect rich inforiettien
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illuminating characteristics argtocesses f t he f usi on center0s an:
mightbe missed with a randosample. Snowball samplingf participants enabletthe
researcher to capture a greater number of expert individuals with rich knowfealy
active involvement in fusion centers
Moreover, access to fusion centers, their personnel and their partrestsicded
to third party persons. Official contact information from which to draw sampling frame
is available only if an individual is a member of the law enforcement community, a
fusion center analyst, a federal employee working within the area ohfasnters, or are
otherwise granted special permission. The researcher did attempt to collect such
information from the Institute of Intergovernmental Research, gonoiit reseach and
training organization. Howevelhée researcher was told that,
Thereason we do not make the contact informagiohblic is because of the nature
of the fusion centers, the work that they do, #redrisk to those who work there.
Because fusion centers are tasked with gathamoigorocessing terrorist and
criminal activity, they are targets for sabotage attdck. To protect those that are
carrying out this vital work, we do not reledbeir contact information.
Since this research relies on participant interviews, a number of perspactiees
solicitedto better develp a more completanderstanding ahe perceived changes that
have occurred due to the fusion center concept and structure; whether there is evidence to
determine if fusion centers are achieving what they were tasked to achieve; the nature of
the relatioships between the personnel and agencies assigned to the center, as well as
other issues. The researcher felt thaluding a variety of perspectives would better
illuminate the reality of what has changedcsithe centers were ddgped and become

operdional, as well agheir perceived sense of utility and effectiveness.

Thewide range of perspectivesn c | uded i n the ad¢rasdyods sal
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section of knowledgeabladividuals capable of contributingaluable and relevant

i nsi ght s stesearthlgeestisn8hischppidach was chosen for several reasons.
First, the researcher felt it prudent to collect as many perspectives as possible assuming
that each perspective would carry biases with it. The greater the number of perspectives
included in the study, the @ne confident the researchersthat she would be able to

make more accurate conclusions regarding the research queSexnmd, since fusion
centers are relatively new institutioasd relatively little documented knowledge

coneerning their activities and processtte researcher felt it important to gather as

many perspectives as possiblgird, within the fusion center contexhteragency
relationships are much more fluid than they would be in a traditiawadnforcement
agencyor othergovernment agency. Since fusion centers are multiaganitiyies

intended to béased on notions @artnerships, and thus equalitgciprocityand mutual
respectandsinceno single organization "owns" the fusion center, the desmmabf
customenmpartnerare neither static n@aways apparentlt should be duly noted that since
the sample varied on a number of characteristics, including their age, sex, educational
background, occupational background, occupational training, curtenpational status,
level of government in which employeshdemployer.

Those sampled individuals varied on a number of qualities. Seora aw
enforcement others civilianvhile still others were once sworn officers but now civilian.
Some interviewes offered current perspectives and others retrospectivesamesyere
seasoneg@rofessionalsvhile otherswere still wet behind the earsorf8eseemed
overwhelmedandotherswere overly pleasingSome were candid, while others were

more cautious. Soenwere young, while others were older. Someyatsicould not
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speak to what hashanged in the law enforcement information shaemgronment since
9/11 becase they were not part of the professional culture in 2001. Some had
comgetely other unrelatepbbs prior to their involvement with fusion centers, while
some were still in higlschoolwhen the 9/11 terrorist attacks occurred
Furthermore, deciding how to sgarticipants into categorized groups was difiti@t
times. For example, one analystsNared as State Police atyst for over one year, but
hadbeenrecentlyhired by the FBI at the time of the intervienother example were
two analysts contractdny DHSfrom an outside intelligenceontractor and assigned to
Site A While they areigilian analystseemployed inprivateindustry buttembedded i
fusion ceter. Moreoverthey viewedthe fusion center as a client.

Targeted respondents were classified sgparateategories, those working
within the fusion centers, specifically thdsgolved in the analytical processes of the
center and instrument al i n the centerso6o fu
to, yet who are or have been affiliated with, the fusion center at some point in time. The
researcher felt it was reasonalb assume that the variety of participant perspectives
included in this research have varying degrees of vested interest and interaction with the
fusion center, and thus a range of perspectives to offer.

Targeted respondentgernallyemployed withiror assigned tahe fusion center
include fusion enter Directors and otheranagemenpersonnel, fusion center agsts,
and SatePolicetroopersor other law enforcement personaskigned to work in the
center. Other participants include representafnas various fedeal and state agencies
embedded in the fusion c e nheFEedgdasBumauafl yti c al

Investigation, the National Guard and the Department of Corrections.
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Targeted intervieweesxternallyaffiliated withthe fusion ceter include public
servants employed outside of the fusion center. Targeted participants from this category
include representatigd r om t he st Homeland SecurtysapdePeceparedness
Office,a representative fr omceSandamrmérédorngyt t or ney
General as well aswo individuals with expert knowledge of and experience consulting
with fusion centes.

Furthermorefusion centers amnaintained at the state level, howevetional
initiativesand fundinghavehelpedto guide the development and implementation of
fusion centers Thus, the researehfelt it important to include nationpérspectives in
the researchTargeted interviews iheded representatives froboth the Federal Bureau
of Investigations (FBI) and thedpartment of Homeland Sedyr(DHS), a seniorpolicy
advisor from the Department of )Jodastaffceds B
director on the U.S. House Homeland Security Committee.

A sample of fortynine individuals (N=49) were includexl this research (see
Table 2). Of the fortynine individuals interviewed, twengight (siea=28) participants
were related to Site A, and sixteen were collectively from SitesiB&rb), C (isie =7)
and D (Bie =4). The remaining individual®$aiona=5) together represent the national
perspective.

A total of twentyeight individuals both currently or previously assigihednd
working within Site A participated in this research. Of these tweigtytindividuals,
eleven were sworn law enfiement officers andightwere civilian personngprimarily
analysts. Eight ofie sworn personnel wereofn the State dlice, one was a Detective

from a municipal police department, one was a Senior Parole Officer from the
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Department of Corrections, @amne Special Agent from the FBOf the nine civilian
participants, one waséltivilian Director, four were Stateofce analysts, two were
contracted analystand one was an FBI analy$df the remaining participants, one was

from the Attorney GenelaOffice, one was a former Attorney General, four were from

the statebdébs Homel and Security and Prepared

that have consulted with several fusion centers and have published on fusion centers and
related topics. Bib consultants have considerable knowledge of the law enforcement

profession, both have advised various law enforcement agencies regarding the use of

information and analysis in policing, i ncl

have written orthe subject of fusion centers and information sharing and intelligence.

Lastly, an FBI Supervisory Special Agent h
developmental stages agreed to be interviewed.

A total of five participants from Site B participated retinterviews, two of
which were commissioned officers and three of which were civilian analysts. Of the
commi ssioned officers, the centerods Direct
the centero6s civil i an a nesiviyas gerspectives, enei nt er v
was an analyst supervisor and two were analysts assigned to the strategic portion of the
centerds analytical uni t .

A total of seven individuals from Site C agreed to be interviewed for this
research, three of which were swoergpnnel, two were civilian analysts, and two
additional participants were militapersonnel, specifically an active Guardsrfram
the Air National Guard and a reservassigned to the center as a liaison to the U.S. Coast
Guard. Of the sworn participat s, one was the centerds Dire
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thecommand within the past year, one was a Detective Sergeant, and the other an FBI
Special Agent.Of the two analysts interviewed, one was a State Police analyst and the
other was an analystaently recruited to the FBI, but was a State Police analyst in the
same fusion center prior to her federal hire.

A total of four participants from Site D were interviewed, one of which was a
commissioned officer, two were State Police analysts, and ona heason from the
stateds Homel and Security and Preparedness

Li eutenant in the State Police, was the fu

Table 1 Total Sampleby Site and Role (N=49

Site A Site B Site C Site D Federal Total

Sworn
State Police

Municipal Police

State Agency Liaison/DOC

Embedded FBI Special Agent
Civilian

State Police

e I o)
1
1
1
1

13
1
1
2

ol
w
=
N
1
H
H

Contracted Analysts 2 - - - -
Embedded FBI Analyst 1 - 1 - -
Other*
Attorney Generals Office
State Homeland Security

NN

FBI Supervisory Special Agent
Consultants
Military™ - - 2 -

N P BN
1
1
(IR
1

1
1
OINDN - O N

Federal™” - - - - 5
TOTAL 28 5 7 4 5

49
b

*Those assigned to the fAOthero category may e either Sw

**Eijther an activdir National Guardsman or a Coast Guard reservist
***Department of Justice (DOJ), Dapment of Homeland Security (L) and FededaBureau of Investigations (FBI)

In an effort tosimplify and better describe the oversdimple various sample

attributes are presented, specifically par
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commissioned or civilian status, and the level of governimgmthich they are

employed Of the fortynine subjects, fortpne were male @pe=41) and eight were
female (Remaic8). It is not surprising that a greater number of subjects are males since
males are disproportionately represented within the lawesrtent community. All of

the eight females included in this study weinglian analysts; a total of fifteen analysts
were interviewed.

Of the fortynine participants, twentgeven were commissioned personnel
(ncommissioned27) at the local, state amederal levels and tweniyvo were civilian
(ncwviian=22). The graph below presents the number of interviewees by two attributes:
commissioned or civilian classification, and by sites, including those individuals at the

national level.

Graph 1: Commissibned vs. Civilian Personnel by Site (N=49)
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The subjects were also classified by the level of government by which they were

employed(see Grapl2). Of the fortynine subjects, twelve were employed at the federal
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level (NregersF12), thirty-one were emplged at the state lev@hbsi=31), one was
employed at the local levéh oca1), and fi ve were classified
not fit into the other designated categofi@sn.=5). These five individuals, two were

contracted analysts, two werensultants, and one was a former State Attorney General.

Graph 2: Participants by Level of Government by which EmployedN=49)
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Protection of Data & Confidentiality

This research was submitted to and appr

Board (RB). All interviewees were presented with and signed an informed consent form
prior to an interview, which was developed following the guidelines outlined in the IRB
Protocol Form Instructions. As proposed, the researcher chose to maintain the
confidentality of both the sites investigated and people interviewed for several reasons.
The researcher felt that if the participants and their respective centers were
ensured confidentiality they may more freely discuss their thoughts and opinions with the
resarcher, particularly since the newness of and uncertainty surrounding fusion centers
and their activities could potentially expose the fusion center and those engaged with

them to scrutiny and criticism. Moreover, the various relationships within thersen

.
C
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between analysts and commissioned personnel, between partner agenciesyeeanl bet

the center and the larger State Poliggaaization within which it is managed are not

only new but also complex. The issues besddressdare oftentimes sensitive

nature and traditionally cloaked in secrecy. Finally, a select few fusion centers have been
recently criticized for their activities amtisseminategroducts. As a result, many other

fusion centers have been e xtvittepand poodugts.| v vi g

Methodological Weaknesses

As with any research, there are methodological weaknesses that should be noted;
however, it is believed that the potential contributions of the proposed research outweigh
the potential weaknesses. Thisdei on addresses the research
design, sampling techniques, data collection methods, and analytic strategy.

This research project relied solely on a qualitative case study research strategy.
The primary weakness of employing a casetlesign is that of generalizability, and
thus the external validity of the research findings. Since the case study in this project is a
qualitative endeavor, the conclusions drawn from this research sstatistically
generalizable; however, therenis reason to believe that they cannotibalytically
generalizable to other fusion centers, particularly those with similar missions, needs,
structures and processes as the fusion centers included in this study. Although statistical
generalizations camn be made from case studies, the case study design does allow the
researcher to identify processes and structures that appear to be robust, reliable and
innovative, as well as weak processes and structures, both of which are useful for

i nformi ngo nmelxitcytaeand research.
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Since a single case study would not yield enough information to determine if a
particular fusion center is either typical or atypical, multiple sites were included to as
comparative elements. By including a comparative compormengrtalytical benefits
are also increased, and, thus, conclusions drawn from this project are more robust. By
including multiple research sites, the data from the additional three sites is used to cross
check and compare the findings from Site A, thusaasing the external validity of the
studydés conclusi ons.

However, Yin (2003) argued that if a researcher uses a muttgle design
strategy, then it should followraplicationlogic rather than aamplinglogic. The
inclusion of multiple sites wasalsed largely on a sampling logic for this research since
the additional three sites are used to cross check the findings from Site A. Thus, it could
be argued that each site was not investigated thoroughly enough to warrant robust
conclusions. Since Si#& was most thoroughly studied, the conclusions drawn
specifically for that site may be accurate and valid only for that particular site. Since the
other sites were not investigated as systematically, it could be criticized that the
researcher is relyingn information solicited from an insufficient sample. It could be
argued that not only is the information solicited not enough to make valid comparative
conclusions, but that the responses are biased since a less diverse sample was included in
additionalsites. It should be noted, however, that after conducting a significant portion
of the interviews, the participants responses were often redundant, indicating that a point
of saturation was reached.

Many scholars feelhat qualitative research relying aonrandom sampleis

less scientific than its quantitative counterp&@ince norprobability sampling
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techniques were used in this research, the researcher cannot determine with statistical
accuracy if the population has been welbresented. Nevesrless, due to the nature of
fusion centers, their purposes and their activities, it is unreasonable to believe that a non
probability sampling technique will lead the researcher to grossly misrepresent the
population of interest. It is reasonable to asswhat individuals working in a state
managed fusion center are working in comparable environments under similar missions
towards common goals, particularly since there are efforts underway to standardize many
of the fusion center processes, training pratiucts. It was not only inefficient to

generate an accurate sampling frame and a randomly sample all the individuals and
entities in every state working within or partnered with a fusion center, but it was also
impossible since that information is orayailable to commissioned officers and fusion
center directors.

The present study relied on two data collection methods, specificallyeoyie,
semistructured interviews and site visits. While the data garnered from interviews are
regarded as rich st they offer a unique, dynamic perspective, the data froanegmift
measures can also be unreliable if respondents provide answers that inaccurately
represent the truth. When interviewing individuals, there is the possibility of subject
reactivity, whee the interviewed individual reacts to the interviewer in an atypical
manner, potentially providing socially desirable or inaccurate answers to probing
guestions with which they are uncomfortable. This was initially of particular concern due
to the inheent cloak of secrecy surrounding the business of intelligence. It is due to this
concern that a number of individuals with different roles and degrees of invested interest

both within and outside of the fusion centers were included in the interview groces
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Not only may participants give misleading responses, but also tbikegoresence
of the researcher may influence the routine behaviors of fusion center leadership and
staff. Moreover, those who decline to participate are different in some wayfose
who did voluntarily participate in the research, and these difference themselves may offer
a unique perspective that is consequently unaccounted for in this research.

Additionally, since a sole researcher conducted the research, it is important to
acknowledge that the researcher carries personal biases, experiences, and larger
interpretations of the world into the rese
to some degree what information she identifies as important, as well as howegheiat
her findings. The human factor is both a strength and weakness in qualitative research,
and a good researcher remains cognizant of this delicate balance. This, in part, is why
software designed to help manage qualitative data was used, as ugaticha
triangul ated approach to data collection,

and conclusion.

Research Questions

The research questions were designed to generally invedtigateajor areas of
interest: what has changed since tHel3érrorist attacks and the subsequent
development of fusion centers; whether fusion centers are fulfilling their intended
functions; whether fusion centerd6s are per
activities and products are impacting hiaw enforcement understands and uses threat

information; and whether they represent a form of police innovation.
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Research Question 1

What has changed in the law enforcement community since the 9/11 terrorist
attacks and subsequent development of fusesriers?

Prior to investigating fusion centeastivitiesin greaterdetail, it is important to
explore whaparticipants working within or in conjunction to fusion centers perdeage

changed over the years since the 9/11 terrorist attaukthe subeqient development of

fusionceters.l't i s believed that the participantd
remainder of the research. As addressed p
changedo within | aw enf orre bowevertthere has beener v a d

little consensus or documentation regarding whether substantive changes have and

continue to take place, or if such claims are overstated.

Research Question 2

Are fusion centers fulfilling their intended purposes of improwrigrmation
collection and analysis and subsequent intelligence production and sharing?

Fusion centers were tasked with the primary duties of facilitating communication
and coordination between the levels of government and across jurisdictional boundaries.
The 9/11 Commission clearly concluded that the outdated structure of the U.S.
intelligence infrastructure and the failure of timely information dissemination were major
contributing factors to the success of the September 11, 2001 terrorist attadks,i@end

efforts to bridge this gap were imperative. Moreover, subsequent incidents, such as
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Hurricane Katrina in 2005, confirmed the
to share vital information and reliably coordinate emergency responsgiestiv

It has been argued that by improving communication and coordination

f

capabilities, our government entities woul

having the abilities to bring together disparate data and circulate it to particular
commuirities of interest (Libicki and Pfleeger, 2004). These circumstances were
compelling catalysts for the construction and operation of a majority of fusion centers.
Moreover, the need for a developed analytical component whereby the collected dots can
thenbe connected, and patterns and trends identified and solutions designed,
implemented and evaluated, was also clearly recognized in the aftermath of the 9/11
terrorist attacks. Fusion centers have been tasked with developing warning intelligence
capabilites capable of predicting and anticipating where threats will manifest before they
become problematic and pervasive. Such an endeavor requires a shift from investigative,
case support focus to a more proactive analysis of information and use of intelligenc
Inherent in the quest for improved interagency communication, it was clearly
recognized that physical, technological and cultural barriers must be circumvented. In an
effort to overcome physical and cultural barriers, fusion centers collocate reptessnt
from various agencies and disciples with a range of expertise and skills in one facility.
Not only shouldnter-agency tensions be overcome, but also histointal-agency
tensions should be minimized, particularly between commissioned offiog is\alian

anal ysts. Via fusion centers, analystso

S

sworn officersoéd knowl e dthegob bxpesiences araped over

intended to be brought to the forefront of policing and leadership decrsa&mg.
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Exploring the changing or unchanging natur
indicate whether fusion centers are likely achieving their purposes. Moreover, a number
of technological changes have been implemented, including the colloaatiter
interconnectivity of agency databases to increase the local, state and federal agencies
abilities to access information so it may be extracted, linked to other pieces of
information, and pushed out to a wider distribution of stakeholders. Mrgttese
barriers should have the effect of improving information flow and interagency
communication.

Finally, many fusion centers, though not all, were initially establishedawith
strong counterterrorism focus; howevarany have broadened their masito include all
crimes and/or all hazards mandates. Over the years, there haobeelebate
regarding to what degree countering the threat ofrismoshould be prioritized within

the fusion centersod6 tasks.

Research Question 3

Are fusion centerperceived to beffectiveat fulfilling their designated tasks?

The question of effectiveness is an important one, particularly since substantial
resources have been and continue to be funneled into these relatively new institutions.
If the fusion centeendeavor is perceived to be effective, then it can be presumed that
they are achieving some degree of success; however, it is important to remain cognizant
that success is neither a edienensional concept nor an absolute. Not only are
significant fedeal and state resources being allocated to fusion centers, but if fusion

centers are not achieving their intended goals, then their effectiveness is called into
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guestion. From a policy perspective, leaders want to ensure that precious financial and
human apital are allocated and consumed wisely. They also want to know if fusion
centers, as facilitating mechanisms, are enabling the larger law enforcement community
to maximize their own abilities to provide security and protection, not only from the
threatof terrorism but also from host of other threats.

Factors to consider when investigating
those activities and qualities that demons
successes, but also their weaknessekareas for improvement. By assessing both the
centero6s positive and negative attributes,
effectiveness can be specified, potential areas for future success and strategies of how

greater success might be achievenl tteen be speculated.

Research Question 4

Are fusion centds analytical activities and products impacting hiheir
consumersise information and intelligenee

Not only is it important to investigate whether fusion centers are fulfilling their
designatd tasks, but it is equally important to explore whether their customers are
utilizing the fusion centerés services and
processes and products can be exquisitely, or even sufficiently, developed; however, if
their users/customers are not changing how they understand and utilize these services and
products, then overall success of the fusion center endeavor will be limited. This issue

can be addressed in at least two ways. First, what are the driving forcesthelfirgion
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centerds products? Second, i s the infor ma
center being used in traditionally reactive ways or more proactively?
Distinguishing the degree to which internal forces or external requests drive
informaion and intelligence requests and product development will expose how the
intelligence process is currently occurring within the fusion center, and thus indicate
whether it is happening as theorized. Internally, products may be driven by either
analysts ocommissioned personnel. External forces driving product development could
come from a number of sources, including local police departments, the State Police,
other state agencies, agencies partnered within the fusion center, or even the private
sector. Exploring how products are initiated should to some extent indicate if the
products are meeting consumero6s needs, and
Moreover, while the police have historical experience collecting and using
information for a variety of purposes, withithe discussion of fusion centers they are
expected to use it in more systematic, novel and proactive ways. No one is advocating
that traditional casspecific, investigative functions should be replaced; however, the
argument asserts that fusion censdrsuld have the capability and tools to collect, use
and manage information in creative and new ways, thus becoming both better producers
and consumers of threat information. Rather than restricting the use of information and
intelligence to ad hoc, retae instances, information and intelligence should also be
used to capture the Obig picture, 6 identif
well as what incidents and patterns they should anticipate. Thus, it is important to
determine whetherfui on centersdé products are being U

decisionmaking since information analysis and intelligence consumption is placed
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centrally in an intelligencéd policing model. Intelligence products should not be

created ad hoc to justify predetermined decision or to sit on a shelf; rather, they should
have actionable conclusions and be disseminated to targeted consumers so they may be
proactively utilized.

I n order to be successful, the fusion
cannot be viewed simply as supplemental contributions. There should be some indication
that fusion centers and their personnel are being integrated into the larger managing
organization, in this case, the State Police. It is widely known that resistance
organizational change and accompanying cultural change is great, and sometimes too
great. Thus, it is important to investigate the degree fusion centers have integrated into
the larger system of the State Police. A high degree of integration megtenthat they

are becoming institutionalized components in their own right.

Research Question 5

Are fusion centers innovative?

Fusion centers are intended to be vehicles for criminal intelligence collection,
production, management and dissemination, aglhteragency coordination hubs. They
should also be enabling the organization to operationalize intellidedgmlicing
principles and activities.

As prior research on policing innovation has revealed,vation is not

dichotomousrather,itoccteon a spectrum ranging from 6f

u



148

7

extreme and 6no i nn o ¥aMithinahe épectrum, Howeger,0t her e
di stinctions beti weneén aa dé ma rétcawaimemateco v antn o v a
OFul I i nnovat ithatthé degreeuol whichithe idnovatéolly embodies
the attributes of innovation postulated by Rogers (1995) (i.e. relative advantage,
compatibility, complexity, trialability and observability). A full innovation shquid
fact, enable the adopting ganization to perform and accomplish both old and new tasks
in new ways. A full innovation could be classified as a reform.

If a fusion center is classified as a full innovation, then we might expect that it is
truly enabling its participants to carry cww tasks in novel ways. For example, we
would expect that the organization behaves more proactively than reactively in how it
collects, analyzes, manages, and distes threat information. hls,it would be more
knowledgeable about its environmerttaleats, both criminal and namiminal, and it
does so in away thatjerceivedaébet t er 0 than before.

In addition to the tasks the center carries out, the ahlitysers to make
decisions based dheinformation and intelligence produatseatel by and disseminated
from the fusion centanight also indicate that the fusion center is reaching the status of
full innovation. Finally, if fusion centers are improving the frequency, quantity, and
quality of timely and accurate information exchangentthis might indicate that the
center is innovative.

The change may be considered a o6partial
embodyRo ger 6 s attnbutesyrattier oalypsome of the attributes. As a partial

innovation, it may indicate that s@meform characteristics have integrated into the

2t is assumed here that a complete absence of an innovation is not an option since the physical
development and operationalization of fusion centers are new additions to theregistetof law
enforcement. Due to their existence, they represent something new.
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organization; however, a full transformation has not occurred. Instead, the organization
may be undertaking metasks and strategies or modifyiegisting ones; however, the
change is noyet great enougto clasify it as a fully diffusednnovation.

Finally, the change may be conghatder ed a
there is an innovation;dwever, the organization really remains business as usual,
indicating that the rhetoric of reformnsoreplausible than actual reform, atice
perceived reform is illusionary. This wou
warning that oftentimes it appears that something new is happening, but in reality
observed changes are really only shallow impleatents of traditional strategies that

have been used and reused repeatedly.
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Chapter 6: Research Findings
Introduction

The current research study set out to address five primary research questions as
outlined in the previous chapter, and a nundfdindings emerged regarding each of the
aforementioned areas as well as some unanticipated findings. In general, the current
study found that there have been a number of perceived changes in the years since the
9/11 terrorist attacks and subsequent lewep ment of f usi on centers.
also suggest that while fusion centers are perceived to be partially fulfilling their intended

purposes of facilitating communication and coordination, they still have yet to develop

robust analytical capabii t i e s . Moreover, the participan
of counterterrorism is perceived as neithe
daily activities. The studyds findings in

likely demonstrating some value to their constituencies, they continue to face a number of
persistent challenges.

This study was unable to determine whet
are impacting their customerédéy deanicei o8 ema
vary substantially; however, based on the participants interviews, it appears that the
fusion centerds services and products cont
reactive and investigative purposes rather than gicagroactive ones. Finally, the
findings from this research indicate that fusion centers, in general, are innovative. They
in some circumstances appear to be enabling law enforcement to carry out traditional
tasks more effectively efficiently, as wel identify new tasks and needs in novel ways.

The remainder of this chapter addresses each of these issues in much more depth.
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Research Notenthe Presente®escriptive Statistics

It should be noted thahé summay statistics provided in this chapireto give
the reader a sense of relativity; howewkre to thedrge variation in the sample atie
openended nature of the interviewst every participant was probed equally on every
issue. Moreover, due to the significant variability betweengaint's expriences and
knowledge, not everparticipant could answeaehquestion probed by the researcher.
Finally, while a majority of partipants consented to have their interviews digitally
recorded, thus improving thee s e a accunaeyin Ge®rding and analyzing the data
total of severparticipantsdid not consent to having their interviews recorded. Only hand
notes of theeinterviews were takenthus it is reasonable that while major points of
interest were noted, it is plausible thelevantand insightful detailsvas not recorded

and consequently not included in the overall analyses

Research Question 1: What has changed in the law enforcement community since
the 9/11 terrorist atacks and subsequent development of fusion centers?

To explore this questiont the beginning ofheinterviews, theparticipans were
gueried regarding what, in their opinion, had changed over the years since the 9/11
terrorist attacks and the subsequentettgyment of fusion centerlthough every
paticipant could not address this question equally, the researcher felt it prudent to
investigate their perceptions of what has changed in law enforcement regarding the
intelligence and information area since the terrorist attacks, believing that theimsesp
would contextualize the subsequent findings.

Five separate, but related, themes emerged from the various participant

perspectivegsee Table 2) The participantds responses
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perceived to behaed more readilyjow thanin the past Participants also reported that
there is a greater sense of awareness regdatingrope of threats law enforcement
Sshould be prepared to address to better
responses indicate that needravust and permanent information and intelligence
capabilitieshas been recognized and embrageue so than in the past, at leastong a
particularportionof the law enforcement community The studyodos fi

that participants reportedahrelationshipgoth vertically and horizontally between

agencies are developing and growing stronger. Finally, the value of greater centralization

and integration of multiagency services has been recognized.

Table22Subj ect 6s Repor9leMN=4%hanges Post

Reported Changes %
Increased Information Sharing 69
Increased awareness 57
Need for Information & Intelligence Capabilities 53
Fostering of Interagency Relationships 45
Coordination of Services & Capabilities 37

Note: The descriptive statiss displayedare to offer the reader a sense of relativéyarding
the participant ds rnetsnptoaly®exlssiver exbaudiveesponsess hey ar e

Increased Information Sharing

Approximately 69% of participant responses indicate thfarimation sharing has
increased in the years since 9/11 and the development and implementation of fusion
centers. As an FBIl Supervi sor yhariSgpmerei a l
information than we have ever shared befoge Wh e n pnfoomaterdshaairigo u t
in the past, a higlevel State Police executive from Site A with over twenty years with

t he St ate P dheiewas nadncsliecion and sharingWe had members

en

ndi

Ag
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of the SatePolice on the JTTEFbut we were kind of justther&h er e r eal | y wasn
sharing back and fortho

A |l aw enforcement veteran currently wor
Office, overseeing a portion of h e s t -arime [@as offaredinsight regardindhow
not only hasnformation sharing hascreaseaver the years but the benefits of
information sharing have also been recognized, not only in the particular state included in
this study, but also other states. He explained that,

[P]eople are talking about it and in [Site A] there has bearabttiinsformation
where people are openly willing share information. | was a Policé&&xtor in
[the state] at one time and that was not the case. But we are openly sharing
information and thiacreates an environment for fusion centersuceed beause
the silos are removed and people are willing to share that informiatiowing

full well the benefits of doing so. Sbthink in part it is happening and not just in
[in this state] btin other parts of the country.uBthe most positive thing there

is talk about it, people are talking about it. As long as we are talking about it, |
think we are orthe right track.

While a sense of territoriality and skepticism regarding sharing information
persists within the larger law enforcement commuraityd will surely continue, it is
believed that some traditional stovepipes and information silos between agencies and
units have been overcome. A Captain recently assigned as the Deputy Task Force
Commander to the fusion center discussed the traditiociakbgd system culture of law
enforcement, often compartmentalized even within the organization itself,

Law enforcement, in geeral, and specifically to the Stateliee, was very much

built of silos. The &&tePolice has always been either yate uniformor non

uniform, and youkind of drew a line in the sand’hen within each troop there is

five troops that make fieldps Each troop was very much sitband looked at

therown troop as t heiandprotecied informationo Theré f i ef d
w a s awhole lot of information sharinglVe were getting away from that, we

were starting to change, but 9/11 really brought out that whole importaneeethat

needed to share informatiolVe started toaalize that we were in all this

together within the @anization and also outside with our outside partners. So, we
became a little bit more open, more transparent
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The perception that information silos between organizations and agencies have
been minimized was confirmed by a State Police analyst from Sitsigting,

Some of tlose silos have been broken downe Wave a lot more sharing that

goes on as evidenced by the liaisons we have upstairs, DHS, FBI, some of the

committeeshat we have that meet with ther€ctor and some of the padrships

that havedeveloped. Sd,think information sharing has certainly come a long

wayeéthat reluctance to share informatio

agencies, maybe FBI or DHS even, are probably still bound by some of the
architecture their organizationsut | think information sharing has broken down

alot of those silos.

This perception of increased information sharing is not restricted to state
employees. As an FBI analyst employed nineteen years by the Bureau and liaison to the
fusion center for fieen months at the time of the interview argued,

The major difference | see is the sharing of information. Befldrk there was no

such tibtdh 1 gs aasr & .0iEverfytbingtna EBI had they held close to

the vest and depending on classiii@at and rightly so, it istill held close to the

vest,unless in an environmelike this, which is great loausel can share

whatever is unclassifie@nd | know the people here are very appreciative of the

information | share with them. This is somathl know never would happen

before 9/11

Based on participantds responses, both
within different levels of government agree that information sharing has, in fact,
increased since 9/11. While improved informatibargng cannot be wholly attributable
to the presence and activities of the fusion center, participants asserted that the fusion

center has facilitated information sharing in the {8381 environment.

Increased Awareness

Approximately 57% of participantsorking in and around fusion centers

indicated that since 9/11 not only has an awareness regarding the array of existing and
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emerging threats facing law enforcement grown, but so have beliefs about how the law
enforcement community can better track, mangiod address such threats. This is not to
argue that changes in the law enforcement community were not occurring prior to 9/11,
but it is argued that the event itself was a major catalyst for these changes. As indicated
in previous research, after th& 9 attacks, local and state police agencies began to view
the threat of terrorism as a newly plausible threat worthy of attention from local and state
law enforcement. As one State Police executive with a twenty five plus year in
investigations explained

Well, after 9/11 both local and federal law enforcement recognized there had to be

a better concentration on counterterrorism; that terrorism can very well be rooted

in ordinary street crime. And in Site A, we look at it this way: the federal

governmenteally has migrated the FBI towards a counterterrorism [focus] with a

global perspective, and that filters down into the fusion center. From the State

Police perspective, we look at terrorism as potentially having very grass roots in

streetlevel crime,and we filter it up to the fusion center.

Not only are threats defined more widely now by the police than prior to 9/11, but
law enforcement, to varying degrees, have also come to acknowledge and accept that
policing is no longer restricted to local ggaphical boundaries. An authority in the field
stated,

| think 9/11 was a watershed event thaidkai dragged policing into the

Information Age. Policing has always been not only a local business, but a micro

business. It was the cop walking the kead that was the nature of criminal

activity with few exceptions, organized crime in the traditional sense of organized

crime like the mafia and things like that, but most crime up until the 1980s and

1990s and intoP'cent ur y was | o chehature bfthé thréatntoat wa s

police agencies dealt with. oJolicing was kind of a local business

This is not to say that Police Chiefs are primarily concerned with how they impact

crime and public safety occurring outside of their geographical jatigds, but they can

no longer ignore that what occurs in their neighboring jurisdictions, or elsewhere, can and
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will affect their departments in various ways. With this heightened awareness comes the
opportunity for various departments and agencie Evals of law enforcement to
collectively address these identified problems. As a State Police analyst from Site A
noted,
one of the things you learn by working in a place like this [i.e. fusion cester]
how widespread and pervasive some of thid gguénd | think the fact that
prosecutors and locals and state and federals are starting to think that maybe we
can all do something about this, is going to be a big benefit in the long run
The analytical supervisor from Site A reaffirms this when aslsing a particular
fusion center product that shooting perpetrators and victims. He stated,
Not every police agency in the state, knock on wood, experiences shootings but
what we have found is that these shooters do travel through all jurisdictions, it
doesndt nikattypeaf informaBom going back to these agencies is very
very useful.
In addition to recognizing the fluid, networked and unbounded nature of threats,
including crime, as well as the opportunity to collaborate with other agaaxees
strategy to better prevent, mitigate and respond to such threats, comes the need to
determine how best to address these issues. While there is no one way that this is
occurring, it can be argued that at the very least the importamoaifgencyhas been
brought to the forefront in policing circles, as evidenced, in part, by the presence of
fusion centers. The concept of collaboration is not new in policing; however, the success
of collaborative arrangements in law enforcement has varied oveamtichplace. What
is newer, however, is the idea that collaboration should be ongoing and institutionalized
as such, not just on an ad hoc, reactive basis. In emergency situations, the emergency

management model has long been adopted as a reliable franteveoganize multiple

agencies to respond to disaster situations.
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This argument is evident in a response from a State Police analyst from Site A

with a strong public health background,

[The emergency management model] worked well because all the different
players came together with all their different data sets and all their information
and all their technical expertise in their fields, and everyone worked collectively
to address whatever the problem was intfafrus. And | guess that was really

the esence of fusion. And that was p8é¢l1 and that has only become more
enhanced in emergency management, and | think that same thing has taken root
on this side of the fence [i.e. law enforcement]

This was reinforced by avatmrithaer St at e

There was no communication, so it all evolves out of 9/11. This bujlding
originally back in 1998was designed to betarnkey building for emergency
operations. Tey would come imndturn the lights on when they have an
emergency All the agencies they needed would flood the placd when the
emergency was done they would turn the lights off, lock down and go home.

Immediatey after 9/11, everyone realized that is not goingtowok; wc an é6t hav

people closing the door and going hoataight.

Recognized Need for Infortian and Intelligence Capabilities

Approximately 53% of the participants indicated that there is a growing belief

within the law enforcement that a robust, reliable and permanent information and

intelligence capabitly at the subfederal level is needed. Those whom value this belief

primarily work in and closely with the fusion center and/or they understand the meaning

and beneficial uses of intelligence as a proactive tool. A consultant explained how this

perceptio within policing has changed over time,

Their [i.e. the police] idea of information was case support and investigative
supportand t hatés how they dealt with
was all gear@ up to do that sort of thingt | w a esigried neckssarily to do
predictive analysis, nor did executives, in my judgment, have that sort of

al

responsibility. eéThed ©Ohdd pakwesdteatdt ed
have intelligence, we need to be organized to do igégite, and our leads need
tod police leaders, police executivesieed to know how to manage and

Po

t
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manipulate intelligence@nd it shaped their operations so they get some effects
they want. And | think that process is ongoing

A Detective Sergeant assigned to Site A congdnthat a shift is slowly occurring
within law enforcement regarding the beneficial use of criminal intelligence. More
specifically, criminal intelligence should also be used in a proactive, predictive capacity
to garner a 0bi r ddagsenvieopneeit, rathierehan beifig sdlelye o per a
focused on investigation. He explained,
What is new is that we are leveraging a lot of technologies available to us and
looking at different tools and exploring different opportunities and not having that
investigdive, myopic outlook on things, but looking at things from a more global
perspective and taking into consideration all these different factors that play into
painting the picture or putting the pieces of the puzzle together to see what is truly
going on. This is something that should have been occurring many years ago and
only now is it coming to fruition
A civilian analyst supervisor from Site B explained,
The command in the State Police had a vision that we had to do something more,
we had to be invokd in sharing information and getting this information out not
just to our own people, which we had no
have the capability to get stuff out quickly, but everybody in the state, especially
t he | ocal s hehacta pdeobniblti thiaesvse we have and c
information we have.
Embracing the value of intelligence and analysis implicitly requires that analysts
are in place to i dentify usero6s informatio
perfom the analysis, interpret results, and develop a product to be disseminated for
consumption. The role of analysts within the policing community has thus been brought
to the forefront since 9/11, an area discussed in more depth shortly. Analysts have
tradtionally been undervalued and their job tasksldfined within a law enforcement

setting. However, with the growing acceptance of integrating information and

intelligence to foster proactive policing capabilities, the need for analysts to perform
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thesefk uncti ons is slowly growing. Site Ab6s
described in hindsight,

Well, I think post9/11 the analysis of data, whether its ilgeihceor crime

analysis, has finally taken hold and given serious attention andgrsaririce. If

you go back pré®/11, and | am as guilty of this as anybody, as a street agent

working, and | remember when FBI stood up what they callRAC [Terrorism

Researctand Analytical@nt er ], and we were |ike 01 ¢
mewha 6 s going on with my case. I analyze
by analysis and that is a direct result of 9/11

The potential value of analysts for a law enforcement organization was reinforced
by a Captain, serving as the Deputy Task Force Cordenaf the fusion center,

Then under the ILP model we then realized that analysts bring an outside view,

that nontraditional sworn enlisted piece and they also have a very armélytic

background which allows thent,properly driven in the right directigryou

know, thi®is where we are going, this is the mission, ighishat we want you to

| o o kthen step back and let them do the analysis, they kind of help you paint

the picture, which then you,asademsma k er , can c¢ Ohnleani n and
see where we are going. o

The Captain further explained that,

ltds the whole collecting the dots, con
data, but we didnét do annsortbuckegandi t h it
t hen wehastdaBied sdet of buc kbawesnewergeallykinde t her
of poured them out on the table t@sehat it actually looked like.

0
t

Participantdés responses indicate the va
information to guide decisiemaking has baerecognized and has increased since 2001;
however, with this ability comes the need to have analysts capable of supporting an

intelligence function.
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Fostering InteragenciRelationships

A little less than halbf respondergtindicated that the number éuquality of
relationships developed between various agencies, particularly between federal and state
government, have substantially increased since 2001, and this is, in part, attributable to
fusion centersd structur aties.aWhengprolged ment s wi
whether the increased collaboration was a resultdefsaeor amandateo participate, a
State Police analyst from Site A explained,

lamsurethersyas a mandat e lithmkwhéneve dceomplishni ng é
thingsi t 6 s of theraatichships we have developedhefe areso many

mandates out there thids just [overwhelming]as opposed to our Mr. X, who is

areal people persp and he has a great networke spehsome years on the

street. Ust the fact that we are gettingtdhere and developing these

relationships, we can pick up the phone and call thegg go that is slowly

evolving. | think its working much better than it was befaaed not because of a
mandate, just becauséthe culture about infonation sharindpas increased

becausewe all are about the same thing

Site Ab6s Director -weartcreermplavremforcementt el vy a
serving at both the local and federal level, clearly supported the notion that relationships
have improved significantlyHe claimed that,

Within the law enforcement community and homeland seccoitymunity, |

have never seen better collaborati@o | could say, withowt doubtthat

everyone has gotten the message. Are there still parochial issues that people may

holdbae k some information? | suspect that

people are going to see some things as proprietary to specifically what they

d o fout] there has never been a better collaborative environment that | have ever
seen in 39 years of lawnéorcement

Coordinationof Services and Capabilities

Finally, many of the respondents indicated tmaftiagency services are better

coordinated and integrated since 9/11. The presence of fusion centers not only pools
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together interagency resources anavides potential users a central point of contact, but
they also impose structure on information collection and sharing acéviiiegrvice
previously missing for domestic law enforcement. Prior to 9/11, requesting and
obtaining information relied laily on personal relationships a particular individual may
have had with an individual in another organization. If personal contacts were
unavailable, then a reliable means to ensure that information and intelligence would reach

those consumers with aegtto know was largely absent. As the Assistant Supervisor in

the anal ytical component -pudyeabin $tae PAliGes f u s i

explained,

Very much at that poirfpre-9/11]it was stovepiped, but back then in the
organization, in th structire | worked in, it was basepecificallyon

relationships you had withtleer departments.dS | wasndét synchroni

what | mean by that is if you had a relationship with the FBI or Secret Service or
you had a relationship with another govaent agencyit was based on that
individual relationship that was kind of passed on within your individual unit.

You would receive intelligencepbnot until we estaldhed fusion centergas

there a location for orstops hop pi ngénow [ Gjtcénéapintor gani z

our shop as the focal point to reach out to the interagency communijtiheSo

interagency community wasnbét synchroni z

information until we started developing these regional fusion centers

A Senior Parol®fficer currently assigned to the fusion center also confirmed that
the fusion center offers users a point of contact from which to request information send
i nf or mat i oThey can codtact [seee] wihereasibefavbo do we call?dl o n 6 t
know.6 Now, we can call the fusion center, and they can patch them intoome Al s o,
fusion centers act, or have the potential to act, as places of deconfliction whereby

multiple agencies can coordinate activities and resources so they do not interfere with or

jeopa di ze other agenciesd6 activities, resour
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Summary

The findings from this research suggest that transitions are occurring in policing
as it relates to intelligence and information; however, they are not wholly replacing the
traditional bsiness of policing. Based on these findings, the conversation of information
sharing and intelligence development is 0o
police executive to decide to what degree he or she will address and prepare for both
traditional and nontraditional threats, how far beyond their borders they are willing to
collaborate with other partners, and whether they will institutionalize a contingency plan
accounting for these issues.

Before addressing tiremainingresearch questin s 6  fin nmock ideatad, isere
areseverdl i ndi ngs to emerge fr om gemeralichasgespant 6 s
that have occurred that both reaffirm recent research and general practitioner knowledge,
namely thathreats facing law enforcemeate changing as are beliefs about how law
enforcement can better address them. There have been perceived increases in
information sharin@nd interagency partnerships since the 9/11 terrorist attacks and
subsequent development of fusion centers. Theyeaap to also ba greateralue and
appreciation for intelligence and information amongdusienter and partner personnel,
as well as some police executives. Finally, participants indicate that a variety of law

enforcementelated services and capatisare better coordinated and synchronized via

the fusion center structure.
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Research Question 2: Are fusion centers fulfilling their intended purposes?

Fusion centers, in general, were established for the primary purpose of bridging
the communicationral collaboration gaps between agencies at all levels of government
via streamlining the collection, analysis and dissemination of information and criminal
intelligence. It was presumed that by dev
information andntelligence capabilities, the overall flow of information would be
improved, as well as the ability for separate entities and sectors to better coordinate. To
achieve this, a number of physical, technical and cultural barriers must be minimized or
removed not only vertically between the layers of government, but also horizontally
across jurisdictional and disciplinary boundaries, so that all public safety entities would
be better able toollectthe dotsfiguratively speaking. Moreover, since fusiomess
are conceptually founded on the principles of intelligeiedepolicing, fusion centers
were established to reprioritize and formalize the collection and use of information away
from a tactical, reactive, investigative orientation towards suppatmgre proactive,
preventiororiented approach to law enforcement capable of identifying threats before
they become pervasive. To accomplish this goal, the development of a robust analytical
capability would also be necessary to tkennecthe metaphodal dots.

In an effort to surmount such physical, technological and cultural barriers, a
number of arrangements were implemented, specifically the collocation of partners into
one location and onsite access to multiple state and federal databases.loth&aobf
people should not only minimize the physical barriers between people, and thus agencies,
but also curtail some of the long standing cultural barriers. Thus, fusion centers have

been organized in such a way that should redefine the natureuoilzer of interagency
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relationships, including those between the federal, state and local levels of government;
between agencies within a single state; and between the fusion center and its host
organization. The fusion center structure should also lefingty working relationships
between sworn and civilian staff, particularly those who regularly work together within
the fusion center setting.

Not only were fusion centers tasked to improve information sharing both
vertically and horizontally, but theyaxe also envisioned as hubs equipped with an
analytical capability that is both sufficiently organized and sophisticated to enable the
center to develop both tactical and strategic intelligence products and threat
assessmentsthat is, to connect the dott. was presumed that by prioritizing the
analysis of information, and the subsequent dissemination of intelligence products, users
would then use those products to make informed decisions, which in turn would
theoretically impact their operating environme

The findings from this research indicate that fusion centers are, at least partially,
fulfilling their intended purposes as outlined above. Specifically, the findings indicate
that fusion centers are helping to reduce the barriers addressed akioli@nvidrn is
improving information sharing and communication both between and within the levels of
government, as well as influencing professional relationships (see Talte®Bever,
the findings also indicate that they are not yet successfully achiawobust analytical
function at this time. This may be due to several factors, which are addressed in the
foll owing sections. Mor eover, participant
must always remain cognizant of the terroristated hreats, terrorism does not

consume the majority of their daily activities, nor should it, if they are to be regarded as
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valuable and relevant to their customers. Finally, the participants included in this
research from each of the four fusion centers $aanpdicated that their centers
continue to market themselves in an effort to solicit-loufyom different users. It
appears that there is considerable variation in the degree -af by only between, but

also within, the local, state and federaldisvof government.

Table 3: Perceptions of Fusion Centers Fulfilling Purposes (N=49)

Fusion Centersé Purposes %
Collocation Minimizing Physical & Technological Barriers 82
Collaborative Arrangements Minimizing Subcultural Barriers 57

Absence of Robugknalytical Capabilities 80
Moderate Role of Counterterrorism 45
Marketing Fusion Centers 51

Note: The descriptive statistics displayed are to offer the reader a seredativity regarding
the participantés r es pon exelgsiveohexhaestveresponsehey are not mutua

Increasing Information Sharinlgy Minimizing Physical and Technological Barriers

Approxi mately 82% of participants agree
structural arrangements are instrumental in improving acilitéing information
sharing between agencies by minimizing several barriers, particularly physical barriers.
Collocating multiple agency personnel and access to their respective information systems
has i mproved agenci es 6 odibatelbyminimezexgtheo ¢ o mmu n
physical proximity between people, and thus entities. As a scholar whom has consulted
sever al f u s i othinktheyrfulfilkan sformdtientiul tbat is useful 0 That
is, fusion centers, in fact, appear to be &ing the historical information gap in law

enforcement, or at least demonstrate having the capability to do so. A sworn supervisor

from Site B statedjthere is talk of a vtual fusion center, [but] to nt@at would be
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garbage. If you are going to dosfan, you need to put everybody together. You are
establishing these contacts, knowing how t
support this finding, including those assigned to and working directly in fusion centers, as
well as those personswit per i pher al i nvol vemeday i n the
functioning.

A number of participants perspectives indicated that fusion centers are increasing
information sharing, namely by collocating various agencies into a single facility and/or
workspace Several commissioned officers assigned to the fusion center addressed how
the fusion center has facilitated information sharing. The Captain and Deputy Director of
the fusion center task force explained how, in Site A, the fusion center is viewed as a
major participant in statewide communications,

[T]he short time | have been here, what | am finding is that more and more of

state government and federal government are looking to the fusion center. They

are especially in [Site A]. Everything seemsé bf al | i n ghefusioné what i

centef saying about it?6 Right to the poi

Thursday on H1IN1 and its i mpact on the

services issue, but they are also looking at the fusion centeafr@mergency

management standpoint, from a mitigaticansipoint, from a COOP and CO§

we can get out to the private sector information to push things out so we can help,

again, that continuity of business, con

be that very synthesized information source.

Whil e the Captainés comments il lustrate
agencies, a Detective Sergeant explained, on a more-teiet how interagency
relationships have improved within the fusiomde e r . He explained, A]
sharing]has improved dramatically. We see the difference dealing with ageQues.
involvement, having liaisons here, has helgetting that understanding orparsonal

level, organizationally also there seems t@lbet, peopleeally play fair in the

sandbox 0
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The followingpartner participant responses illustrate h®x t efusidnocenter,
specifically, facilitates information sharing. A Supervisory Special Investigator from the
statelevel Office of Homeland Swirity and Preparedness explained,

The other aspect of it is the sharing, the talking to all the partners. To be able to
justsay Ohey, can-as7deucbhackhong8&dchltds de
of having the partners there, the other agentiesright there, to be able to call

them and go see them. As opposed to not having the DHS rep there, it delays

getting that immediate information you are trying to get. When she was there,

you would geinformationi mme di at el y, andhewduldgehite di dn
and it was an immediate thing. So, the strength, | think is the ability to truly all

work together for public safety.

A Senior Parole Officer assigned to the same fusion center reiterated the same
sentiment,

| dondét know dcw wa brouwcth lysow e&mf or cement , |
especially with gangs and investigations and intelligence, nobody likes to share;

ités difficult. Have fusion centers helped? Absolutely. So, you $estibhand as

opposed to someone just telling ywa are sharing or getting a phone call. You

see it first hand, yes we are sharing. The two different agencies are actually

meeting and speaking in one location, and the analysts kind of being the

intermediate to get us together. So inthatregardayés, | east it dés hel
sense; you are seeing it. Its [i.e. information] coming in here, we are getting the
information, they are supplying it to us and we bring it backadur respective

agency.

A Detective from a large local police departmersigized to the fusion center
also depicted the fusion center as a conduit for information sharing since it enables
partner agencies and other users to network with additional professionals with whom they
might otherwise not come into contact. He felt that,

The good thing is that is it [i.e. the fusion cerjtepens up a field of networking

with other agenciesoinformation is shared a little tomore fluently. There is

not that teriorial boundary of intelligenceltés more shared inforation

nowadayswhich is good.

Furthermore, the three participants representing the national perspective on fusion

centers confirmed that, generally, fusion centers have contributed nationally to increased
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information sharing. A senior policy advisor to the Departroédustice, Bureau of
Justice Assistance explaingd] f usi on centers] have opened
itds not perfect, they have opened up silo
have been overcome unless there was this type of strectui n pl ace. 0 Hi s ¢
from the DHS supported this statement, arguing that
Certainly there was a lack of an ability to make informed decisions prior to 9/11.
| think it has certainly gt much better since, | think fusion centare a major
reabnwhy For the first time in U.S. history
push classified information to state, local, tribal, private sector deaisakers,
and this is largely based on the national network of fusion centers. Whether or
not we are lavays passing the right information or that we have perfected what we
are passing, but the fact that we are willing to use fusion centers as that
facilitation in and of itself is a very important step.
Finally, an FBI agent who until recently was heawilyolved at the national level
with the National Fusion Center Initiative confirmed that,
Prior to 9/11, the only real means we had, the FBI, for sharing information with
sate and locals was primarily through our task f@c&8TF, Safe Streets,
Fugitive, Qganized Crime, etc. After 9/11, it became apparent, even within the
federal government, we w-8/tlefusionicentetsar i ng
have become one of the primary means for us to share information with the state
and locals. | know there hlagsen some intelligence generated at the local level

t hat has been put into the Presidentos
No, but it does happen.

Collaborative Arrangementdlinimizing Subcultural Barriers

Overhalfof par t i c sepiadicated shattoesmsnp degree subcultural
barriers have been reduced, namely between commissioned officers and civilian
employees. However, this change seems to be occurring primarily within the fusion
center environment and potentially, albeit tessker degree, in specific contexts outside

of the fusion center walls. The following perspectives support this finding. A Detective
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Sergeant offered his observations on how the subcultural differences between analysts
and commissioned officers assignedtte fusion center have changed since the fusion
centerod6s inception stating,

You are talking about two diffent cultures coming together. quastmilitary
organization coming into, | guess, a fftmving, freethinking mindset of the
analysts. In théeginning, | have been here since 2005, there was cultural divide.
With time it has been, you know, an understanding of the two cultures coming
together and really working together and fusing together and willing to achieve
the goals that have been esigtidd. The underlying differences still exist, but
there is a better understandinggahings are totally different than they were
before.

Addressing the changing roles of analysts within the fusion center setting, another
Detective Sergeant assigrnedSite A explained how analysts within the fusion center
have the access to a greater range of law enforcement information and how they engage
in the overall process more than they would in a traditional policing environment. He
explained that,

| d dnink&here iis anywhere, definitely harethe State Police, whepgvilian

members have the access and the oppdigarnhat they have hera[the fusion

center]. 't just does ntodlygevernmentfolksbr i ef i

law enforcerent folks, across the spectrujtiyilians havelaccess to information

that was once law enforcement only. The civilgvorn issue is blurred here, and

it has to be just because of the tempo. The minddedtisvie are out there in the

mix. | have to ake off my trooper ha érhat was a personal adjustment | had to

make that was not easy to do, fudo] in the spirit of fostering this civilian

sworn cooperation, and | thirits working here pretty well.

When probed to distinguish how analysts are peedeby commissioned officers
working within the fusion center compared to those in the law enforcement community
that do not have the same daily interaction with analysts, the Detective Sergeant admitted
that,

AA lot of times you get that initial skeptn or kind ofg u i z zZwihaaee these 6

people?..\Wy are they talkingtomand who al |l owelk ,t hehmtidrs
fine, but once presentations are made, and the [information] coming out of their
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mouth and the impact they are able to make, thatlah¢gifactor goes up. Once
again the proof is in the pudding, and a lot of these folks out there in law
enforcement, while initially skeptical and wanting to only talk to a cop, hey at the
end of the day you are getting stuff you can use @navibrkingfor you, and that
makes these people very happy. Law enforcement executives for the most part,
but right down to detectives working a squad, working an investigation, we have
seen that here too, the initially skepticism and some reticence to get inwollied

a civilian as opposed to a law enforcement person, but the proof is in the pudding,
and if the information is good and its helping an investigation, you know what,
they get over it.

A sworn supervisor from Site B conferred that the relationshipdestvanalyst
and officers does well in house but subcultural divides persist outside of the fusion center
setting. He stated,

It goes very well here because | can see you re involved, you are busy, [and] you
do good work. | think there is a good repeseai the field, but ever once in a

while | have to step in. Someone might talk to me in a condescending manner
about what they do. | do my role, [and] stick up for my people. It pisses you off,
but still. Most of these people are former dispatchehap know a lot of people.

A State Police analyst from Site A working within the fusion center offered his
observation on the issue of civilian analysts working with commissioned officers,

| have seen troopers come into this situation were there aretaraigs
i mmedi ately say, O6oh, you are a civilia
attitude starts to fall by the wayside because they see the analytical skills and they
see analytical talents they just donét
trainad how to use a gun, how to wrestle people down, and how to be the man in
the middle of the night. Those skill
l ets all sit around t he Sd,waherkyousareaviththi s c
the four wallsthat kind of evolves and dissolves.

| have called other wunits [within th
certain information from your wunit, & an
that. As recently as last week | called someone and got thattqueo n, o6 why
should | waste my time with you? Have
called | ocal séwel |, Il havendét got that
used to working with civilian cevorkers, [so] federal agencies not so much.
Local agacies not so much, but part of that is when | introduce myself, | just give
name and my organization [i.e. State Police] [not my status as a civilian or
commissioned officery].

S
us
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A commissioned officer from Site A with an investigative background, who was
recently assigned to the fusion center at the time of the interview, addressed how he feels
coming into a fusion center setting where the boundaries between civilians and officers
are less clear. Itis evident from his comment that while the workingoresips
between the two subcultures have improved within the fusion center environment, the
status quo largely persists outside of the fusion center. He explained that,

| am still in the middle because again, | am going on twelve years [in the State

Police], and this is the first time | have worked this closely with civilians. For

me, it was almost a Ilittle bit of a | ea

come into a room of troopers you kind of know where everybody stands and here

it 6s a |nottthe $ame dyriamni@ I guess, and its kinds of hard figuring

out where people fall in, | ggs, the food chain so to speak.

The FBI analyst assigned to the fusion center offered a partner perspective on this
dynamic, one that corroborated the invegbgaperspective on the issue,

| think there is a little bit of a barrier [between analysts and tropgpdrs wo u | d

have to say that the wall, in my opinion, has not come down yet between analysts

and trooper. The troopers are still held in a little bé& ofing up, a little higher on

the rung, which was always that way in the federal, in the FBI, also up till 9/11.

So, | do not think they have shattered their wadt.

When addressing the relationship between sworn and civilian personnel, the
Directorfrom Site D said,

The commissioned guys think sometimes when they get information or a request,

the analysts are telling them how to do their job. Its gotten better since the

Captain and | have taken over, but this is something from years ago that das gon

on.

Based on the Lieutenantds statement and
assigned to work within the fusion center

observation that physical proximity influences the working relationships betwegarcivi

and commissioned staff.
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An Absence of Robust Analytical Capabilities

While the participant interviews revealed that fusion centers are positively
impacting interagency communications and coordination both vertically and horizontally,
approximately8% of t heir responses also indicate
capabilities have yet to be fully developed internally or utilized externally. While there
may be exceptions to this finding, a robust and reliable analytical component with
estimativeor predictivecapabilities has yet to be fostered and institutionalized. Two
subthemes emerged regarding the absence of a robust analytical capability. First,
analysis as a profession and analysts collective skill sets have yet to mature at the
subfederaldvel. Developing a robust analytical capability is partially influenced by the
resources a fusion center is able to secure, namely a sufficient number of analysts with
the experience and skill set necessary to engage in more sophisticated analyses.

Howe\er, it is greater than the set of skills and experiences analysts collectively bring to
the table.

Secondly, a robust anal ytical capabil it
mindset of how to apply information and intelligence in policing. Thedssty 6 s f i ndi ng
suggest that users have yet to fully understand and appreciate the value an analytical
function can contribute to their occupational duties. While the role of analysis, and thus
analysts, have seemingly improved since 9/11, at least withifusion center setting, it
appears that a significant portion of anal
investigative, case support function and continue to be peripheralized by the larger law

enforcement community.
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While reactive activitis are important and should not be abandoned, fusion
centers are theoretically founded upon the principles of proactivity and prevention, rather
than case support and prosecution. It seems that rather than providing decikera
with strategic, futureor i ent ed i nformation, a significan
analytic activities remain tactically and operationally focus&d.analyst subcontracted
by DHS and assigned to Sit eotpgodacsgpeoducte d t h a
with predictive capability, getting to that. hE end result will be products that they can
use and take action ono The assistant supervisor withi
analytical unit also affirmed that while the fusion center does provide products that are
tacic al | y usef ul ,bigded thingowvevansto do heeetis priovidé @irrent
and warning intelligence 0 A Detective Sergeant assigne:q
Athey [i1.e. analysts] have good astlleas, and

doing more case support here than we are p

Continuing maturation of the analytical profession

Analystsdé collective skill sets have ye
sophistication that is necessary in strategialytical work and envisioned as part of
fusion centerds analytical services. The
be due to several emccurring issues, such as inexperience, lack of standardized training,
and the diversity of custoe r 6 s needs to which a fusion ce
should be catering. Carrying the job titleamfalystdoes not necessarily entail having an

analytical skill set; rather, that skill set is developed with experience.



174

Analysts appear to be inexpenced primarily in two ways they are either
young or older. Younger analysts, while more likely formally educated, are
disadvantaged in that they are more likely to have recently graduated from college, and
therefore have limited occupational experiepegorming analysis. Older analysts, on
the other hand, have largely been recruited internally from other areas within the State
Police, largely clerical workers, dispatch and civilian administrators. It seems they are
less likely to be college educatadd are less likely to have developed critical thinking
skills than some of their younger counterparts. As the director from Site D explained,
only three of my analysts have degree, but that is because they were hired peior
to the fusion center. Theyeagood tactical people, its just heir writing is not the
strongest suit and their critical think
didndét go through the process of writin
it, and come up with a product,dthat is something they need to be trained on
and its going to take time.
Moreover, older analysts have largely supported an investigative, case support
functions during their tenure with the State Police, and thus it is reportedly difficult to
shift from a tactical orientation to a strategic orientation. The Director from Site C
explained that the majority of his analyst
time doing case support, so trying to move through that transition, and to be total
honest with you, | think there is a lot of trying to figure out what is analysis and what the
heck are they talking about. o As the Site
burgeoning work force that i s déenecelewebof not n
analysis. As that grows, it will certainly strengthen out ability to provide value out to

folks, to get more involved in predictive

similarly explained,
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The newer fusion centers are going teetpeople with a college [education], and
they are going to be able to do more critical thinking and analytical work on their
own, whereas opposed to us pushing them and telling them exactly what they
need to be asking and why. And really unfortunatédintatheir hand and

walking them with it.

Another issue to emerge regarding analy
standardized training. While this problem is clearly known at all levels of government,
constructing and implementing a solution to it aladling. Analytical training is
currently provided by a number of separate agencies, and typically analysts travel to
receive the training. Not only is funding analytical training a major issue, but
standardizing analytical training curriculum is dauntiagk. Currently, several federal
entities and professional associations are trying to review their current training programs
and consolidate their resources so analysts at the local, state and federal levels will
receive identical analytical training ard that a greater number of analysts can receive
training more cost effectively. For example, the FBI interviewee from headquarters
explained that the ODNI is trying to develop a mobile training program with three
different levels: basic, intermediatedasenior. He explained that the ODNI

[is] looking at a combination of instructor and web based training, but the goal is

to make the difference between a state or local analyst and a federal analyst

indistinguishable. They are all writing the same wagducts look the same

way, and they al/l know what they are su

While not explicitly identified as problematic by the participants, the scope of
analytical responsibility (i.e. strategic/proactive vs. tacticalfrezlcand the diverse
arrays of (potential) customers (i.e. local vs. state vs. federal, private sector vs. public

sector, and executive leaders vs. rank and file officers, and uniform vs. investigations),

and thus their needs, appear challenging to fusiennt er 6 s anal yti cal el
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difficult to be everything to everybody, particularly when there are so many uncertainties,
such as funding, training, guidance.

The participant interviews indicated th
the yeas; however, they are not yet fully perceived as equals to their law enforcement
counterparts. Until recently, the term analyst was inappropriately used to classify
employees that did not conduct any sort of analysis. Rather, those labeled as an analyst
often engaged in administrative and clerical support, and this trend was not restricted to
state and local agencies, but also in the federal government. In fact, a many analysts
were employed originally in clerical and administrative positions prior togbei
6promoteddbé to an analyst title. The follo
and should continue to professionally develop. An FBI Supervisory Special Agent
explained,

When | first got to the FBI, what we were calling analystsw&égren anal yst s.

were file clerks, secretaries that worked their way up. They were called analysts,

but they werenod6t anal yzi magneatolyeindin ng. T

the Bureau, deast at the field level, real true analysts, probabty8years ago

when we started hiring from the Intelligence Community, people who actually

|l ooked at raw intel and developed a pro

analysts that we do n@wanalysts in the true sense of the word.

His counterpart from DOJ,senior policy advisor, addressed how he believes that
law enforcement officers at all levels of government do not uniformly accept analysts as
legitimate professionals. He said,

The biggest issue is state and local governments, and federal governments to

some degree, recognizing the analyst is a professional and that, you know, they

are not second class citizens or any longer just a secretary who was moved up

there because she ran out of promotional opportunity. These are people with a

legitimate career ith additional levels of data and analytical skills and other
intuitive skills that can really be positive.
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A law enforcement executive in the top $saf the State Police reaffirmdte

FBIl a previousodrement stating,
That is historical, althought 6 s much better that what i
before 9/11 were glorified secretaries; now they are viewed for their analytical
skills, but they are still run by sworn [officers]...in my opinion there should be
more analysts there and law enforcensdiuld give more credit to the analytical
field. In other words, analysts are not viewed at the same level than police
officers.

A Detective Sergeant in the State Police assign#uetéusion center also addres$enly,

Initially, the State Police usedalysts as data entry people, not as analysts to

analyze information. There was a total misunderstanding, and again it comes

down to a lack of understanding if the intelligence process and how different
components plug into that process. That is whathased a lot of the issues, but

the analysts here, engaging in the process and coming up with the products and
really being able to make an i mpression
have provide, this is what we have come up with. They [i.e uroess] have

been impressed and really their [i.e. analysts] stature has really been elevated. |

can speak for the analysts here at the
analysts at other sections.

Not only is the analytical profession relaliwgoung, particularly at the local and
state levels, but the profession of law enforcement is also undeveloped with regards to
using information in a proactive capacitVhe policing mindset is largely ad hoc and
reactive, and changing this mindsetwila k e t i me . The fusion cen
only understand the analytical process, but adequately value it in order to use it in an
anticipatory capacity. As a Director with
Fusion centers hawanother mportant mission, which we are all involved in
hoping to craft and that is that information useddoductoperations is one
thing, but using intelligence iefinet hose oper ati oatjgst i s anot

providing the tool, its providing for an operragi environment or philosophy that
transforms the thinking as to how we use that product
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TheModerateRole of Counterterrorism in Fusion Centers

Since the concept of fusion centers ori
intelligence capabilitglueto the failures identified po€/11, it is important to address
howthose individuals working in and with fusion centers perceive the importdince
counterterrorisnactivities and what role counterterrorism acties are perceived to
have in the fusioe e n t e +toé@ay fudctions. While many centers were founded
initially on the concept o€ountering terrorispndifferent centerbavedeveloped with a
range of missions, some of which hal&nged over recent years.

The majority offusioncenters that @re established solely focused on
counterterrorism have since shifted their mandates to include all crimes and/or all hazards
focus This has occurred for several reasons, primarily the rarity of terrorist events, the
related difficulty of financially jusfying a narrowlyfocused, new, undeveloped and
seldomused capability, and the FBI 6srelaged at ut or
cases. Moreovesince DHS provides the primasource of federal funding to fusion
centersafusion center mustamonsrate its ability to allocatenoney inwaysthat align
with and suppo t  DniikSid») which is the broader allazards mandate.

Based on participants responses, almostdidlierespondents indicated ththe
threat of terrorism and law enforceme6 s acti viti es to counter t
not dominat e Ffadayaoctivities; which i® aarsd@prigingigding.
Moreover, this conclusiols common knowledge among those working in or associated
with fusion centers Whiletheh r eat of terrori sm does not d:¢
primary foci, the respondents largely agreed that it should not be removed from their

centerdés purview either, primarily due to
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between crime and terrorism, @discussed in a previous chapter. Thus, law enforcement
generally, and a fusion center specifically, has both good reason and a duty to address the
threat of terrorism. As a former Attorney General noted,

| agree with the all crimeall hazards approacH.think it makes sense because

there is a continuum. The 9/11 highjackers violated all kinds of laws to get where

they got. They overstayed visas, submitted fraudulent documentation; so, if a

fusion center is looking for that kind of informattmprecusor crime$ it would

have picked them up.

The federal policy advisor for Department of Justice mirrored the previous
sentiment stating,

You have to be aware becaugerecursoissues, that my sense on it.always

has to be in the background, itshouldt be i n the foreground

have to be looking atthe gang issues, the bootleg saled asking the next

g u e s twhecerare th@proceeds going? And is this supportinghjedocal

Bloods or Crips? Or is it supporting [terrorism]going overseas to Hillah or

someth ng el se i n t kthinkhwheroybu do thad, you cas comkeEn@ 6

both

Nevertheless, law enforcement is, and will continue to be, primarily responsible
for preventing and responding to crime and its peapats, and fulfilling this
responsibility is what the public primarily expects from them. As such, the law
enforcement community is responsible for e
expectations. To do this, the police will value informafimm the fusion center that
better enables them to address the communi
center must first and foremost be sensitiywv
valuable and relevant. This issue was reiterated/rmanes from a number of varying
perspectives. As an FBI agent, formerly from Headquarters and tasked with

spearheading the FBIO&s coordination in the

| think that the reason a lot of fusion centeent to allcrimes is lecause
terrorism is just a small piece of what is going on out there. | khbave sat in
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alotof conferences where smalyoeguysprel i c e

talking about car bombs and all this stuff, and | have meth labs andjbikgs.

We got prostitutiomings. That terrorism stuiffgr e at , but t hat 0s
constituenci es athirk that & what deovk tha higoppush to the
all-crimes segment of it. And through therénhink there is a good amount of
information being developed. Terrorism shbuoot be taken off the table ¢aise

you never know what is going to be out there

An academic and consultant affirmed that,

Crime is what the public expects the police to be dealing with. I think the focus

on counerterrorismwas weline ani ng, but it is hugely

A] were always set up to be all crimal hazards to start with. If they [i.e. fusion
centers] adopt that approach, they really do a nice job of filling in a huge problem
in American policing, which is the gulf between the different levels [of
government].

d

no

As the fusion centerdés analytical uni t

form Site A, further explained,

| think the answer has to be an-alimes approach lmusef you are going to

keep the customer interested, the customer primarily focuses on things that are in
their lane. Osama bin Ladennot in the lane of [city X] police departmeatime

is. If you want to engage our customers into terrorism productswiaéetter

develop the @dibility in crime products becausigat is what they [i.e. the

customer] do everyday.

Site Ab6bs Captain and Deputy Task Force

role of countert er r-to-day atmities, mghlighting thosevere e nt er s

limitations and risks of embracing and supporting a strictly counterterrorism focus,

When you really start thing that counterterrorisreaber, you are missing the
mark. Thepeop e you ar e s e heylookgtyala®hitken get |

Little, the skyisf al | i ng . T hbecgpmed whitednbise ltoitherh, son ; |
when it does happen they are not going to listen tcaypyhow beauseyou have

been rattling fyouakee teyiagicerattle that monsiangeé |

the-bed of counterterrorisitinat could come out of the closet at any time, and it
could, the American public wonét stand
their heads around it. We dondét I ive o
buiton, so | don 0ltstakdrioothe kindhoaspy va@pyhneegtality i

' iving within their own stateé] So, ] [
be looking atl think you have a very small seat at the table. I think you are
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missing tle mark. [ think you are not serving yquublic to the fullest extent; |
think you are almost sefferving your own nature

Moreover, since threats of terrorism are not equally distributed nationally, many
participants f el t izatioa dftereoristthreats wilhbe a fanctiore r 6 s p
of several factors, such as their geographical location, the presence of sensitive
infrastructure within and near their jurisdictions, presence of terrorism disaggregated by
type of terrorist threats that e¢antly are or have been present within the state and/or

region, population density and population diversity.

Marketing Fusion Centers

How well-received are fusn centers by other entities? Belief and acceptance are
necessary conditionkan innovationis to be regarded asluable andegitimate and
thus beintegrated into an existing structure. Where on the spectrum of acceptance, and
thus adoption, do fusion centers as new entities, which are used primarily by the law
enforcement community, fallA discussion on fusion centers as innovations will be
elaborated shortly, but a theme of marketing did emerge in the course of the study. As
the DOJ federal policy advisor explained,
The reality as a government entity is that if you are not marketingvadue, then
the budgeters are not going to pay attention to you, and you will starve to death.
Your constituencies wono6t wunderstand wh
you feedback regarding how to make it m
Ove halfofthep ar t i ¢ i p a nndiGatethat fassop centessare not yet
fully regarded as legitimatmtities by the larger law enforcement commuratyd thus

have not been fully integrated into the larger systems which they serve, primarily law

erforcement. Rather, fusion centers can best be desemukgoinga marketingphase
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whereby some appreciable degree of-ufrom select participanis evident namely
those more progressive leadgrartnersand usershowever, they & not yet equél or
well-understoody the collective law enforcement communigyd thus their potential
value acknowledgeor drawn upon

Those working in or with fusion centers were well aware that not only is the
fusion center endeavor still in the relatively gghases of development, but they also
realized that outsiders often view the fusion center with uncertainty and skepticism due
to their relative newness and/or their association with the State Police. As the Director
form Site C s tsastilla bbtof nisunderstandmdg Thete are alot of
mi sconceived perceptions about what fusion
participants were very cognizant of how fusion centers must continue to build a credible
reputation and demonstrate thewrth to potential users in an effort to solicit widespread
support. This skepticism and &éprove yours
that law enforcement is a exceptionally actmrented and closed system profession that
often shuns chane . As a Detective Sergeant assi gne
unit explained,

| dondt think its t hefgetodeditythatn t er ms of

6everything | get from these guys is re
them as aital information stream that | can take and use in my operabisag,
as adaw enforcement decisiema k e r . But causebecrediblitpien gi ng b

getting there. Wat | mean by that is that we are getting a lot of positive feedback

from senior ével folks that are using uspgimary source of intelligence and

information, and they are getting resultshely are getting good stuff that they can

use and its beng proven that what is comirayit of [the fusion center] is usable,

itGs actionable and@ correct Once you build up that credibility, thergstlike
anything el se, people are going to actu
t hat we can do pretty good things for vy
strong. The sayingthatggs s ed ar ound t v meddmeankl a bit
will give you a dollar. o



183

The Director from Site B similarly explained,
| go to the Northeast Regional Intelligence Group meetings where all the different
intel centers meet, and one of their bigfgesues is tat cant get binyform
certain departments. There has traditionally been a divide between the State
Police and municipal police departments there has been some animosity, but the
center has really minimized his. | truly believe the numkeep going up
through word of mouth. If you do something good for a local police department,
the center provides something to them that was helpful, they tell other cops. Cops
love to talk to each other.
Accepting the fusion center as a both concegtatool requires a change in
mindsed a rather daunting task as previously discussed. As a State Police analyst from
Site A explainedii lis is a new environment for a lot of these guys in higher level
positions who have worked their entire careers [Withmindset] that we should try and
keep everything in house and not go and share watieSolice, even withn the Sate
Pol i ce. 0 The fusion centeros Director reit
ltds a whole paradigm shift and some ol
anything else, when you have a huge shift, ityrteke a generation for that to
really take effect...this is a huge shgmd we are changing it coursetakes a
little while to get that ship moving
The Aol d di nos au flevedbjobs Wittinghe agenicy;, thus, ¢ is mma n d
i mperative that they are supportive of the
services and products since they are the intended customers. Moreover, the command
level officers set the tone for the branches or lugdhey oversee. If they are
unsupportive and negative toward the fusion center, its services and/or its products, then
that negativity and bias will likely permeate down through the ranks.
Moreover, fusion centers vary mw much marketing in which thdgel they

must engageOf the four research sites included in this study, they are not equally

developedstaffed, funde@nd promoted This seemed to baffected by anumber of
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factors such as a fusion cent er 0 de andlpgessesy o f
in place at the fusion center, the number of partner agencies represented in the fusion
center, the physical proximity of federal, state and local agencies to the fusion center, the
physical size of the state in which the fusion centedess and the financial capital to
fund multiagency, collaborative effort3here perceived differences regarding the level
of buy-in between the local, state and federal levels of government. Moreover, and very
interestingly, fusion centers apparenttg éinding that acquiring buin from within the
State Police is currently one of their greatest challenges.

Generally participant responses indicatidt there is significant variation in the
degree of buyn between different levels of governmgimtother words, it dependshe
respondents indicated thathl, state and federal law enforcement vary in their
understanding, acceptanaed usef thefusioncente@ ser vi ces and produ
commitment to their respective fusion centafl four centers indicated that there is
substantial variation in the degree of buy in from all levels of government. For example,
Site Ab6bs director insists that they conduc
they are on the back end of marketing n®ite C, however, indicated that they need to
continue focusing on marketing; however, they do not have the funding to do it as widely
as they would I|ike. Site D6s directed ins
achieving buyin from all leves.

Site A seems to garner the greatest support from outside agencies at all levels of
government. At Site B only an FBI analyst is located at the center; however, Site B is
strictly a criminal intelligence center and not a true fusion center. Some egbagie

agreed to embed a liaison into the respective fusion center; however, that does not
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necessarily ensure that the liaison will routinely be in the fusion center. Rather, a liaison
may inconsistently be at the fusion center during certain time afay or set number of
days a month. For example, in Site C, an analyst indicated that the ATF, TSA, and Coast
Guard representative were in the fusion center only about one time a month, and the DEA
and ICE had yet to commit to sending an agent. InCyitbe fusion center is located on
the State Police headquarters campus in one city; however, a number of federal agency
field offices are located in another major city that is approximately eighty miles away,
thus allegedly making it difficult commit thrgpersonnel full time to the center, although
the director insists that their refusal to place an analyst in the fusion center signifies those
agencies reluctance to actively participate. Also, when the researcher visited Sites B, C,
and D, many federagency representatives were not on the premises those days.
Moreover, embedded liaisons may be removed from the fusion center, thus disrupting the
continuity of the interagency relationships, such as in Site A when the DHS liaison was
removed.

Generallythe federal government agencies seeivetopen to and supportive of
fusion centersat the very least in conceiarticularly the FBI and DHS but also other
federal agencieslthough this study was unable to determine with confidence to what
degree Af eder al agencyb6s decision to participa
|l argely to the respective federal agencyos
degree of commitment and involvement is likely to vary substantially. A fieldeofiics
decision to place an agent and/or analyst could be an issue of funding, manpower
availability, and personalities. The FBI official from Headquarters explained,

You dondét need to convince Director Mue
of the fuson center. The problem comes in that the individual field offices, the
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individual components from DHSICE and the Secret Service and the other
twenty-two other agencies that come under their umhiyedlee all facing man
power issues...the fusion centeevé to sell the local ICE SAC or FBI SAC or
whatever the value of the fusion center and get them to commit to put an analysts
or agent in. The overall federal government sees the value.
Statelevel agencies generally seem to be buying into the fusiderceoncept
and activities, evidenced by theiartnership agreements aagsignment of personnel to
the fusion center. The degree of Boyappears tde dependent on the missionsoth
the fusion center and partner agency, aswell autencented s abi | ity t o pr«
partner agency with valuable services or products. For example, when talking with a
Senior Parole Officer assigned to the fusion center, he indicated that his colleagues in
parole view the fusion center as a valuable resouritee $he fusion center embraces a
statewide perspective on gangs and shootings, of which parolees are often perpetrators or
victims, the parole officer is able to access information previously unavailable to parole
officersto pass back to his colleaguds.fact, he indicated that prior to his assignment to
the fusion center, parole often learned of incidents from the newspapers. He continued,
On the outside looking in, I getitu mer ous ti mes, Oa&dle you s
say ldbon 6t k n osv., 6dihky saly ekgvecth vde need someone there
because this wor ks f antnasntuinte rdo uasn do flf ihcaevre:
been aplusogetfirsthad knowl edge of Ilowvdfthaflersand oi ng
notifications that go out, we did not ghbse before. Through here, we are now
able to get them out, officer awareness bulletins and things of that nSuyre.
with regards to parole, | would say | have yet to hear anybody that | have spoken
with that does. not think itds a plus
In generallocal law enforcement may be the most challengmgl from which
to get buyin, in part because there are substantially greater numbers of local departments

compared to state and federal law enforcement agentiese are otheactoisrelated

to boththe local level of policing and the respective fusion cethi@rmay be affecting
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| ocal | aw e nih. drom eriecal pobceg perapgctive, influencing
variables may include the proximity of the local police department to the fusion center,
the size of the local department, the extent that the Police Chief is informed regarding the
concept and activities of his or hespective fusion center, the degree he or she
understands and valute utility information and intelligence, and how far bay their
borders a local ®ice Chiefis interested in stayingbreast of crimand other threatsin
regards to the fusion center, factors that may influémeeelationship between a local
agency and the fusion centany includewhether the center haslucated the local police
departments in their state as to their services and products and whether the fusion center
iS engaging in activities that are perceived to be valuable to local police departments.
Not only are there detectable differenbesweenthe levels of government, but
the participant interviews indicate thathieving buyin from within the State Police is a
challenge.During the course of the research, it became clear that of all the agencies from
which the fusion center faced resista, the State Police has been most challenging to
overcome. This was an interesting finding since intuitively one would assume that if an
organization were having difficulty overcomingra-agency obstacles, then overcoming
inter-agency barriers mayleeven more difficult; however
interviews, outside agencies are reportedly partnering rather well with the fusion center
compared to the State Police, which manages the majority of fusion centers. Again, the
State Police as anganization is not a monolithic entity, and no two are identical. A
police organizatioran be disaggregated irdbleasthree major categories:
administration, operations and investigations. Each of these areas within the larger law

enforcement agendyas different responsibilities, and thus needs. As such, if a given

l
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fusion center is tavholly sene the law enforcement communitynust have the capacity

to provide something of value to each of these subdivisions.

A Captain, whose move to the fusioenter command structure was prompted

specifically by the identified need to obtain byfrom within the State Police, offered

some insight regarding the disjuncture between the fusion center and the larger State

Police organization,

Right now we are rélg improving on our own perception within our own
organization, within the t8tePolice, be&eausesome of our own people look at it as

itdés a big drain of resources. You have
there but we droddtecddeg & ol whs amybuYroaut k n o w
doing for me iThhedyedddndat el PoK iate ?tdbhi ngs

standpoingé | come with a uniform backgroundofm an operional and tactical
background]j d o n 0t nviestigatere baakgroundrhisisa highly
investigative world here, but what | bring is kind of that systems approach and
that organizational approacmdpart of my mission to come here was actually to
tie ourselves back to the division, to get that4my We already have @n the
outside, nowwameed it on ameé timsti de, kit od éof
processofdi ng now es,yduaragvingus peoplepyou are giving us

bodies, dlthese things, bublo k at what we can do for

Summary

aw

Based on pdicipant interviews, the study found that fusion centers are improving

enf orcementdos ability to collect and

indicate that the analytical component of all the sampled fusion centers have yet to fully

devel@ and the professional role and capabilities of analysts understood, utilized and

legitimized. Specifically, it appears that while the analytical function in law enforcement

has improved with the implementation of fusion center, it has yet to develaipleeind

robust predictive or estimative capabilities. To date, it appears that a significant portion

of their activities continue to revolve around fulfilling tactical needs, such as background
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checks, digital line ups, and drivers license look ups,elsas investigative casaipport
and monitoring activities. Whil e the fusi
mature, it does appear that the subcultural divide between sworn officers and civilian
analysts has been reduced; however, thisorgment appears to be largely restricted to
the physical domain of the fusion center.

The current shortcomings of a robust analytical capacity are may be twofold.
Not only has the role of analyst recently changed within a law enforcement environment,
bu that change necessitates a change in us
analysis, and thus analysts. Not only is hiring, training and retaining quality analysts
challenging for fusion centers, particularly in the currently fiscally grave@amment,
but users must also understand and embrace the role of analysis and use of their products
if the fusion center is to develop a robust analytical capability.

Moreover, the interviews revealed that fusion centers, as relatively new entities,
must ontinue to market themselves to their potential partners and users. Evidence
suggests that they are successfully attainingibdgom some agencies at the local, state
and federal levels; however, there is significant variation in therbtrpm various
agencies. lItis hypothesized that a number of factors affect this, some of which are not
controlled by the fusion centerds | eadersh
clearly emerged from Site A was that the fusion center has had the mastitgiffi
acquiring the buyn and support from their host agency, the State Police, and they appear
to be making very concerted and deliberate efforts to improve this.
Finally, although many fusion centers in general were originally developed with a

countererrorism focus, the participants felt that fusion centers in general do not, and
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should not, focus solely or even primarily on the threat of terrorism. While they cannot
ignore the threat of terrorism based on the confluence of crime and terrorismutey m
remain relevant to their constituencies. In order maintain relevancy, fusion centers
Sshould provide services and products that

timely manner, and are thus perceived as valuable.

Research Question 3: Aredsion centers perceived to be effective at fulfilling their
designated tasks?

From the outset, not only did this research explore whether fusion centers are
perceived to be accomplishing what they were tasked to accomplish, namely the
successful collectim analysis and sharing of criminal and other threat information, but
whether these activities are perceived to be effective from the various participant
perspectives. Participants were asked what they perceived to be the strengths and
weaknesses of fugiccenters. It was deemed important to directly probe these areas with
the understanding that participant responses could shed valuable light on the
accomplishments, as well as the areas for
| evel 6 p$uchsnfoemation is¥valuable from a policy standpoint since it can be
drawn upon as a source of potential strategies to improve the success of individual fusion
centers, as well as the national fusion center initiative.

In addition to exploring the strgths and weaknesses of the fusion center, two
other important, fundamental themes emerged that influence the partgipant

perspectives aheirf usi on centerds effectiveness, spe
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management and the significance of personalifilé®gse issues are im0 way unique to

fusion centerdut are essential to any organization.

Strengths

Based on participantds interviews, one
subthemes emerged that signify the overall strengths a fusion center doepassess.
The major theme, and greatest strength, is that fusion centers servstapsieop
function. Within this umbrella function, the three subthemes to emerge are fusion centers
as facilitators of information, fusion centers as facilitators @ragency collaboration,
and fusion centersé6 |l atitude of multiple m
The onestopshop characteristic of fusion centers was reportedly of paramount
importance for participants engaged in the fusion center endeavor. The ability for a
facility to provide a wide range of services to a broad array of partners and customers in
one centralized location is novel, since prior to the development of fusion centers services
were provided individually from a variety of entities, often done so in a rather
uncoodinated fashion. The benefits of a estepshop function emerged clearly from
the participant responses (see TableApproximately, 73% and 35% of participants,
respectively, perceive fusion centers as facilitators of both information sharing and
interagency collaboration.Over athird f subj ect s expressed t ha

latitude of missions better enables them to address a spectrum of customers needs.
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Table 4. Fusion Center Strengths as Perceived by Responderfité=49)*

Strengths %

Facilitators of information 73

Facilitators of collaboration 35

Latitude of missions 37

Note: The descriptive statistics displayed are to offer the reader acsenksivity regarding the

participantés responses; slvoovexivaastiveredpdngey. are not mutually

Fusion centers at@eforum, or have the potential to be, for various agencies to
converge their respective information, expertise and services into one physical location,
thus minimizing some of the fragmentation causethbyhistorically decentralized
structure of public safety community. As a centralized hub, a fusion center is not only
the focal point of contact for various local, state and federal agencies, but it serves, or has
the potential to serve, as the centnébrmation intake and distribution center for a state.

Not only can agencies request information from the fusion center, but the may also
provide information to the fusion center, thus creating a dynamic environment whereby a
customer may also be a patn These strengths, taken together, contribute to the fusion
centers ability to make the overall tasks of providing public safety efbicgent Not

only do fusion center personnel have access to a wider range of information from various
agencies datmses than ever before, but the physical presence of multiple federal, state
and local agency liaisons better enables the fusion center to have its partners and/or

customersd6 needs met more quickly.

Facilitators of information
Approximately 78 of partic pant s responses indicated
effective at facilitating information both within and between jurisdictional and

disciplinary boundaries. It is clear from the participant interviews that fusion centers are
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facilitators of informationand facilitating the movement of information is the task that

fusion centers appear to do best at this pointintimé.i s f i nding i s si mi/
earlier findings that approximately 69% of
has improed since 9/11 and approximately 82% feel that fusion centers are improving
information sharing by removing or minimizing various barriers. It seems that fusion

centers are imposing structure to a previously unstructured, informal network that relied

almog solely on personal relationships, a tenuous arrangement at best. As information
brokers, fusion centers are filling an information void by minimizing the information

gaps between government agencies, not only locally but also regionally. As a scholar

op i n etdink thé is where fusion centers arereallyhandp 4 not necessaril
providingan information intelligence resource just for lopalice. They can tell local

police department&hat is happening in the general region, and | think thab&esa

huge i nfor mat i o fusiog eepter bas theMabilitydcomass distribate

information both quickly and professionally to wider audience that a single agency could

do now or in the past. This capability appears to be improving thenigsslof

information sharing, which is a fundamental component of good intelligence.

Facilitators of collaboration

Analogous to being facilitators of information, approximagethirdof subjects
felt that fusion centers have the capabilities, if sightlly developed, to facilitate
interagency collaboration. Fusion centers appear to be facilitating interagency
collaboration primarily in one of two ways. First and most straight forward, the

collocation of multiple agencies in a single workspace ineseti® likelihood that
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di fferent agencies wil/|l draw upon each oth
informally. Thus, interagency collaboration is directly facilitated by proximity within the
fusion center. As two State Police analysts assdigméhe fusion center explained,
The big advantage of a fusion center, in my mind, a huge role we play is just
being able to say, 0Okay, |l have a ques
can walk over or holler over the cubicle wall at X, and/tivél get an answer to
me . If I am cold calling, 1tb6s going
talk to meéand thatdés all gone because
|l can holler, O6do you knowthnhisageneynd z ?
guidelines to get me the best answer. That is the biggest advantage of a fusion
center than anything else because | have that relationship.
and
| think its goodtoo because | work gangs, and | can reach out and speak to
somebody solelgoing guns and bounce stuff off of them, whether or not they
have seen a particular firearm in an area. And they can bounce it off the ATF,
who 1 s another desk away. ltds a congl
Secondly, and less pervasivelysion centers have the ability to connect two or
more agencies or departments together so they may collectively address a common
problem. Since fusion centers embrace a statewide and/or regional focus, they are in a
beneficial position to do two tasks: mdy where common problems cross jurisdictional
or disciplinary boundaries, and then bring separate entities together to address the mutual
problem from diverse perspectives with greater resources. In this regard, a fusion center
can be likened to a foeamultiplier; thus, fusion centers have the capability to facilitate
collaboration with agencies that may not be active participants or partners within the
fusion center. As the fusion centers analytical unit supervisor explained,
| think our greatestste ngt h i s bringing people togeth
|l i ke being able to mash up agencies that
information. We are sitting in such a position from a madevel that we may not
know everything about atal community, but we know enough about that local

community and this | ocal community that w
talking, 6 and that has been our greatest
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A Detective from a local police department explained that fusiorersenbt only
collate intefjurisdictional information, but they have the added value of facilitating
collaboration in a way that multiple agency perspectives can be maximized within a
single jurisdiction, potentially shedding insight or connections orrtecplar situation or
person that would otherwise be missed. As he explicated,

If I am just looking for information about an individual and his whole history in

[limited to one jurisdiction], then | can pretty much collect that in [the

jurisdiction]. Butif | find something that steps out of the city, | feel this [i.e. the

fusion center] is the place to go. Although, if the whole history stays in one city,
using the fusion center | have other eyes looking at it from various, outside
standpoints.

Severaexamples were offered during the course of the study that illustrate
fusion centers are or have the capability to bring together different agencies and foster
collaboration for both strategic and tactical purposes. Strategically for examplefSite A
analysts and officers attend weekly meetings wittividuals fromlocal police
departments, prosecutors officas well as a handful of federal and state agencies to
collectively address violent crime and ragidm in the state and region. Collediy,
federal, state and local agencies brings together a great deal of information and
knowledge so a more accurate picture can be constructed of what is occurring regarding
violent crime in the larger operating environment, as well as how to best cderdina
initiatives to combat ialsobegurtto ra;mstofndlow anal yt
pervasive problems can b@re holistically addressed from a variety of disciplines by
bringing together various agencies. For exantpky have initiatives focusg ongun
violence and traffic fatalities, both of which goeoblemsnot limited to law enforcement.

Rather, these are problems that extend into various disciplines, sthehdepartment of

transportation, department of health and human services taepaiofeducationglas
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well as academic and medical research institutectically, Site C was instrumental in
coordinating support and r eofcoredtionsteseanch f r om
for an escapegrisoninmate. Local policeandshr i f f 6s of fi ces were e
resources conducting the search, and the fusion center was instrumental in contacting
their Department of Corrections liaison, who very quickly arranged for support teams to
augment their law enforcement colleagudghile selective examples, they do
demonstrate that fusion centers can more efficiently foster interagency collaboration not
only within the fusion center walls but with outside agencies.

Participants were more likely to express that fusion centers alitataxg the
movement of information more so than facilitating interagency collaboration between
agencies within the fusion center and outside the fusion center. Their ability to broker
information could be greater than their ability to foster collabegatlationships at this
point in time for several plausible reasons. First, while federal agencies may assign their
representatives into a fusion center, they act more as gatekeepers to federal databases and
their field offices than as collaborative pats. For example, federal liaisons are not
assigned to projects with other fusion center analysts; rather, their workload is assigned
by their field office and not the fusion c
center largely is to search thdatabases and share information, when lawful to do so,
when requested by a fusion center staff or if they come across information of which they
feel the fusion center should be aware. Thus, it is unsurprising that respondent would
feel that informationisaring has improved more so than actual collaboration.

Secondly, coordinating multiple agencies is complex and difficult, particularly as

the number of participating agencies multiplies. There are a number of political, cultural,
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and financial factorstha coul d restrict an agencyodos deci
entity, including some of which are addressed in the following section. It is logistically

easier to move information than to orchestrate and manage people and activities from

multiple agexies. Finally, and related to the last point, fusion centers are still marketing
themselves to their constituencies. Thus, it is reasonable to believe that they have yet to
solicit full support and commitment from outside agencies. This remaining@kapti

could Iikely influence an outside agencyos

Latitude of multiple missions

Overathirdof t he st awdoyadi sabpdctbat fusion <c
missions is perceived as a strentthWhile not every fusion center embraces an all
crimes and/or all hazards mission, the trend is definitely moving in the direction of
adopting broader missions. The rationale being that broader the scope of the fusion
center s mission, ¢fhsen carderte addrgsp aogreater range of f o r
threats across disciplinary boundaries, and thus bring together and serve a greater number
of constituencies, including nontraditional partners. Multiple missions enable the fusion
center to have greater fldility to adapt to the tailored needsdifferent customers
acrosgurisdictions, job functions and disciplines. As a civilian intelligence analyst
supervisor from Site B explained,

| think we have become extremely valuable to the department not omiytHie

analysis we provide but as well as the
own people but also to local police officers that use us.

31t should be remembered that Site B is a criminal intelligence center that primarily serves the law

enforcement community; thus, the issue of multiple missions did naogerdering those interviews,

which may partially explain why only 37% of partici
is a perceived strength.
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Finally, having the latitude of multiple missions facilitates, or has the potential to
facilitate, innovéve thinking and problem solving since the fusion center has greater
access to variety of information as well as a variety of partners from which a greater

knowledge base can be drawn upon.

Weaknesses

I n addition to pr obi ngrengthsgeparticipats wene cent e
asked what they perceived to be fusion cen
Five major themes regarding the limitations surrounding fusion centers emerged from the
participantinterviews(see Tab¢ 5, namelyresoue constraints, users?o
misunderstandings of intelligence, the persistence of subcultural barriers, and poor
planning and hasty implementation, and latitude of missions. It should be noted that
interestingly, one of their strengths in concept appears sinadtisly to be a weakness in

practice at this point in time.

Table 5: Respondeniés Perceived Weaknesses (N=49)

Strengths %

Resource constraints 51

User 6s shortcomings 51

Subcultural resistance persistence 43

Poor planning and hasty implementation 41

Latitude of missions 14

Note: The descriptive statistics displayed are to offer the reader acfeaksivity

regarding the participantodés rexadysiveorses; however, they are

exhaustivaesponses.
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Resource constraints

Approximakly 51% of participants expressed that limited resources were an
ongoing challenge for fusion centers. While fusion centers face financial restrictions,
space limitations, and limited availability of analytical software, systems
interconnectivity and otligechnical tools, they are most hampered by their need for
analysts, particularly since analysis is the presumed cornerstone of a successful fusion
center. Not only are fusion centers understaffed, but they face challenges of both training
and retaininguality analysts. This is likely, in part, a function of several converging
factors, including limited funding, the relative newness of fusion centers, as well as
anal ystsdé evolving professional rol e withi

It appearghat there is a relationship between the number and quality of analysts

and the fusion centerds ability to success
anal ysts are a | imited commodity, this 1in
successfully address their customerdés need

products, as would be intuitively expected. If the fusion center cannot fulfill their
customer6s needs, they wil!/l | os Petettiiee i r cus

Sergeant from Site A explained,

We have the processes in place but we d
all of the needs. So, if we are unable to accommodate those requests, then we are

back to what the State Police was doingyearsage. Vdr e sayi ng, Oye:¢
your information. We are going to help

the resources to be able to carry through on promises that were made. So, a lot of
agencies were disappointedrahdabbdedp oO6W
we can suffer the same consequences as
keep.

As a Captain and former member of Site A0S

indicated,
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Everyplace in the State Police, including the fusion ceistegverely
understaffed. The financialeti mes we
personally, if you are going to rob Peter to pay Paul, the fusion center is the place
you need to put people because they provide something that nobody can.

An analyical supervisor from Site B also explained that more people would

greatly benefit their center. She explained that,

we are tasked with doing our own website and signing up own people managing
database access to people and handling out own time shsetiseju
administrative stuff alone it gets to
us to structure ourselves a little differently to maybe better handle information

flow and then also dissemination.

Two analysts from Site C, respectively, stated,

Right now, | do 50 million things, like all the other analysts, and it just gets tiring.
And | am not a secretary. | am supposed to be doing this one thing and because |
am spread thin across fifty things, I
bebecoming an expert in.

and

We [i.e. the analysts] are doing case work, and as a fusion center, it would be nice
to do more analytical products. We have done some, but we have so few

peopl eéone of my biggest disaprpoi nt ment

trying to divide my time.

User 6s Shortcomings

f us

Approximately 51% of the studyods part

i C

ion centers appear to be disadvantaged

both a process and a product, hovnteract with and use the fusion center effectively,

and

misunderstandings of the intelligence cycle have been documented by earlier researchers,

customer6s understanding their own r

as addressed in the literature revjiewnd this problem still persists. If a consumer does

not

understand how to solicit their f usi

ol

on
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intelligence needs, and integrate the fusion center products into their respective

organization, they mayKely not collaborate with the fusion center or portray the fusion

center as a failure not only to their subordinates but also their colleagues, thus influencing

potential future usersod perceptions of the
A Detective Sergeant assigned to tingion center A explained,

Some people just do not understand the difference between information and
intelligence, investigations and intelligence work and justthole intelligence

cycle. Therare very few that really have a grasp for it, therefbiedifficult for

them to see how their personnel play into the entire role, into the entire cycle. So
now i f you dondét understand iwetyel |l i genc
difficult to implement intelligencded policingg R e a | skducatinglie
commanders, even detectiyes all thedifferent issues | spoke abdut

information versus intelligence versus data, investigators versus intelligence
operators, the whole intelligence pess, intelligencéed policing. All these

different terms and ewepts would give people &tter understanding of what a
fusion centers and what their role is. Swhen we establish collection
requirements, they wddibe better consumers of the fusion ceniténink that is

one of our weaknesses, that a lot of pe@® not understand what it is that goes

on here and how we can be a better resource for.them

A Captain and former member of the fusion center command structure from Site
A reiterated the Detective Sergeantbés prev

People kind of misiterpretwhat nt el | i gence i s. They t hi
tofind outifthisguywa ever | Wetlk etdh autpd. s6 ntohtati tnd el |
RMS [remrds management system] data. \8e want to be able to make it that if

we are doing an intelligenceach, it would also search RMS d¢zisethere is

value to that, but @ not intelligence. People in their minds have trouble
[understandinghe distinctions].

A sworn supervisor from Site B similarly explained,

| am still getting a firm grasponteh ol e i ntel |l i gence thing
different from patrol work. Patrol work, including undercover vice, you are

dealing with calls given to you and you want to find a resolution. You get an

incident and want to remedy that situation be it aestywarning on a traffic

stop, then the case is odeon to the next thing and that is out of your mind.

Whereas you come here, you are looking a much bigger picture.
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A fusion center consultant addressed the responsibility that the users have in the
ove all fusion center effort, differentiatin
usero6s role in directing the fusion center

There has been all this innovation on the intelligence part of it, on the

interpretation parthie ability to generate products that have influence, but | think

a lot of work needs to be done on the impact part. The executives should be

providing the guidance for what occurs within that fusion center, and the fusion

center should have some room ®dreative and look for emerging threat, but

most of their activity should be direct

we have achieved. We buil't t hem, and i
it?

Subcultural resistance persists

Approxi mat ely 43% of participantés respons
to information sharing and analysis has not yet been entirely overcome. While there is
still resistance to both information sharing and analysis, it appears to be considesably les
than in the past. Resistance in some form will likely persist, particularly since
information is a form of power. As a DHS representative explained,
| think certainly there is the belief that it [i.e. information sharing] needs to
happen. | think diturally there are people that still have a difficult time with
thateéeSo, its not that there i Hthatot an i
much is true. Its just culturally I think there are a lot of people that have a
difficult time giving up infamation that may be substantive and losing control of
that information, putting it, entrustin
but pervasive.
A civilian supervisor from Site B simil
through the barers that information is power holding this information close, so we are
breaking through those wallsé.thatés every

Gener al doxepel baireauaaties hdve empowered themselves by hoarding

i nf or mat i gartof hamad nature,dom &eow this,youd on 6t t hat mean
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i mpor Thatwt olbe mi ndset has to be reversed. o
sharing both between and within organizations is an altruistic behavior, different agencies
or even indivduals within a single agency continue to withhold information, whether it
be for reasons of distrust, skepticism, policy or as a way to maintain some control and
power.
Moreover, wile it seems thathe infancy ofthe analyticaprofessiorpartially
impeds acceptance and integration of analyst.
enforcement environment, resistance persists from within the law enforcement
community stemming from historical distrust of information sharing among law
enforcenent, particlarly between other agencies and the state@. Not only do
commissioned personnel generally undervalue civilian analysts simply because they are
civilian, but outside agencies remain suspicious of sharing informatiorothign
agenciesthe State Pale in particularandmanycontinue tdhesitate to do so. This
hesitancymay stenfrom both a strong tradition dfome ruleas well as a cultural
distrustofone agency t aki nigfornaation and wsing itdocakentany 6 s
investigation, arresir prosecution.The following series of participant responses
highlight the perennial nature of resistance to law enforcement information sharing and
analysis.
An embedded partner from parole in Site A affirmed,
Is it all roses? No because a lotof peopls t i | | dondét believe i
in the sense of sharingéA | ot of agenci
Police. Unfortunately, the State Police has a bad rep for not sharing, of asking

and getting and wanting everything but retiprocating.

A State Police analyst from Site A assigned permanently to the fusion center
remarked,
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This is a new environment for a lot of these guys in higher level positions who

have worked their entire careers [with the mindset] that we shoudahdrikeep

everything in house and not go and share wittte®olice, and even wthiin the

StatePolice. My father used to work facCustomsand when | started hehe

said@ddon6t get di scour agedoshafeinformitont of peo
because e StatePolice has had the reputation of taking a lot of stuff in and not

really put a lot of stuff out

A Detective fran a large local police department assigned assohaio Site A
asserted

There arealotofoldhi nded bosses tshickto][ofraitdyandc at e] ,

dondt share anything. 6 You know, 1itods
of the business of | aw enforcement. Y o
and, 6éoh, he took my informa&ation and ju

While many law enforcement professionals, particularly the veteran personnel, do
not fully support information sharing orfasion centeis activities and products, this is a
belief that isreportedlychanging. Many within the law enforcement commydib
believe that this defiance will cycle out
five-plus year State Palie v et er an, f orfosomeéntercpnammand of Si t e
structure, explained A" We have fol ks that gdbogeoedtedr] have a
does or just flat out r éAfCaptai@ BomSielAt sl owl vy
r eaf f iYourkreow, old mentalities die hard, especially in law enforcement. We
make rather concrete decisions, and we tend to hold them for a longuintigete is
definitely a paradigm shift that is starting to occuf Detective Sergeant permanently
assigned t&ite A further explained
We are not out there making the arrest, all we are going to do is take that dime,
take that nugget, take that infaation you give us and we are going to work it
with all the resources we have here and give you back something you can use in a
positive manner to go out an affect that arrest, to help your investigation. Not

everybody believes that until they see it dmat hurdle is something that is
evaporating, its still there, but that is something that we deal with.
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Poor Planning and Hasty Implementation

The issue of poor planning or impromptu implementation, and the limitations they
impose, emerged ratherindirecy f rom approxi mately 41% of t
interviews. Planning and implementing a fusion center structure and its activities is a
major logistical and conceptual endeavor, and arguably well worth it if done so smartly;
however, their development amdplementation appears to have occurred largely as an
afterthought. The hastiness of planning has been, in part, influenced by the fact that
nationally there was a rather immediate call for fusion centers to be established; however,
this solicitation waslone in the absence of any substantive guidance.

This hastiness is apparent in the following excerpts. An academic that consulted
with Site Ab6s State Police during their re
was invested into the operationapasts of implementing the fusion center. He
explained,

| was involved with the State Polideglping them think through from more of a

straegic level of operating their fusion centeFhey had spent a majority of time

building that building, and as ydunow, it was a tremendous effort putting that

together. But they did not spend as much time figuring out the operations inside

ofit. lcameinathe poi nt when O, thig buidegisegoisgdoy i n g,

come otine, what is it ging to look likeo per at i onal | y? 0

A Detective Sergeant at the same fusion center explained that when the fusion
center first opened, it was a very ad hoc,{aadterror operation. He explained that they
were, fAusing t he tferalongdnbelhérdvidch astyougaasm you f | y
i magine i f you were actually on a plane yo
haw to do what you have to do. o Toget her t

centers activities have been conducted, at least early on, inhaimprovised manner.

An absence of proper processes and policies can be particularly problematic in an
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interagency environment where resources are limited and the risk of partners becoming
frustrated and withdrawing cooperation and support is high.

A seond implementation issue to emerge from the research regards connecting
the internal components of the fusion center together. While significant attention and
effort have been allocated to attaining legitimacy and support from outside the fusion
center, éss thought and energy seems to have been invested in developing a strong,
reliable relationship within the center itself, primarily between the analytical function and
the watch operations function. A Detective Sergeant explained,

Believe it or not] would say the relationship between Watch Ops and the

analytical element Hmnous® sometimes we need to keep out own house in order.

We preach the collaboration and sharing of information and all that good stuff,

quite frankly to do that and to do well in tremeawe need to make those lines of

communication more efficient in here. The problem with that is most of the time,
and | worked there for year, they are degwith emergent, tactical rekile

situations commg bang bang banyyVe have a lot or resoees upstairdyut what

exactly do we do?

A Captain also addressed the detachment
elements. He noted how the creation of the fusion center, while prompted by the need to
overcome bureaucratic obstacles and informattouepipes, itself has created a layer of
bureaucracy and its own series of stovepipes. While the purpose here is not to speculate
if this would have occurred with or without proper planning, it does highlight the fact that
plans were not clearly sped@fl prior to implementation,

One of the Iy reasons they developed the fusion cemtier you read the 9/11

Commission Report? Theglked about eliminating stoyeping. Well, what

seems to have happened is that while we were trying to get rid of veepgbing,

now they set up the fuspppmaddiselfer , and

And within the fusion centethere are other stove pipes. Like Watch Gipese

really is no connection bseen Watch Ops and the analytical elemenhil&V

they may have a meeting once in a whidetthere really is no connection. And

then, the analytical component, which | think is pldipanost valuable part of
the fusion centgthas no connection with anything outside dhganization.
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Latitude of multitude mission

Previously, the fusion centerds broad
since with a broader mission the fusion center is in a unique position to monitor statewide
and regional activities across disciplinary and jurisdictional boundafies is a
valuable position to occupy since it can serve a number of diverse, yet interrelated
customers. A fusion center has the potential to be the thread that links multiple agencies
together, so interagency collective efforts may prevent or soble#gms as they arise.

While this is an ideal function, fusion centers face the very real pressures of serving a
wide range of disparate customers.

The value of fusion center lies in its ability to tailor its products and activities to
t he c us eds regardiess offh@v a customer is defined. They are not intended to
be uniform, onesizefits-all entities. This necessity of latitude creates a practical
guandary for fusion centers, specifically how to be everything to everybody. This
practical diemma simultaneously is occurring while they face limited financial and

analytical resources, an absence of guidance and evaluation, and a nebulous customer

S

base that may or may not understand and/ or

intelligence function It appears that fusion centers may not be able to successfully fulfill

an ill-defined and alencompassing role at this point in their development.

The Importance of Managemeiathe Significance of Personality

The studydés part ioedrpgardingshe strengtesandi r ect | y

weaknesses they perceived regarding thei

products, and the major themes to emerge largely support earlier documented challenges.
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Two otherkey areas to emerge regarding the patdrstuccess or failure of a fusion

center that has been largely ignored in the literature are the importance of management
and the significance of personality. Approximately 45% of the participants addressed the
role management arathird of the participntsaddressetiow some aspect of personality
plays in the developing fusion center endeavor.

The role of management emerged from this research as an important issue,
presumably since, at its core, this research study is an examination of how organizations
are perceived to be functioning from both a structural and cultural perspective. In
particular, it is an exploration of how well the structural and cultural components of a law
enforcement environment are perceived to change in response to imposingskel
and relationships, as well as what factors are perceived to facilitate or inhibit the
|l i keli hood of successful change. The stud
insightful caveats regarding the importance of management from their varying
pergectives in terms of the potential success of the fusion center. In examining
management as an essential component to the success of fusion centers, it is helpful to
disaggregate management into separate facets and investigate how those parts together
seen to influence successful or unsuccessful management.

Not only did the logistical and cultural complexity of managing collaborative
arrangements emerge from the interviews, but also how leadership styles and
management tenure were believed to affect thitiagency environments of fusion
centers. It should be remembered, of course, that the complexities of management within
the fusion center are occurring while couched within the larger system of the police, in

this case the State Police, which itself mu@ti-system entity composed of various semi
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independent bureaus or branches each endowed with their own idiosyncratic management
styles and cultures. Furthermore, the State Police as an organization is embedded within
an even larger system of governmehts compounding the complexity of managing a

multiagency environment of a fusion center.

Managing Collaborative Environments

Three major subthemes emerged regarding management that together illustrate
the different facets of management: the logistcal cultural challenges of managing a
fusion centerod6és coll aborative environment,
fusion centerdés concept, activities and pr
position within the fusion center. Whithree separate issues, they collectively influence
the development and functioning of a fusion center.

From the outset, placing the right people in major management positions within
the fusion center emerged as phatpraparount . M
intelligence plans and structures are in place and functioning towards the desired end
resubsuccessfully serving the customers need
analytical unit, a Lieutenant in the State Police, explained,

| am hered tell you that what produces intelligence are processes that involve

analysis, collection, and production. They all fall under the umbrella of

intelligence management because without intelligence management there is no

way to ensure that their customseri r eal | y s etrpsoplelsginalsig not t

room, and itdike fusion is fring and the Director is thetalking about

everything he knows. There is a management structure to produce that, and the

challenge of course is to make sure that collabmmas involved with the

creativity.

Those individuals in leadership positions have a great deal of influence on the

direction of a particular facility. As a
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important thing, | think, for the leaders to do isniake sure they pick the right people for
these Jjobs because one wrong person wil/ u
reinforced the importance of having the correct people occupying management positions,
arguing that f#fAthese fatasmamagementlevel with geopleust be
with these core competencies to properly identity problems, and recruit, implement and
manage solutions and people. o

One of the greatest challenges for management in a fusion center environment is
accounting for the copiexity of collaboration and integration not only between partner
agencies, but also between enlisted and civilian personnel. It is in this issue that the
challenges of subcultural differences are evident. A Captain and Deputy Director of Site
Ab6s fcuesnitoer 6s task force clearly stated tha
endeavor. Each agency partner has its own bureaucracy and culture. There is a
distinction between integrating people and integrating systems, each equipped with its
ownsetb uni que chall enges and idiosyncrasies.
component elaborated on the some of the practical and cultural difficulties previously
identified by the Captain of integrating not only individuals from various agencies, but
also individuals from various disciplines with different job functions. The Lieutinant
explained,

Well, you have an interagency environmeéno begin with, that d

well. Even if you hadive law enforcement agencies working togetheop$

thereare isues that have to be worked outoPple get paid differently, different

equi pment , | eadership styles of differe

j eal ousl y, dSsueé& Statedice,deddrat, whataver. o$just in a

policing dyname, interagency [collaboration] is an interesting experience. And |

say this, | worked on the JTTF, great experience, and you see folks that come in

and adapt very very well and somendd t . So, i nteragency ju
is difficult.
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Now expaned it to be interagengylusinter-discipline, remember we
have Deprtmentof Health up here, we haveohhelandSecurity, and then also
add to the dynamic civilians and enlisted personnel. And the reason that is
important, if you look back at their trairgntheir experience, and their
badgrounds are clearly different.oSthose baarounds are really interesting;
itds not to say t hatheother.&/e basedrkelligert iolksd s u p
that are analysts and their backgrounds are diftere

You know, exploring the law enforcement dynamic, the mindset of law
enforcementor the most part, if you look at it from a philosophical point of view,
there ae folks that are very enggstified persons. &u know there is a certain
dynamic there with copsThey are recruited for that teusethey are recruited to
take and order. So, now put them in an atmosphere that is all about collaboration,
but not to fault thepbutthey@a n 6 t  dt@lace them in aBollaborative
environment with folks that mayot me endsriented, may be more means
oriented. It certainly makes fon@teresting mix.

The Lieutenantos discussion clearly exe
nature of managing people from various agencies with different discipbaakgrounds
and philosophical beliefs regarding how to best address and solve different problems. He
further described what he feels is the best managerial approach in a multiagency
environment to facilitate both creativity and structure,

| find that froma management perspective at a state fusion center, you have to

approach it from a hybr i d-anddordrel becadseu c an

if you do that then you squander creativity and collaboration. But if you are too

permissivé in the end you arserving a customer, the customer needs a widget,

a produadd so, if you are too permissive, then you may never close the deal in

terms of providing a product. So, there needs to be this hybrid approach that

allows for collaboration, coordination of resows@nd skills and competencies,

while at the same time being done in a command and control or tasking

coordination environment to ensure that the customer gets what they ask for.

While managing collaborative environments is complex and challenging, but
necessary, duty, the qualities and characteristics a leader embodies will influence how
that organization will function since it is the leadership sets the tone for the overall

organization or unit. Leadership qualities that participants identified astanpo

included | eaderso6é willingness to |isten an
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should also have both a clear understanding of and foresight regarding the fusion centers
primary goals and objectives. A Detective Sergeant assigned to thedusiont er 0 s
anal ytical unit felt that, fAthe key thing
you already have people in placeo with bot
intelligence and all the issues that surround collection, analysis asesniimstion.
Participants also described their leaders as progressive, often encouraging their personnel
to think outside the box and push the enve
supervisor] is a very progressive guy, and | think he is always ttgingdge us to reach
for the next |l evel .o
Not only do the leaders within the analytical component affect the path a
particular center will take, but the overall leadership of the lead organization, in this case
the Superintendent of the State Police| faslve an impact on the success or failure of a
particular fusion center. Recounting his tenure at the fusion center, an individual from
the top brass of the Sate Police clarified
counterterrorisicentric, and | wasat...he was willing to listen while | was up there, and
was willing to |l et us roll é[s]o, the Col on
crime analysis. We were going to adapt even though he was countertegogismt r i ¢ . 0
An academicand consultan r ef er enced the same fusion ce
[T]heyhave good leadership suppauarh the very toprbm the Colonelwho
really understands and gets what is going on. He is very heavily involved in all of
these discussions about crinliirgelligence at the national level, so he is a very

informed user and informed leader of criminal intelligence in tagSolice.
That is really very helpful
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A Captain also described how the Colonel reinforces his expectations of
collaboration andnformation sharing on a daily basis, which in turn should trickle down
to the other commands,

[the Colonel] brings his commandeogether o daily basis, so they can

roundtable and they can hear the issues, and they understand right from the
commaneevel how their issues interact and how each one plays a part in the

ot her oneds operation. That then gets d
back to their own areas of expertise.
showing that information shae s €t he commander s are much
share information. When | was a young trooper you never had the opportunity to
speak to a Captain let alone a Major. Now, Majors are out among their people

sharing information, talking to people, talking abpatsonnel issues and tactical

and operational issues.

The Colonel 6s daily meeting with his co
a daily basis within Site Ab6s analysis ele
daily meetings with hiscommaedd s wer e t he model for the fu

unités daily huddles, the fact that both a
the principles of collaboration from the leadersk@pel downward are in place.
In additiontoaleadersed i ty t o managing a fusion ce
environment and leaderships characteristics that reportedly facilitate and support a
successful fusion center environment, the issue of management tenure also emerged in
the interviews. How long should megrers maintain their position before being replaced
with a new leader? While there obviously is no straightforward answer to this question,
several participants indicated that balance must be struck between moving people into
and out of the organizationd quickly and subjecting the fusion center to constant
commotion and leadership instability or allowing a manager to hold the same position too
long and the center becoming stagnant and closed to new ideas. This belief is based on

the assumption that thénere is a lifecycle of managers whereby after a certain point, the
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degree of productivity or advancement that is attributable to what they bring to the
organization may either plateau or even decline. This is an area of particular interest,
particularl since a fusion center is intended to bring new processes and people together
in novel ways in an effort to identify and overcome probi@ras idea that has not been
traditionally pervasive within policing.
This debate of management tenure was evidkettita following participant
references. Two separate analysts commented,
| am al ways wondering if i1itds better to
years or is it better to get some changes once in a while. | think its sometimes bad
to havethesamger son i n one place for a |l ong p
want to have everything in turmoil all the time and have constant change, but you
get in that mode really fast where peop
t hat 6s bad thave adiferentidea B0, hkang of wonder if there
should be some sort of plan, like this person will be in charge for this amount of

time, and then we will see what happens.

and
We had a regime changeé[and] X came on
concept of what analysis is and should be, which is not to say pervious people
were wrong. Most people can only take an entity so far in a transition, and then
its time to pull out and let someone else take over the reins.
It seems that it is not soleln issue of whether a particular supervisor is
successful or unsuccessful at managing the organization, but also cycling new personnel
into the organization or unit provides the opportunity for the entity to progress. This is
particularly relevant in ausion center, especially at their current developmental stages,
where innovation, or the search for it, is at the forefront of their missions. If there should
be a place within the policing environment for change to occur that will cause the least

disrupton to other components of the larger system, a fusion center may be the best place

for that evolution to occur.
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The Significance of Personality

In addition to the importance of management and leadership characteristics, one
of the more surprising findirsgwas the degree that both individual and agency
personalities play in the overall fusion center endeavor. Those persons with management
experience may argue that this finding was exactly what should be expected; however,
from the outset, this study wasgigned based on a background of literature addressing
how all fusion centers should work in thepiry which the human element of
organizatiomal development and growth has been ignpeed a semiefined set of
guestions designed around this literatufree general subthemes related to
personalities emerged during the research. First, fusion centers can provide the
architecture for information sharing and interagency collaboration to occur; however, it
does not guarantee it. Rather, it is the petifecollectively compose the fusion center
that lie at the heart of a successful collaborative environment. Second, three personality
characteristics emerged from the participant interviews that appear to influence the
success of communication and cobiedtiord trust, reciprocity andgenuineness
Finally, the type of individual a partner agency assigns to a fusion center appears to have
an impact on the degree of successful interagency collaboration and communication.
During the course of the reseaistbecame apparent not only from a leadership
perspective but also from personnel, partner and consumer perspéctivédsepotential
growth, success and failure of fusion cent
human element of personatiti As a former Attorney General so aptly explained,
So much of this comes down to personalities, ahagit har d t othaguant i f

simple and that hard at the same ti me.
really pretty si mplebkecause what youtar@ bumpingoqo s t |
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against in bureaucracy is sort of a projection of human nature. How do you
change human nature?

While fusion centers were built as the physical site for information sharing and
collaboration to occur, the facility camly provide the conduit for these activities to be
achieved. It is the people within them and their ability to communicate and cooperate
with one another that together achieve success or faililne fusion center facility only
provides the architectute facilitate the communication collaboration to occur. The
following series of quotes illustrate the general finding that persondlitiesshuman
elemend lie at the heart of a successful collaborative environment. As an outside
consultant explained,

Thearchitecture can be an obstacle or not, but you can have the best architecture

in the world, but the worst people and
big advocate for saying 6build the arch
peopletomneet , i nteract and work together. o

in there. Encourage them and hold them accountable to go out and build their
human network that will help them do their job, which is providing intelligence
on threats to publicadety.

As a Supervising Special Investigator liaison from a datel Office of

Homel and Se c uonlyasyood asahe medple, the persdiesliand the

ideas. hab s what i s r e atsdengonaitesnd sow dlldhatnntett.o . I
From what | have s e emndefiniielysét sr ennogtt Sipaemyfaegc.to b u't
State Police analyst per manetnétsl yniacses itgon ehda v

new building with new furniture and computers, buedlly comesdowh o t he peopl e

His reference again demonstrates that the
success are the people that engage in it.
Similarly, the Lieutenant serving as taealytical unit supervisdo the fusion

center further explainedolw the human element is,
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the biggest element out there than anything else. If you want the machines to do
this work, they would certainly go after that, come up with software programs that
just cull information and identify the key words. Its all abtét human element,

that s what gives it | ife, thatoés what

frictionéManagement is easy when there

biggest challenge, particularly in law enforcemetds the human

elemené per sonal ities always come into play
Everybody is different. We have had different folks from those different

agencies assigned here, and they are al

may not be conducive to other folks, as well, with my personéalitt to me that

has nothing to do with the fusion center, that has everything to do with the

interpersonal dynamics that exist out there.

Which personality characteristics facilitate a collaborative, successful working
environment composed of indiwidls from different agencies with different job
functions? The characteristics that most
regarding a successful collaborative environment \Wwesg, reciprocity and
genuinenessTrust refers to the degrdeat one agency has confidence that another
agency is both competent and honest. However, trust is a quality that develops over time
between agencies through their people, and as such trust is dependent on those
interpersonal relationships. Thus, whitke tmanifestation of fusion centers may impose a
formality of structure and processes, trust is an implicitly human characteristic that
cannot be discounted from the workplace dynamics. This is particularly true since the
balance of power in an integratedvironment based on the notion of equality, such as a
fusion center, appears to be fickle at this point in time. A consultant addressed the role
trust plays an in interagency working environment,

A multi-agency and cooperative effortalvays going to & difficult,a n d | donot

think there is necessarily a technology or a structural solution to that other than to

build platforms that facilitate peva-to-person contact. And when | say person to
person, | say, | think the best informatiorashg and coopation happens
betweenpeople who trust each other. They trust each other to not do something

that will jeopardize either an operation or that will umdiee you organization
or embarrass your organization. So, theget to bea trust in a person. Itsot,



218

oWel I, | tWhuastto st hteh eF BA B 16? I f |1 am si
FBI office and the agent that runs ifThat is the FBI to me. Dbtrust that

person? Is that person honorable? Do we work well togetherg ht ? That 0s

the MBI is.

tti

V

A Detective Sergeant from the State Pol

analytical unit reaffirmed this belief, arguing that trust is the foundation of successful
information sharing between different entities. He observed that,
| think that issomething that is still primarily dependent on personal relationships
The official, you know, collaboration betweenganzations is maybe an MOU or
SOP.Thab gr eat , but ,innyopniogwiass you vawepdople
that can communicate amorge a relationship of trust and honesthh at 6 s al |
takes and once you get that going, it opens the doors for the exchange of
information and improvement of relationships between organizationg that
crosses bgveenlocal, state andfederal
Not only must participating organizations and their liaison personnel trust one
another, but information sharing must be reciprocated. If one particular person/agency is
always providing and another is always taking, frustration and resentment will likely
develop between the two since there is not a mutual exchange of information, and thus
power. This is particularly significant in an interagency arrangement since information is
power. When there is an asymmetric balance of power the relationship @hll lik
dissolve and the overall efforts potentially fail. The FBI analyst assigned to Site A
offered a valuable partner perspective ornprecity. She clearly address#uiat the

relationship in this environment is a twmay street, whereby each party mgiste to

receive. She explained,

Youknowitbs al so t he tiyfpd éamf ntihcieng owhyeorug vy c
L e tfa@esit, people are going teeait you the way you treat them. So, if | sat in

that room and did nothing and gave nothing, theyhatayoing to be too

interested in giving me anytlgnwhich is understandablé think ités because we

are out here in their face giving infor
working very well since | have beenhere. al s o t hi ntkthingtlbs a pe

youaregoingte i t i n a r oo mheaiawho dreoyou? Whorcaresd o o r
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we dondt. &on a$d symality fhiag;ysu have to get ouhere and be
social and be nice.

In addition to agencies trusting one another and engagithemutual exchange
of information, it is important that the partners participating in such a collaborative
environment have an authentic and sincere desire to be a part of that partnership and
network. The physical presence of a person embeddbd fasion center does not
guarantee that the alliance will be productive. The fusion center provides the platform,
but the | eadership from |Iiaisonds parent
dedicated and committed to the concept of thefuprocess, as well as to their partner
agencies. As a Supervising Special Investigator liaison from aletaieOffice of
Homel and Security summari zed, AnNEverybody
involved in this thing. The last thing you ndedo have some people present and that
personality defeats everything.o

An organization is composed of people, but where do the people come from? In
other words, what is the selection process that determines who is placed into a particular
organizatioror unit? Typically, within a single organization, a defined chain of
command and prestablished set of processes are used for selecting which individual is
the best fit for a particular job; however, in the synergetic setting of a fusion center, this
is not necessarily the case. Since a fusion center is a collaborative arrangement between
various agencies and entities, the individuals assigned to the fusion center are provided
by the partner agencies that have chosen to participate in the fusion oeeterce, and
not the host agency managing the overall fusion center.

This can be problematic for the fusion center since different agencies have their

own unique command structures, tailored agendas, and resource constraints. One

n
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subtheme that emerge®dfm t he partici pantdés responses Ww
assign one of their better employees or their figurative problem child. Those agencies
that are genuinely committed to the fusion
human capital to deo, are more likely to send their better employees that are adept to
working in a collaborative environment than those agencies that lack the commitment
and/or resources, who may instead send their less impressive employee. As a State
Police analyst woikg in Site A since its inception explained,
| also think it dependsn who gets sent to fusion centéryou are from the FBI
and youaresomeone they want to dump and you are sent there, you arammpt go
t o make a g osndthinkihgepeason whethe you are getting the
people are not necessarily the most productive people at their job in the first place
or if you are getting a person that is a really good, on the ball person, reatty wan
tobe hereandreallycatges od 6t k n o wtrohtltathbeauseyolccant
tell the agencies who send. $ou have a lots of different personalitiesd
someti mes people adapt well and sometim
different people out there and some of the ones that have been througk,moay
the best choices, but that just meant that their bosses were not necessarily

committed to sending one of their better people. They were keeping the good
people and sending the people they could afford to have go

Summary

A number of findings wereevealed during the course of this research indicating
that the fusion centers sampled in this study are to some degree effective; however, there
remain a number of weaknesses to be overcome if their effectiveness is to be improved.
Moreover, the fundanmtal importance of both management and personalities in any
organi zationds functioning emersppstiopf rom t h
function was unanimously regarded as its greatest strength. Specifically, the fusion

cent er s 0 |aakeibdthithe ynoventent 6f formation and interagency

collaboration, as well as its latitude of mission, is perceived to be reducing some of the
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fragmentation inherent in American policing. Interestingly, their latitude of missions

emerged as both astrgth and weakness. Other identified weaknesses were resource
constraints facing the fusion center; wuser
products and services; the persistence of subcultural tensions; and poor planning and

hasty implementatioof the fusion centers.

It i s clear from the participants inter
only from a business perspective, but also from a cultural perspective since a number of
agencies, disciplines anwbrkipgeovpohreentmake up a
Moreover, the management structure of the fusion center is embedded in and influenced
by the larger organization of the State Police, which adds another layer of intricacy to an
already complex working environment. It appears th#t adership characteristics and
management 6s tenure are perceived to be in
inhibit a fusion centerdéds continued growth
resources in place, including money, peoplagcdity, and other tools; however, if a
management plan, competent leaders and reliable processes are lacking then the center
risks failure.

Upon speculation, it appears that the management issues addressed by the
participants can only be compounded g tact that fusion centers are relatively new
structures with little guidance available to model how they should and should not be
managed. This is further complicated by the fact that there is notsizefas-all
model since there is significant iafon between fusion centers and the environments in

which they are embedded. Moreover, management in policing has not traditionally
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embraced a strong business mindset, whereby decisions are made objectively rather than
on personal feelings of duty, ldyaor intuition.

Finally, both individual and agency personalities emerged as important and
practical factors thadppeartma f f ect t he fusi on centerds suc
centes, their host agencieand partner agencies can issue and implememiaio
agreements and policies regarding each agencies respective roles, obligations and
parameters, very human characteristics and traits will implicitly play an intrinsic role in
the overall collaborative endeavor. Trust, reciprocity and genuinenesseenasrthe
most important personality cteteristics that facilitate fusion cerd@activities and
initiatives. Moreover, an interesting subtheme to emerge was that the individual whom a
partner agency chooses to assign as a liaison to the fusionwgintéely affect the
degree that the collaborative arrangement, and thus communication and coordination,

works.

Research Question 4: Are fusion centersod a
how their consumers use information and intelligence?

In a nut shell,ite purpose cif usi on center 6s armsetsyti cal
access to information and intelligence and deliver analytical products to detigkans
so they may be better informed. ®Bhetically, themore informecare leaderghe better
positioredthey are to make decisions that will positively impact their environments.
However, in order for this to work as it should, those customers must be re@iding

usinginformation and intelligence that meets theiqueneedsat that point in time, thus
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it must be timely and relevanthis then requires that a process is place to ensure that
this occurs.
Severakthemes emerged frotheresearh regarding this issuerirst, different
users have different needs, thus a siegledusionwill notaccurately indicate whether
fusion center products are impacting consudegsisionmaking. It appears that at this
point in time, particular products are being utilized by some customers in some
circumstances; however, this is not ocmgruniformly. There appears to be evidence
that in some situations, select users have garnered a positive use of select fusion centers
products. For example, one particular product, which originated from an identified
customer need and has evolved iatecheduled monthly product, is regarded internally
and externally as a very useful and relevant product in Site A. Discussing the product,
the fusion centerdés analytical unit superyv
At any given time in the state there are folks sittimpad. They could be senior
decisionmakers, they could be detectives, they could be folks with community
outreach, and they are using our products for different reasons. The State Police
Intel is using that product to cultivate sources of informatiaedoice violent
crime. City X police department is using it to allocate their patrol resources. City
Y is using that in combination with their own intelligence to focus investigations
to reduce crime. Our Attorney General, our Colonel are using forypolic
decisions, talking to the legislature about making changes to the laws and other
policies.
While this particular product is perceived as an excellent example of the value a
fusion center analytical product can provide, it appears to be the exceptientinain the
rule. While unable to confirm this, participants from each sampled fusion center did

all ege that their centerds scheduled infor

positively regarded by their constituencies.
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Second, it appears thie fusion centebanalytical services are requestagyely
to support tacticabperatioml and investigativeeeds, rather than strategic onéhis
could be for several plausible reasons. Fingg @ the relative newness of fusion centers
and theirongoing developmertdf strategic capabilities, it may b@o soornto conclude
with certainty if customers are effectively using productddog-term, strategic
purposes. A Detective Sergeant from Site A observed,
Yes, the products have persuaded comeas to make decisions on more on the
tactical level than strategic level. We put out information on current and warning
information on a potential gang situation. You will see that the local, state and
county police depart mewdansedtoilldate r e s po
resources to a potential situation t
level, you have to look at this stuff in retrospect, over a time span, to really be
able to say, O6yes, they deprovidegedicyt o a
options in the past but, have they i
whether it has occurred or not.
The Director from Site C similarly explained,
| think there is still ald of misunderstanding. There aéot of misconceied
perceptions about what fusion cestare for and what they do, whatir analysts
are doing. | think for us, @nof the things we are going fmp we are tryig to
transition more or lessdm that major case support component, to more of an
analysisand predictive analysis compamt, which is difficult to do becauseost
all my analysts have been doing case support for years
Second, it depends on how the user is defined and what are their job functions
within the organization. Different users haliferent information needs. For example,
a patrol officer out in the field is less likely to need strategic information, but rather
tactical information, a detective investigating a case will likely need more historical
information or products to suppgutosecutorial ends. These users stand in stark contrast
to commanders and other law enforcement executives who would benefit more from

strategic information and intelligence products since it is they who are responsible for

allocating resources for spécineeds, regardless to what branch or bureau the executive

n d
h e
ct
mp |
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may be assigned. The civilian analyst supervisor from Site C distinguished between
users, stating

| think there is definitely a difference between the people who really know what

we do, [they] ely on analysis and they rely on our individual thought processes

and what it is we are seeing, and based on all this information, the analysis we

put to the information that is coming in. Then there is another group of people

that have become very weallvare of us and rely on us for information, not so

much the analysis of what it is we are seeing, but we can give them information
that they donét haveél think that the s
every single day doing what they are doitingir primary need is that
information. Il think the command staff
municipals, although they want to make sure that their officers have the

information we are providing, they also rely on us for the strategic [bigrei

information.

Finallyy, it seems that the fusion centerso
influential as they have the potential to bes aldressed elsewhere in this research, two
conditions seem to be hampering prodoctfluence on decisioma k er s: f usi on ¢
analytical units are largely understaffed, thus limiting producti@mly so much can be
accomplished with limited resourceSecond, customersay not appear tiully
understand how to properly task or utilize their fusion cent€his in part results from
the r inability to identify and specify thei
traditionally reactive, prosecutorial mindsef State Police executive formerly assigned
to the fusi on c e ndddresédshislissue dxplainmngi p structur

| think analytical products that come out of there are good in that they are very

well vetted, they are grammatically correct, they look nice; | mean all the window
dressing is good. | think the content is good. The probleavé with the

products coming out of there is they are not alweeful Some of the things

that come out of there they spend the s
the integrity of the fusion center itself, whether they do an analytical product o

pencil erasers or they do an analytical product on counterterrorism, it still has to

be vetted for spelling, grammar, content, all those tRIMBCFRS all of that.

So, you end up spending a lot of time on something that may not be that useful. |
think that what happens is that analysts focus on what they know, and they tend to
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write analytical products about that, and because there are not that many analysts,
you get a limited scope of analytical products.

When probed regarding why the fusion centealgsts are not necessarily tasked

to creatdargetedproducts, the interviewee explained,
Well, there are two things. To some degree that does happen. There are requests
made to the fusion center and that impacts the fusion center work load, the ability

to work because if a lot of requests are made then that is added to the stuff
analysts are developing on their own. The other issue is, like going to a doctor,

you know you donoét feel well, but you r
dondt gtorandsay dneat this pill and that pill. You go to a doctor and

say | donodt feel well. |l think itdés th
management . We know we donodot feel we l |

donot know what to ask for.

The same fusion centerb6s anal ytical uni
bet ween external users and the analysis un
There is always the question, O6wel w h

I,
guestion thwmat sdi dwegdd ask for?06 becau:
engine, you know. There are processes involved with intelligence and is

intelligence is al/l about meeting your
needs, then | ¢ an 06 wantp Fcanvakaelaschagce and semda ct | vy
you things I think you might be interes
are interested in, |l candt help you.

An FBI official, previously from Headquarters and heavily involved in the
National FusionCentdrni t i ati ve confirmed the supervi s
make their needs known,

Il think itdés k-iomhtegg$yndronek éocal golce c hi ¢c k en
depart ments say, Othe fusion center is
particibpatefPdédywel dondét tell them, the f
are they going to provide it? So, what is going to come first? | think if the police
departments were participating and did make an effort to let the fusion center

know what they are lookinfpr or wanting, | think the fusion center could make

steps to provide it.
Thisclearlye | uci dates the i ssue aoefcredtedw produc

specifically whether they are internalllyiven by analysts or externaltriven by
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c ust ome rlidternally,p@dauds. may initiated by analysts whereby analysts or

their supervisors may determine product requirements and collection plans. Otherwise,

products may be requested from the fusion center by the customer to address a specified

problem or qustion. While analysts may think they know what type of product will
fulfill a customerdés needs, production
the analystdriven approach may be neither efficient nor effective at this point in time.
Overt me fusion centerods management staff
Site A noted,

Early on I think we lettheanalgstd ki nd of f ritena&yndt haven k

met all our needs lbausew e W e proidind the proper direction. UBnov we
are providing direction and now they are becoming very intuitive to see where

things are going also. So, we our products are very very much intuitive, insightful

andal so make a dwe haveddarned that meplet the céstomers

drive the neeslassessment. We are not just out doing things on our own and then

force feeding it to you. You come to us, and you ask us something. We will ask

ul t

has

hin

you guestions to help you hammer down what your true needs are, but then we are

providing product to meetoyr individual need, so they are very taifitted. Sq
we are not driving that blast of information on a daily basis. Some days we are

because it has to be, its more reactionary at that point, but when we are looking at

intelligenceled policing and hg@ling commanders make decision, whether it be

internally or externally, or even our private sector, when they come to us and say,

6hey, can you give us a product on X260

actually get to what they want and then givent a very targeted product.

An outside consultant reiterated the importance of identifying and prioritizing

analysis based on executive | eaderos ident
| think you sit down and identify what are the chief thseda public safety, and
t hat s what your intelligence activity
decispn of the intelligence activity. flat should be a decision of the executives,
which | dondét know if that is necessar:i
Severabarticipants did indicate that while anabkgtven products dominated

anal ystés time early on in Site Ab6s implem

whereby a greater portion of products are being requested by outside customers.
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Moreover, when td®ed by customers needs, the quality and utility of their products is
reportedly increased since it is addressin
presumed needs. While it cannot be concluded with certainty, this finding does indicate
thatfus on center ds analytical services and pr

their products likely used more, and thus slowly becoming more valued by outside users.

Summary

The findings suggest selagter groups in some circumstanees properly
tasking the fusion cent er;howevel, thisisindithez i ng t he
uniform nor pervasiveMor eover, the findings also indioc
analytical services and products are largely utilized to support tactical and oration
needs rather than strategic ones. The following two conclusions can be tentatively
inferred from this. Specificallyanalytical products and services are largely supporting
reactive needs, and they have yremakilgo be ce
processes. Rather, it appears that products and services remain supplemental resources.
It should be noted thahis research is limited in its ability to thoroughly address this
particularissuesinkehe spectrum of p octivesrwere reof cust omer
t horoughl vy r epr es e nToendre acauratehhegamme thisdpgriicslar s a mp
issue, inclusion of nehaisoncustomers primarily at the local and state levels would be

necessary, as well as more rigorous research design.
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Reseach Question 5: Are fusion centers innovative?
Are fusion centers activities and products helping law enforcement carry out
traditional police tasks imewways, as well as enabling police organizations to identify
and definenewtasks innovelways? Ardé usi on centers facilitatir
abilities to perform tasks they could not or did not in the past? Are law enforcement
organizations and other partner entities able to provide their services more effectively and
efficiently due to the conceypl and structural foundation of fusion centers? In other
words, are fusion centers innovative?
Addressing this issue is complex and there is no simple, straightforward answer.
There is no single best way to approach assessing whether the fusionarenters
innovative since innovation in itself is not a bounded, absolute concept. In the case of
fusion centers, the notion néwnesss prevalent conceptually, administratively,
technically and practically; thus, it is difficult, if not impossible, to teagehe
innovative influence of each type of innovation since they are not exclusive, and this is
clearly beyond the scope of this research. As the DOJ senior policy advisor explained,
| dondot think there is one ,moneseassf t o t h
you do what you alwaysdgou get what you al ways got,
continue to repackage the old. There are certain issues of old that you need to be
constant. [ For example], you canodt jus
interrogation and interview techniques. The same thing holds true in terms of
fusion centers, in that you have to have access to greater databases, the ability to
search smarter, to have that common vocabulary to add a number of analytical
tools that ling together a number of different sources. | thiri,atl positive,
and there is a lot of innovation in each of those areas.

One of his DHS counterpart also opined

information is innovative, stating,
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One thing that think they do is that they are entrepreneurial. They use
information in ways, they merge information that has not been traditionally
mergedélt is just a whole host of thing
safety perspective thats never been l&ed at. Stas are very very
entrepreneurial.

Nevertheless, based on the collective findings of this research, it is arguable that
fusion centers are in fact innovative; however, they are currently in the early stages of
diffusing their innovative feates into the larger law enforcement and public safety
communities. Based on the research findings presented herein, fusion centers, when
managed and utilized properly, not only enable law enforcement to carry out traditional
policing activities more eftgively and efficiently, but they are also facilitating law
enforcement to approach old problems in new ways by integrating disparate forms of
information, as well as agencies.

Evidence from this research suggests that fusion centers are enabling law
enfacement organizations to carry out traditional police activities, particularly for
tactical and operational assignments, in new ways. First, the findings from this research
indicate that information sharing has increased since fusion centers were lesdablis
While information sharing per se is not new to law enforcement, it is shared more often,
more systematically, and it is more likely to cross both jurisdictional and disciplinary
boundaries than it was in the past. The domestic law enforcement cagnappears to
be sharing information more readily between the federal, state and local levels of
government. Moreover, through the fusion center framework, various state agencies,
such as departments of transportation and health and human services, keem

communicating more frequently with the fusion centers, or at least have greater

opportunity to do so, and thus a small segment of the overall law enforcement population.
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Second, fusion center sd0 pegoiwiotaractel r epor
and collaboration between the partner agencies. This is perceived to be a direct result of
physically collocating multiple agencies into one facility with adjoining workspace. In
the past, multiple law enforcement agencies would collaborate withnotiees;
however, it tended to be under ad hoc, inciggr®cific conditions or in a task force
setting focusing on a single issue. Within the integrated workspace of the fusion center,
and guided by the underl yi ngntdiscatel t ure of ¢
theoretically founded upon, multiple agencies seem to be engaging in ongoing
communication and/or collaboration more consistently than in the past. Not only is
communication and collaboration more consistent, but it likely extends beyond single
issues to address pervasive and interconnected problems. It is unclear at this point in
time, within the design of the current research study, to determine whether this is
occurring more between local and state levels of government or state and feg¢sal le

Third, the results from the current study suggest that the process of sharing
information via fusion centerso informatio
two primary reasons: fusion centers represent a sort of help desk, a centoabarech to
call to either request or provide informat
centers are situated to have a broad statewide and/or regional perspective. Also, since the
temporal window between requesting and receiving informdtam a fusion center has,
at least in some cases, been minimized, law enforcement personnel are able to perform
their tasks more efficiently. For whatever reason, if the fusion center cannot fulfill the
request, if sufficiently developed, they have tapability to push that request to the

entity that may be better suited to fulfill it.
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Finally, as previously addressed, more progressive law enforcement leaders and
departments have employed analysts in the past; however, their status and subsequently
therr products were peripheralized and undervalued by their commissioned colleagues.
While this research supports the conclusio
yet fully integrated, this situation has seemingly improved, at least in a fueter c
setting. There is a growing recognition that analysts can add value to the larger law
enforcement community by creating relevant and timely analytical products if directed by
the needs and requirements of the particular customer. Their statusthtiusion
center setting has been elevated, thus creating the opportunity to have their skills and
products included in and/or supported by the larger deemgking processes of law
enforcement.

These improvements taken together enhances officey8adetactically
paramount responsibility. Fusion centers are intended to be the conduit for which
information from disparate sources comes together to be evaluated by an analyst.
Analysts are then tasked to develop a product based on the needs ofdhmecust
whet her 1itds a State Police commander <cons
detective working a specific case, or a local police department preparggptnd to a
local incident, so the customer may be in a better position to make amédfalecision
based omgreaternformation than he or she magve otherwise Theoretically, the better
informeda consumer, the more capable they are of making sound decisions to maximize
their resources in order to make the greatest impact.

While it appears that fusion centers are largely assisting law enforcement to carry

out old tasks in new ways, the findings also suggest that they are to some degree enabling
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law enforcement to engage in new tasks in new ways. In some cases, fusion centers are
assising law enforcement to garner a statewide situational awareness capability, referred

by the interviewees as the Abirds eye view
the fusion centerods col | e ctda-date shapsiteof vi ces, t
statewide incidents, threats, resources, etc. is beginning to emerge. This function is not
limited solely to crime but all of public safety.

Moreover, the fusion centers sampled in this study appear to be functioning in
some capacity as a centralzclearing house. The fact that there is a focal point for not
only locals and state agencies within a particular state, but also other states and the
federal government, to plug into to move information and other requests is new. Prior to
the fusioncet er 6 s devel opment, a permanent, stre
available. As a centralized clearinghouse, there is access to a greater range of
information. The quantity of information the fusion center has potential access is
reportedly overwhehing compared to prior to 9/11. This unprecedented access is not
limited to state systems, but also federal systems; however, due to a number of practical
and technical obstacles, connectivity to |
limited.

Finally, the majority of fusion centers, including threeha four sampled in this
studyhasadopted a broader threat focus. While law enforcement maintains control over
crimerelated matters, there is the growing recognition that other threats lregeo
Aot her agencies probl ems. o Expanding the

occurring uniformly across the nation. Those states whose law enforcement entities have
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previously had strong emergency management responsibilities areadagying the all

crimes, all threats, all hazardsissions more easily than those that have not.

Degree of InnovatioDiffusion

As discussed previously, innovation occurs on a spectrum ranging from no
innovation to full innovation; however, there areas in between whereby the
innovation may be characterized as either a cosmetic innovation or a partial innovation.
A cosmetic innovation would indicate that while it appears innovative changes are taking
place; in fact, they are only shallow implemerdas of traditional activities and
strategi es. A partial i nnovation would 1in
innovation attributes (i.e. relative advantage, compatibility, complexity, trialablity, and
observability) are evident. In this case, sogenuine changes and modifications would
be taking place; however, such changes would be on a limited scale.

Based on the research findings, Site A was the most innovative research site
examined in this study; however, it too has yet to demonstrdteeadittributes proposed
by Rogers. Based on the research data, it is argued that the fusion center does embody
Roger6s innovation attribute otfstopskobati ve a
function is advantageous relative to the uncoordinstiedture that prevailed before the
fusion centero6és establishment. The center
location with connectivity to a number of people, agencies and databases, which in turn
facilitates interagency collaboration and imf@tion sharing. If successful, not only does

the fusion center serve to facilitate information sharing and interagency collaboration, but
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its latitude of multiple missions enables a single facility to address threats and problems
that would normally regue many separate entities, often independently, to address.

The assessment of the remainder of Roge
compatibility, complexity, testability, and observability) is less straightforward. When
the fusion center is being utilid¢o undertake traditional law enforcement tasks and
support investigative, case support funct.i
complexity, testability and observability is less likely to be called into question since
during these times it is reimfcing what the law enforcement community already knows
and understands. It i s when the fusion ce
proactive activities, products, and nontraditional collaborations, the larger law
enforcement community becomesdecomfortable with the fusion center. Moreover,
t hough not directly investigated in this r
development and growth is clearly dependent on, and restricted by, several internal and
external factors.

In addressing the diffusion of community oriented policing, in his introduction
Zhao (1996, xi) states, ANnThe most wunsett]l
various innovative programs and strategies are implemented, but their outcomes in terms
ofeffecti veness and efficiency have fallen sh
It is asserted here that this statement accurately reflect the current phase of diffusion that
fusion centers are currently undergoing. Organizational change in pgdéineies begins
slowly, incrementally changing until there is demonstrable confidence that the
innovations are, in fact, successful. This research indicates that fusion centers may have

yet to reach the point of critical mass in the diffusion processngast to pervasively
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spread beyond the innovators and the early adopters groups. While on the surface it may
appear that fusion centerso6 diffusion proc
due to the physical presence of an estimated sewantfusion centers nationally, it is
not the presence of a facility, but the strength of relationships developed, activities
occurring within or because of the facility, and the utility of select products disseminated
to the larger law enforcement and pualdafety communities that is innovative.

Based on the research findings, it appears that the fusion center, if sufficiently
developed, would represent a partial innovation; however, all fusion centers nationally
are not developed and functioning to a p@thereby they would be classified as a partial
innovation, but rather a cosmetic one. More research would be necessary to determine

this with greater confidence.

Summary

In summary, the findings from this research suggest that the four fusion centers
included in this study, to varying degrees, are innovative and becoming more so over
time as they continue to establish themselves and further develop their capabilities. They
are not only enabling the larger law enforcement community to better perfoitiotrald
tasks, but they also are, or have the potential to, redefine how law enforcement and other
public safety providers may accomplish various responsibilities in new ways. This is not
to argue that they are perfect or even equally developing, bet &thiork in progress
incrementally improving over time. Their foundatsomavebeenestablishedbut
attention and resources should continue to

they can provide an essential value that no other single eatigntly has the capacity to
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provide. Nevertheless, as discussed in previous sections, their growth continues to be
resisted by select segments of the | arger
dinosaursodo that hauathegsystem.t [iothefusidncenterisand cyc
structured and managed efficiently, it has the potential to be an indispensible asset, not

only to the statén which it is situatedputto the nation as a whole as they continue to

develop a network among therhas and a bridge to other sectors in both the public and

private spherg
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Chapter 7: Conclusion
Discussion
The presentesearch study was designed to address a rather broad range of issues
regarding fusion centers purposes and activities, andhbkusdings to emerge cover
substantial groundome ofwhich reaffirmprior claims and others that warrant further
investigation The studyodés subjects were probed r
been occurring within the law enforcement commuretyarding information sharing and
analysis since the September 11, 2001 terrorist attacks and the slow establishment and
implementation of fusion center®articipantsvere also questioned regarding their
perceptions of whether fusion centers are fidigltheir intended functions and if they
believe that fusion centers are doing seafft i vel y. fiespensesar t i ci pan
collectively indicated that thereis slmglea n s wer ; r ajh & s o ndé paannie is a | |
0i't dependsd6 areimbve HByesdbngrthaonddahbswer
This is unsurprising for a couple of reasons. First, fusion centers are relatively
new entities, and as new entititkeere is no central authoyiregarding their development,
thus, hey continue to search for their organiaaél identities and to build their
credibility with their constituenciesSimilarly, a subfederal collective voice is missing,
thus, collectively fusi on whatheyneafekeptforeader s
financial support) that would hetph em f urt her devel op their ce¢
Second, there is considerable variation between fusion centers, and rightfully so to some
degree.They should be developing their services and capabilitiessponse their
unique needghereforea onesizefits-all model is unrealistic and inappropriat®.

federal policy advisor from DOJ explained,
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in some ways[that is]the beauty anthe resiliency of this stuff because each of
these fifty fusion centerarg in effect different, bu t h a tdbecausept b a
hopefully, they are different lmausethey are responding either the uniqueness of
their political structure and/or the uniqueness of the particular problems they are
tryingtosolve t hen t hat 0s wthwhen yos d&reodederdraldea pp e n .
and being r espon smoveathe sparoewpacdio alfifty al way s
| ocati ons. T handI|®have Heedeing natidna pragmrssgor thirty
years interacting with, and whether its crime prevention or whether its sex
offender registriesr things of that naturgou have different levels of maturity in
each of these in terms of what drives it and where the dollars are
While they will vary on specific issues, such as their organizational structures and
division of labor, fusion centersiguld have some basic functions and capabilities that
are relatively uniform across centers. Arguably, they shioale the abilitymaintain
up-to-datesituational awareness of their environmeitttey should have the ability to
quickly and reliably movénformation, and their analytical skill sets shouldrbleustand
capableome et i ng diverse userds needs.
Nevertheless, the primacpnclusions to be drawn from this study are as follows.
Interagency and interdisciplinary information sharing $eemindy improved since 9/11
and this, in part, appears to &ttributable to fusion centers. Fusion centers offer a
centralized point of contact for tHaghly fragmentedaw enforcement and public safety
communities and this appearto be their greatest stigthat this point in time. Not only
are multiple agencies collocated into a single facility, thus decreasing the physical
proximity thatoftenhampers communication, but there is also greater collocation of
technical databased.his does not mean thahy employee from any agency can access
any informatim they want whenever they want; howevedoes mean that they have a
formal and direct line to the appropriate agency from which they are seeking information

if that particular agency have formed atparship with the fusion center and assigned

personnel to the centeAssuming they have the need to know and the right to know (if
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the requested information is classified), then they can directly request the information
immediately in persarthus impreing the timeliness of information sharing

Not only does the physical architecture of fusion centers minimize or remove
some otthe physical and technical barriers that have long been identified as troublesome,
but theyalsoappear to béelping to mininize some of the cultural barriers that have
historically impedeadtcommunication andollaborationbetween lock state and federal
agenciesas well adetween civilian and enlisted personn€his is not to claim that this
is occurring equally across dlision centers, butther participants at all levels of
government, regardless of their designation of civilian or enlisted, indicated that fusion
centers, in both architecture and concept, have helped minimize some cultural barriers
between informatiosharing and collaboration

It is important to notehowever, that it appears that this finding is largely
restricted to within the fusion center. Thus, it is suspected that that physical distance has
a positive influence on social distance. As one ra@lgsically farther away from the
fusion center, the social distance also increases, and thus support of and commitment to
communication and collaboration are diminished. However, as fusion centers become
better understood arsidipportedy different usegroups, physical distance may become
less influential.

While fusion centers appear to be facilitatommmunication and collaboratiday
minimizing orremovingvarious barriers, its argued that they have yet to develop robust
analyticalcomponentsparicularly those withconsistenestimative and predictive
capabilitesRat her, it seems that a significant

activitiesare solicited to largely support, rather than define, tactical and operational

a
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needs This researchevealed that the analytical activities occurring within the fusion
centers largely revolve arouivestigative, case support activities, such as background
checks, facial recognition checks, and network analysis. In addition, analysts are
assigned to wnitor paricular groups or crimes viapen source and restricted channels,
producingad hocbulletins, alerts, as well asheduled products and assessments.

While fulfilling tactical and operational needs are important, fusion centers are
intended to kift the analytical focus towards proactivity and prevention, rather than case
support, investigation and prosecutiorheir analytical deficits appear to be attributed to
severabplausibleissues, namely that criminal and intelligence analysis withawa |
enforcement setting is comparatively a pssfenally young occupation. In addition,
some user groups misunderstand the purposérategicanalysis and analytical products,
as well as whaare their rolesn the overall procesdUntil a strategieorientation is
incorporated into the currel#w enforcementulturesand pr acti ces, the f
analytic functions will notikely reach their full potential.

Developing a robust analytical capability is partially influenced by the resources a
fusion center is able to secumjmarily financial capital and human capital. safficient
numberof experiencednalystsare needed to successfully develop a reliable analytical
capability. Analysts employedat the subfederdével appear to be inexperiead in that
they are either young, and thus have limited work experience, or they are older, but
previously employed in more clerical or dispatcher job roles, both of which do not
involve an analytical skill setMoreover,the analytical field currentlyacks standardized
trainingand other professional standanassulting in a workforce with substantial

variation in training and background. Also, the scope of analytical responsibility (i.e.
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strategic/proactive vs. tacticadactive) and the diverse ayraf (potential) customers (i.e.
local vs. state vs. federal, private sector vs. public sector, and executive leaders vs. rank
and file officers, and uniform vs. investigations), and thus their needg@isars to
compound the problentinally, while the analytical field must continue to
professionally mature, the law enforcement community must also change how they
engage in the analytical process and how they perceive analysts as colleagiles. W
analyss Occupational status has seemingly improveer ¢he yearancluding in a
fusion center environmerthey are yet tavidely be perceived as equals to their
commissioned counterpartégain, enlisted personnel that work closely with analysts
appear tde more receptive of their skills and produtizwever, those that do not often
work in conjunction with analysts, may not fully understand and appreciahel deel
value an analytic function can garngrplonging arunder appreciation dheanalytic
professiorwithin thelargerlaw enforcement progsion
Whil e fusion centers were established t
anal ytically O6conne cdevelogeewitk strorgy codntet hey al s o
terrorism focus Fusion centers were largely established in response to the 9/Irfisterro
attacks based on the prevailing belief at the time that local and state law enforcement
agencies should integrate counterterrorist capabilities and responsibilities into their list of
duties. However, over the years, determining to what extent coamoeist activities
should harnessed within fusion centersdé mi
crimes and/or all hazards approach, where counterterrorism is a part but not sole focus.
Based on partici pant Ohethieatdf ®rosmesws , it i

perceived to be neither absolutely paramou
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activities. The terroristelated incidents or connections that have come to light over the
past several months, much less years, howdeesuggest that while local and state law
enforcement agencies cannot dedicate their time and resources solely to counterterrorism
activities, nor should they, they cannot adopt a flippant attitude dismissing law
enf orcement 6s ¢ ounJdulgaf2089 anamber efrerrorsttes . Sinc
incidents originating and/or occurring on American soil have been uncovered and
publicly revealed, many with alleged links to either radical Islamist ideology or known
associations. These and other inciderdgcatte that there is a legitimate threat of
terrorism, including homegrown terrorism, motivated by various ideologies, some which
were once perceived to be distant. Recent incidents, and cihggesthat the threat of
terrorismshould nobe dismissethy the domestic law enforcement community.

The reality may béhat terroristrelated threats will bprioritized differently by
each fusion center based on toafluence of several factors, including but not limited to,
constituent demands facingeackfuon center, a fusion center
whether there is a history of terrorigelated incidents the areaas well as the
resources available to a particular center. Terrogisted threats are not equally
distributed, thus each centdrosild assess how best to utilize their resources most
efficiently and effectively. Nevertheless, it is argued that a fusion center is the
appropriate type of facility where the boundaries between local, state and federal law
enforcementas well as othezntities,should lawfully merg®r overlapand agencies
collaborate with one another to address a range of shieeluding terroristrelated ones

It has been argued up to this point that fusion centers are partially fulfilling their

intended purposebpwever, it is also argued that fusion centgesstill engaging in
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marketing their services and capabilities to different constituen€iesy continue to
market themselves to all levels of government to varying degiidesfact they continue
to focuson marketing implies that they have yet to demonstrate their capability and
credibility totheir customer basend thus have not been integrated into the larger
systems they are intended to serve, namely law enforcembistis not to argue that
they have not received buiy from any entities; rather, it is to argue thatal, state and
federal law enforcememtgencievary in their understanding, acceptaacel useof the
fusioncente@ ser vi ces an dthgriewldicanmsment elgeir we | | as
respective fusion center

Federally, a field officeb6s supervisory
agent and/or analyst into a given fusion center. Thus, the degree of commitment and
strength of partnerships are largely left to the pelg@sand managerial style of a
feder al agency 0 sod dtenmtlvalsituatiarit beste Losallypsemev i s o r
Police Chiefs and other administrators buy into the fusion center and actively collaborate,
while other choose to not. It appears ¢oabhitor-miss with municipal police
depart ments. A number of factors may affe
participate with and utilize threfusion centersuch ashedistance between a local police
department anthe fusion center, thezg of the local department, the extent that the
Police Chief isknowledgeabl®f his or herespective fusion center, the degree he or she
values the use afformation and intelligencm policing, and how far beynd their
borders a local #lice Chiefis interested in stayingbreast of crimand other threats

Moreover, and most interestingly, fusion centers continue to struggle to receive

buy-in and support from the State PolicEhis findng was initially counter intuitive
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since it was presumed if @mganization cannot minimizatra-agency barriers then
inter-agency barriers nyabe more difficult to overcometHowever, based on
par t i cesporesestthiisss notthe case and it ienotelyclearas towhy. There
are a few possible reasons whgy havemight yetbe accepted by the larger State Police
organization The fusion center may be perceived by other bureaus or branches as a drain
on already limited resources. Thus, competition over severely limited resources creates
conflict betweerthe fusion center and other State Police branches or bureaus. Moreover,
older personnel often hold commaledel positions, and if are not supportive of the
fusion center, then their disdain wil/ I i k
perceptions ofhe fusion center. Finally, a fusion center may not be providing valuable
services or products to their State Police colleagues. Like other users, if they are not
perceived to be usefbly their customers, then they wiikely not be supported.

While fusion centers provid®r have the capacity to providaultiple
communities of interest centralized platform with orgtopshopfeatureshathelp
streamline the movement of information and facéitateragencycollaboration they
continue to face aumber of formidable challengefesource limitations, together with
userso6 shortcomings were cited as the two
mitigate. Not only do fusion centers face financial constraints, space limitations and
technical software and interconnectivitshallengeshiring, training and retaining analysts
has beemne of their greatest challengddoreover, if a potential user does not
understand how t o r equ eidentifytandedmmunicaiesheio n c e n
needsand utilizea c¢ e @aralgticabpsoducts in their decision making processes, they

will likely not collaborate witlor otherwise suppothe fusion centemvhich in turn
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could influence subordinates and colleegperceptions of the center.o@sequeny,

this could contaminaie ot ent i al future user sdthprer cepti o
challenges were the persistence of subcultural resistance, poor planning and hasty

oversight, as well as their latitude of missions.

Fusi on cent e rashestleeesaibed gs@ngamitraileanderror
endeavor. It seems that little forethought was invested in how they would operationalize
the concept of fusion; rather, they have improvised and adjusted over theTy@ars.
conclusionis evidentinaocmment fr om t he Director of Sit
today we will do tomorrow. What does not work today we will get rid of it. We are not
wed to anything. So, every time we fly the plane, we trim the paths, make adjustments
and ke e prhiggisosonmeghatainsurprising since fusion centers aredsistn
entities and have received little guidance until relatively recently from the federal
government Again, they still lack a unified voice, which could be leveraged define and
refine their neds as well as to garner greater federal support.

Moreover, as they have continued to devethpconnections between the fusion
centerso6 i nt ereportedly oecurredgspeaitakly the analydical elements
and watch operations functiomhishas created a stovepipe of sorts in its&his was
reportedlythe case in two centers included in the study. The final challenge to emerge
from the participaris interviewsis the latitude of mission®any fusion centers have
adopted particularly thos that adhere to tHeoady definedall threatsall hazards
missions. While fusion centers need the latitude of missions to address a wide range of

issues, and thuscustomers, the latitude simultaneously creates a practical burden of trying
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to beeverythng to everybodyparticularly when they face tladorementioned
challenges.

While the strengths and challenges to surface from this research lagféhyre
those identified irprior literature, as well dsy practitioner knowledge, on fusion centers,
the importance of management and personalities unexpectedly em@v/géd.arguably
a mundane and managerially predictafiteling, the findings from this research suggest
that wellstructured management, strong, progressive leadership, as well as irdividua
and agency personalities, should not be dismissed, each influencing the potential success
of a fusion centerThis finding was surprising because it is an area that has been largely
ignoredin the academic and professional discourse surrounding fusigars Not only
should there béormal policies and procedures in place to guide a fusion cerger

activities,but the less tangible influence of people shawdtibe discounted

Policy Implications

A number of policy implications can loerivedfrom t he st udhbiees f i ndi
generabpolicy areasare presented in this section, specificilg need foa multilayered
educatioml componentailored to differentonstituengroups the need foperformance
evaluationof b ot h f us i esancoatoomeandstti nged far greaters
oversight An inclusive policy plarwill, among other thingsequire both substantial
forethoughtand integratedccountabilitynechanismd both of which appear to be
currently missingrom the larger fusion centendeavar With proper planing, action
and fundingjt is argued thathesethreepolicy areas togethenay help guide

policymakers and leadefgrtherdevelop theif usi on center 6s. servi ce:
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Educatioral Component

Since afusioncenterisasked to serve a number of di
Gducatio® assumes different meanings as the au
the fusioncentdrs st r uct ur Assuach d mutiadetedveducatienal
component is proposed that dually progresses from targeted training to an outreach
function to a public relations campai¢geeFigure5). A fusion center is part of a larger
system thaat its core is law enforcemeagntric; however, like the larger law
enforcement community, tHfasion is but one symbiotic element of our larger society. A
fusion centerds place within the | arger so
fusion center is a microcosm of civilian analysts, commissioned officers, and other
embedded personnebin various local, state, and federal entities; however, it is
managed by, and itself embedded in, a larger law enforcement organization, typically a
State Police agency. A State Police organization is also one piece of a larger public
safety puzzle, whit together with the private sector, supervises and protects the
infrastructure of larger society. The larger society, of course, is collectively governed by
public officials, who are elected by the general public.

Fusion center s6 pmvide tmely, yeleant and dctiomahle i s t o
information and intelligence in some form to a customer however the customer may be
defined. Therefore, a fusion center must
otherwise, they are not useful, they will be peredias a drain on valuable resources and
a waste of time, and eventually riskihg discounted all together. In order & fusion
center to know which services and products to prodifferent constituenciegand how

best to provide thenmglationshig should exisbetween a fusion center and its various
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constituecieswh er eby each group recognizes and un
and expectations. To do this effectively, an ongoing and institutionalized educational
component tailored to diffent user groups is imperative, so that each customer group
should understand the purpose, tools and processes of a particular fusion center.

Targeted analytical and technical training is clearly necessabptbranalysts
and officers embeddad a fusbon center, while an outreach component would better
enable a fusion center to instruct the State Police and other public and private sector
customers regarding a fusion centerds seryv
developand strengtheinteragency partnerships. A wider public relations campaign is
needed to inform elected officials, the me
presence and capabilities and to help remove some of the uncertainty surrounding their

functions.

Figure 5: ProposedEducational Componert Tailored to User Groups

Outreach
Component

Personnel
Embedded
in Fusion
Center

Technical &
Analytical
Training
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To sufficiently serve customersod needs,
assigned t@and embeddedia f usi on center 6s arecaileyti cal ¢
standardizedongoing analytical and technical training regarding both inteltgeand
analysis. Itiscleard m t h i dindsds that godssderable work is needed to both
devel op anal yst s 0oOucdargtanding bf inteligens€hisisnah areaf f i c er
long identified, and receiving considerable attention from the professional, academic, and
federal communities, so it will not receive considerable attention here.

An educational componerg conceptualized as encompassingertban
technical instructionhut an outreach functionAn outreach function can not only
identify potential users/pagnsa nd educate them r @gpsedi ng a
resources and productsyt also provide an official point of contact for both repeat and
new users/partngrincluding nortraditional partners, from both the public and private
sectors Public sector would include municipal police and sheriffs agencies, the State
Police, and other local and state agencies, including emergency management and health
and humarservices. Private sector business, partibpthiose that own and provide
major infrastructureshouldalsob e educated regarding the fus
capabilities. As an executive from a stalevel Office of Homeland Security stated,

A P aerstand customers need to understand that they are truly part of the fusion center;
they make it up. ltés only going to be as
with it.o

The studyodés findings indicatialdifficultyat f us
receiving buyin and support from within the State Police. This may be because the State

Police is composed of subunits with different functions that may either conflicongth
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another or be so removed iincne another that there is kitteason for them to interact.

A targeted outreach component may be beneficial for educating the various bureaus or
branches regarding the value the fusion center can provide to each of their duties and
functions, regardless if they are investigationsniadstration or operations.

A public relations campaign should be devised to educate elected officials, the
media and the gener al public regarding fus
important that elected officials, not only at the statelldwt the local level have some
basic knowledge regarding the fusion center. By engaging with a fusion center, elected
leaders, like law enforcement leaders, will be more aware not only of what may be
happening within their local jurisdictions, but aladhe their neighboring jurisdictions
and the statat large Also, it isimportant that public officials know and understand the
fusion center since they can be pivotal in identifying and securing funding streams.

Providing an open, transparent averfior the media is also a worthwhile
endeavor. Not only might this heduell some of the uncertaintstigma fear and doubt
enshrouding fusio centers and intelligence workalsosends an unprovoked message
that the fusion center is a legitimasairce. Engaginghe mediamay curtail the
medi abs creating news spin that pl®hageet uat e
cursory knowledge of t he,partnershipsandadiviteser 6 s e

It is not being suggested that @te or sensitive information or operational
activities be divulged; however, there is little justifiable reason to keep the fusion center
cloaked in secrecy, particularly since they are a legitimate law enforcement and public
safety support apparatus. Tablic is well aware of the purpose and activities of their

local and state law enforcement officials. In fact, many departments have a community
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outreach unit or contact within their department intended to be the link between the
depatment and their aostituency, andhere is no foreseeable reason the fusion centers
should be any different-or example, Site D hosted an open house for their fusion center
where they invited both the media and the general public to their facility. Several
speakers, indding the Superintendent of the State Police, a Captain and a DHS
representative gave presentations on different facets of their fusion center, held a
guestions and answers session, and offered a tour of the facility. This gave both the
media and the puigl an opportunity to become familiar with th&usion center.

A robust educational component addressing the responsibilities and expectations,
as well as the weaknesses and misunderstandings, of all relevant participants is necessary
if the fusion centeeffort is to continue to positively progress. ldentifying problems,
developing requirements based on the identified problems, collecting relevant data,
collating and analyzing the data, and product development and dissemination is not
restrictedtoacéner 6 s technical and operations, but
towards truly wanting tengage one another, lawfultyoving informationin a
coordinated fashigrand systematically collaborating on various issues and problems.

Furthermorean edgational component should not be restricted to what services
and products the fusion center can provide to its customers, but what customers can
provide to the fusion centeCustomers, particularly from the law enforcement
community, need to be educategjarding how to think through and design ways to solve
their own problems, rather than relying on an outside source, a fusion center or otherwise,
to do the work for them. Aslaw enforcement veteran and representative from a state

Attorney fReopmaedal 6s Of
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ltdés really up to the | aw enforcement
well, and that is to understand the critical function that the fusion center and its
analytical component plays in law enforcement and public safety. They go on
tour [of the fusion center]; they are amazed by all the graphics and all the screens.
| am not truly sure they understand the importance of the component parts, and
how they play a role in shaping public safety.

Evaluation

In addition tofocusing oma sibstantialeducational component, a systematic
evaluation component should be tailoredrieet the idiosyncrasies oparticular fusion
centersoall stakeholders will be able sssessvith confidencevhetherac e nt er 6 s
processes and produeteuseful brtheiruniqueneeds Poor planning and hasty
implementationtogether with thessortmenbf customers fusion centers are trying to
serve hasproven to be challenging. his challenge could be minimized if fusion centers
leaders and personnel hadreater sense of certainyf O what worudsasd f or
and different issuesNot only would the fusion center be able to modify their services
and products to be more efficient and effective, but if they could demonstrate their utility
with measurald outcomego better market themselvakentheir credibility with outside
agencies woultlkely be increaed. Increased credibility would likgbpsitively
influence use®confidencdevelsin the fusion centepotentially garnering greater buy
in, ard thus cooperation and suppdrom various user groupsWhile measuring
absolutesuccess and failure is amaccurate scienda the uncontrolleégnvironmenof
the real world, havinthe ability to asseswhat works, as well as what does not work, for
differentcustomers igssential

Evaluation should be ongoing and should address both the internal activities of

the center, as well as the external usass products and servicabus both process
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evaluationsandoutcome evaluatiorshould be priatized. Together, such evaluations
will, in time, accumulate to a detailed body of knowledge fpagicularfusion center,
its partners, customers and policy makers, which can in turn inform future activities and
policy directions for continuegrowth and improvement Developing, implementing and
monitoring a functional evaluation component will require a dedication of resources to
identify, track and monitor predefined performance indicators. Determining performance
standards should be, in part, tesponsibility of oversightodiesin conjunction witha
f usi on parteenagencie8, snanagers &atlersas well as the leadership of the
host organization, namely the State Police.

With the capability to eval usohnoenteosneds o0
would be less likely to create and distribute irrelevant information, contributing to
information rut. The information rut is the cyclic process of receiving, rehashing and
redistributing information or products in an effort to demonstraea particular fusion
center or agency is productive. The information rut exemplifies that expectations are
poorly defined and grounded evaluation is absent from this relatively new information
environment for law enforcement. Law enforcementhasttad onal | y r el i ed c
countingd performance measures, such as th
and clearance rat@sall of which are reactive measudeto assess achievement, and thus
success.

The problem in a fusion center environmeihtene the primary goals are
prevention and detection the quantity of information does not makes a positive
difference. Rather, it is the relevancy, timeliness and actionability of that information

that enables decisiemakers to anticipate risks and pldaragegically that together
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determines informationb6s value. I f mass (¢
disseminated, then the overall system is burdened and the risk of critical information
being missed or not reaching proper consumers that trudyinaee high. When
information overload occurs, recipients are less likely to pay attention to incoming
information, and over time they may altogether ignore the information. Moreover,
information production and dissemination should be targeted twtllexcu mer 6 s need s
defined by the consumer, not the fusion cenfesworn supervisor from Site B
explained,
Sometimesl hear fomthe people in the field is that there is just too much

[information] coming outlike avhy dol need to know about sométly two
counties over why kids are sigkd believe sometimes there is too much. As a

patrol guy, Il want to know certai,n thin
so | feel or these guys. They are lilggre is another one of these messagdd an
have to lookatiteMy concern is that it will get

look, erase immediately and you will miss the bigéoneall it the circle of
information. So many people are so big on information, all the states have their
centes kickedup, [even] counties form mini groups, and we will sometimes get
put on their list. They will put something out, we think its important, kick it out,
and then a few montHater it gets kicked back to us.n€e the informatioms out
thereyouca 6 t s tharepis justtso muchTinformation out there, so much
going on.
Currently, if perfemancemeasuresire being utilizedy a fusion centetthey are
at best rudimentary means of evaluation, such as tracking the nunihesrafng
requests to &usion centerwhether requests are made by new or returning custooners,
the number of products disseminated by the cénlbean counting measures that mimic
how law enforcemenperformance has traditionally been evaluated. Evaluation may be
an abstracand daunting issue f@rfusion centels management, particulaifytheir

centers provide a range of services, some reactive and others proactive, some solicited

othersinterndly-initiated, some resulting from formal requests and others by informal
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onesMoreover, a fusion cent er Oarinvestigabolisv e me nt
often not recognized or publicized. In fact, a fusion center itself may never know

whether information or services they provdd® in some wayacilitated wasusedor

effectivein either a particular investigation or more strategic planning activities.

Addressing these gaps will be beneficial not only to the particular center, but it will

contribute to a growing body of knowledge that other fusion c&teanagergan then

draw upon.

Oversight

Though nota novel policy matter, the finebmponent of a comprehensive policy
agenda is implementing and institutionalizing a permanent oversight function. Not only
should there be over si gldoperatibnalactiitiessbut@aleo c e nt
oversight ensuring that their information and intelligence activities remain within lawful
parameters. Oversight boards or committees are important supervisory mechanisms that
serve a number of functions. They offerdance, monitor performance, confirm that
proper protections are in place, reassure
ensure that their respective entities properly adapt to environmental, social, and legal
changes over time.

Based on thisasearch, it appears that an oversight function within fusion centers
is either superficial or an addendum. Convincing evidence did not surface during the
course of this research indicating that advisory or oversight boards, if in place, are
integralparto f t he fusion centerdéds planning and f

|l ater o mentality appears to have dominated
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to argue that the fusion centersoO6 manageme
obseving the law and protecting civil liberties; in fact, quite the contrary. Fusion
centerds | eadership and personnel are very
legal boundaries of collecting, using and sharing information. Rather, it is drgre=d
that a formal oversight infrastructure with expert knowledge, checks and balances,
regular input, and close supervision is largely absent. Forethought and strategic planning
should be brought to the forefront, prioritized and invested in as a flamiahand
critical component of a fusion center.
An oversight function may take a number of forms. A particular fusion center
may have a single governing board with various advisory boards and/or committees and
subcommittees assigned to oversee and aslgagsicular issues. A governing board
could be entirely separate and independent from advisory boards. There are different
several structural combinations an oversight function may take, and the appropriate
combination should be tailored to the indivadlfusion center. An argument will not be
made here regarding how a particular oversight function should be structured and the
types of professionals with which it should be staffed; rather, it is argued that an
oversight mechanism is crucial and shotitdis, be a highly prioritize. An outside
consultant skillfully suggested why an oversight function within a fusion center context is
not only wise but imperative,
[ But] you have to set that [i.e. oversi
off, I think the nature of enforcement, whether its law enforcement or other public
safety institutions, is to be aggressive. They are going to be aggressive up to the
point to where someone tells them to stop, and | think that is just the nature of the
activi t y . So, ités good to have an indepe
hel ps with public perception. 60k, the

believe they are doing it because they have brought in people whose nature of
their businss is to challenge this sort of stuff, so we know that is being taken care
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of . We are being protected. Number thr
in place, whatés going to happen? Soon
incident, yok now, where somebody does somet hin
although 99.99% of what you are doing is right, within the bounds, you have one
incident or person that goes outside of it, and then it challenges the entire activity.
|l f you dondesignell sgsenht®eimyt o prevent so
going to be foisted on you in a crisis,
For continued growth, a fusion center will need both the support and participation
from various partners, customers andstduencies; however, they each must be familiar
with and understand their fusion centero6s
systematic educational components tailored to particular user groups are necessary.
Moreover, the dmerionsitcewniterbwes acarsfti dent i n
capabilities; specifically, that the fusion center will meaningfully and reliably serve their
individual needs in a timely manner. As such, fusion centers should have the means to
routinely measure their pcesses and outputs via an institutionalized evaluation
component. Finally, a structured oversight function should be prioritized not only to
ensure the proper protection and use of «ci

ot her consumaetdenpanti ot her unique needs,

credibility.

Limitations and Future Research

It should be expressly noted that these conclusions are based on the research
findings extracted from t he Inmdditidnitoche pant 6 s
methodological limitations outlined in chapter five, the greatest weakness to emerge
while analyzing the interview datvas the absenceefx t er nal user sod per s|

utility and effecti ven eastsitiepandserioes f usi on ce



259

particularly at the local levelWhile representatives from partner agencies and entities at
all levels of government eithembedded in &usion center or working closely with
fusion centers wer e i outsidlewsers dithless systématicst udy 6
involvement with the fusion centers were not identified, solicited and, thus, included.

While it would be impossible to generate an exhaustive list of potential users
there are several subgroups that would be impottesttlicit for participation in future
research, namely troopers, detectives and commanders within the State Police, local
Police Chiefs and their tejprass executives, public officialstherpublic nonlaw
enforcement entitiethat use the fusion centas well agrivate sector entities.
Systematically including such perspectives would yield a more accurate appraisal of how
useful fusion centerds services,aawedllaspr oduc
what | mpact f usi opnr ocdeuncttesr sadbr es ehravviicnegs- oann dd i f
making processes

In addition to including more user/customer perspectives, future research on the
topic should be more focused and controlled. The current research study explored a
broad range of topicend unsurprisingly concluded a broad ranggesferafindings.
Multiple fusion centers and multiple perspectives within each fusion center were sought
in an effort to determine if resporsseere generally consient between sites and
subjecs. This goproach was taken since theseviery little documented research on
fusion centers available, as well as a great deal of uncertainly whether sites and people
would cooperate in the study. Again, law enforcement in general, and fusion centers
specifically, ae often closegystemenvironments to outsiders, particularly those asking

guestions and evaluating their responsEse broad researajuestions investigated here
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haveidentified areas needing further researEliture research should focus on defining
research questions neonarrowlyand devising measures to operationalize and quantify
the various facets of fusion centexdivities and productsMoreover, pattern matching
centers and people more closely would be beneficial. Centers could be pattfredma

on a variety of characteristics, such as structure, partner/liaison representation, product

development, and staffing.

Summary

The findings from this research suggest that a number of changes related to how
U.S. law enforcement thinks about and pdes security have occurred since September
11, 2001. Since 9/11, Americabs awareness
increased, and it would be a grave mistake if the law enforcement community ignores
that it too must adapt to changes ocitig not only in their immediate environments, but
also those occurring on a greater, more global level. The world is becoming figuratively
smaller, and threats once regarded as distant and irrelevant are becoming ever more
influential. However, this padigm shift extends beyond threats, into how processes and
relationships are changing within and between the law enforcement community and other
public safety communities in an ever more technological and interconnected world.

Other service provider industs are changing their views and practices, or are
trying to, to better acclimate to the current financial, political and social environments in
which they are embedded. Some are rethinking their philosophical foundations,
becoming innovatively businessinded and adopting more technologicaliyven

strategies and practices since traditional paradigms and practices have proven ineffective
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and unstable. For example, a recent Newsweek article is devoted to the Cleveland Clinic,
a nonprofit academic medat center that is revolutionizing the way health care is
provided by shifting its philosophical beliefs about how medical treatment should be
administered, but also by adopting new organizational practices and harnessing advanced
technology to support arfdcilitate these beliefs (Adler and Interlandi, 2009). In an
effort to provide high quality, cost effec
Delos Cosgrove, is relying on eviderAzased medicine, using the tools and technology
of modern managment to integrate and better coordinate hospitals and their doctors.

Among a list of changes, he has restructured departments traditionally organized
by specialty into fAinstituteso organized b
autonomous doctorocmp et i ng for patients and doctor 0:
tests and procedures, Dr. Cosgrove manages a clinic whose doctors are salaried and
annually evaluated on a list of criteria, including infection and readmission rates, patient
satisfactionand research. He has implemented an integrated and interactive computer
system that not only tracks in reahe intravenous drug administration, drug supply
closetsd6 inventory, and monitors patients
meticulaisly monitors and measures its performance across a spectrum of indicators, but
they are one of the few hospitals to routinely publish their data and findings, always
mindful of how the system can be improved, evidenced by itsgétgon staffed
Strategt Planning and Continuous Improvement Department.

This innovation is occurring in an industry that is often resistant to change; not
necessarily resistant to changes in medical procedures but resistant to changes in how the

busines®f medicine is run anthanaged. This example is detailed here to make a
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pointd that changes in various service provider industries, even resistant ones, are

occurring, stemming from very clear and recognized needs, namely that the way business

has been provided up to this pamneither efficient nor effective and should no longer

be sustained. The Cleveland Clinic is changing how medical providers conceptualize and

practice medicine, albeit it too is met with resistance and skepticism. The traditionally

conservative, autonooois medical industry that too often relies on outdated subjectivity

and unfounded all egations of o6what wor ksé

gravitating to a holistic and teamwork mentality relying on scientific data and evidence

based practices, fimer empowered by technology and meticulous evaluation. Not only

is the clinic dedicated and committed to the present, but also the future, forecasting and

exploring how not only to better provide medical services but also to better manage the

business omedicine. These same principles, and hurdles, are also applicable to law

enforcement s adoption and use of a robust
Like other industries, the business of policing should also rethink traditional

paradigms and practisend proactively seek out ways to advance not only policing

strategies but the business of policirigke the previous example, American policing is

an autonomous and highly fragmented profession that, in practice, too often relies heavily

ontraditonad i nvalidated assumptions about O6éwha

enf orcement community well to adopt the CI

strategic business planning, teamwork, and the use of evitbased practices and

technology.Since 9/11, there have been detectable changes, which together could be a

prelude to meaningful growth and advancement. As the fiscal environment continues to

force police executives to maintain a close eye on the financial bottom line, progressive
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police excutives will need to build on arfidrtheradvance the changes that have been
accruing since 9/11.

The findings fran this research suggest that there has been substantial
development and growth in interagency and Hatgancy relationships since 9/11hefe
is a growing belief that local, state and federal agencies are more likely to collaborate and
coordinate activities and share information than they were prior to 9/11, and that these
practices should become institutionalized. The findings from ésisarch also revealed
that the shared work space of fusion centers positively affects the nature of professional
relationships. In particular, the subcultural barriers between commissioned officers and
analysts, while not totally eliminated, seem to baimized within the fusion center
setting. However, the effects appeabes t r ongest wi thin the cent
and appear to weaken the farther removed from the fusion center.

There is the growing belief that a robust information and intelligeapability
within the domestic law enforcement community would strengthen policing practices;
however, the U.S. law enforcement community has yet to achieve and promulgate a
strong analytical component. Not only are more analysts with training andesqeer
needed, but their professional institutionalization has yet to take hold. This reluctance
supports the finding that fusion centers remain in a marketing phase of soegemot
user groups yet convinced of their potential. Moreover, while thienbber of declared
fusion centers is estimated at sevemty, only a small minority of them have achieved
an appreciable degree of successful utility.

Since many fusion centers still lack clear direction and concrete guidance, and in

some cases leaderphwith both knowledge and vision regarding the business of
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intelligence, they are at high risk of f al
business practices and analytical activities progress, and the currently inhabited
entrepreneurial age is replaced with concrete definitions, specified goals and objectives,
structured processes and patterns of operation, as well as a cultural transformation of how
the business of policing with information can be maximized, they will likely continue to
struggle to clearly define their purposes and to develop reliable and valid practices.
Furthermore, a number of user shortcomings
ability to develop as intended. Such shortcomings include not only misunderssanding
regarding intelligence as both a process and a product, but also the goals of intelligence

and how intelligence products should be properly used.

Until a fusion center is substantially developed conceptually, technically, and
operationally, and can rebly demonstrate its utility to its constituency, its will remain
largely unsupported, and its future will be limitedurrently, the numbers of law
enforcement executives who embrace progressive changes are limited. Over time, as the
world, and thus pating environment, continues to change, the U.S. domestic law
enforcement system will evolve and adapt to its environment or risk becoming incapable
of successfully countering not only crime, but a growing range of other threats.

This research supports sealeassumptions commonly accepted in the practitioner
world, and identifies a number of important policy considerations and areas for future
research, thus making a useful contribution to the criminal justice literature. This
research is of the few knowamojects to academically explore and document findings
regarding fusion centers. From the research findings revealed herein, future research on

the topic can be extrapolated and further refined. Using these findings as a baseline,
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future research with gater empirical emphasis should be designed and implemented,
thus further developing the rather scant knowledge base known and recorded on fusion
centers.

Furthermore, policing scholars argue that the practice of policing should be
routinely reviewed andpdated using scientific means of performance indicators. Itis
widely known and accepted that traditional policing practices do little to thwart
systematic problems, and that arrests are merely-diasdn pervasive crime problems.
Coupled with growig public expectations of law enforcement and diminishing social
boundaries, it is not only worthwhile but imperative thatlive enforcement community
continue to explore new ways to address both emerging and inveterate problems. Fusion
centers have theotential to be an innovative tool for not only improving policing but
improving overall public safety, and it is hoped this research will be usefdidner

developedn this ongoingpursuit.
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