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DISSERTATION ABSTRACT

ENSURING SECURITY AND PRIVACY IN A
PERSONALIZED MOBILE ENVIRONMENT

By Heechang Shin

Dissertation Director: Dr. Vijaya Atluri and Dr. Jaideep Vaidya

Services in a mobile environment are based on the locations of mobile users.
Personalization, based on the profiles of mobile users, significantly increases
the value of such services. However, they pose significant security and privacy
challenges; ensuring security and privacy for a personalized mobile environ-

ment in an efficient manner is the primary objective of this dissertation.

Often, access control requirements in a mobile environment are based
on the spatiotemporal attributes of mobile users, resources to be protected,
profiles of users, or all of these. Evaluating an access request incurs signif-
icant overhead as it requires searching for the relevant moving objects that
satisfy the query as well as the applicable security policies. In this disserta-
tion, we have developed a unified index structure capable of indexing mobile
objects, security policies and profiles, in a single index. This enables the
efficient enforcement of access control. Another contribution is to extend the

enforcement of access control to the case where instead of the exact location,
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only the approximate location of moving objects is maintained. To this end,
the dissertation proposes an authorization model that takes the uncertainty
of location measures into consideration for specifying and evaluating access

control policies.

Another pressing issue in delivering mobile services is protecting the pri-
vacy of users. In this dissertation, we have proposed a comprehensive family
of anonymity models, based on k-anonymity, that incorporates location, di-
rection, as well as profile information. We have also developed anonymization
algorithms that can constrain both the generalization of the location as well
as that of profiles and direction, while meeting the quality of service require-
ments. In addition, we have proposed a partitioning method that can limit
tracking of the service requestor while continuously receiving a service, thus

achieving enhanced level of both privacy and quality of service.
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CHAPTER 1
INTRODUCTION

In the last decade, mobile communication has enjoyed unprecedented growth
all over the world. The recent advances in mobile communication technolo-
gies including global positioning system (GPS) and radio frequency identi-
fication (RFID) have propelled the growth of a number of mobile services.
As opposed to the desktop paradigm, in which a user engages in a fixed lo-
cation, users in mobile environment can utilize computing services that are
based on the locations of mobile users. In these applications, personalization
and customization are achieved in order to increase the value of such services

significantly by collecting (i) user profiles and (iz) location data.

Users in such environment can be categorized into mobile users and static
users based on the mobility. Mobile users have mobile devices such as per-
sonal data assistant (PDA) or cellular phones and communicate with others
using wireless technologies to enjoy useful services, where as static users may
wish to track the location of mobile objects. Location based services (LBS) is
one popular example for mobile users. Popular examples of LBS include: pro-
viding nearby points of interest based on the real-time location of the mobile
user, advising of current conditions such as traffic and weather, personalized

dating services, delivering personalized, location-aware, and context-sensitive
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advertising based on mobile user profiles and preferences, or providing rout-
ing and tracking information. Gartner, an information technology research
firm, predicts that the number of LBS users worldwide will increase from 43.2
million in 2008 to 300 million by 2011, and revenue will increase from $1.3
billion in 2008 to top $8 billion in 2011 [4]. For static users, popular exam-
ples include fleet management systems: TeleNav Vehicle Tracker system [3]
enables static users (i.e., companies) to monitor their fleets by informing the
real-time location of every vehicle in the fleet. The market for fleet manage-
ment systems shows very strong growth: in 2006, the applications account
for nearly $1 billion in annual revenue, and by 2009, annual revenues are
expected to increase to nearly $2 billion [1]. However, such services present
inherent security /privacy threats to users because location and profile infor-

mation are sensitive pieces of information.

Security Issues: There are a number of applications that call for secur-
ing resources based on the criteria of mobile objects. The security policies
provide controlled access to the mobile user profiles, to their current loca-
tion and movement trajectories, to mobile resources, stationary resources
based on the mobile user’s location and profiles. In fact, the use of location
information can be used for enhancing the security of an application, and
for critical applications, such as the military, location-based access control
(LBAC) increases the security of the application and ensures that the lo-
cation information cannot be exploited to cause harm [53]. Also, sensitive
profile information of the mobile users should be revealed to the authorized

users because user profile information may include both sensitive and non-



sensitive attributes such as name, address, linguistic preference, age group,
income level, marital status, education level, etc. Therefore, an appropri-
ate access control mechanism must be in place to enforce the authorization
specifications reflecting the above security and privacy needs. Access policies
are specified as a set of authorizations, where each authorization states if a
given subject possesses privileges to access an object. In the personalized
mobile environment, both subjects and objects in an authorization can ei-
ther be mobile or non-mobile. As a result either a subject or an object in
an authorization specification can be a moving object. The access requests
in such an environment can typically be on past, present and future status
of the moving objects. To effectively serve such access requests, one must

efficiently organize the mobile objects as well as authorizations.

Privacy Issues: Note that it is essential to identify the location of the mo-
bile object due to the following two reasons. First, to effectively function,
LBS require information about the location of the communication device.
Second, in countries like U.S., the European Union and Japan, laws require
that mobile telephones be able to provide location data with a fairly detailed
accuracy for the purposes of emergency situations. Although identifying (and
sometimes tracking) of the location of a mobile object is essential in deliver-
ing a mobile service, it could pose a threat to privacy of the person carrying
the mobile device. Location information has the potential to infer a person’s
personal preferences (if the location is a place where specialty products are
sold or certain leisure activities can be performed), political orientation (if the

location is a certain political party’s office), employment status (if the loca-



tion is a premise of a company), social network information (if the location is
a house of one’s friends), or health conditions (if the location is a specialized
hospitals such as AIDS or brain cancer treatment specialization). Also, loca-
tion information with corresponding time and frequencies can reveal further
information about a person without any background knowledge on him/her.
For example, suppose a meeting room is reserved only for faculty members
between 10:00AM and 11:00AM. If someone stays in the room over this time
duration can reveal the person’s profession, a professor. Also, knowing that a
person visited the hospital frequently is much more meaningful than visiting
the hospital only once over the last three months. Therefore, association be-
tween location and a person can impose privacy threats to mobile users who
subscribe to LBS. For example, there are several incidents that an adver-
sary uses the location information to stalk a person in order to identify the
personal life styles and gives a security threat to the victims by using the sen-
sitive location information. According to [76], the first recorded prosecution
for GPS stalking was in Boulder, CO, in October 2000, and in 2003, another
incident occurred in Kenosha, Wis. Both cases were convicted of harassment
of spouse and stalking of ex-girlfriend respectively by using location-tracking
devices that they hid in the victims’ cars. It is expected that such threats
may become more common as location sensing devices become smaller and

cheaper.



1.1 Problem Statement

In this dissertation, we have investigated methodologies to facilitate security
and privacy of users in a personalized mobile environment. To this end, we
have addressed the following research issues which have not be adequately

addressed by researchers to date:

1. Location Based Access Control Enforcement: Enforcing security
in a personalized mobile environment incurs overhead, and as a result
may degrade the performance of a system because serving an access re-
quest requires searching for the desired moving objects that satisfy the
query as well as identifying and enforcing the relevant access control
policies. Current approaches address the performance issue by creat-
ing separate index structures for moving object data, profile data, and
authorizations. However, they have one of the following drawbacks: (i)
processing an access request requires traversal of multiple index struc-
tures (i) the index does not store past location history of mobile users,
and (7ii) spatiotemporal restrictions are indexed, but profiles restric-
tions are not supported. The first issue can be addressed by creating a
unified index structure to maintain moving objects and profiles as well
as authorizations that govern access to them. Although Atluri and Guo
[10] address this issue, similar to other work, it still has the second and
third drawbacks: they should be addressed because user access requests
in a mobile environment are typically based on past,present and future
status of the moving objects [63], and also, customization and person-

alization require that security policies support profile restrictions. Our



goal in this issue is to develop a unified index structure that retrieves
the information on mobile users (location, moving trajectory, and pro-

files) while enforcing the access control policies that govern over them.

In addition, most of the time, provided location information by cur-
rent moving object databases is not precise because of continuous mo-
tion and location sensing technology’s measurement error [50]. Current
moving object databases do not keep the exact location of the moving
objects, rather maintain the approximate value of the location in order
to minimize the update cost. Also, the measured location of current
location sensing technologies is different from the actual location in
most of cases. For example, GPS can provide measurement accuracy of
approximately 1 to 3 meters, and IEEE 802.11b wireless local area net-
work can estimate the position of a mobile station from signal strength
readings at the base station resulting in location estimation with accu-
racy of approximately 4.5 meters [55]. Therefore, location information
provided by the moving object database is an estimated measure and
can be quite different from the actual location. If so, currently proposed
LBAC systems [7, 10, 18, 54] cannot guarantee the desired security. In
other words, their underlying assumption that any logical position can
be computed from real positions by using specific mapping functions
are no longer true because it is possible that several logical positions
can be mapped from a single real position. This may incur huge risks

to the security of the system especially for highly sensitive resources.

Our goal in this issue is to introduce (i) an access control model that



embeds location uncertainty within the model and allows varying thresh-
old levels of location predicates, and (i) efficient evaluation mechanism
of the proposed access control model. An access request is granted only
if the confidence level of the location predicate exceeds the predefined
uncertainty threshold level specified in the policy. As such, it is possible
to differentiate the highly security sensitive area and less sensitive area
in an access control rule. Also, because the location predicate evalua-
tion under location uncertainty is computationally expensive, we want
to reduce the cost of location predicate computation as much as possi-

ble in order to efficiently evaluate the access request.

. Privacy-Preservation of Mobile Users: Gruteser and Grunwald
propose the concept of location k-anonymity [36] in order to address
the privacy issue of mobile users. Under location k-anonymity scheme,
instead of revealing the exact location, a bounding box, called gener-
alized region (GR), is reported containing at least k& people. If all the
LBS requests satisfy location k-anonymity, the privacy of mobile users
assumed to be preserved because one cannot be individually identified
among k other users. However, it is not sufficient to comprehensively
protect privacy in the personalized mobile service environment due to
the additional background knowledge that can be exploited by the ad-
versary. Specifically, existing solutions on location k-anonymity, dur-
ing anonymization, do not consider background information such as
(i) profile and preferences of mobile users and (i) mobility (direction

and speed) information. However, these background information can



actually be used to identify a user individually and thus, should be
considered during the anonymization. Also, continuous LBS such as
continuous nearest neighbor queries [70] requires trajectory informa-
tion from their users. This assumption of trajectory traceability would
require the extension for the notion of location k-anonymity to trajec-
tory k-anonymity which anonymizes mobile users’ trajectories instead
of location. However, this can lead to considerable GR expansion and
associated loss of accuracy, and furthermore, privacy of users will be
decreased because longer tracking durations imply that adversaries will

be more likely to identify a query issuer.

Our goal is to propose (i) a more comprehensive family of anonymity
models that incorporate location, direction, as well as profile informa-
tion and (7i) appropriate techniques that improve the privacy of mobile
users in continuous LBS environments while the quality of service is also

enhanced.

1.2 Contributions

The contribution of the thesis are centered on related topics: enforcement of
LBAC systems and protection of location privacy in a personalized mobile

environment.

1. Location Based Access Control Enforcement

An important contribution of this thesis is the definition of a LBAC

model supporting location uncertainty within the model and allows



varying threshold levels of location predicates. In order to address
the performance issue during enforcement of authorizations, we have
proposed unified index structures that includes moving object data,
users’ profiles, and authorizations. The original results of our work can

be summarized as followed.

Unified Index Structures for Efficient Enforcement of LBAC:
Typically, mobile applications require maintaining the mobile objects’
location and profile information and efficiently serving access requests
on the past, present and future status of the moving objects. Because
enforcing security policies significantly degrades system performance,
we propose a set of unified index structures which maintains (i) past,
present and future positions of the moving objects along with autho-
rizations by employing partial persistent storage and (i) profiles of
users, along with authorizations. Besides demonstrating how the uni-
fied index structures can be constructed and maintained, we have pro-
vided algorithms to process queries where either the subject or the
object or both in an access request are mobile. We have provided a
comprehensive experimental evaluation to establish the scalability and

performance of our approach.

Location-Based Access Control Model under Uncertain Loca-
tion Estimates: We have defined an authorization model that takes
the uncertainty of location measures into consideration for specifying
and evaluating access control policies. An access request is granted

only if the confidence level of the location predicate exceeds the prede-



fined uncertainty threshold level specified in the policy. However, this
access request evaluation is computationally expensive as it requires
to evaluate a location predicate condition and may also require eval-
uating the entire moving object database. For reducing the cost of
evaluation, we have computed lower and upper bounds on the region
that minimize the region to be evaluated, thereby allowing unneeded
moving objects to be discarded from evaluation. Our approach does
not require assumptions on the probability distribution functions for

uncertainty regions.

. Location Privacy in a Personalized Mobile Environment

We have defined a set of anonymity models that protect the privacy
of users in a personalized mobile environment. On the other hand, en-
forcing privacy-enhancing techniques (PET) would degrade the quality
of service, especially on the continuous LBS environment where infor-
mation is provided to users continuously during their movement until
it expires. We have proposed an optimal partitioning method in order
to improve on both privacy and quality of service in such environment.

The original results of our work can be summarized as follows.

Comprehensive Anonymity Models: We have addressed the prob-
lem of privacy preservation via anonymization. Prior research in this
area attempts to ensure k-anonymity by generalizing the location. How-
ever, a person may still be identified based on his/her movement in-
formation or profile if the movement or profiles of all k& people in the

generalized region are not the same. We have extended the notion of
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k-anonymity by proposing a set of anonymization models that guaran-
tees anonymity even when mobility information or profiles of mobile
users are revealed to untrusted entities. Specifically, our generaliza-
tion methods generalize both location and profiles (or direction) to the
extent specified by the user. We support three types of queries — mo-
bile users requesting stationary resources, stationary users requesting
mobile resources, and mobile users requesting mobile resources. We
have proposed novel unified index structures that organize both the
locations (as well as direction) of mobile users as well as their profiles
using a single index, it results in significant gain in performance during

anonymization as well as query processing.

Enhanced Privacy and Quality of Service in Continuous LBS
Environment: New types of LBS services such as continuous nearest
neighbor searches require the knowledge of the user’s trajectory, which
can lead to a privacy breach. The longer the adversary can track the
user’s trajectory, the stronger the possibility that the user’s sensitive
information is revealed. To alleviate this problem, we have proposed
algorithms to optimally partition a continuous request into multiple
LBS requests with shorter trajectories. This results in increased privacy
due to the unlinking of different requests over time and has the added
benefit of improving the overall quality of service since the generalized

regions are now smaller.
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1.3 Outline

This dissertation is organized as follows. Chapter 2 presents the related work
in the area of location-based security enforcement and location privacy pre-
serving methods, specifically pertaining to the three areas outlined in this dis-
sertation, namely, Efficient Location-based Access Control System, Security

Enforcement under Uncertain Location Estimates, and Privacy Preservation

of Mobile Users.

In Chapter 3, we present some background material necessary for under-
standing the related work and the solutions presented in this dissertation.
Specifically, we discuss spatiotemporal data primitives such as moving ob-
jects, uncertainty of moving objects location, and moving object index struc-
tures such as TPR-Tree. We also discuss fundamental theories used in this

dissertation such as mobility models and entropy-based anonymity measures.

Chapter 4 presents our approach for enforcement of location-based access
control system. We first discuss our approach for creating an secure-index
structure that stores historical as well as current and future locations of users
along with authorizations. We then outline our approach to expand the index
structure to store users profile as well. In each of these, we have demonstrated
the improvements over existing enforcement techniques. Finally, we discuss
the issue of efficient enforcement of location-based security policies under
uncertain locations of users. We describe a set of spatial filters that minimize
the region to be evaluated therefore allowing unneeded moving objects to be

discarded from evaluation. We demonstrate the effectiveness and refinement

12



achieved by using such filters.

In Chapter 5, we discuss the preservation of location privacy for mobile
users. We first describe a set of anonymity models in personalized mobile
environments, then propose our approach to further improve on the privacy

and service quality.

We conclude this dissertation with a summary of our contributions and

an insight into the future research in Chapter 6.
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CHAPTER 2
RELATED WORK

In this chapter we review related work; specifically, Location-based Access

Control Enforcement and Location Privacy Methods.

2.1 Location-based Access Control Enforcement

Incorporating location information for access control is not a new concept.
Atluri and Chun [7] propose an access control model suitable to geo-spatial
data. Similarly, Bertino et al. [18] extends the RBAC model to support
location-based conditions, called GEO-RBAC, which can deal with mobile
data. However, these models do not consider uncertainty within the model,
and thus, the access control decision does not guarantee the correctness of
the evaluation. There are also several access control models that support pro-
tecting people location information in the context of ubiquitous or pervasive
computing environment [38, 43]. However, these approaches are different
from our approach because they focus on preventing location information
from leaking to unauthorized entities by introducing the concept of trust.
Actually, Ardagna et al. [6] address the representation and evaluation of
location-based access control systems with uncertainty considered, but it

does not discuss efficient evaluation of access control requests.
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It is essential to have appropriate access control mechanisms in place in
order to provide the security of users in a mobile environment. However,
enforcing security often incurs overhead, and as a result may degrade the
performance. In order to improve the response time, the concept of unified
indexing scheme that maintains both data objects and authorizations has

been advanced.

In [11], Atluri and Mazzoleni present the concept of unified index scheme
that stores geospatial data and authorizations at the same time for efficient
processing of user access requests: one traversal of the unified index is enough
to evaluate the geospatial query and the relevant authorizations. STAR-tree
9] proposed by Atluri and Guo relaxes the underlying assumptions in [11]
(i.e. square images), and thus, STAR-tree is able to index natively any size of
geospatial images with supporting the temporal attributes as well. However,
the works in [11, 9] only apply to the geospatial images, which is static in
nature. In a mobile environment, the locations of mobile users are constantly
changing, static index structures suffer from the high update costs, and thus,
they are not applicable to the mobile environment. The first unified index
scheme that applies to the mobile environment is proposed by Atluri and
Guo [10]. A significant limitation of this approach is that it is unable to store
past location of moving objects and is therefore not capable of supporting
security policies based on tracking of mobile users. Also, the index does not
maintain profiles of mobile users, thus requiring a separate index structure
for profiles. For efficient processing of user access requests, Youssef et al.

[82] propose an index structure that stores authorizations suitable for mobile
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environment. However, it is not a unified index because a separate index

structure is required for moving object data.

Regarding the uncertainty, Wolfson et al. [78] introduce a cost based
approach to determine the size of the uncertainty area. A formal quanti-
tative approach to the aspect of uncertainty in modeling moving objects is
presented in [50]. However, the authors limit the uncertainty to the past of
the moving objects and the error may become very large as time approaches
now. Trajcevski et al. [74] introduced a set of spatiotemporal range queries
that apply the uncertainty in traditional range queries. Cheng et al. [25] are
the first to formulate the uncertain data retrieval, and contrary to the case of
traditional data, uncertain data retrieval involves probabilistic quality with
the query results. The work in [26] develops the notion of z-bounds, and
based on this concept, index-based access methods, called the probability
threshold index for one-dimensional uncertain objects. Tao et al. develop a
multi-dimensional access method, called the U-Tree [68] which extends [26]

to multi-dimensional space.

Recently, Vicente et al. [75] identify that current work does not deal with
mobility of both subjects and objects and does not support the utilization
of complex access control decisions based on spatiotemporal relationships
among subjects and objects. However, our work is orthogonal to all of these
work because the underlying assumption of these approaches is that the
location measure is always accurate, and therefore, evaluating access requests

based on the location measures are correct.
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2.2 Location Privacy-Preserving Methods

In this section, we review the location privacy-preserving methods suitable

for a mobile environment.

2.2.1 Anonymization

A subject can be anonymous within a group of other subjects [67]. The
location k-anonymity is defined as the state where location information of
a mobile user is indistinguishable from the location information of at least
k — 1 other mobile users [36]. Thus, the location k-anonymity is achieved by
creating a spatiotemporal region, called GR, which includes at least &k — 1
other mobile users. In order to achieve location k-anonymity, it is necessary
to track all the user locations, and LS assumes the role of providing location

k-anonymity to users.

Gruteser and Grunwald propose the concept of location k-anonymity
which applies k-anonymity [59] to the LBS environment in [36]. Because
the underlying assumption of the global minimum level of k is rigid in [36],
Gedik and Liu propose a personalized location k-anonymity model in [33].
The model enables each mobile user to specify the minimum level of loca-
tion anonymity, k, as well as the maximum spatiotemporal resolutions it is
willing to tolerate. A personalized k-anonymity model can provide better
quality of service than the work in [36] while meeting each user’s privacy
requirement. In [47], Mokbel, Chow, and Aref propose (1) grid-based index
structures used for efficient anonymization process, and (2) nearest neighbor

query processing models that deal with GR rather than the exact location
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information.

The above works support sporadic LBS queries where each LBS request
is considered as an independent event, but they are not suitable for frequent
LBS requests environment where a time series sequence of LBS requests may
be correlated. Bettini, Wang, and Jajodia [19] propose the concept of his-
torical k-anonymity that extends the location k-anonymity to the historical
traces of location information of mobile users. Historical k-anonymity guar-
antees privacy protection by ensuring that once a GR is generated, each
subsequent GR includes the same users within the first GR. Therefore, the
size of GR tends to be larger as time elapses. To address this issue, Xu
and Cai [79] present relaxed anonymity model which permits subset of users
during anonymization, thus creating smaller GR than that of historical k-
anonymity. Hoh et al. [39] consider that the degree of privacy risk depends on
how long an adversary can follow a vehicle in a data set, and try to anonymize
the data set by ensuring that an adversary cannot track the trajectory of a

mobile user more than the temporal threshold.

Location privacy can be achieved by utilizing the benefits from the dis-
tributed computing. The main limitation of location k-anonymity model is
reliance on the trusted anonymizing server, or the LS. If the LS has been
breached, all the privacy of mobile users are not preserved accordingly. How-
ever, the neighboring peers can be utilized to provide anonymity when sub-
mitting a request to the contents providers in distributed environment, which
means that there is no need to have a trusted third party. The work by

Sampigethaya et al. [60] addresses the problem of achieving unlinkability
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between two or more of its locations in the presence of tracking by an ad-
versary. The proposed scheme allows vehicles to preserve their privacy by
forming groups in which the group leader acts as a proxy on behalf of all
group members. The main limitation of the work is that the scheme still
requires the existence of a trusted third party for verification of the other
peer vehicles. Thus, it is not completely distributed model for achieving
privacy. The work by Chow, Mokbel and Liu [29] addresses a peer-to-peer
(P2P) spatial cloaking algorithm. The main idea is that before submitting an
LBS service request, a mobile user forms a group with her neighboring peers
via single-hop communication and/or multi-hop routing if necessary, and the
minimum coverage of predefined regions that the members of the group are
located is submitted to the contents providers by a randomly selected group
representative. The main limitation of both works is that privacy cannot be
preserved within a rural area where other peer nodes may not exist within the
broadcast communication range. Since both works require forming a group

in order to provide privacy, they cannot provide privacy in such case.

2.2.2 Obfuscation

Obfuscation is the process of degrading the quality of information about a
person’s location, with the aim of protecting that person’s location privacy
[32]. The basic idea of obfuscation is to lower the probability of attackers to
locate the true locations of mobile users. The main advantages of obfuscation

techniques are

e There is no need to know other users’ locations. Mobile users’ informed
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location is associated with the inherent location sensing technologies’
uncertainty, and thus, true location of mobile users cannot be deter-

mined with the informed location information.

e True identifying information of mobile users can be revealed to contents
providers. This identifying information can be used for authentication

of users.

e There is no need to include a trusted third party in the architecture.

The work by Duckham and Kulik [31] develops an obfuscation method to
preserve privacy of mobile users based on imprecision of location information
by utilizing a graph-based representation of a geographic environment. The
work by Ardagna et. al. [5] extends the model in [31] to support real coor-
dinate space, specifically two-dimensional space. Ardagna et al. introduce
two new basic obfuscation operations (i.e. Shifting and Reducing) in addi-
tion to Enlarging, and two formal metrics for representing relative privacy
preference and relevance to express users’ privacy preferences and location
accuracy, respectively. Until the work by Ardagna et al., there is no for-
mal metric available for measuring the accuracy of the applied obfuscation

technique, and how to specify each user’s location privacy requirement.

2.2.3 Other Approaches

There have been some work to remove the reliance on a trusted third party.
Recently, Yiu et al. [81] propose a new framework, called SpaceTwist, which

processes k nearest neighbor queries. Instead of providing the actual location,
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a mobile user provides a fake location, and nearest neighbors are retrieved
incrementally until the query is answered correctly. Another direction is
application of private information retrieval (PIR) to location privacy. PIR
[27] allows a client to retrieve information from a database server without
the server learning what information the client has requested. Ghinita et al.
[35] propose a framework to support nearest neighbor queries based on the
theoretical work on PIR. However, these approaches handle only static POIs
(point of interests) (i.e. restaurants, gas stations, and so on) being retrieved

as a result of queries.
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CHAPTER 3
BACKGROUND

In this chapter, we introduce the notion and formalism on user profiles and
moving objects. We also provide a brief review of the location privacy mea-

sure based on entropy.

3.1 User Profile

We assume that a user profile represents the set of attributes associated with
a mobile user that characterize it [12]. These attributes may include (1)
demographic information (e.g. country, race, age, gender, etc.), (2) contact
information (e.g., name, address, zip code, telephone number, e-mail, etc.),
(3) personal preferences (e.g., hobbies, favorite activities, favorite magazines,
etc.), (4) behavioral profile (e.g., level of activity, type of activity, etc.), and
others. Note that the behavioral profile is created by observing activities and
habits of a user continuously. Information such as the kind of activity done by
the user, as well as the intensity level should be captured. For example, the
Sony TiVo box records frequently-watched television shows and generates a
behavioral profile based on the use patterns. Now, the type of activity could

be ‘watching drama’, while the level of activity could be ‘2 hours’.

Let the set of profile attributes under consideration be A = {ay,as, ..., am}.
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Gender Male ‘ Female ‘
Age ‘ <20 ‘ > 20, < 30 ‘ 2> 30, <40 ‘ > 40 ‘
Salary ‘ < $ 50,000 ‘ >$ 50,000 ‘

Workclass Private Self-Employed Government Never worked

Figure 3.1. Profile Attribute Discretization

We assume that the profile of each user is represented as {a; : valj,ay :
valy, . .., am @ valy,}, where val; is the value of a; for that user. Since not all
attributes may apply to all users, some of the attributes may be empty for

certain users.

Representation of User Profile: Given a profile attribute a;, we first dis-
cretize it, if necessary, using the method of Dougherty et al. [30]. Thus, if
the attribute is of numeric data type, we partition the continuous data space
into appropriate disjoint intervals. Figure 3.1 presents sample discretizated
intervals for four different profile attributes. After discretization, each profile
attribute can be represented using a string of binary digits (bits). The length
of the string corresponds to the number of discrete values the attribute can
have — assuming some canonical order over the values, we can use a 1 in the
appropriate place to indicate the correct attribute value. For example, con-
sider the attribute Gender: since there are only two possible values, “Male”
and “Female”, Gender can be represented using a string of two bits. Assum-
ing that the order is “Male” followed by “Female”, the string ‘10’ represents

“Male”, while the string ‘01’ represents the value “Female”.

Now, we can use a profile vector consisting of bit strings to represent a
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Name | Gender | Age | Salary Workclass Profile Vector
David | Male | 35 | $45,000 | Self-Employed | (10,0010, 10,0100)

Jane | Female | 25 | $85,000 | Government | (01,0100,01,0010)
Robert | Male | 42 | $63,000 Private (10,0001, 01, 1000)

Table 3.1. User Profile Information

user’s profile. We formally define a profile vector as follows:

Definition 3.1 (Profile Vector) Given a profile of user uw = {a; : valy, as :
valy, ..., am : valy}, a profile vector of u, denoted as p, = (li,la, ..., L),
where each l; is a sequence of binary digits representing a;. (i.e., l; = {0, 1}™,
where n; represents the number of discrete values of a;, and the bit l;; (the
Jth bit of l;) is 1 if and only if val; corresponds to the jth value of a;, and 0

otherwise.)

Table 3.1 shows examples of profile vectors. For example, ppaia =
(10,0010, 10,0100) because his gender ‘Male’, is represented as ‘10°, age 35
as ‘0010’, salary $45,000 as ‘10, and workclass as ’Self-Employed’. We use
Pulai] to denote the string [; corresponding to attribute a; for a user u. So,
Ppavia|Gender] is ‘10" and ppayia|Age] is ‘0010°. Also, valpos(pli]) is a func-
tion that returns the location of ‘1’ in pli] and the position has to be counted
from right to left, starting from one. For example, valpos(ppavia[Gender]) is

2, and valpos(Ppavia| Age]) is 2.

We now define vector distance. In doing so, we need to distinguish be-
tween nominal and ordinal attributes. Nominal attributes have no ordering,
while ordinal attributes are completely ordered. After discretization, nu-

meric attributes can simply be considered as ordinal. The distance between

24



two values in a nominal attribute is simply 1 if the values are different,
and 0 if the values are the same. Note that we only consider single-valued
attributes. In case of multi-valued attributes, a naive solution would be
to simply convert each to multiple single-valued attributes. For example,
consider “Movie”, “Fishing” and “Tennis” are the possible values for an at-
tribute Hobby. Then, we create three new profile attributes whose names
are “Hobby_Movie”, “Hobby_Fishing”, and “Hobby_Tennis” instead of using
“Hobby”. For ordinal attributes we must measure the degree of distance.
Therefore, for ordinal attributes, the distance is given by the difference be-

tween the position of the 1s.

Definition 3.2 (Profile Vector Distance) Let p,, and p, be two profile

vectors. The distance between p,, and p, is dist(Dy, p,) = % Yo disti(Du, Py)-

| alpos (7 ) —valpos(7 )

For ordinal attributes a;, dist;(py, py) = F1 |. For nominal

attribute a;, dist;(py,py) = 0, if valpos(p,[i]) = valpos(p,li]), otherwise 1.

Definition 3.3 (Weighted Profile Vector Distance) Let p, and p, be
two profile vectors, and a weight W = (wq,ws, ... w,,) where Y . w; = 1.
The weighted distance between p, and p, s dist(pPy, Py, W) = %221 w; -

dist;(Du, Dy), where dist;(py, py) is as defined earlier.

For example, let p,, = (10,0100, 10,0100) and p, = (01,0010, 10,0010)
under the discretization in figure 3.1. Observe that ”Age” and ”Salary”

are ordinal attributes and ” Gender” and ”Workeclass” is nominal attributes.

Then, dist(Py, pv) = (14 322 + |32 + 1)

7 ; _ (2111
12 1AISO7 lfW—(g,g,g,g),

[\
[\
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4101 =

1
=
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o
—
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Definition 3.4 (Profile Bounding Vector) Given a set of profile vectors
P = {P1, Pay - - -, Pn}, a profile bounding vector of P, denoted as P = (ph|aq]V
Palar] V-V pplaa], pilag] V palas] VoV pifas], <+, pilam] V palam]V o

VD [am] > .

For example, consider three profile vectors, ppavia = (10,0010, 10,0100),

Prane = (01,0100,01,0010), and propers = (10,0001, 01,1000). Then, P of

26

David and Jane is (11,0110, 11,0110), and P of all three users is (11,0111, 11, 1110).

The way we define bounding vectors, given a set of Ps, they can al-
ways be placed in a hierarchy. For example, suppose we have three Ps:
P, = (11,0011, 10,0110), P, = (10,0010, 10,0100), Py = (01,0001, 10, 0010).
These Ps can be organized in a hierarchical structure with 152 and 133 as the
children of P;. Each P bounds Ps of all of its children. Therefore, the root

of the hierarchy covers the set of Ps of all of its descendants.

Definition 3.5 (Profile Compatibility) A profile vector p’ is called com-
patible with a profile bounding vector P iff bitwise AND’ operation ofl5 and

p results in p’ (i.e., P subsumes P).

Intuitively, the profile compatibility condition specifies that the profile and its
bounding vector can be placed in a hierarchical relationship with the bound-
ing vector being the ancestor of the profile vector. Thus, for every profile
attribute value of "1’ in the profile vector, there must exist a corresponding
value in the profile bounding vector. Therefore, the bitwise "AND’ operation

should result in the profile vector.



3.2 Moving Object Data

Let the set of moving objects be O={o0y,...,0,}. In the d-dimensional
space, objects are specified as points which move with constant velocity
v = {v1,v9,...,v4} and initial location T = {x1,xs,...,24}. The position
Z(t) of an object at time t(¢t > ty) can be computed through the linear func-
tion of time, Z(t) = Z(ty) + v(t — to) where ¢, is the initial time, and Z(¢)
the initial position. Considering a two-dimensional space, a moving object

o; moving in (z,y) space can be represented as 0; = ((z4,v;,), (¥, vi,))-

Given a set of moving objects O = {0y, ..., 0,} in the time interval [ty, to+
dt] in (z,y,t) space, the tpbr of O is a 3-dimensional bounding trapezoid
which bounds all the moving objects in O during the entire time interval

[to, to + 0t] in the following way:

tpbr(0) = {(a, 27,y ", y), (W5, v), v, v )} whereVi € {1,2,...,n}

) Yy Yy Yy

7 =2 (ty) = mini{x;(to)} b = min{v;, }
= 954(750) = maz;{x;(ty) } v; = maz;{v;, }
Yy~ =y (to) = min{yi(to)} vy, = min{v;,}
y' =y (to) = mazi{yi(to)} v, = mazi{v;, }

Then, we can compute the bounding rectangles that tpbr covers with
respect to time. The bounding rectangle’s x-axis interval and y-axis interval
at time ¢ are defined as [z (t),27(t)] = [2" (to) + 05 (t —to), 27 (to) + v, (t —to)]

and [y (t),y™(t)] = [y (to) + v}, (t —to),y " (to) + v, (t — to)] respectively.
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ty+ H

Figure 3.2. The Time Parameteri
Bounding
Rectangle (tpbr)

Figure 3.3. The tpbr Hierar-
chy

3.2.1 Moving Object Index Structures

In this section, we discuss two moving object indexing structures: (i) TPR-

Tree and (77) REPT tree.

TPR-Tree

TPR-tree (Time Parameterized R-tree) [56] is a disk-based spatio-temporal
access method proposed to answer queries on moving objects. TPR-tree is

the sole practical spatio-temporal index for predictive queries [69].

Time Horizon (H): Given a moving object, it is unrealistic to assume that
its velocity remains constant. Therefore, the predicted future location of a
object specified as a linear function of time becomes less and less accurate as
time elapses [57]. To address this issue, a time horizon H is defined, which
represents the time interval during which the velocities of the moving objects
assumed to be the same. Figure 3.2 shows how ¢pbr bounds the trajectory

of two moving objects 0, and o9 in [to, to + H|.

The Tree Structure: Given a set of {pbrs, they can be organized in a
hierarchical structure. In figure 3.3, tpbr C' encloses tpbrs A and B. These

three can be organized as a hierarchical structure with A and B being the



children of C. Essentially, at the bottom-most level of the hierarchy, a set of
moving objects could be grouped to form tpbrs. Each tpbr of the next higher
level is the bounding tpbr of the set of tpbrs of all of its children. The root
of the hierarchy is thus the bounding tpbr covering all its lower level tpbrs in

a recursive manner.

Construction of the TPR-tree: Given a set of tpbrs, they can be orga-
nized in a hierarchical structure. As can be seen in Figure 3.3, tpbr C' encloses
tpbrs A and B, which are organized as a hierarchical structure with A and
B being the children of C'. The TPR-tree uses the same insertion/deletion
algorithms of the R*-tree [17], but utilizes a different objective function (gen-
erating the smallest sum of volumes of ¢pbrs during insertion) to improve the
quality of the resulting structure. Entries in leaf nodes are pairs consisting
of the position of a mobile object and a pointer to it, and entries in internal
nodes are pairs consisting of a pointer to a subtree and a tpbr that bounds

the positions of all moving objects or other ¢pbrs in that subtree [56].

Update of the TPR-tree: When an object is updated (consecutive oper-
ations of deletion followed by insertion), the TPR-tree first locates the leaf
node that stores the updated object from the root node. Then, the object is
removed from the leaf node, and if necessary, tightens the tpbr of its parent
node. For example, if a node B in Figure 3.3 includes the object that needs
to be deleted, after removing it from B, B and C' is adjusted to the tightest
tpbr of its objects stored in the node and also its parent node, C', if necessary.
On the other hand, the tpbr of A is not tightened because it is not affected

by the deletion. Insertion operation finds the leaf node that would satisfy

29



Root Array

Root Array ...
[0.4)| [4,)

[0’ oo) Root node N

o,
[0.4)

O,
[0.4)

O,
[0.4)

O,
[2.4)

O
[3:4)

Split Nodes of L ‘ ‘

Figure 3.4. The Index Structure at Figure 3.5. The Index Structure at
time 3

o, |0, | o, | 0| O
[0,) [0,) [0,2) [2.) [3.)

OJ
[4.0)

02
[4.0)

03
[4.0)

o,
[4.%)

Oa
[4.0)

Os
[4.%0)

time 4

the objective function whenever it is required to traverse the tree from the
root node and its child nodes, and this operation repeats until a leaf node is
found. After inserting an object to the leaf node, tpbr of the leaf node and

its parent nodes may need to be updated similar to the case of the deletion.

RPPF _Tree

REPPF_tree [49] is a moving object index that maintains not only the present
and anticipated future positions of moving objects, but also their past po-
sitions. In order to to so, R’P¥-tree extends the TPR-tree by incorporating

the concept of partial persistence in each node in the tree.

The Partial Persistence Framework: Partial persistence is a data struc-
ture that keeps all past states of the data being indexed, but applies updates

only to the newest version. It is based on the following important concepts.

e Evolution of Index Nodes and Data Entry: In order to be trans-
formed to a partially persistent structure, each index (leaf or index)
node and data entry (moving object) include two additional fields for
maintaining the evolution of the index records: insertion time and dele-

tion time. These are denoted as N.insertionTime and N.deletionTime
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for node N. If a new moving object is available and captured at time
to, its insertion time is set to ty and deletion time is set to co. When
the object is logically deleted from the index at time t4, its deletion
time is changed from oo to t;. The same rule applies to index nodes. A
node or a data entry is said to be dead if its deletion time is less than

00, otherwise it is said to be alive.

Time Split: When an update (insertion or deletion) occurs at a node
N, it may result in structural changes if it becomes underfull or overfull.
If this is the case, a time-split occurs to N. The time-split on N at time
t is performed by copying all alive entries in N at ¢t to a new leaf node L
and timestamp of both L and those copied entries are set to [¢, 00). In
addition, the deletion time of NV is set to t, and N is considered dead.
Then, the new node L is investigated further in order to incorporate
it into the tree. Essentially, three different cases may arise: (i) split:
If L is overfull, split it into two nodes and then insert these two nodes
into the tree. (ii) merge: If L is underfull, accommodate by merging it
with another node. (iii) no change: If L is neither overfull or underfull,
insert it directly into the tree. After the structural change, the tpbr of
the parent node may need to be updated accordingly and the described
process may be repeated up to the root node. If the root node is time-
split at time ¢, a pointer to the new alive node together with timestamp
[t, 00) is added to a special root array that is stored in the main memory

[49].

Note that if the tree is constructed at ¢ty and time split for the alive root
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element of the root array occurs at {¢,ts,...,t,}, each root element in
the root array is associated with time interval [to, t1), [t1,t2), . .., [ta—1, tn),

and [t,,00). The associated time interval for each root element repre-
sents the valid structure of the tree during those time intervals. Thus,
if we want to know the status of the tree at time ¢, we simply need to
find a root element r from the root array such that the time interval of

r includes ¢.

In the following, we explain the concept of time-split, root array, dead
and alive nodes by taking a concrete example. Consider a tree with a node
that can hold 5 data entries. Obviously, the node is considered underfull if
the number of data entries is less than 2, and overfull if the number of data

entries is more than 5.

e Time interval ¢ = [0, 3]: Moving objects 01, 02, and o3 are inserted
into the root node at ¢ = 0: the insertion time and deletion time of
all these objects are set to [0,00). Then at ¢ = 2 and 3, o4 and o5 are
inserted, as a result, their insertion time and deletion times are [2,00)

and [3,00), respectively, as shown in Figure 3.4.
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e At t = 4: Moving object 0og needs to be inserted to the root node
N, which is overfull. Therefore, time split occurs. A new leaf node
L with insertion and deletion times [4,00) is created and all the alive
data entries (01,09, ...,05) in the root node and the new data entry og
are copied there with insertion and deletion times as [4, c0). Because L
is also overfull, it is split into two nodes, which are inserted to the tree.
A new root entry is added, forming a root array. The previous root’s
deletion time is set to 4, representing it as a dead node, and the newly
created root has the insertion and deletion times as [4,00), as shown in

Figure 3.5. In all the figures, the dead nodes are shaded.

e At t = 5: Moving object 0, is deleted and o7 is inserted. Therefore, the
deletion time of 0, is set to 5, and o7 is inserted into the tree with the

insertion and deletion times [5, 0o). Figure 3.6 represents this event.

e At t = 6: Moving objects o3 and o; are deleted. So, deletion time
of these objects are set to 6. Because the deletion of o3 results in the
underfull of the node L; that stores oz, a time split occurs: another
new node K is created and alive entry o; is copied there. Since newly
created node K is underfull, it is merged with its neighboring alive
node Ly. The deletion time of the node L, is set to 6, representing that

Ly is dead. The resultant data structure is shown in figure 3.7.

When update occurs, the resulting trajectory of a moving object may con-
sist of disconnected and slightly incorrect segments because at the insertion

of the object, the predicted future positions can be different from the actual



positions. Therefore, during update, the last-recorded trajectory segment of
an object needs to be updated. It may be stored in more than one leaf node
because the leaf node in question may have been time split a number of times
since the previous updates [49]. RP"F-tree corrects the last-recorded trajec-
tory segment by visiting all leaf nodes that contain copies of the segment
and also tightens the tpbr accordingly. For example, in figure 3.7, suppose
the actual location of o3 turns out to be different from the predicted location
during update (deletion). Then, after setting the deletion time of o3 as 6, all
the nodes that include the trajectory of o3 since the last update (insertion
of o3 at t = 3) are updated to point the actual location of o3 correctly. The

first root element and the node L, is such a case.

3.2.2 Uncertainty of Moving Objects

According to [40], in the mobile network environment, no technology is avail-
able that ensures precisely the exact user locations. Thus, a position of a
moving object, instead of a single location point, is rather specified with a
range, called uncertainty region. The uncertainty is caused by the sampling

error and the measurement error [50].

Sampling Error: It is unrealistic to obtain the current location of the
moving objects continuously under the existing location sensing technologies
and database technologies, and the position is collected at discrete instances
of time such as every few seconds instead [50]. The solid line in Figure 3.8
represents the projected movement of a moving object in one dimensional

space (x axis) and time (¢ axis). Linear interpolation is used to project
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uncertainty region recorded location
in database

t  Figure 3.9. Uncertain Object
Example

Figure 3.8. Position History

positions between two consecutive location updates: the sampled positions
become the end points of single line segments, and the entire polyline (i.e.,
solid line) represents the projected movement of the object. However, this
approach brings the error due to the position estimation methods of moving
objects within any single line segment except the end point. For example, in
Figure 3.8, the dashed line shows the actual locations of the object between
to and t5. After the location is updated, because the position of the moving
object is unknown until the next location update, the actual location can be

anywhere within the so called uncertainty region.

Measurement Error: Location sensing techniques determine the accuracy
and the quality of the location measurements. For example, GPS can provide
measurement accuracy of approximately 1 to 3 meters, and IEEE 802.11b
wireless local area network can estimate the position of a mobile station from
signal strength readings at the base station resulting in location estimation

with accuracy of approximately 4.5 meters [55].

Definition 3.6 (Moving Object Uncertainty) Given a set of moving ob-

jects O, uncertainty of a moving object o € O in the 2-dimensional data space
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D is conceptually described by (i) a 2-dimensional uncertainty region repre-
sented with a circle centered at (fiz,, fiz,) With radius r, denoted by o.ur and
(ii) a PDF f(x) (x € D is the 2 dimensional location) where (i) f(z) > 0 for
any point x € o.ur, (i) [ fo(x)dx =1, and (i) f(x) = 0 if o is located

outside of o.ur.

We use loc(o) to denote the last update location of o in the database and
use the standard dot notation to refer to the location in x; dimension. For
example, in 2D space, given loc(o) = (1,2), loc(o).z1 refers to 1 and loc(o).xo
to 2. The size of the uncertainty region depends on the maximum speed
and update interval as well as the measurement error, which determines

uncertainty threshold r:
r= max(vma:c|tc - tu|a emax) (31)

where v,,,, is the maximum speed, t. is the current time, ¢, is the last update
time, and e,,,, is the maximum measurement error. In other words, the circle
with radius r is the region that a user can be possibly located after the last
location update. Figure 3.9 illustrates such an example. We do not know
the exact probability density function, f(z) inside of o.ur. The formula of
f(x) depends on application scenarios. For example, [50, 74, 5] assume the
uniform distribution of f(z) while Wolfson et al. [64] propose that the object
location follows the Gaussian distribution over the uncertainty region. Our

proposed approach is general enough to have any type of f(x).
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Movement pattern and its corresponding count
Sl — Sl (20) Sl — SQ (10) Sl — 53 (O) Sl — S4 (0)
SQ — Sl (3) SQ — SQ (4) SQ — Sg (1) 52 — 54 (0)
53 — Sl (0) Sg — SQ (15) 53 — Sg (15) 53 — 54 (15)
54 — Sl (0) 84 — SQ (0) S4 — Sg (3) 54 — S4 (3)

Table 3.2. Movement Pattern History

23 13 12 18 13 13 12 0 1
GCRCHRCECS
358 1/3 172 0
Figure 3.10. Markov Model for User Movements

3.2.3 Modeling User Movement

When a user moves from one location to another, it is usually the same
for the next time when the user begins to move from the same location,
and therefore, we can predict a user’s next location based on her current as
well as previously visited locations [2]. User movement can be modeled as a
Markov stationary process of order 7, which assumes that the location can be
predicted from the sequence of 7 most recently visited locations. The Markov
model is useful for describing user mobility because it allows for reasonably
accurate predictions with relatively small memory requirement. Song et al.
[65] found that low-order Markov models performed as well or better than
the more complex and more space-consuming compression-based models. We
use the order of 1 here: the next location is predicted based on the current
location. This is reasonable because if there are some accidents or delay in
the traffic, a user tends to find an alternative route to the destination no

matter how long they have been driving. We plan to evaluate the model

37



with order 2 in the future.

Suppose we have a set of states, S = {si, sy, ,5,.} where each state
specifies a non-overlapping spatial region and the whole data space is covered
by s1U---Us,. According to Bhattacharya and Das[20], the mobility model
of a user is a stationary stochastic process V = {V;} where V; assumes the
value v; such that the event of the 7, location of the user is positioned at
zone v; € S. Then, we can formulate the mobility model between time ¢ and
t + 1 as time-invariant Markov chain whose transition matrix is P with the

(4, 7)n element equal to

Pij = Pr(Viy = j|Vi = 1)

The aforementioned P; ; is estimated by using the historical trajectory dataset.

For example, in Table 3.2, there exist 30 instances where a user is located

in s1, and on the next time instance, she still stays at s; 20 times or visits

so 10 times. Then, the relative count of movement for s; — s1 = % (or
51— Sg = %) is used to estimate the corresponding probability. Figure 3.10

illustrates the Markov model of the dataset in Table 3.2. Observe that we do
not show s5 in the table because s5 has no interaction with other states. Let
[T =[m, 7|7 be the steady state probability vector where each m; can

be computed by solving [[ =[] x P with the m + -+ 4+ m. = 1 constraint.

3.2.4 Moving Object Authorization Model

In this section, we introduce an authorization model for moving object data,

which is an extension of the model proposed in [14]. In a moving object
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environment, authorization specifications should be capable of expressing
access control policies based on spatiotemporal attributes of both subjects

and objects. An authorization can be defined as follows.

Definition 3.7 (Authorization) An authorization, denoted as «, is a 4
tuple (ce, ge,p, T), where ce is a credential expression denoting a set of sub-
jects, ge is an auth-object expression denoting a set of auth-objects, p is a set

of privilege modes, and T is a temporal term.

The formalism to specify ce, ge and 7 has been developed in [14], and
also, Ardagna et al. [6] have proposed formalisms to specify location-based

conditions in access control policies separately.

e Subject expression (ce) is a boolean formula of terms that refer
to a set of subjects by specifying profiles of users, location predicates

(spatiotemporal restriction), and so on.

e Auth-object expression (ge) is a boolean formula of terms that refer
to a set of objects by specifying the membership of the auth-objects in
categories, values of properties on metadata, and location predicates

(spatiotemporal restriction), and so on.

Similar to [14], we assume that a subject is associated with a set of cre-
dentials which might belong to different credential domains. A credential
domain is a set of related hierarchically organized credential classes. Each

credential class in a credential domain is associated with a set of attributes.
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Each subject credential is an instantiation of attributes of a credential class
in a specific domain. Lower level credential classes may inherit attributes,
and as a result, inherit authorizations from those at upper levels. A cre-
dential expression, ce, is used to express a set of credentials, which in turn

specifies a group of subjects. The followings are the examples for ce and ge.

ce; ={emp(x) A human resource(z) A rectangle(y) = (10,50,10,10) A

[5pm,9pm] }
o cey = {empid(15) V empid(30)}
e ge; = {patrol_car(z) A dispatched_from(z)="Newark’}

e ges = {customer(y) A rectangle(z) = (20,30,10,50) A [6pm, 10pm]}

ce; denotes a set of subjects who are employees at the human resource
department in an area centered at (10,50) with width and height of 10 during
S5pm and 9pm. cey denotes two employees with employee IDs 15 and 30. ge;
denotes a set of patrol cars dispatched from the Newark police station, and
ges specifies all the customers in a region centered at (20,30) with width
10 and height 50 during 6pm and 10pm. While ce; and ge; denote a set
of subjects and objects, respectively, by identifiers, ce; and ge; include a
combination of spatiotemporal and traditional attributes. Note that the set
of subjects and objects denoted by ce and ge can be moving objects. For a
given authorization oo = (ce, ge, m, 7), we denote subjects expressed by ce as
a.ce, objects expressed by ge as «a.ge, privileges as a.m, respectively. Also,

(.7, 7] denotes the time interval during which « is valid.



Our model supports not only read, write, and execute privileges for tra-
ditional auth-objects but also viewing and compose for moving objects with
spatiotemporal attributes. Viewing privileges allow subjects to read the spa-
tiotemporal information. We support two types of viewing privileges: Locate
and Track privileges.! Locate privilege enables subjects to read the location
information of moving objects in the authorized spatiotemporal region. On
the contrary, track privilege enables subjects to read the trajectory informa-
tion of moving objects in the authorized spatiotemporal region. Compose
privileges allow subjects to write information on the auth-objects. 7 can be
a time point, a time interval or a set of time intervals. In the following, we
present some examples of security policies in which moving objects can be
subjects, auth-objects or both. Also, the authorizations can be specified on
the spatiotemporal attributes of subjects, auth-objects or both. These are

summarized in table 3.3.

e Policy 1: A mobile (phone/service) customer is willing to reveal his
personal profile information to a merchant only during the evening
hours, and while he is close to the shopping mall. In this case, only the
auth-object is a moving object and this policy is based on auth-object’s

spatiotemporal attributes.

e Policy 2: An employee is allowed to enter the document repository

only between “9am and 5pm” and while physically located “in the office

IThe privileges can have ordering relationships among them according to their inherent
semantics. For example, the track privilege subsumes the locate privilege because with
track privilege, a subject can locate auth-objects as well by specifying a time point instead
of time duration.
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’ ‘ Moving object ‘ Spatiotemporal Specification ‘
Policy 1 | auth-object auth-object
Policy 2 | subject subject

Policy 3 | subject, auth-object | subject, auth-object
Policy 4 | auth-object
Policy 5 | auth-object auth-object

Table 3.3. Categorization of Policies

premises.” Note that while subjects are moving objects, the auth-
objects are not. Also note that the policy is based on the subject’s

spatiotemporal attributes.

Policy 3: An airport security official can access the trajectory infor-
mation of travelers in the airport only while he is on-duty (i.e., during
1lpm-7am). In this case, both the subject (security official) and the
auth-object (travelers) are moving objects. This policy is based on the

spatiotemporal attributes of both subject and auth-object.

Policy 4: Certain FBI agent can access the current location and trajec-
tory information of truck with id 325. Note that although the subject
and the auth-object are moving objects, the subject is allowed to ac-
cess the information regardless of his location and time. In this case,
the policy is based on the identifiers of both subject (FBI agent) and

auth-object (truck with id 325).

Policy 5: A police office in Newark, NJ can access only the dispatched
patrol cars from the Newark area. Note that only auth-object (patrol

cars) is a moving object. Also, the policy is specified on two types of
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auth-objects: object identifiers (patrol cars from Newark police station)

and spatiotemporal region (Newark).

The above policies can be specified as the following authorizations.

a; = (merchant(z), {profile(i) A rectangle(j)=(50,60,10,10) A [5pm,

9pm]}, locate )

as= ({employee(i) A rectangle(j)=(45,45,1,1) A [9am, 5pm]},

{document_repository(j)}, enter )

asz= ({security _official(i) A rectangle(j)=(100,50,30,30) A [9am, 5pm]},

{travelers(i) A rectangle(j)=(100,50,30,30) A [current time]}, track )
as= ( FBIagent(7), truckid(j)=325, track )

as= ({dispatch_department(i) A office_location(j)="Newark’},
{patrol_cars(k) A rectangle(l)=(100,50,30,30) A dispatched from(k) =

'‘Newark’}, track )

3.3 Location Privacy Measure

A user can be anonymous within a group of other users [67], called an

anonymity set, denoted as S. Let P(Q = u) be the probability of a user

u € S submitting a request. Obviously P(Q = u) > 0 if v € S, and

P(Q = u) = 0 otherwise. In an attempt to quantify the level of anonymity

inherent in S, Shannon entropy is calculated as

Hy(S) ==Y P(Q =u)log, P(Q = u). (3.2)

u€eS



Let us consider the following two systems D; and Ds:

e Under D;, the probability distribution is uniform among all m users,
i.e., Dlp(QZU):%
e Under D,, given n users, the probability of the actual user submitting

a request is 0.5 and the probability of other n — 1 users is uniformly

distributed.

Dy : P(Q = % otherwise

{ 0.5 for the actual user
u) =

To obtain the same resulting entropy in case of both D; and Ds, the resulting
m and n are such that n = %2 + 1 [73]. For example, when m = 20 under
Dy, n = 101 must hold under Dy to ensure the same entropy for D; and
D,. This demonstrates that, in order to achieve the same level of anonymity,
the system with non-uniform distribution would need to include significantly
larger number of users. Specifically, in this case, Dy needs mTQ + 1 —n addi-
tional users for obtaining the same level of anonymity as that of D;. Another
problem with non-uniform probability distribution in the anonymity set is
that there exists a user that an adversary believes to be the actual person
who submits a query. For example, under Dy, an adversary has % = 0.05
chance to guess the user of a request, but under Dy, an adversary knows that
a particular user sent the request with 50% certainty and another 100 users
could have sent it with only 0.5%. Due to the considerable difference in the
probability distributions between the actual user and remaining users in the

anonymity set, an adversary could infer the actual user among the anonymity

set. This example shows that it is possible that single user is associated with
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a probability which is an order of magnitude higher than the probability of
any other users even though the Shannon entropy measures are the same for
two systems. This issue calls for an alternative anonymity metric that better
capture the ratio between probabilities associated with different members
of the anonymity set. In order to address this problem, a lower bound of

entropy, called min-entropy, is suggested to measure anonymity [61].

H(S) = —log, max P(Q =u). (3.3)

In fact, this notion of anonymity is easily integrated with the local anonymity

measure proposed by [73].

Definition 3.8 [Local Anonymity/] Local anonymity exists for the anonymity
set S with parameter € if an adversary cannot assign a user u € S to the

submitted request with a probability greater than e, i.e. Yu € S, P(Q = u) < e.

The important property of ensuring local anonymity with parameter € is that

the following inequality holds:
Hy(S) > H(S) > —loge. (3.4)

Inequality (3.4) is easy to prove: first, Hy(S) > H(S) is true because H(S)
is a lower bound of Hy(S), and H(S) > —loge is true because logarithm is
a continuous strictly increasing function and for all u € S P(Q = u) < e,

i.e., max,es P(Q = u) < € holds.

Inequality (3.4) implies that any system preserving local anonymity with

parameter € is at least as strong as a system with % users and uniformly
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distributed probabilities [73]. For example, if local anonymity of parameter
e = 0.1 is preserved, the anonymity level would be at least greater than or
equal to the anonymity level of 10 users with uniformly distributed proba-

bilities.
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CHAPTER 4

EFFICIENT ENFORCEMENT OF LOCATION-BASED ACCESS
CONTROL

In a personalized mobile environment, services based on user locations re-
quire maintaining the mobile objects’ location and profile information and
efficiently serving access requests on the past, present and future status of
the moving objects. This creates inherent security and privacy challenges.
One solution to this is to specify security policies to ensure controlled access.
However, this significantly degrades system performance. Existing solutions
to improve the performance have one or more of the following drawbacks: (i)
processing an access request requires traversal of multiple index structures
[82] (ii) the index does not store past location history and profiles of mobile

users [11, 9, 10].

In this dissertation, we have developed a unified index structure that
retrieves the information on mobile users (location, moving trajectory, and
profiles) while enforcing the access control policies that govern over them. In

this chapter we discuss two following key contributions:

1. Secured Past, Present, and Future Location Moving Object Tree (STFF-

Tree)

2. Secured Location and Profile Moving Object Tree (SL¥-Tree)
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Then, we have discussed how to ensure security under uncertain location
estimates. Because current moving object databases do not keep the exact
location of the moving objects, but rather maintain their approximate lo-
cation, the access request evaluation based on the location measure stored
in the database cannot always guarantee the intended access control pol-
icy requirements. This may be risky to the system’s security, especially for
highly sensitive resources. In order to address this issue, we have introduced
an authorization model that takes the uncertainty of location measures into
consideration for specifying and evaluating access control policies. However,
this access request evaluation is computationally expensive as it requires to
evaluate a location predicate condition and may also require evaluating the
entire moving object database. For reducing the cost of evaluation, we have
introduced a set of spatial filters that minimize the region to be evaluated,
thereby allowing unneeded moving objects to be discarded from evaluation.
We have discussed how these filters can be computed and maintained, and

have provided algorithms to process access requests.

4.1 The SPPF_Tree

In this section, we present our proposed unified index, the SFP¥-tree that
indexes authorizations as well as the moving objects by capturing their past,
present, and future locations. As a result, we can now support authorizations

based on locate and track privileges.
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4.1.1 Authorization Overlaying

Our approach is to first construct an RPPF-tree for moving objects, and
then appropriately overlay authorizations on top of each node of the index
by carefully examining the spatiotemporal extents of both the node and the
authorizations. Our overlaying strategy allows for efficient evaluation of user
access requests for the specified moving objects. The resulting tree is the
SPPF_tree. Authorizations are categorized as follows based on whether or

not a spatiotemporal extent is associated with subjects and auth-objects.

e Moving Subject on Static Auth-Object Authorization (a™®): An au-
thorization « is said to be moving subject on static auth-object autho-
rization, denoted as o™, if a.ce is associated with the spatiotemporal

extent, but not the auth-object.

e Static Subject on Moving Auth-Object Authorization (a™): An au-
thorization « is said to be static subject on moving auth-object autho-
rization, denoted oM if only a.ge is associated with the spatiotempo-

ral extent, but not a.ce.

e Moving Subject on Moving Auth-Object Authorization (a™): An
authorization « is said to be mouving subject on moving auth-object
authorization, denoted as a™™ if both of a.ce and a.ge are associated

with the spatiotemporal extents.

In our tree, we are capable of overlaying if the authorization is specified

based on the spatiotemporal extent of not only ce or ge, but also both. For
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a given authorization «, we denote the spatiotemporal extent of the autho-
rization as a. In case of a™® or a®M | there is only one case of computing
spatiotemporal extent because the spatiotemporal extent is from either ce or
ge. In case of o™ we denote the spatiotemporal extent associated with
a.ce as o5 and a.ge as a”° because we need to differentiate the origin of

the spatiotemporal extent. Because we overlay authorizations of type o™

“in case of ™M Also, we denote

only based on a5, we denote a™s as «
the spatiotemporal extent (tpbr) of a node N as NY. We assume that o
is a contiguous spatiotemporal region without losing any generality because

each non-continuous spatiotemporal region in « can be sliced to form a single

contiguous spatiotemporal region.

A node of SPPF_tree is similar to that of R -tree except that it includes
three pointers that point to the three different types of authorizations. For

a given node N, we use N.aM% N.oM and N.aMM to refer to the set

MS MS

of overlaid authorizations of types o™, o™, and oMM

, respectively. Let
the binary operators Dy, y 1}, Nz, and Qs denote enclose, overlap and

disjoint, respectively, in all z,y and ¢t dimensions.

Algorithm 4.1 Overlay

Input: root array R, authorization «

: Output: authorizations-overlaid STFF-tree

: for each root r from R do

if [r.insertionTime, r.deletionTime) N [a.Tp, a.7e] # () then
OverlaySubtree(r, o)

end if

end for

IR AN e e

Algorithm 4.1 Overlay presents the details of our overlaying strategy. Es-

sentially, the algorithm first selects the root nodes from the root array R such
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Algorithm 4.2 OverlaySubtree

: Input: node N, authorization «
Output: authorization-overlaid node N
tempNode < N
if tempNode.deletionTime = oo then
tempN ode.deletionTime < t. + H

end if

if (oM Dz t} tempNode™ is true) OR (N is a leaf node AND aDﬂ{w7y7t}tempN0deD
is true) then

8: if « is a moving subject static auth-object type of authorization then

9: N.aM% « N.oM% U a
10: else if « is a static subject moving auth-object type of authorization then
11: N.aM « N.oM U o
12: else
13: N.aMM  N.oMM o
14: end if
15: return
16: end if
17: for each child ¢ of N do
18: if ol Na,y,t} ¢ then

19: OverlaySubtree(c, a)
20: end if
21: end for

that the root node’s alive time interval is overlapped with the authorization’s
effective time interval |7, 7.]. Then, for each selected root node r, it traverses
the tree recursively starting from the root node r to the leaf level in a way
that for each node N in the traversal path, a" is compared with N. All the

possible scenarios for this comparison are as follows:

e Case 1: If the spatiotemporal extent of a fully encloses that of the
node N, i.e., o Diayty IV Yis true, we will stop traversing and overlay
a on N by adding o to o™, o™ or ™M of N. This is because, if
a subject is allowed to access objects within a certain spatiotemporal

region, that is a", it is allowed to access objects in the subregion of that
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Figure 4.1. Authorization Time Line

[15].1 After overlaying an authorization on a node, it is not necessary

to overlay the same authorization on any of its descendants.

e Case 2: If the spatiotemporal extent of o overlaps with that of the
node N, i.e., NV Myt a is true, the level of the node decides where

it is overlaid.

> If NV is a non-leaf node, each of N’s children are traversed and the
algorithm repeats the comparison between a" and the spatiotem-
poral extent of each child node. The goal here is to check if there
exist a child of N whose spatiotemporal extent is enclosed by that

of a.

> If the node N is a leaf node, we overlay « on the leaf node N. This
is because, when the spatiotemporal extent of the authorization
does not enclose, but overlaps with that of the leaf node N©,

we need to ensure that no relevant authorizations are discarded.

'If a.ge points to a set of auth-objects instead of a spatiotemporal region, we can
exclude unauthorized auth-objects by post-processing the query result when we evaluate
the query.
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Figure 4.2. Authorization Overlaying Example

Also, note that only part of the spatiotemporal extent of N is
in the authorized region. The moving objects from the remaining
unauthorized spatiotemporal region N — o~ must be removed

from the user’s output, if the user request includes this region.

e Case 3: Else, which implies the spatiotemporal extent of the autho-
rization, a" is disjoint with that of the node NU, i.e., NY O fay,t} at
is true, we stop the overlaying process. This is because, if a does not
have privilege to the region covered by N, then « is not applicable
to that region. Also, since N" includes spatiotemporal extent of all its
children nodes, o is disjoint with the spatiotemporal extent of each

child. Therefore, there is no need to traverse further to the leaf level.

Let us take a concrete example to explain the overlaying concept. Suppose
an authorization « is being overlaid on the tree, and NV; is the root node whose
effective time interval is overlapped with that of «, i.e., (Ny.insertionTime,
Ni.deletionTime) N [a.my, a.7] # 0. In figure 4.2 shows that the spatiotem-

poral extent of o and N; is overlapped, i.e., a” Nay,t} N is true. Therefore,



we recursively visit all of its children, i.e., Ny and N3. When N is visited,
observe that the spatiotemporal extent of a encloses that of N,. Therefore,
we stop traversing the tree further and overlay a on Ny. However, when we
visit N3, the spatiotemporal extent of « is disjoint with that of N3. Thus,

we also stop traversing the tree, and we do not need any further actions.

We now consider the computational complexity of the algorithm. In the
worst case, each subtree could contain all of the moving objects, and each
moving object could exist in a separate leaf. Thus, in the worst case, each
subtree traversal would require visiting all of the nodes, thus requiring O(n)
time. Now, the only remaining factor is the size of the root array. This
depends on the number of time splits as well as the number of updates.
Assuming that there are k elements in the root array, the overall worst case

complexity of the algorithm is O(nk).

4.1.2 Maintenance of the S"PF-tree

One main challenge of the STF -tree is to maintain the overlaid authoriza-
tions as the tree evolves. Changes to the SPP¥-tree are needed due to the

following two reasons:

e Updates to the moving object: It is important to note that, while
the spatiotemporal region of an overlaid authorization is static in na-
ture, the tpbr of each node in the tree changes over time. Therefore,
it is possible that certain overlaid authorizations may no longer sat-
isfy the conditions. As a result, it may be necessary to reposition the

existing overlaid authorization.
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Figure 4.3. Relationship of Authorization Log and S”*F-Tree

e Change of applicable authorizations: If the overlaid authoriza-
tions are valid only during a certain time interval, as time elapses, they
are no longer applicable. Therefore, these need to be removed from the
node where they are overlaid. Also, certain new authorizations may

become applicable, which need to be overlaid appropriately.

Because the SPPF-tree is a unified index that maintains not only moving
objects but also authorizations, we need to pay attention to how updates of
one type can be performed without hampering the properties of the SPF¥-

tree.

Handling Updates due to Change of Applicable Authorizations

To handle this issue, we introduce the notion of Authorization Log, described

below.

Authorization Log: An authorization log is nothing but a data structure
constructed by spreading all the authorizations on the time line. For each

authorization, we consider the following two events: (1) auth-begin event
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and (2) auth-end event. These two are nothing but |7, 7] specified in the
authorization specification.? For example, in figure 4.1, the auth-begin event
of the authorization «ay occurs at time t¢15, and the auth-end event will occur

at time tog.

Essentially, as time elapses, new authorizations may become applicable
and we do not want to miss overlaying these authorizations on the SP¥¥-tree.
An authorization « is said to be applicable to the tree constructed at t, if the
two time intervals a7, a.7.] and [¢,t + H] overlap. For example, suppose
the SPPF-tree is constructed at ¢ = t19, which is valid until ¢, + 2 (assuming
H = 2). Referring to figure 4.1, only as, as, and a4 are overlaid on the
tree. Since valid intervals of oy and as are outside [tig,t10 + 2], they are
not applicable now and therefore are not overlaid on the tree. On the other
hand, at t59, both a; and a5 must have been overlaid on the tree. However,
the tree has no capability to keep track of newly applicable authorizations
that need to be overlaid on the appropriate nodes of the tree. An auth-begin
event triggers the algorithm 4.2 OverlaySubtree procedure to take care of
this issue. For example, oy in figure 4.1 will be overlaid on the tree at t;3

because the tree is valid up to the current time + H.

Also, after some time later, certain overlaid authorizations become invalid
and therefore must be removed from the tree. This is taken care by the auth-

end event to trigger such removals. The removed authorization needs to be

2Note that each authorization will have only two such events since we are not consid-
ering periodic authorizations. However, our proposed solution can be easily extended to
handle periodic authorizations.
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Algorithm 4.3 UpdateST?F-Tree

1:

Input: old moving object data Ey, new moving object data E,

2: Output: updated STFF -tree

3:

10:
11:

12:
13:
14:
15:
16:
17:
18:
19:

20:

changedPagelds + Update(Fy, E,) {Update() is the slightly modified version of
update method of RPPF-tree, which returns updated node identifiers}
changedNodeSet < GetNodeSet(vhangedPagelds) {GetNodeSet() returns the
pointers of the identifiers in changedPagelds}
for each node N in changedNodeSet do
tempAuth < N.a™M% U N.oM U N.alpha™M U AuthLog.find_auth(N.to, )
Initialize overlaid authorizations in N {N.o™°, N.oM and N.o™M becomes
null}
for each authorization « in tempAuth do
parent < parent node of NV
if o Dlzy.t) parentS is true then
overlayParent(N, ) {similar to overlaySubtree() but overlays « to the parent
level until the root node is reached}
else
OverlaySubtree(N, «)
end if
end for
end for
AuthSet < AuthLog.find_auth(t.,t. + H){ t. is the current time}
for each « in AuthSet do
Overlay (alive root node, «)

end for

396 6 6

(a) Upgraded Authorization (b) Degraded Authorization (c) No changes

Figure 4.4. Re-overlaying of authorizations due to updates to moving objects



re-overlaid on the SP¥F-tree because it may satisfy the overlaying conditions

of another node in the tree.

In addition to triggering the overlaying and deletion of authorizations,
update must take care of the cases when the time-split occurs. In this case,
an entirely new node will be created for which there exist no overlaid autho-
rizations. The find-auth method computes all the authorizations overlapping
with the interval of the newly created nodes.® Figure 4.3 depicts the re-
lationship between the authorization log and the SP¥¥-tree along with the

auth-begin and auth-end events, and the find-auth method.

Handling Updates due to Changes to Moving Objects

Updates to moving objects may cause a structural change to the SP%¥-tree.
When update (insertion/deletion) occurs on the SP7¥-tree, all the access
nodes, which are ancestors of the leaf node for which the update is applied
to, need to be checked because the overlaid authorizations in the nodes may
either be degraded authorizations (authorizations which were originally over-
laid on the access nodes, but no longer fit in their original positions due to
the spatiotemporal enlargement of the nodes by updates) or upgraded autho-
rizations (authorizations which were originally overlaid on the access nodes,
but able to fit in an ancestor of their original positions due to spatiotemporal
shrinkage of the nodes by updates). This procedure is even more complicated

if the update process results in the structural changes due to time-split. The

3In this thesis, we do not include the details of the method because any one-dimensional
data structure which supports the range query can be used to support this method.
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details are summarized below.

1. Updating authorizations on the adjusted nodes: Based on the
periodic updates on the position of the moving objects, the tpbr of
each node in the SP¥F-tree will be adjusted; they may either shrink
or expand. Moreover, adjustments to the ¢pbr of a node may trigger
adjustments to the tpbrs of its ancestor nodes. For each adjusted node
N, every overlaid authorization « on it can fall into one of the three
categories: (i) degraded authorization, (ii) upgraded authorization, (iii)
no changes. The algorithm 4.3 UpdateSTP¥-tree presents the details of
our updating strategy. It checks first if it is an upgraded authorization
and attempts to overlay it as high in the tree as possible. Else, the
same overlaying strategy is used to find the appropriate position for a.
Figure 4.4 shows these three different cases. Suppose N, is the adjusted
leaf node. Figure 4.4 (a) shows the shrinkage of the tpbr for N, and its
parents. The authorization initially overlaid on NV is now repositioned
to Ny: it can enclose N} as well as Nj' spatiotemporally and therefore
becomes an upgraded authorization. On the other hand, the tpbr of
N, may be expanded due to the adjustment. Figure 4.4 (b) shows this
expanded case, and that the overlaid authorization does not enclose N1
spatiotemporally any more. It becomes a downgraded authorization.
Therefore, it is repositioned to the child of Ny, i.e., Ny. In addition, it
may be possible that the shrinkage or expansion of the corrected node

does not affect the overlaid authorizations if the overlaid authorization



still encloses N but does not enclose its parent Ny spatiotemporally.

Figure 4.4 (c) presents this case.

2. Overlaying authorizations on the newly created node: The
newly created node due to a time-split does not have any authoriza-
tions overlaid on it. Therefore, all the authorizations whose valid time
intervals are overlapped with the interval of this node are overlaid on

the alive root node from the root array.

4.1.3 Access Request Evaluation

In this section, we present different types of access requests and how these
are evaluated against the specified authorizations to retrieve the information
that satisfies the user request. There exist three different request scenarios
based on the mobility of requestors and resources, and the corresponding

authorizations in order to protect the resources.

o Static Requests upon Mobile Resources: In this case, requestors are
static entities while resources are moving objects. (e.g., a merchant
(static requestor) tries to send promotion deals to near-by mobile cus-
tomers (mobile resources) as in policy 1 in section 3.2.4.) Thus, only
the location of mobile resources plays an important role for making the
access control decision. Therefore, in order for requestors to gain access
to the information of mobile resources, security/privacy policies must
have been issued to the requestors in advance, and only if the specified
conditions in the privacy/security policies are met, the requestors are

able to access the information.
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o Mobile Requests upon Static Resources: In this case, the access control
decision for the requestor is dependent on the current location of the
requestor ((e.g, an employee (mobile requestor) tries to use the printer
in the office (static resource)) as in policy 2 in section 3.2.4. Therefore,
in order to gain access to the static resources such as a printer, the

requestor must be located in the authorized region.

e Mobile Requests upon Mobile Resources: In this case, locations of both
entities (requestors and resources) are important (e.g., a boss (mobile
requestor) tries to access the locations of her employees (mobile re-

source) as policy 3 in section 3.2.4).

In the rest of this section, we will focus on the first and third user request
types because the second query type can be considered as a special case of
the third query type where location conditions of mobile resources are not
considered. Then, we can simplify the categorization as static requests (the

first case) or mobile request (the third case).

Definition 4.1 (Static Requests) A static request (SR), denoted as a triple
U = (s,00,m), where s is a subject of the user request, O is a spatiotemporal

region, and m 1s a track, a locate, or a view access mode.

The result of SR would be a trajectory, a position, or identifiers of a
moving object(s). A trajectory is of the form (o, {locy,locs . .. loc,}), where
o is the object identifier, and loc; is the i** location information of o in the

x,y,t dimensional space. In case of locate, the result would be of the form
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(0,loc). The result of a view access mode would be a set of object identifiers.
We use U.s, U”, U.m to denote the subject, the spatiotemporal extent, and
the access mode of the access request U, respectively. Also, the effective time

interval of U is denoted as [U.7;, U.7.], which is derived from U".

The spatiotemporal query evaluation is based on the overlaying procedure
that is introduced in the section 4.1.1. For a given user request U, the
procedure first locates a set of roots from the root array of STF¥ such that

the alive time interval of the root overlaps with [U.7,, U.7.].

Algorithm 4.4 QueryEvaluationSR

1: Input: root array R, SR U
2: Output: If U.m is locate, location information of moving objects resultSet at time =
U.ty. If Um is track, trajectory information of resultSet. Otherwise, moving object
IDs of resultSet
resultSet < ()
for each root r from R do

if [r.insertionTime, r.deletionTime) N [U.my,, U.7,] # () then

resultSet + EvaluateSubtree(r,U) U resultSet

end if

end for

return Retrieve(resultSet, R, U) {location, trajectory, or ID information of resultSet

is retrieved depending on U.m}

Then, for each located root r, the procedure described in algorithm 4.4
(QueryEvaluationSR), traverses the subtree under this root r until it reaches
the leaf level by using algorithm 4.7. The worst case running time of al-
gorithm 4.7 is O(nk + m) where n is the number of moving objects, k is
the number of elements in the root array and m is the number of autho-
rizations which are overlaid on the tree. This is because the cost of visiting
nodes is exactly the same as when overlaying authorizations, while the cost
of searching the authorizations also needs to be factored in (in the worst case

all authorizations are overlaid on all of the nodes). During this traversal, it
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compares the spatiotemporal extent of user request with that of each node

in the search path. One would encounter three different cases:

M such that a set of subjects eval-

e enclosing: If there exists any a®
uated by ce contains U.s, then return all the moving objects that are
overlapped with (U” N a"). In the case of the locate access mode, re-
turn the location information of those objects at time = U.7;,. Because,
if we allow time interval, the trajectory information during the time
interval [U.7,, U.T.] is rather revealed to the user instead of the location
information, U.7, is ignored if it is different from U.7,. If a track access
mode is requested, return the trajectory information of those objects.
The trajectory of each object o in the result set is traced back by using
the pointer N.ptr where N is the leaf node that stores o. Whenever
a node L is time split, ptr of newly created node is set to point back
to the original node L. Thus, all the past location information of o
can be reached by following the ptr created each time a node is split.
This tracking is processed within the spatiotemporal region U” N o

where o is the spatiotemporal region of all the authorizations with

track privilege that are applicable to U.s.

e overlapping: If there exists any o™ such that the set of subjects
evaluated by ce contains U.s, return the objects overlapping with U”
only. However, we still need to check authorizations overlaid for the
descendants of the node N because authorizations overlaid for the de-

scendants may include another spatiotemporal region that o™ does not



Algorithm 4.5 EvaluateSubtree

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:

32:

Input: node N, SR U
Output: moving objects resultSet
resultSet < ()
authorized < false
Stack.add((N, authorized))
while Stack is not empty do
(N, authorized) < Stack.pop()
LL <+ CheckUserIDAuth(U.s, N.a®) {CheckUserIDAuth returns the authoriza-
tions that is applicable to U.s among N.a M}
if N is a leaf node then
if authorized = false AND LL # () then
for each object o in N.objects do
for each authorization o in LL do
if o9 Na” NUY +# () then
resultSet < resultSet U o
end if
end for
end for
else if authorized = true then
resultSet < resultSet U N.objects
end if
else
if authorized = false AND LL # () then
authorized < true
end if
for each node c in N.children do
if INUP #0( then
Stack.add (e, authorized)
end if
end for
end if
end while

return resultSet
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cover. In the case of the leaf node, return all the moving objects that
are overlapped with (NP N o N UY). Again, if it is a track access
mode, return the trajectory information of those objects. If it is a

locate access mode, return the location information.

e disjoint: Stop the evaluation process because no relevant authoriza-
tions can be found in the descendants of the node N to satisfy the

request.

Definition 4.2 (Mobile Requests) A mobile request (MR), denoted as
M = (s,loc,[d,m), where s is the subject of the user request, loc is the current
location of the subject in the x,y,t dimensional space, (1 is a spatiotemporal

region, and m 1s a track, locate, or view access mode.

In MR, we use M.s, M M"Y and M.m to denote the subject, the
spatiotemporal position of M.s, the spatiotemporal extent, the access mode
of the access request M respectively. Also, the effective time interval of M
which is derived from MU, is denoted as [M.7;,, M.7,]. Observe that in order
to process mobile requests upon static resources, M is set to null, and a™*

is evaluated instead of oMM

There are two spatiotemporal conditions involved in MR: the current
location of M.s is used to evaluate if M.s is authorized to access moving
objects information, and M" spe