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ABSTRACT OF THE DISSERTATION

Managing Energy Usage and Cost Through Load

Distribution in Multi-Data-center Services

by Kien Trung Le

Dissertation Directors: Ricardo Bianchini and Thu D. Nguyen

Multi-data-center services will soon be common place. These services raise many ques-
tions about how exactly to distribute the offered load across the data centers. In fact,
different load distributions may produce wildly different monetary costs, performance,
and/or energy consumption. Moreover, these large services consume large amounts
of energy produced via carbon-dioxide-intensive means. We refer to this as “brown
energy”, in contrast to renewable or “green” energy. This large energy consumption
represents significant and fast-growing financial and environmental costs. Increasingly,
services are exploring dynamic methods to manage energy and energy-related costs
while respecting their service-level agreements (SLAs). Furthermore, it will soon be
important for these services to manage their usage of brown or green energy.

Based on these observations, this dissertation explores load distribution policies
that minimize cost or energy consumption, while respecting the services’ performance
requirements. First, we design, implement, and evaluate software support for multi-
data-center Internet service providers to take advantage of temporal and spatial vari-
ability of electricity prices and on-site generation of green energy. Second, we extend
this framework with support for capping brown energy consumption without excessively

increasing costs or degrading the performance of Internet services. Third, we design,

ii



implement, and evaluate cost-aware policies for placing and migrating virtual machines
in high performance cloud computing services.

Our results show that our framework is very effective at allowing services to trade
off brown energy consumption and cost. For example, using our policies, the service
can reduce brown energy consumption by 24% for only a 10% increase in cost, while
still abiding by SLAs. Our virtual machine migration framework demonstrates that (1)
our policies can provide large cost savings, (2) load migration enables savings in many
scenarios, and (3) all electricity-related costs must be considered at the same time for
higher and consistent cost savings. Overall, our work demonstrates the value of load
distribution across data centers, formal optimization techniques, workload prediction,

and electricity price prediction for energy management.
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Chapter 1

Introduction

In this dissertation, we address the problem of managing energy and energy-related costs
for service providers that operate multiple distributed geographically data centers. In
particular, we focus on services such as those provided by Google, Amazon, Microsoft
and others. In this chapter, we first motivate our work, then give an overview of the

dissertation and document our contributions.

1.1 Motivation

Data centers are major energy consumers [6,86,90]. Figure 1.1 shows that in 2005,
the data centers in the US consumed 56 Billion KWhs, an amount of energy that is
almost equivalent to that consumed by the entire transportation manufacturing industry
(the industry that makes automobiles, airplanes, ships, trucks, and other means of
transportation). In 2010, this number had increased by 53% to 85.6 Billion KWhs,
representing about 2.2% of total US electricity use. As the world’s main economies
start to recover from a deep recession, the growth in data center electricity consumption
is expected to accelerate further.

Data centers are operated by organizations from a wide range of industries (from
financial to IT) with most of the large data centers run by large service providers such
as Google, Microsoft and Amazon. With the advance of cloud computing (outsourcing
of computing resources to service providers), the number of data centers employed by
these providers will likely to increase. As the number of data centers and demand
for these services increase, the issues of managing energy and energy costs become

more important. Figure 1.2 and other reports [22,27,91] indicate that infrastructure
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Figure 1.1: Electricity consumption of US data centers [90].
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Figure 1.2: IT power (W) /Inflation adjusted IT costs [91]. X axis is the IT power use
per thousand dollars of server cost, and Y axis is different data center cost components.

equipment related to power and cooling may be responsible for about half of total
annualized costs in typical data center facilities and that this fraction is growing over
time as I'T equipment acquisition costs decline and IT equipment energy use increases
[91].

This large energy consumption of data centers has both financial and environmental
costs. Table 1.1 summarizes these costs in the context of some of the most popular
Internet service providers which shows that these organizations consume a huge amount
of electricity, and consequently have significant carbon footprint. In fact, a typical

enterprise-class data center has a peak power of 50 MW, equivalent to 1/10 of the peak
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Figure 1.3: A) Carbon emissions of world-wide data centers comparing to that of Nigeria
ranks 34" and Czech Republic ranks 35" on the world [105]. B) Electricity generation
sources [132,168].

power of a base load plant, and consumes as much energy as a city with 50,000 homes.

Figure 1.3A, based on a survey from 2008 [105], illustrates that world-wide data
center carbon emission is somewhere between that of Nigeria, the most populous country
in Africa, and Czech Republic, one of the most developed countries in the former
Eastern European Bloc. The reason behind this is that most of the electricity produced
worldwide (including the US) comes from burning coal or natural gas, a carbon-intensive
approach to energy production. Figure 1.3B shows that this percentage is about 67%
in the US and 60% world-wide. In fact, a single server can have roughly the same
footprint as a Sports Utility Vehicle (SUV) [62].

There are many ways these organizations can reduce their impacts on environment.
For example, they can invest in renewables by financing new plants and pumping the
produced energy into the electrical grid. In fact, Google is taking this approach. On
the other hand, they can directly reduce their brown energy consumption and use more
green energy instead. The current trend is that some power utilities are starting to
allow large electricity consumers to select a mix of brown and green power. Based on
the power mix, the utility promises to pump the proper amount of green energy into the

electricity grid. However, the power-mix approach often leads to substantially higher



Company | Servers Electricity Cost | CO2(Tons)
eBay 16K 0.6 x 10° MWh | $3.7M | 0.43 x 107
Akamai 40K 1.7 x 10° MWh | $10M 1.2 x 107
Rackspace 50K 2 x10° MWh | $12M 1.4 x 107
Microsoft | >200K | > 6 x 10° MWh | >$36M | 4.3 x 107
Google >500K | > 6.3 x 10° MWh | >$38M | 4.5 x 107

Table 1.1: Financial and environmental Costs of Internet Services [135].

energy costs, as most utilities charge a premium for green energy. For data centers,
a better approach may be to either generate their own green energy (self-generation)
or draw power directly from a nearby green energy plant (co-location). This approach
is becoming quite popular, as demonstrated by the many data centers (partially or
completely) powered by solar or wind energy that are popping up all over the globe
(see a partial list at http://www.ecobusinesslinks.com/green_web_hosting.htm).
For example, Apple is constructing a 20MW solar array at its North Carolina data
center [43]. McGraw-Hill has just already built a 14MW solar array for its data center
[44]. Two small cloud service providers, Green House Data and AISO, run entirely on

renewable energy [4,70].

1.2 Our Goal

To address the energy consumption problem, there have been a lot of works (see chapter
3) in the computer science community. However, most of these techniques address the
energy consumption of a single data center. This dissertation complements these efforts
as our goal is to create software frameworks to help multi-data-center services to manage
their energy consumption and energy costs.

Today, many large organizations operate multiple data centers. The reasons for
this include natural business distribution, the need for high availability and disaster
tolerance, the sheer size of their computational infrastructure, and/or the desire to
provide uniform access times to the infrastructure from widely distributed client sites.

Interestingly, the geographical distribution of the data centers often exposes many

opportunities for optimizing energy consumption and costs by intelligently distributing
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the computational workload. In this dissertation, we seek to exploit such opportunities.
First, we seek to exploit data centers that pay different and perhaps variable electricity
prices. In fact, many power utilities now allow consumers to choose hourly [12] and
peak/off-peak pricing instead of paying a fixed price. Second, different locations are
exposed to different outside temperature which directly impacts the amount of energy
spent on cooling. Third, we seek to exploit data centers that are located in different time
zones, which adds an extra component to price and outside temperature variability. For
example, one data center may be under peak-demand prices while others are under off-
peak-demand prices. Finally, we seek to exploit data centers powered by green energy
to reduce brown energy consumption. Such data centers can have on-site renewable
energy generation or get the power as a mix of green and brown energy from the utility.

To make our investigation of these degrees of freedom more concrete, we consider a
multi-data-center architecture where data centers are placed behind a set of front-end
devices. The front-ends are responsible for inspecting each client request and forwarding
it to one of the data centers that can serve it, according to a request distribution or job
placement policy. Despite their wide-area distribution of requests, services must strive
not to violate their service-level agreements (SLAs). This architecture is very popular
among Internet services, such as Google or iTunes, and major cloud service providers

including Microsoft, Salesforce, Skytap, HP, IBM, Amazon and Google.

1.3 Dissertation Structure

This dissertation proposes and evaluates several frameworks (using optimization and
heuristics) to distribute load across geographically distributed data centers. The frame-
works enable services to manage their energy consumption and costs, while respecting
their SLAs. There are many issues that must be confronted in building load distribution
frameworks for service providers that offer different types of services. Some of these are
shared by all services; for example, all of them use load distribution as a mechanism to
exploit variation in electricity prices, time zones and outside temperature, and manage

the SLA. Some of these are specific to types of services; for example, Internet service



requests have short response time and very predictable diurnal patterns whereas high-
performance computing (HPC) applications tend to have much longer run-times as well
as unpredictable arrivals and resource usage. This affects the techniques that we can
use to solve the problem. This dissertation is, therefore, structured based on the type
of service for which we build a framework. Specifically, we concentrate on two types
of services: Internet services and HPC cloud services. Note that we have also built a
framework for Web services, but as it does not consider energy issues (only cost and
performance), we include it in this dissertation only as an appendix. Next, we overview
our frameworks for these services.

Framework for Internet Services. As mentioned, large Internet services are sup-
ported by multiple data centers for high capacity and availability, and low response
times. The data centers sit behind front-end devices that inspect each client request
and forward it to one of the data centers that can serve it, according to a request
distribution policy.

In chapter 4, we propose a framework that exploits the geographical distribution
of data centers powered by green energy. In fact, there are many such data centers
popping up all over the globe [4,72,83,84,158,162]. Our goal is to design and implement
request-distribution approaches for reducing the overall cost and energy consumption
of multi-data-center Internet services.

Specifically, we propose and evaluate a software framework for optimization-based
request distribution. The framework enables services to manage their energy consump-
tion and costs, while respecting their SLAs. At the same time, the framework considers
the existing requirements for high throughput and availability. Furthermore, the frame-
work allows services to exploit data centers that pay different (and perhaps variable)
electricity prices, data centers located in different time zones, and data centers that
have on-site green energy generation.

Based on the framework, we propose request distribution policies for two scenarios:
EPrice and GreenDC. In scenario EPrice, our framework optimizes for electricity cost
based on time zone effects and price variability during the day. In scenario GreenDC,

our framework considers green energy produced on-site at each data center location in



addition to timezone effects and temporal variability of the electricity price. We propose
an optimization-based policy that defines the fraction of the clients’ requests that should
be directed to each data center. The front-ends periodically (e.g., once per hour)
solve the optimization problem defined by the policy, using mathematical optimization
algorithms, time series analysis for load prediction, and statistical performance data
from data centers. After fractions are computed, the front-ends abide by them until
they are recomputed. For comparison, we also propose a simpler heuristic policy that
designed with the same goals and constraints as the other policies. This policy is greedy
and operates quite differently. During each hour, it first exploits the data centers with
the best power efficiency, and then starts exploiting the data centers with the cheapest
electricity.

In chapter 5, we extend the framework from chapter 4 for scenarios in which caps
are imposed on the brown energy that services can consume. Such caps would promote
the conservation of brown energy, while encouraging services to power some of their
data centers with renewable energy sources. We argue that placing caps on the brown
energy consumption of data centers can help businesses, power utilities, and society
deal with the large energy consumption and carbon footprint of their data centers.

Regardless of the capping scheme, the research question is how to create the software
support for capping brown energy consumption! without excessively increasing costs or
degrading performance. Given current world-wide efforts to mitigate climate change,
this question is extremely timely. Moreover, this question has not been addressed
before, since we are the first to propose and evaluate approaches to cap brown energy
consumption.

Results from chapter 4 and chapter 5 show how our framework is very effective in
allowing a service to abide by caps and SLAs, while trading off energy consumption
and cost. Furthermore, in scenarios aimed at minimizing energy costs without caps,
our results demonstrate our framework’s ability to exploit variations in electricity prices

and green energy both at and across data centers.

!The energy caps we study should not be confused with power caps, which are used to limit the
“instantaneous” power draw of data centers.



Framework for HPC cloud services. In chapter 6, we build a load distribution
framework for HPC cloud computing services. In particular, we consider services such as
Amazon’s EC2, which implement “infrastructure as a service” (IaaS). In TaaS services,
users submit virtual machines (including the user’s entire software stack) to be executed
on the physical machines of the provider. Users are responsible for the management of
their virtual machines, whereas the provider can potentially decide where the virtual
machines should execute. IaaS services can host different user applications, ranging
from interactive services to large high-performance computations. In this chapter, we
focus on IaaS services that support HPC workloads (e.g., [11,38]).

In this context, our study proposes policies for virtual machine placement and mi-
gration across data centers. The policies are executed by front-end devices, which select
the destination for each job (possibly a collection of virtual machines) when it is first
submitted. Later, a (possibly different) front-end may decide to migrate the (entire) job
to another data center. We assume that users provide an estimate of the running time
of each job. Using this estimate, the front-end can estimate the cost of executing the job
at each data center. Specifically, our policies model the energy costs, peak power costs,
the impact of outside temperature on cooling energy consumption, and the overhead
of migration. For comparison, we also consider policies that are cost-unaware, such as
Round Robin, and a policy that is cost-aware but static.

An important aspect of our load placement approach is that a change in electricity
price at a data center (e.g., when the data center transitions from on-peak to off-peak
prices) could cause a significant increase in its load in just a short time. As cloud
service providers operate their data centers closer to the overheating point (when the
servers’ inlet air reaches an unsafe temperature) to reduce cost, such load increases can
compromise the ability of the data centers to adjust their cooling before servers start to
turn themselves off. This problem is exacerbated if providers turn off the water chillers
(when not needed) to further reduce cost. Chillers typically incur significant delays to
become fully effective for cooling when they are turned on. We study this effect and its
implications for data center cooling and our policies. In particular, our policies predict

changes in the amount of load offered to the data centers, and start “pre-cooling” them



if necessary to prevent overheating.

Our study of the load placement policies relies on event-driven simulations of a
network of data centers using real workload traces. The results of this study show that
our cost-aware policies achieve substantially lower costs than their simpler counterparts.
Migration provides non-trivial cost benefits, as long as the amount of data to migrate is
not excessive (in which case the policies decide not to migrate). Moreover, our results
show that it is critical for our policies to consider their three cost components: server
energy, peak power, and cooling energy. Finally, our results explore the impact of
different values for our key simulation parameters, including different electricity prices
and outside temperatures.

Framework for composing web services. Large-scale, value-added Internet ser-
vices composed of independent cooperating or competing services will soon become
common place. Several groups have addressed the performance, communication, dis-
covery, and description aspects of these services. However, little work has been done
on effectively composing paid services and the quality-of-service (QoS) guarantees that
they provide. In Appendix A, we address these issues in the context of distributed file
storage. In particular, we propose, implement, and evaluate a cost-effective, QoS-aware
distributed file service comprising a front-end file service and back-end (third-party)
storage services. Our front-end service uses mathematical modeling and optimization
to provide performance and availability guarantees at low cost by carefully orchestrating
the accesses to the back-end services. Experimental results from our prototype imple-
mentation validate our modeling and optimization. We conclude that our approach for

providing QoS at low cost should be useful to future composite Internet services.

1.4 Contributions

This dissertation makes the following contributions:

e We observe that multiple data centers that are geographically distributed give
many opportunities for cost and/or energy savings. Such opportunities stem from

differences in electricity prices, time zones, climates, and access to green energy.
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e We propose frameworks for Internet services and HPC cloud providers that oper-
ate wide area distributed computing platforms backed by multiple geographically

distributed data centers to manage energy and energy-related costs.

e Based on these frameworks, we propose and evaluate a set of cost-aware job place-
ment and migration policies that are designed to exploit the opportunities men-
tioned above to manage energy and energy cost while abiding by SLAs. Specifi-
cally, we propose optimization-based as well as simple and greedy heuristic-based
load distribution policies. These policies rely on prediction of incoming load, out-
side temperature, electricity price, and statistical performance measurements of

back-end data centers.

e We demonstrate the transient effect of large and rapid increases in load on the

cooling of a data center.

e We evaluate the behavioral, energy, and cost implications of frameworks and
policies extensively through simulation and real experimentation using real traces

of workload, electricity prices, carbon prices, and outside temperature.

e We show how to apply load distribution to minimize costs in the context of com-

posing independent paid third-party web services.
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Chapter 2

Background

In this chapter, we give a brief overview about data centers, electricity markets, renew-

able energy, and the carbon market.

2.1 Data Centers

A data center is a facility used to house an enterprise’s 1) IT equipment such as
servers, telecommunication and storage systems, and 2) supporting infrastructures such
as power delivery and cooling systems. Data centers range widely in size, from closet-
sized rooms to warehouse-sized custom buildings. At the small side of the range, the
data center typically involves only a few computers without any special infrastructure
for cooling or power delivery. One may find these small data centers at universities
or small enterprises. In the middle of the range, the data center typically comprises
server, communication, and storage hardware mounted in racks, which are organized
into rows as in Figure 2.1. The rows form aisles for either hot or cold air. These
data centers involve significant cooling and power delivery infrastructures. One may
find these medium data centers at larger enterprises or co-location facilities (also called
"colos”). Colos host the software and possibly hardware of other enterprises. Finally,
at the large end of the spectrum, a data center consists of many thousands of servers
with extensive communication and storage infrastructures. They also include massive
cooling and power delivery infrastructures. These data centers typically run large In-
ternet services, such as Google, Microsoft, Yahoo, EBay, or Amazon. Because of their
enormous scale, these data centers tend to use relatively homogeneous hardware and

software. In this dissertation, we focus on medium and large-scale data centers.
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Figure 2.1: CoreSite data center in Virginia.

According to [6] two thirds of US servers are housed in data centers smaller than
5,000 square feet and with less than 1 MW of critical power (power used for IT equip-
ment). Most large data centers are “colos” and can support a critical load of 10-20
MW. Very few data centers today exceed 30 MW of critical capacity.

From the perspective of availability, data centers are classified into tiers [81, 166].
Tier 1 data centers have a single non-redundant power and cooling distribution path
serving the IT equipment. This results in a typical availability level of 99.671%. Tier 2
specification requires the data center to have one extra redundancy for every component
which improves the availability to approximately 99.741%. Tier 3 data centers have
multiple independent power and cooling distribution paths (but only one is active) to
the IT equipment, and N+2 component redundancy which provides redundancy even
while components are in maintenance. This boosts the availability to around 99.982%.
Tier 4 requires that, in addition to the IT equipment, all cooling equipment is powered
by multiple independent paths. Fault-tolerant site infrastructure is also required for
electrical power storage and distribution facilities. This results in a typical 99.995%

availability. The boundaries between the tiers are blurry. Most commercial data centers
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fall somewhere between tiers III and IV, trading off construction costs and reliability.
Also, data center reliability strongly depends on the quality of the organization running

the data center.

2.1.1 Data Center Efficiency

The most common metric used to determine the energy efficiency of a data center is
power usage effectiveness, or PUE. This metric is defined as the ratio of the total power

entering the data center divided by the power used by the I'T equipment.

PUE Total Facility Power

= 2.1
IT Equipment Power (2.1)

The PUE of the average data center is notoriously high; according to a 2006 study
[99], 85% of current data centers were estimated to have a PUE of greater than 3.0 and
only 5% have a PUE of 2.0. Other studies [71, 165] are more promising, showing an
average PUE of approximately 2.0 for a set of 22 data centers surveyed. Multiple sources
of overhead contribute to high PUE values as shown in Figure 2.2. In a typical raised-
floor data center, chillers contribute the largest fraction of overhead, typically 30-50%
of IT power [19]. Next are computer room air conditioning (CRAC) units, consuming
10-30% of IT power (mostly in fans), followed by the UPS system, consuming 7-12%
of IT power through AC-DC-AC conversion losses. Other facility elements, such as
humidifiers, power distribution units (PDUs), and lighting, further add to higher PUE
levels. Much of this poor efficiency is not because of limitations imposed by physics
but rather by the lack of attention to efficiency. According to recent studies [6,153],
improving to the “state-of-the-art” practice can reduce the value of PUE to the range
of 1.2-1.4.

Because the cooling system is a significant source of energy consumption in a data

center, the next section is devoted to describing the cooling system in more details.

2.1.2 Data Center Cooling

The previous section has shown that the cooling system can consume as much as 45%

of the energy used by a typical raised-floor data center [19]. For a 10 MW facility, this
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Figure 2.2: Energy entering the data center is broken into consumption areas such as
server load and computing operations, cooling equipment, and power conversion and
distribution [19].

would represent a cost of up to $3.9M annually, assuming an electricity price of $0.1
per kWh.

Figure 2.3 shows a simplified architecture of the cooling system including its main
components: 1) computer room air conditioning (CRAC) units, 2) the chiller and 3)
the cooling tower. As shown in the figure 2.2, the chiller power consumption dominates
overall cooling system power usage.

The CRAC units supply cold air to server inlets by pumping chilled air into the
under-floor plenum. This cold air is routed to the front of server racks through per-
forated tiles, then flows through the servers, and comes out as warm air in the back
of servers. As mentioned, racks are arranged in alternate hot and cold aisles to avoid
mixing hot and cold air because mixing causes inefficiency. The warm air from the
back of the servers recirculates back to the intakes of the CRACs which consist of
coils through which a liquid coolant (water/glycol) is pumped; fans push the warm air
through these coils, thus cooling it. CRAC power consumption is dominated by fan
power consumption, which grows cubically with the fan speed [126].

The chiller supplies chilled water or glycol by removing heat from the warm water
return from CRACs. Using a compressor, this heat is transferred to a second water loop,
where it is pumped to an external cooling tower where heat is released to the outside

atmosphere. Chiller power consumption depends on the amount of heat extracted from
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Figure 2.3: Data center with cooling infrastructure [126].

the chilled water return, the preset temperature of the chilled water supply to the
CRACs, the water flow rate, the outside temperature, and the outside humidity. In
current data centers, the water flow rate and chilled water supply temperature are held

constant during operation.

2.1.2.1 Free Cooling

Free cooling is an economical way of leveraging low external temperatures to avoid the
usage of a chiller in the cooling system. For example, under low ambient temperature,
bypassing the chiller can give energy savings of up to 75% [131], without compromising
cooling requirements. Free cooling can be either a fluid-side or air-side optimization
[95,131,155]. An air-side system is a control mechanism that regulates the use of outside
air to directly cool the data center room (outlet of CRACs). It utilizes a system of
sensors, filters, ducts and dampers to control the volume and condition the quality of
outside air to satisfy server inlet air standards. In contrast, fluid-side systems use the
cold outside air to cool the water/glycol loop taking over the role of the chiller. This

keeps the outside air out of the space and eliminates the need to condition that air.
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Figure 2.4: A typical multi-data-center architecture. Data centers 1,2, and 3 are the back-ends.
The front-end devices are typically spread across multiple data centers.

2.2 Load Distribution

Large service providers typically operate multiple data centers. A typical architecture
has front-ends and back-ends as shown in Figure 2.4. Front-ends inspect incoming
clients’ requests or jobs and redirect them to the appropriate back-end that can serve
them. While there is a logical separation between front-end and back-end, physically
front- and back-end can be in the same data center. The content of back-end data cen-
ters is usually mirrored, so that the service can achieve high performance and tolerate
data center or network failures. The number mirrors is typically 2 or 3, because fur-
ther replicating content would increase state-coherence traffic without a commensurate
benefit in availability or performance. When the computation can be served within a
short time interval, typically sub-second interval, like those of Internet services, we call
it a request. This is the workload assumed in Chapter 4, 5 and Appendix A. When the
load involves long running computations, typically in the order of minutes, hours or
even days, we call it a job. The job placement policy is the topic of Chapter 6.

Current load distribution policies. Current load distribution policies over the wide
area typically attempt to balance the load across mirror data centers, minimize the
response time seen by clients, and/or guarantee high availability, e.g. [31,141,170]. For
example, round-robin DNS [31] attempts to balance the load by returning the address
of a different front-end for each DNS translation request. More interestingly, Ranjan

et al. [141] redirect dynamic-content requests from an overloaded data center to a less
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loaded one, if doing so is likely to produce a lower response time. In contrast, request
distribution over the local area (i.e., within a data center) may promote load balancing,
cache locality, high throughput and availability, and/or enable energy or temperature

management, e.g. [33,78,79,122,129,178].

2.3 Electricity Cost Components and Their Dynamics

2.3.1 Cost of Energy

Utilities typically offer their customers three types of contracts with price expressed in
dollar per KWh: 1) fixed, 2) time of use (TOU), and 3) dynamic pricing. Under fixed
pricing, a customer pays a fixed price throughout the year. This is typical to most home
users. Under TOU, price varies with time of day. For example, there might be two
prices, one is from 8 am to 8 pm of weekdays (this is called on-peak prices), and one for
all other times (called off-peak prices). This scheme is based on the observation that
the electricity demand during the day on workdays is typically higher than during other
time periods. However, TOU fails to match the price of electricity with the actual the
demand and supply for a given time in the day. The dynamic pricing schemes address
this problem by setting prices based on supply and demand for electricity. There are
three types of dynamic pricing schemes [135] depending on how far ahead the price is
set: 1) day-ahead pricing, 2) hour-ahead (or 30 minutes in the UK); and 3) real-time
pricing (prices are set only 5 minutes ahead).

In the dynamic schemes, the electricity price can vary significantly over the course
of a day. For example, during the summer, one may see a 10-fold difference in the
price of electricity from its lowest point in the early morning hours to its peak point
in the middle of the afternoon [161]. Similarly, electricity demand and prices also vary
significantly over larger time granularities, e.g. monthly and seasonally. As illustrated
in [133], winter electricity prices show morning and evening peaks rather than summer’s
more pronounced afternoon peak.

Because of these substantial price variations, large electricity consumers (typically

large businesses) often use dynamic pricing, instead of paying a fixed price. For example,
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businesses using day-ahead pricing receive a schedule from the power utility listing the
next day’s expected prices. Although the actual day-of-consumption prices usually
differ from the predicted prices, the predicted trends are typically accurate enough for
businesses to schedule their electricity consumption intelligently and save money. In
fact, they can also place their data centers in distant time zones so as to create greater
opportunities for such savings.

The fact that electricity prices vary substantially during the day (because of dy-
namic pricing) and across geographic regions (because of different in demand and sup-
ply and/or time zone effect) means that intelligently routing computation to where

electricity is cheap can help businesses significantly reduce their electricity costs.

2.3.2 Peak Power Costs

Peak power demand cost is the cost paid for the peak power drawn at any particular
time. Even though it has frequently been overlooked, peak power cost can be significant
because the peak power draw impacts the required generation capacity as well as the
power distribution grid.

The charge for peak power drawn is typically expressed as dollar per KW for the
maximum power demand within some accounting period (e.g., 1 month). Many utilities
track peak power by tracking average power draw over 15-minute intervals. Thus, the
15-minute interval with the highest average power drawn determines the peak power
charge for the accounting period.

Govindan et al. estimate that this component can grow to as high as 40% of the
electricity cost of a data center [69]. This high cost suggests that businesses can reduce

their electricity costs substantially by carefully managing their peak power draw.

2.4 Current and Future Renewable Electricity Costs

To avoid consuming brown electricity, businesses can use renewable or green energy
such as solar, wind, geothermal, and biomass. In this dissertation, we primarily focus

on wind and solar power, which have great potentials and whose use is currently limited



19

by availability and/or cost. However, our framework is not intrinsically restricted to
these sources.

World-wide electricity-generating capacity from wind and solar power has been in-
creasing exponentially over the last 20-30 years [29]. With larger production and com-
petition, green electricity costs are coming down fast. For example, wind-generated
electricity cost $0.38 per KWh in the 1980s. Today, it has dropped to $0.04 per KWh
or lower at some sites [29].

Nevertheless, the overall costs from these sources are still higher than those of
fossil fuels, because of the capital outlay for initial construction or installation. For
example, the cost to build a wind farm is approximately $1.3 million to $1.7 million
per MW, compared to a cost of $800,000 per MW for gas-fired plant [57]. As power
utilities that produce and distribute green energy start to appear, these costs will be
amortized over a large user base. Even before that happens, most US states now
have a wide variety of economic incentives for customers to purchase/build their own
installations. These incentives can cut capital costs in half in California, for example.
Looking ahead, it is clear that these newer sources of energy will become even more
appealing, especially as their efficiencies and costs continue to improve. In fact, as
governments become more aggressive at seeking to curb carbon emissions (perhaps
via carbon taxes or brown energy caps), we envision a rich mix of green and brown
electricity options being affordable and viable in the next several years.

One can have access to renewable energy in a few different ways. First, one can
build a solar farm or wind mills on-site. In the extreme case, data centers would be
powered only by these green sources [7]. The drawback of this approach is that when
green energy is not available, the data center cannot function. Therefore, data centers
will likely be supplemented with grid power in addition to on-site green production.
This approach is assumed in Chapter 4. Another way to access the green energy is by
requesting a mix of energy from the utility that combines both green and brown energy.

We use this approach in Chapter 5.
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2.5 Carbon Market

Carbon cap-and-trade is a market-based approach used to control carbon emission by
providing economic incentives for achieving reductions. A central authority (usually
a governmental body) sets or allocates a limit on the amount of carbon that can be
emitted in the form of emissions permits. These represent the right to emit a specific
volume of carbon. Enterprises are required to hold a number of permits equivalent to
their emissions. If an enterprise needs to increase its emission, it must buy permits from
those whose permits exceed their emission. In effect, the buyer is paying a charge for
polluting, while the seller is being rewarded for having reduced emissions. The largest
of such programs is the European Union Emission Trading Scheme.

In cap-and-trade scenarios, our policies make decisions based in part on the market
price of carbon offsets. To illustrate how this market behaves and the feasibility of
basing decisions on it, Figures 2.5-2.7 show the price (in Euros) of 1 ton of carbon in
the futures market for December 2008 at different time-granularities. Figure 2.5 depicts
how the December 2008 futures price fluctuated on a single day: April 3, 2008. Figure
2.6 depicts the December 2008 futures price as collected during the entire week of March
31, 2008. Figure 2.7 depicts the December 2008 futures price as collected during the
month of December 2007. The data plotted in the figures was obtained from [130].

Although there can be periods of variability, these figures show that the overall
increasing or decreasing price trends remain clear, even at relatively short time scales.
In addition, although the graphs span relatively short periods, they show exploitable
price variations—on the order of 10%. Finally, we can see that it typically takes at

least a few hours for prices to change appreciably.
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These observations suggest that the market has enough variability to make dynamic
decisions worthwhile. Our framework and policies enable services to take full advantage
of price variations. Moreover, the market’s stability suggests that market-based deci-
sions will be meaningful; excessive variability or the absence of clear trends could render
our decisions inadequate in just a short time. Nevertheless, if a period of instability is
ever detected, our policies can be tuned to mitigate the impact of the instability on the

request distribution.
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Chapter 3

Related Work

In this chapter, we discuss relevant works in the areas of data center energy, power,
and thermal management, including attempts to use renewable energy sources. After
that, we discuss the related works on geographical (multi-data-center) load balancing,

the main mechanism we use to manage energy and energy-related costs.

3.1 Conserving Energy in Data Centers

A large body of prior work has focused on conserving energy in servers and data centers.
Many of these works focused on creating and/or leveraging components’ low-power
states, such as those for the CPU [51, 53, 87,110, 138, 154], memory [45-47, 49, 53],
disk [32,74,127], and network interface [1,80]. Other works focused on creating and/or
leveraging entire-server low-power states [5,13,108].

Despite all of these works, commercial servers are still not energy-proportional [20],
i.e. even when completely idle, they consume a large fraction of their peak power. Even
worse, these servers do not yet include many of the ideas proposed in the prior papers.

For these reasons, a different research direction has been to couple within-data-
center load distribution with widely available low-power server states, such as com-
pletely off or ACPI's S3 state [2]. The idea is to concentrate the load (e.g., intera-
tive requests, long-running jobs, virtual machines) onto a subset of the servers and
transition others to the low-power state. This idea was originally called Load Con-
centration (LC) [128,129], but has since been called ”server consolidation”, among
other less-common names. Many works have considered LC or variations/extensions of

it [34-36,51,79,82,100,108,109,137,145,147,163].
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To avoid requiring LC, some recent works have also considered using low-power,
laptop-style servers in data centers [14,85,97,99].

Our techniques are orthogonal to all of these works, as we consider multi-data-
center mirrored services and their load distribution, rather than single data center
environments. Moreover, this dissertation differs from previous works in that 1) none
of them considered the goal of capping energy consumption; and 2) none of them
considered green energy or carbon market interactions. Nevertheless, we utilize some
of these techniques to manage energy consumption at each data center in our multi-

data-center setups. For example, we assume LC is in effect within each data center.

3.2 Capping Power Consumption in Data Centers

Many previous works [54, 55, 69, 140, 171] considered power capping of data centers.
[65, 140] used DVFS at each server and a cluster-wide controller to limit the power
consumption of the entire system. More recently, Fan et al. [54] showed that there
is a large difference between the actual power usage and the theoretical peak at real
data centers. Govidan et al. [69] proposed using UPS batteries to shave peak power.
Our power capping technique is orthogonal to these works because we leverage the
geographical distribution of data centers and migrate workload between data centers
to reduce peak power. Nevertheless, we can utilize some of these techniques to manage
power consumption at each data center in our multi-data-center setups.

Importantly, note that our problem of capping energy (more specifically capping
brown energy) is qualitatively different than capping power. In particular, capping
power enables cheaper cooling and packaging, and adding more hardware to a system
without harming it. However, it may not conserve energy, if obeying the cap causes a
significant increase in running time [49]. In contrast, capping brown energy can conserve

brown energy and promote green energy.
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3.3 Data Center Thermal Management

Prior work has considered two classes of thermal management policies for data centers:
those that manage temperatures under normal operation [112,113,115,151] and those
that manage thermal emergencies [37,56,78,139,173].

The works that focused on normal operation target reducing cooling costs. However,
they make the handling of sudden large increases in load even more difficult. The reason
is that these works enable operation with higher inlet temperatures at the servers;
leading to less slack in the available cooling when the load increase comes.

In contrast, the main goal of policies for managing thermal emergencies has been
to control temperatures while avoiding unnecessary performance degradation. A large
increase in load that causes temperatures to rise quickly can be considered a thermal
emergency. However, none of these previous techniques can tackle major change in load
caused by migration without serious performance degradation.

Other works have looked at various ways to improve the cooling efficiency at different
parts of the cooling system. At the scheduling level, jobs can be placed to avoid hot-
spots [112,113] or to improve airflow [18]. Parolini et al. [124, 125] presents a unified
approach thermal management approach based on a modeling framework involving
server temperatures and CRAC speed settings at different workload utilization level.
Others have looked at using free cooling [95,131] to reduce chiller energy consumption or
using in-row cooling [21] to reduce hot recirculation and enable variable speed CRACs.

Our work differs from these works in many aspects: 1) none of them considered
multi-data-center environments and migration computation to where the outside tem-
perature is low to reduce cooling energy; and 2) none of them considered the cooling

transient effect as a result of load migration.

3.4 Exploiting Renewable Energy in Data Centers

There have been some works that addressed the use of green energy in data centers to
lower brown energy consumption, monetary costs, and environmental impact [7,8, 16,

63,64,66,67,93,94,98,101,102,104, 144, 150].
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Most of these efforts [8,16,63,64,66,67,93,94,98,102,144, 150] targeted single data
center environments and tried to use as much green energy as possible. Ren et al. [144]
proposed an optimization framework to evaluate various ways to incorporate renewable
energy: self-generation, off-site generation feeding into the grid, power purchase agree-
ments feeding into the grid, and renewable energy certificates. They found that both
self-generation and off-site generation can lower costs and carbon footprints. In addi-
tion, they found self-generation to be the best approach when carbon reduction targets
are moderate (up to 30%), especially due to its ability to reduce peak grid power cost.
Goiri et al. [66] discuss the space requirements and capital costs of self-generation with
wind and solar, now and in the future. Liu et al. [102] present a framework to integrate
IT workload, energy supply, and cooling management in the context of a single data
center. The key component of the approach is ”demand shifting”, which schedules non-
critical IT workloads and allocates IT resources within a data center according to the
availability of green power and the efficiency of cooling. Blink [150] proposed to adjust
the duty cycle of the servers according to the availability of green energy. In contrast
with these higher level approaches, SolarCore [98] is a multi-core power management
scheme designed to exploit PV solar energy. SolarCore focuses on a single server, so it
is closer to the works that leverage green energy in embedded systems.

Other works have considered multi-data-center setups [7,58,101, 103,104,156, 179].
In a short position paper, Stewart and Shen [156] discussed how to maximize green
energy use in data centers [156] and briefly touched on multi-data-center scenarios.
Liu et al. [101, 104] studied a global scheduler that could maximize the green energy
consumption given dynamic electricity pricing. [103] explored how to power an existing
network of data centers (almost) entirely with renewables and UPS batteries. Akoush
et al. [7] focused on load migration between data centers that are at remote locations
and powered only by renewable energy. Forte [58] addresses the problem of minimizing
carbon emission using request distribution. This paper approached the carbon emission
problem from a different angle than our work by addressing the temporal and spatial

aspect of carbon emission. More specifically, they argued that 1) electricity producing
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at different places contains different amount of carbon, and 2) during peak hours, peak-
generators are turned on to meet the demand, thus increase carbon emission temporally.
GreenWare [179] tried maximize the percentage of renewable energy used to power a
network of distributed data centers, subject to the desired cost budgets of Internet
service operators.

Our work on exploiting green energy differs from these efforts in two key ways. First,
we focus on multi-data-center settings, whereas most other efforts focused on single data
center scenarios. Second, all but one of the multi-data-center papers [156] came after
our work, and extended it in a few ways. Specifically, Liu et al. [103,104] went deep
into the modeling, algorithms, and optimality of the load distribution with and without
green energy. [7,103] explored options of data centers powered only with green energy
and battery. Forte [58] studied the temporal and spatial variation of carbon emission.
GreenWare [179] solved a slightly different problem by having the cost function as a

constraint rather than part of the objective function.

3.5 Load Distribution Policies

The goal of load distribution is to map clients’ requests to a data center that can serve
it. This can be done by a third party entity or by the service itself. The simplest algo-
rithm is DNS-based where third-party authoritative DNS servers resolve name requests
from client according to an appropriate statistical model [28]. This model is adopted
by Akamai and most CDNs. Donar [174], a decentralized third-party replica-selection
service, provides an API for services to specify a wide range of policies such as closest
replica, load-balancing, optimizing network cost and shifting traffic to under-utilized
replicas. Alternatively, the mapping can be done at services’ ingress proxies which is
adopted by large Internet services such as Google, Yahoo and Microsoft. The advantage
of this approach is that the load distribution entity has all the knowledge of the peer
data centers since they belong to the same organization, which could lead to much more
sophisticated load distribution policies. Although some existing services do exploit as-
pects of geographic distribution to a limited extent (i.e., they route requests to the data

center closest to the user, and route requests away from slow or failed data centers),
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our approach is unique in 1) its focus on electricity cost reduction within performance
constraints, 2) its basis on formal optimization techniques, and 3) its aggressive distri-
bution policies leveraging electricity price variations, green energy, brown energy caps,
and carbon markets.

Recently, there have been a few works on the topic of load distribution in Internet
services [52,123,134, 135,142, 149] to address different aspects of geographical distri-
bution such as electricity prices. Unfortunately, Rao [142] and Shah [149] did not
consider network latencies, realistic SLAs, or time-varying workloads. Moreover, these
studies did not simulate or implement their proposed request distribution schemes or
any competing heuristics. Also, none of these works considered brown energy caps,
market interactions, request types, or power mixes. Qureshi’s work is closest to our
own. He first [134] considered variable electricity prices for each data center (the price
varies on an hourly basis) and proposed to shut down entire data centers when their
electricity costs are relatively high. More recently, Qureshi et al. [135] also studied
dynamic request distribution based on hourly electricity prices. Our work differs from
Qureshi’s work in many ways: (1) we built a real distributed implementation for ex-
perimentation and simulator validation, whereas Qureshi relied solely on simulations;
(2) we introduce brown energy caps (and carbon market interaction), whereas Qureshi
did not consider caps or attempt to conserve energy; (3) we minimize costs based on
caps, green energy, electricity prices, outside temperature and carbon markets, whereas
Qureshi focused solely on hourly electricity prices; (4) we use statistical response time
information from data centers to abide by SLAs, whereas Qureshi used a simple radius
metric to determine the set of data centers to send requests to; and (5) we demonstrate
that optimization easily outperforms heuristics such as those used by Qureshi. Contri-
butions (2), (3), and (4) mandate significant changes in the load distribution approach
and also amplify the benefits of optimization-based techniques over heuristics.

Recently, there have been some works [52,123] that considered the use of UPS
batteries at the data centers to reduce electricity-related costs. However, they did not

consider green energy, brown energy caps, or carbon market interactions.
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Finally, besides Internet services, our work addresses job (virtual machine) place-
ment and migration in multi-data-center cloud environments as well. There have been a
few works on cost-aware load placement in grid and federated cloud scenarios [30,59,65].
Unfortunately, these works did not consider energy prices, peak power costs, or any
cooling issues. There have also been some works on job migration in grid environ-
ments [96,111]. These efforts focused mainly on migrating a job to a site with available
resources or to a site where execution can be shorter. They did not consider costs of
any kind, energy consumption, or cooling. More importantly, these previous works did
not consider the transient effect of the large and rapid increases in load they may cause
for certain data centers.

In [26,77,176], techniques for migrating virtual machines over the wide area were
outlined. These works focused mostly on the mechanics of virtual machine migration.

We leverage their techniques for migrating jobs in our policies
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Chapter 4

Managing Energy and Costs for Internet
Services

This chapter proposes and evaluates a framework for optimization-based request distri-
bution that enables multi-data-center Internet service providers to manage their energy
consumption and costs, while respecting their SLAs. It also allows services to take
full advantage of the geographical locations of distributed data centers. Specifically,
our framework exploits data centers that pay different electricity prices (the pricing
scheme can be either fixed, TOU or dynamic as explained in Chapter 2), data centers
located in different time zones’ and data centers that are powered by renewable energy
sources. At the same time, the framework considers the existing requirements for high
throughput and availability. Based on the framework, we propose request distribution
policies for two scenarios: EPrice (which leverages temporal electricity price variabil-
ity) and GreenDC (which leverages on-site green electricity generation). We propose
an optimization-based policy which uses mathematical optimization algorithms, time
series analysis for load prediction, and statistical performance data from data centers.
We also propose a greedy heuristic designed with the same goals and constraints as the
optimization-based policy.

We evaluate these policies using real electricity prices, network latencies and a day-
long trace from a commercial service. Our results show that the optimization-based
policies can accrue substantial cost reductions by intelligently leveraging time zones
and hourly electricity prices. The results also show that we can exploit green energy to

achieve significant reductions in brown energy consumption for small increases in cost.



Symbol

Meaning

fi(t)
Overall Cost
Cost;(t), ¢;(t)

cgreen (t)

(2

BCost;(offered;, t),
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LR(t) times f;(¢) (reqs/sec)
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within L time, given offered; load

Table 4.1: Framework parameters. (t) represents time.

4.1 Framework

Recall from Chapter 1 that we assume that a front-end is chosen to first handle a client
request via round-robin DNS or some other high-level policy. The front-ends execute
one of our policies and forward each request to a data center that can serve it. The

reply is sent to the original front-end, which in turn forwards it to the client.

4.1.1 Principles and Guidelines

For our policies to be practical, it is not enough to minimize energy costs; we must also
guarantee high performance and availability. Our policies respect these requirements by
having the front-ends: (1) prevent data center overloads; and (2) monitor the response
time of the data centers, and adjust the request distribution to correct any performance
or availability problems.

We assume that the service has a single SLA with its customers, which is enforced
on a daily basis, the “accounting period”. The SLA is specified as (L, P), meaning
that at least P% of the requests must complete in less than L time, as observed by the

front-end devices. The SLA guarantee provided by our policies and framework can be
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Minimize:
Overall Cost = (ZZ fi(t) x LT(t) x Cost;(t)) + (ZZ BCost;(offered;,t)) (4.1)
¢ ¢

Policy EPrice:

Cost;(t) = ¢;(t) (4.2)
BCost; (offered;, t) = b;(offered;,t)

Policy GreenDC:

Jreen () GEGC;(t) < GE;
Costs(t) =46 ) )= (4.4)
ci(t) otherwise
pIreen d,,t) GEC;(t) < GE;
BCost;(offered;,t) = { * (offered;, ) ( ) - (4.5)
bi(offered;,t) otherwise
Constraints:
1. Yt¥i fi(t) >0 = i.e., each fraction cannot be negative.
ey i.e., the fractions for each request type
2. vty filt) =1 = peed o adjdfupdt(l) L )
3. Vi (filt LR() < LC; - ey the offered load to a data center
Y (t) XLT . ( ?D; L J should not overload it.
4. 2 2 i(D)x Z( )LXT(t) iLoffered)) » p o i.e., the SLA must be satisfied.
t

(4.6)

combined with Internet QoS approaches to achieve end-to-end guarantees [180].

Note that the SLA definition implies that the service does not need to select a front-
end device and data center that are closest to each client for the lowest response time
possible; all it needs is to have respected the SLA at the end of each accounting period.

In addition, note that our framework does not address short-term variations in green
energy availability. Instead, we assume that each data center has a daily supply of green
energy (the amount on each day may be different) produced locally and stored either
in batteries or in the electrical grid.

Finally, we assume that each data center reconfigures itself by leaving only as many
servers active as necessary to service the expected load for the next hour (plus an
additional 20% slack for unexpected increases in load); other servers can be turned off,

as in [34-36,128].
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4.1.2 Optimization-Based Distribution

Our framework comprises the parameters listed in Table 4.1. Using these parameters,
we can formulate optimization problems defining the behavior of our request distribu-
tion policies. The optimization seeks to find the fraction f;(t) of requests that should
be sent to each mirror data center ¢, during “epoch” ¢t. (An epoch is defined as a period
of fixed fractions. There can be many epochs during a single accounting period.) The
next subsection describes two specific optimization problems (policies). Section 4.1.2.2
describes the instantiation of the parameters. Section 4.1.2.3 discusses how to solve the

problems.

4.1.2.1 Problem Formulations

Policy EPrice: Leveraging time zones and variable electricity prices. The f;(t)
fractions should minimize the overall energy cost, Overall Cost. Equation 4.1 defines
Overall Cost with two additive components. The first represents the energy cost of
processing the client requests that are offered to the service. The second represents the
“base” energy cost, i.e. the cost of the energy that is spent when the active servers are
idle. In the EPrice policy, the per-request Cost; and the base energy cost BCost; have
trivial definitions (Equation 4.2 and 4.3). Owverall Cost should be minimized under the
constraints that follow the equations.
Policy GreenDC: Leveraging data centers powered by green energy. The for-
mulation above does not distinguish data centers based on their energy source. However,
we expect that data centers will increasingly often be located near sources of green en-
ergy, such as wind and solar farms. In this scenario, the same service could have some
data centers that are powered by brown energy (brown data centers), and others that
are powered by green energy (green data centers). Because the supply of green energy
may not be enough to power a data center throughout the entire period, green data
centers must also be connected to the regular electrical grid.

To formalize this scenario, we can redefine Cost; and BCost; for the green data

centers as in the GreenDC policy (Equation 4.4 and 4.5), where GE; is the amount
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of green energy that green center ¢ can consume during the accounting period. The
definitions of Cost; and BCost; for brown data centers stay the same as before.

Other options. We have not yet explored services with session state, i.e. soft state
that only lasts a user’s session with the service. In such services, the distribution is
constrained since all requests of a session must be sent to the same data center. Never-
theless, it is easy to extend our work to handle sessions by (1) estimating the average
number of requests per session; and (2) computing fractions that guide the distribution
of the first request of a session. It is also fairly easy to handle (1) requests that involve
writes to persistent state and (2) multiple request types, instead of averaging across all

types like we do now. We will explore these issues in our future work.

4.1.2.2 Instantiating Parameters

To instantiate the parameters of our formulations exactly, the front-ends would have
to communicate and coordinate their decisions. To avoid these overheads, we explore a
simpler approach in which the optimization problem is solved independently by each of
the front-ends. If the front-ends guarantee that the constraints are satisfied from their
independent points of view, the constraints will be satisfied globally.

In this approach, LT (t) and LR(t) (and consequently offered;) are defined for each
front-end. In addition, the load capacity of each data center is divided by the number of
front-ends. To instantiate C'DFj;, each front-end collects the recent history of response
times of center ¢ when the front-end directs offered; load to it. For this purpose, each
front-end has a table of these <offered load, percentage> entries for each data center
that is filled over time. Similarly, we create a table of <offered load, base energy cost>

entries to instantiate BCost;.

4.1.2.3 Solving the Optimization Problem

The solution for an entire accounting period provides the best energy cost. However,
such a solution is only possible when we can predict future load intensities, electricity
prices, and data center response time distributions (C'DF;). Electricity price predictions

are trivial when the price is constant or when there are two prices. When prices vary
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Characteristic Optimization CA-Heuristic
(EPrice & GreenDC)

Accounting period 1 day 1 day
Epoch length 4 hours 1 hour

Load predictions Per front-end Per front-end

for entire day for next hour

Energy price predictions Entire day Next hour
Recomputation decision | Epoch boundary | Epoch boundary
Communication with DCs Yes Yes

Table 4.2: Main characteristics of distribution approaches.

hourly, we can use the day-ahead prediction that is provided by the utility for each
day [12]. Typically, these day-ahead prices are reasonably good predictions of actual
prices. For predicting load intensities, we consider Auto-Regressive Moving Average
(ARMA) modeling [25]. We do not attempt to predict CDF;. Instead, we assume the
current CDF; tables as predictions.

We cannot use fast Linear Programming (LP) solvers, because solving for an entire
day at once involves a few non-linear functions (e.g., BCost; and CDF;). Instead of
LP, we use Simulated Annealing [88] and divide the day into six 4-hour epochs, i.e.
t = 1..6. We will consider running an LP solver every hour in our future work.

Because the assumptions/predictions that we make/use when computing a solution
may become invalid/inaccurate over time, we must check for deviations. If there is
any significant deviation at an epoch boundary, we recompute the solution. We must
also recompute if a data center becomes unavailable (or, in our second formulation,
the green energy expires at a data center). In practice, recomputations occur at the
granularity of multiple hours.

After a recomputation and every hour, the front-ends inform the data centers about
their predicted loads for the next hour, so that they can reconfigure. The “Optimiza-

tion” column of Table 4.2 summarizes our approach.

4.1.3 Heuristics-Based Request Distribution

We also propose a heuristic policy (CA-Heuristic) that is still cost-aware, but is simpler

and less computationally intensive than the optimization-based approach. The heuristic
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is greedy and uses 1-hour epochs. At each epoch boundary, each front-end computes
R = P x E (the number of requests that must have lower latency than L), where E is
the number of requests the front-end expects in the next epoch. E can be predicted
using ARMA for each front-end. FEach front-end also orders the data centers that
have CDF;(L,LC;) > P according to the ratio Cost;(t)/CDF;(L, LC;), from lowest to
highest ratio. The remaining data centers are ordered by the same ratio. A final list,
called MainOrder, is created by concatenating the two lists of data centers.

Requests are forwarded to the first data center in MainOrder until its capacity is
met. At that point, new requests are forwarded to the next data center on the list and
so on. After the front-end has served R requests in less than L time, it can disregard
MainOrder and start forwarding requests to the cheapest data center (lowest Cost;(t))
until its capacity is met. At that point, the next cheapest data center can be exercised
and so on.

If the prediction of the number of requests to be received in an epoch consistently
underestimates the offered load, serving R requests within L time may not be enough
to satisfy the SLA. To prevent this situation, whenever the prediction is inaccurate, the
heuristic adjusts the R value for the next epoch to compensate.

At each epoch boundary, the front-ends inform the centers about their predicted

loads for the next epoch. The last column of Table 4.2 overviews our heuristic.

4.2 Evaluation

4.2.1 Methodology

We implemented a simulator of a large Internet service. For simplicity, we simulate a
single front-end located on the East Coast of the US. The front-end distributes requests
to 3 data centers, each of them located on the West Coast, on the East Coast, and in
Central Europe.

Request trace. We use a real request trace from a commercial search engine, Ask.com.
The trace includes roughly 17 million requests, a representative fraction of the requests

the engine processes during a day. Figure 4.1 shows the 90th percentile of the actual and
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Figure 4.1: Actual and predicted load intensities.
Data Center Brown energy | Green energy | Capacity
(cents/KWh) | (cents/KWh) | (regs/s)
DC 1 (West US) 11.1 15.0 (solar) 125
DC 2 (East US) 11.7 — 215
DC 3 (Europe) 9.7 8.0 (wind) 125

Table 4.3: Default simulation parameters. Capacities have been scaled down to match our
request trace.

ARIMA-predicted request rates during the day. Our ARIMA modeling uses 24 auto-
regressive parameters (corresponding to a full day), 24 moving average parameters, and
1 level of integration. The figure shows that the ARIMA predictions are accurate and
only deviate noticeably from the actual rates during the busiest part of the trace.

To generate a realistic distribution of data center response times, we installed a
simple service on 3 PlanetLab machines. When a request is received, the service replies
with a local, randomly chosen block of 8 KBytes. The requests were made from a
machine at Rutgers, according to a Poisson process with mean inter-request time of 1
second. For each machine (data center), we then have a pool of response times. The
response times mimic those that would be seen by a front-end device placed at Rutgers.
To each response time, we add a request processing time (discussed below).

However, this initial pool of response times for each data center is not enough. It
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Figure 4.2: Actual and day-ahead brown electricity prices.

represents the response times that the data center would exhibit under a very light of-
fered load. Thus, we generated three more pools for each data center, each representing
the response times under a different range of offered load. The ranges split the maxi-
mum throughput of a data center into four equal parts. The initial pool corresponds to
the lowest load range, whereas the fourth pool corresponds to the highest. To generate
the response times of each pool, we simply added additional latency to the response
times of the preceding range. Specifically, we increase the latency by 5% from one range
to the next, to reflect increased network contention around the data center.

When simulating the request trace, the simulated front-end decides which data
center should receive each request (according to one of our policies) and, based on
the current average load the data center has been recently receiving, randomly selects a
response time from the corresponding pool. By default, the brown data center is closest
to the front-end in terms of network latencies; it is assumed to be in the East Coast of
the US with the front-end. The wind data center is furthest away from it, somewhere
in Central Europe (6 hours later). The solar data center is assumed to be in the West
Coast of the US (3 hours earlier).

Electricity prices, sources, and time zones. We simulate schemes with one elec-

tricity price, two prices (on/off peak), and hourly prices. For the on/off-peak scheme
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(On/Ofl), off-peak hours are from 9pm to 7am. For the hourly scheme (Dynamic),
Figure 4.2 shows the day-ahead and actual brown electricity prices we use [12]. The
day-ahead prices predict trends fairly accurately, but not absolute prices. To mimic
different brown electricity prices for each data center, we simply shift our default prices
3 hours earlier or 6 hours later. To make all pricing schemes comparable, the prices for
the constant and on/off-peak schemes are computed based on the real prices in Figure
4.2. When we consider green data centers, their electricity price is always assumed con-
stant. We also assume that the amount of green energy available daily at each green
site is enough to process 25% of the requests in the trace. The constant brown and
green prices are listed in Table 4.3.

Other parameters. We assume that a request consumes 60 J of dynamic energy to
process by 2 machines, including cooling, conversion, and delivery overheads. This is
equivalent to consuming 150 W of dynamic power per machine during request process-
ing. By default, we study machines that are fully energy-proportional [20], i.e. they
consume no base energy. In addition, we study the impact of this assumption. The
SLA requires 90% of the requests to complete in 700 ms (processing time plus 500 ms)
or less. The SLA was satisfied at the end of the accounting period (one day) in all our
stmulations. Table 4.3 lists the data center capacities.

Cost-unaware distribution. As the simplest basis for comparison, we use a cost-
unaware policy (CU-Heuristic) that is similar to CA-Heuristic. It orders data centers
according to performance, i.e. CDF;(L,LC;), from highest to lowest. Requests are
forwarded to the first data center on the list until its capacity is met. At that point,
new requests are forwarded to the next data center on the list and so on. Data center

reconfiguration happens as in CA-Heuristic.

4.2.2 Results

Effect of cost-awareness and pricing scheme. Figure 4.3 depicts the energy cost of
the EPrice, CA-Heuristic, and CU-Heuristic policies under the three (brown) electricity
pricing schemes. The figure shows many important results: (1) As expected, both cost-

aware policies reduce costs compared to CU-Heuristic, even under constant pricing;
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Figure 4.3: Pricing and cost-awareness.

(2) the On/Off and Dynamic schemes enable significant cost reductions compared to
constant pricing, especially under EPrice; and (3) EPrice always achieves lower cost
than CA-Heuristic. In fact, combining cost-awareness and dynamic pricing enables
EPrice to reduce cost by 25%. In general, EPrice behaves better than CA-Heuristic
because it often uses the cheapest but worst-performing data center (Europe), instead
of the expensive but best-performing data center (US East Coast). The reason is that
EPrice predicts that it can compensate for the poor performance of the European data
center during future periods of low load.

Effect of time zones. Figure 4.3 assumes that each data center is in a different time
zone. When this is not the case, serving a request costs the same at any data center.
For this reason, all policies achieve the same cost, regardless of pricing scheme. This
cost is slightly higher than that of CU-Heuristic in Figure 4.3, suggesting that multiple
time zones are critical to enable cost savings.

Effect of green data centers. Figure 4.4 depicts the cost and brown energy consump-
tion of the GreenDC policy, CA-Heuristic, and CU-Heuristic, under dynamic pricing.
The results are normalized against the default results for EPrice with dynamic pricing
(“All-Brown”), i.e. the leftmost bar in Figure 4.3. Figure 4.4 shows that GreenDC can

decrease brown energy consumption by 35% by leveraging the green data centers at
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Figure 4.4: Green data centers.

only a 3% cost increase. The heuristic policies save substantially less brown energy at
much higher costs than GreenDC. Again, the reason is that the heuristic policies often
use the East Coast data center, instead of the wind-based European data center.

Effect of base energy. The results above all assume that servers do not consume
any power when idle. Figure 4.5 quantifies the effect of the base energy by comparing
the default results for EPrice, CA-Heuristic, and CU-Heuristic to those when a server
consumes 75W and 150W when idle. We assume that no data center consumes green
energy. This figure shows that increasing the base energy reduces the cost savings
achievable by our optimization approach. The gains are smallest (but still non-trivial)
for Base = 150W. This result shows that the benefits of our approach will increase with

time, as servers become more energy-proportional.

4.3 Summary

In this chapter, we proposed a framework for optimization-based request distribution
in multi-data-center Internet services. We also proposed two policies for managing
these services’ energy consumption and cost, while respecting their SLAs. The policies
take advantage of time zones, variable electricity prices, and green energy. Finally,

we proposed a simple heuristic for achieving the same goals. Our evaluation showed
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Figure 4.5: Base energy.

positive results. Overall, our work demonstrates the value of load distribution across
data centers, formal optimization techniques, workload prediction, and electricity price

prediction for energy management.
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Chapter 5

Brown Energy Capping of Internet Ser-
vices

In the last chapter, we showed that intelligent distribution of computation load is a
very effective tool to manage energy and cost for multi-data-center Internet services.
In this chapter, we show how to extend the framework to manage cost and retaining
the same level of performance when Internet service providers are bounded by a brown
energy cap.

The brown energy caps we consider are inspired by recent developments around
the world. Specifically, we have seen governments imposing Kyoto-style cap-and-trade
schemes on large brown energy consumers. For example, the UK government started
a mandatory cap-and-trade scheme for businesses consuming more than 6 GWh per
year in April 2010 [167], which means that a business with even a relatively small 700-
KW data center will have to participate. Under this scheme, if a business’ brown cap is
exhausted, it will have to purchase offsets from the market to countervail its subsequent
brown energy consumption. In the US, Congress had discussed a federal cap-and-trade
scheme, while regional schemes have already been created [143].

Utilities may also impose caps on large electricity consumers to encourage energy
conservation or manage their own costs. In this scenario, consumers that exceed the
cap could pay higher brown electricity prices, in a scheme we call cap-and-pay.

Finally, we also now see individuals and businesses aggressively conserving energy
and voluntarily offsetting their emissions in many ways [68,75]. They may also volun-
tarily set brown energy caps for themselves in an effort to manage their energy-related
costs; in this scenario, caps translate into explicit targets for energy conservation. When

carbon-neutrality can be used as a marketing tool, businesses may also use caps to
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predict their expenditures to achieve neutrality. We refer to these voluntary caps as
cap-as-target.

With these capping schemes in mind, we propose and evaluate a software framework
for optimization-based request distribution. The framework enables services to manage
their energy consumption and costs, while respecting their SLAs. For example, the
framework considers the energy cost of processing requests before and after the brown
energy cap is exhausted. Under cap-and-trade, this involves tracking the market price of
carbon offsets and interacting with the market after cap exhaustion. At the same time,
the framework considers the existing requirements for high throughput and availability.
Furthermore, the framework allows services to exploit data centers that pay different
TOU electricity prices, data centers located in different time zones, and data centers
that can consume green energy ( by power utilities allow them to select a mix of brown
and green energy, as many utilities do today). Importantly, the framework is general
enough to enable energy management in the absence of brown energy caps, different
electricity prices, or green energy.

Based on the framework, we propose request distribution policies for cap-and-
trade and cap-and-pay scenarios. Similar to Chapter 4, we propose optimization-based
and greedy heuristic request distribution policies. In addition, we propose two more
optimization-based policies that leverage a fast linear programming solver, but rely on
a shorter prediction horizon. The techniques we use to solve these policies have also
been adapted to the fact that the accounting period is one year instead of one day.

Using simulation, a real system distributed over four universities, a request trace
from a commercial service, and real network latency, electricity price, and carbon mar-
ket traces, we evaluate our optimization and heuristic-based request distributions in
terms of energy costs and brown energy consumptions. We also investigate the impact
of the size of the cap, the performance of the data centers, and the servers’ energy

proportionality.



45

5.1 Request Distribution Policies

Our ultimate goal is to design request-distribution policies that minimize the energy
cost of a multi-data-center Internet service, while meeting its SLA. Next, we discuss

the principles and guidelines behind our policies, and then present each policy in turn.

5.1.1 Principles and Guidelines

For our policies to be practical, it is not enough to minimize energy costs; we must also
guarantee high performance and availability, and do it all dynamically. Our policies
respect these requirements by having the front-ends (1) prevent data center overloads;
and (2) monitor their response times, and adjust the request distribution to correct any
performance or availability problems.

When data centers can use green energy, we assume that the power mix for each
center is contracted with the corresponding power utility for an entire year. The infor-
mation used to determine the mixes comes from the previous year. The brown energy
cap is associated with the entire service (i.e., all of its data centers) and also corre-
sponds to a year, the “energy accounting period”. Any leftover brown energy can be
used in the following year. When a service exceeds the cap, it must either purchase
carbon offsets corresponding to its excess consumption (cap-and-trade) or start paying
higher electricity prices (cap-and-pay). The service has a single SLA with customers,
which is enforced on a weekly basis, the “performance accounting period”. The SLA is
specified as (L, P), meaning that at least P% of the requests must complete in less than
L time, as observed by the front-ends. This definition means that any latency added
by the front-ends in distributing requests to distant data centers is taken into account.
Our SLA can be combined with Internet QoS approaches to extend the guarantees all
the way to the users’ sites [180].

Our SLA implies that the service does not need to select a front-end device and
data center that are closest to each client for the lowest response time possible; all it
needs is to have respected the SLA at the end of each week. However, some services

may not be able to tolerate increases in network latency. For those services, set L low
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and P high. Other services are more flexible. For example, many services have heavy
processing requirements at the data centers themselves; additional network latency
would represent a small fraction of the overall response time. For those services, L
can be increased enough to allow more flexibility in the request distribution and lower
energy costs. In Section 6.3, we investigate the tradeoff between the response time
requirements (defined by the SLA) and our ability to minimize costs.

We assume that each data center reconfigures itself by leaving only as many servers
active as necessary to service the expected load for the next hour plus an additional 20%
slack. (The extra servers can deal with unexpected increases in load and compensate for
any inaccuracy of our load prediction. In fact, as we shall demonstrate in Section 6.3,
our predictions in a few cases underestimate the load by roughly 10%. The 20% slack
includes an additional safety margin of 10% on top of this small prediction inaccuracy.)
The other servers can be turned off to conserve energy, as in [34-36,79,129]. Turning
servers off does not affect the service’s data set, as we assume that servers rely on
network-attached storage (and local Flash), like others have done as well, e.g. [34]. For
such servers, the turn-on delay is small and can be hidden by the slack. In addition,
their turn-on/off energy is negligible compared to the overall energy consumed by the
service (transitions occur infrequently, as shall also be seen in Section 6.3). The reason
is that turning a server on takes on the order of one minute [36,129] (turning it off is
substantially faster), whereas the minimum reconfiguration interval in our systems is
one hour. For this reason, we do not model the transition energy explicitly throughout

the paper.

5.1.2 Optimization-Based Distribution

Our framework comprises the parameters listed in Table 5.1. Using these parameters,

we can formulate optimization problems defining the behavior of our request distribu-

tion policies. The optimization seeks to define the power mixes m?*“" m? " for each
data center ¢, once per year. At a finer granularity, the optimization also seeks to define

the fraction f/(¢) of requests of type y that should be sent by the front-end devices to
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Symbol Meaning
) Percentage of requests of type y to be forwarded to center ¢
t in epoch ¢
mfmw” Percentage of brown electricity in the power mix of center ¢
my " Percentage of green electricity in the power mix of center 7
Overall Cost Total energy cost (in $) of the service
BEC Brown energy cap (in KWh) of all centers combined
BO(®) Brown energy consumed (in KWh) of all centers combined
up to time ¢
pY(t) Percentage of requests of type y in the workload in epoch ¢
Y Equals 1 if data center ¢ can serve requests of type y.
¢ Equals 0 otherwise
ReqCost!(t) Avg. energy cost (in $) incl. cap-violation charges of serving

BaseCost;(offered;, t)
bi (¢)
gi (1)
b2ase(offered;, t)
o< offered, )
market! (t)
marketBase;(offered;, t)
feet (1

feeBase; (offered;, t)

LR(t)
LT(t)
LC;

CDF;(L, offered,)
offered;

a request of type y at center ¢ in epoch ¢

Base energy cost (in §) incl. cap-violation charges of center i
in epoch t,under offered; load

Avg. energy cost (in $) of serving a request of type y
using only brown electricity at center %

Avg. energy cost (in $) of serving a request of type y
using only green electricity at center 7

Base energy cost (in $) of center 7 in epoch ¢,

under offered; load, using only brown electricity

Base energy cost (in $) of center ¢ in epoch ¢,

under offered; load, using only green electricity

Avg. carbon market cost (in $) to offset a request of type y
in center ¢ in epoch ¢

Market cost (in $) of offsetting the base energy in center i
in epoch t, under offered; load

Avg. fee for cap violation (in $) for a request of type y

in center ¢ in epoch ¢

Fee for cap violation (in $) for the base energy in center i
in epoch ¢, under offered; load

Expected peak service load rate (in reqs/sec) for epoch ¢
Expected total service load (in number of reqs) for epoch ¢
Load capacity (in regs/sec) of center i

Expected percentage of requests sent to center ¢

that complete within L time, given offered; load

Do, [ () x MY x pU(t) x LR(t) (in reqs/sec)

Table 5.1: Framework parameters. Note that we define the “peak” service load rate, LR(t), as
the 90th percentile of the actual load rate to eliminate outlier load rates. Also, note that bY(¢),
g?(t), market?(t), and fee!(t) exclude the cost of the “base” energy.
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Figure 5.1: Each data center i consumes m?"°*"% brown energy and m{"““"% green energy,
and has a certain processing capacity (LC) and a history of response times (RTs). The f;’s are
the percentages of requests that should be sent to the data centers.

each data center ¢, during “epoch” t. During each epoch, the fractions are fixed. De-
pending on the solution approach, a set of fractions is computed for one or more epochs
at a time. The computation is performed off the critical path of request distribution.
The front-ends must recompute the fractions, if the load intensity, the electricity price,
the data center response times, or the market prices change significantly since the last
computation. A solution is typically computed no more than twice per hour.

After each recomputation and/or every hour, the front-ends inform the data centers
about their expected loads for the next hour. With this information, the data centers
can reconfigure by leaving only as many servers active as necessary to service the ex-
pected load (plus the 20% slack). Figure 5.1 depicts an example service and the main
characteristics of its data centers.

The next subsection describes two specific optimization problems (policies), one for
cap-and-trade and one for cap-and-pay. Subsection 5.1.2.2 describes the instantiation

of the parameters. Subsection 5.1.2.3 discusses how to solve the problems.

5.1.2.1 Problem Formulations

Cap-and-trade policy. Our first optimization problem seeks to optimize the over-

all energy cost, Overall Cost, in a cap-and-trade scenario. Equation 5.1 of Figure 5.2
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Overall Cost = (32, 32,22, fi(t) x M x p¥(t) x LT(t) x ReqCost!(t))

+(>=, >, BaseCost;(offered;, t)) (5.1)
brown » pY (¢ green x gi(t if BC(t) < BEC
Requstf(t) = m; X z( ) _:mz X g; ( ) eom 1 ( ) =
market! (t) + m™ """ x b (t) + m{ x g/(t) otherwise
(5.2)
ml?rown % bbase(oﬁered_ t) + m?reen % .
K2 3 (3 L <
gvese (offered; ) if BC(t) < BEC
BaseCost;(offered;, t) = < marketBase;(offered;,t) + m2rown x
bbase(offered,, t) +  mi" X otherwise
97%>¢(offered;  t)
(5.3)

Vi mrovn and mI " > 0 = i.e., each part of the miz cannot be negative.

Vi mbrown 4 md"" = 1 = i.e., the mizes need to add up to 1.
ViVivy f7(t) > 0 = i.e., each fraction cannot be negative.

VtVi offered; < LC; = i.e., the offered load to a data center should not overload it.
D022 2y (F(8) x M x p¥(t) x LT(t) x CDFi(L, offered;)) / 35, LT(t) = P
= i.e., the SLA must be satisfied.

S Grds o =~

(5.4)

Figure 5.2: Cap-and-trade formulation. We solve our formulations to find ff(t), mf v and
mJ"““". The goal is to minimize the energy cost (Overall Cost), under the constraints that no
data center should be overloaded and the SLA should be met. The energy cost is the sum of
dynamic request-processing (ReqCost) and static (BaseCost) costs, including any carbon market
costs due to violating the brown energy cap.

defines Owerall Cost, where pY(t) is the percentage of requests of type y in the ser-
vice’s workload during epoch t, LT'(t) is the expected total number of requests for
the service during epoch t, ReqCost!(t) is the average energy cost (including cap-
violation charges) of processing a request of type y at data center i during epoch ¢, and
BaseCost;(offered;, t) is the “base” energy cost (including any cap-violation charges) of
data center ¢ during epoch ¢, under a given offered; load. Base energy is the energy that
is spent when the active servers are idle; it is zero for a perfectly energy-proportional

system [20], and non-zero for systems with idle power dissipation. We define offered;

as ), f(t) x M x p¥(t) x LR(t), where M} is set when center i can serve requests of

Vivy >, fP(t) x MY =1 = i.e., the fractions for each request type need to add up to 1.
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type y and LR(t) is the peak request rate during epoch t.

The per-request cost, ReqCost!(t), is defined in Equation 5.2, where g7 (t) is the
average cost of serving a request of type y at center ¢ using only green electricity in epoch
t, bY(t) is the same cost when only brown electricity is used, BEC' is the brown energy
cap for the service, and market!(t) is the average cost of carbon offsets equivalent to
the brown energy consumed by center ¢ on a request of type y in epoch t.

Essentially, this cost-per-request model says that, before the brown energy cap is
exhausted, the cost of executing an average request of a certain type is the average
(weighted by the power mix) of what it would cost using completely green or brown
electricity. Beyond the cap exhaustion point, the service needs to absorb the additional
cost of purchasing carbon offsets on the market. This cost model also means that the
optimization problem is non-linear when the power mixes have not yet been computed
(since the mixes are multiplied by the fractions in Overall Cost).

The base energy cost BaseCost;(offered;,t) is defined similarly in Equation 5.3. In
this equation, bf“se(oﬁeredi, t) is the base energy cost of center i in epoch ¢ under brown
base

electricity prices, g,

4% offered;, t) is the same cost but under green electricity prices,

and market Base;(offered;, t) is the market cost of offsetting the base energy of center
i in epoch t.

Overall Cost should be minimized under the constraints that follow the equations
above, where LC; is the processing capacity of center i, and C'DF;(L, offered;) is the
percentage of requests that were served by center ¢ within L time (as observed by the
front-ends) when it most recently received offered; load. Figure 5.2 includes summary
descriptions of the constraints. Note that we could have easily added a constraint to
limit the distance between a front-end and the centers to which it can forward requests.
This would provide stricter limits on response time than our SLA.

After the optimization problem is solved once to compute the power mixes for the
year and the first set of fractions, the power mix variables can be made constants and
the power mix-related constraints can be disregarded. Under these conditions, the

problem can be made linear by solving it for one epoch at a time.
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Cap-and-pay policy. The formulation just presented assumes that services may pur-
chase carbon offsets on an open trading market to compensate for having exceeded their
brown energy caps. If carbon offsets happen to be cheap, the service does not have a
significant incentive to conserve as much brown energy as possible. If governments or
power utilities decide that they want to promote brown energy conservation (and green
energy production/consumption), an alternative is to levy high fees on the service when
brown energy caps are exceeded. We also study this scenario. The only modification
required to the formulation above is to replace market! (t) and marketBase;(offered;, t)
with fee!(t) and feeBase;(offered;,t), respectively.

Cap-as-target. A cap-as-target formulation would be similar to those above. The only
difference would be the penalty for violating the self-imposed cap, which would account
for the additional costs of achieving carbon neutrality (e.g., the cost of planting trees).
As cap-and-trade and cap-and-pay are enough to explore the benefits of our framework
and policies, we do not consider cap-as-target further in this dissertation.

Applying our formulations to today’s services. It is important to mention that
the formulations mentioned above are useful even for current Internet services, i.e.
those without brown energy caps or green energy consumption. The brown data centers
that support these services are spread around the country (and perhaps even around
the world) and are exposed to different brown electricity prices. In this scenario, our
framework and policies can optimize costs while abiding by SLAs, by leveraging the
different time zones and electricity prices. To model these services, all we need to do is
specify “infinite” energy caps and 100%—0% power mixes for all data centers.
Complete framework and policies. For clarity, the description above did not ad-
dress services with session state (i.e., soft state that only lasts the user’s session with
the service) and on-line writes to persistent state (i.e., writes are assumed to occur
out-of-band). Sessions need not be explicitly considered in the framework or policy
formulations, since services ultimately execute the requests that form the (logical) ses-
sions. (Obviously, sessions must be considered when actually distributing requests,
since multiple requests belonging to the same session should be executed at the same

data center.) Dealing with on-line writes to persistent state mostly requires extensions
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to account for the energy consumed in data coherence activities. We present the ex-
tended framework and a cap-and-trade formulation including writes in Appendix A. In
addition, we briefly evaluate the effect of session length and percentage of write requests

in Section 6.3.

5.1.2.2 Instantiating Parameters

Before we can solve our optimization problems, we must determine input values for their
parameters. However, doing so is not straightforward in the presence of multiple front-
end devices. For example, as aforementioned, the response time of the data centers
must be measured at each front-end device. Moreover, no front-end sees the entire load
offered to the service. Thus, to select the parameters exactly, the front-ends would have
to communicate and coordinate their decisions. To avoid these overheads, we explore a
simpler approach in which the optimization problem is solved independently by each of
the front-ends. If the front-ends guarantee that the constraints are satisfied from their
independent points of view, the constraints will be satisfied globally.

In this approach, LT (t) and LR(t) (and consequently offered;) are defined for each
front-end. In addition, the load capacity of each data center is divided by the number of
front-ends. To instantiate C'DFj;, each front-end collects the recent history of response
times of data center ¢ when the front-end directs offered; load to it. For this purpose,
each front-end has a table of these <offered load, percentage of requests served within
L time> entries for each data center that is filled over time. Each table has 4 entries
corresponding to different levels of utilization (up to 25%, between 25% and 50%,
between 50% and 75%, and between 75% and 100%). Similarly, we create a table of
<offered load, base energy consumption> entries for each data center. The entries are
filled by computing the ratio of the peak load and the load capacity of the data center,
and assuming that the same ratio of the total set of servers (plus the 20% slack) is left
active. This table only needs to be re-instantiated when servers are upgraded or added
to/removed from the data center.

Because the CDF; and base-energy tables include entries covering the entire range

of offered; and consequently f/(t), a solution to our optimization problem will actually
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consider the effect of any f7(¢) we may select on the performance and energy cost of
data center ¢. This aspect of our formulation contributes heavily to the stability of our
request distribution approach.

Whenever a solution to the problem needs to be computed, the only runtime in-
formation that the front-ends need from the data centers is the amount of energy that
they have already consumed during the current energy accounting period. Other in-
formation, such as load capacities and electricity costs, can be readily available to all
front-ends. In our future work, we will study the tradeoff between the overhead of direct

front-end communication in solving the problem and the quality of the solutions.

5.1.2.3 Solution Approaches

We study three solution approaches that differ in the extent to which they use load-
intensity prediction and linear programming (LP) techniques. Next, we discuss each
of the approaches in turn. The discussion assumes the carbon-curbing formulation but
extends trivially to the other formulations as well.

Simulated Annealing (SA): Solving for mixes and fractions using week-long
predictions. The solution of the optimization problem for an entire energy accounting
period (one year) provides the best energy cost. However, such a solution is only
possible when we can predict future offered load intensities, electricity prices, carbon
market prices, and data center response times.

Electricity price predictions are trivial when the price is constant or when there are
only two prices (on-peak and off-peak prices). Other predictions are harder to make
far into the future. Instead, we predict detailed behaviors for the near future (the next
week, matching the performance accounting period) and use aggregate data for the rest
of the year. Specifically, our approach divides the brown energy cap into 52 chunks,
i.e. one chunk per week. The energy associated with each chunk is weighted by the
aggregate amount of service load predicted for the corresponding week. The intuition
is that the amount of brown energy required is proportional to the offered load. Based
on the chunk defined for the next week, we solve the optimization problem. Thus, we

only need detailed predictions for the next week.
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For predicting load intensities during this week, we consider Auto-Regressive Inte-
grated Moving Average (ARIMA) modeling [25]. We do not attempt to predict carbon
market prices or CDF;. Instead, we assume the current market price and the current
CDF; tables as predictions. (As explained below, we recompute the request distribu-
tion, i.e. the fractions f/, when these assumed values have become inaccurate.)

Unfortunately, in this solution approach we cannot use LP solvers, which are very
fast, even when the power mixes have already been computed. The reason is that,
when we compute results for many epochs at the same time, we are still left with a few
non-linear functions (i.e., ReqCost?, the load intensities, and consequently, BaseCost;
and CDF;). Instead of LP, we use Simulated Annealing [88] and divide the week into
42 4-hour epochs, i.e. t = 1..42. (We could have used a finer granularity at the cost
of longer processing time.) For each epoch, the load intensity is assumed to be the
predicted “peak” load intensity (actually, the 90th-percentile of the load intensity to
exclude outlier intensities) during the epoch.

We use this approach to determine the power mixes once per year. After this first
solution, we may actually recompute the request distribution in case our predictions
become inaccurate over the course of each week. Specifically, at the end of an epoch, we
recompute if any electricity price has changed significantly (this may only occur when
real-time, hourly electricity pricing is used [134,135]), or the actual peak load intensity
was either significantly higher or lower (by more than 10% in our experiments) than the
prediction. We do the same for parameters that we do not predict (market price and
CDF;); at the end of an epoch, we recompute if any of them has changed significantly
with respect to its assumed value. We also recompute at the end of an epoch if the
predicted load for the next epoch is significantly higher or lower than the current load.
In contrast, we recompute immediately whenever the brown cap is exhausted or a data
center becomes unavailable, since these are events that lead to substantially different
distributions. Given these conditions, recomputations occur at the granularity of many
hours in the worst case.

Obviously, we must adjust the brown energy cap every time the problem is solved to

account for the energy that has already been consumed. Similarly, we must adjust the
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Solve the problem to define mixes for the year and
fractions for every 4-hour epoch of the first week;
Request mixes from utilities;
Every week do
If !first week then
Solve the problem to define fractions for every
4-hour epoch of the week;
Start distributing requests according to fractioms;
Every epoch of the week do
Recompute fractions at the end of an epoch if
any electricity price has changed significantly
predictions were inaccurate for the epoch
the predicted load for the next epoch is
significantly different than the current load;
Recompute fractions immediately if
the brown energy cap expires
a data center becomes unavailable;
After each recomputation and every hour
Install new fractions (if they were recomputed);
Inform data centers about their predicted loads
for the next hour;
End do;
End do;

Figure 5.3: Overview of the SA solution approach.

SLA percentage P, according to the requests that have already been serviced within L
time. Each recomputation produces new results only for the rest of the current week.
Any leftover energy at the end of a week is added to the share of the next week.

Finally, after a recomputation occurs and every hour, the front-ends inform the data
centers about their predicted loads for the next hour (i.e., the predicted load intensity
at each front-end times the fraction of requests to be directed to each data center).
Fach data center collects the predictions from all front-ends and reconfigures its set
of active servers accordingly. Figure 5.3 summarizes the SA approach to solving our
optimization problems.
LP1: Solving for fractions using one-hour predictions. As we mentioned above,
using week-long predictions means that fast LP solvers cannot be applied. However, if
we assume shorter epochs of only 1 hour and focus solely on the next hour (¢t = 1), we
can convert the optimization problem into an LP problem and solve it to compute the
fractions f}.

The conversion works by transforming non-linear functions into constant values.
Specifically, we transform ReqCost! into the expected per-request costs for the next

epoch, since we know whether the energy cap has been exceeded. For the load intensity,
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’ Characteristic \ SA \ LP1 \ LPO \ CA-Heuristic ‘
Energy
accounting period 1 year 1 year 1 year 1 year
Power mix SA once SA once SA once SA once
computation per year per year per year per year
Perfo.r fnanee 1 week 1 week 1 week 1 week
accounting period
Epoch length 4 hours 1 hour 1/2 hour 1 hour
Load predictions Per front-end | Per front-end None Per front-end
p > | for next week | for next epoch for next epoch
Recomputation/ Epoch Epoch Epoch Epoch
reordering decision boundary boundary boundary boundary
Communication
with DCs Yes Yes Yes Yes

Table 5.2: Main characteristics of policies and solution approaches.

we predict it to be the expected peak load (as represented by the 90th percentile) rate
for the next hour, again using ARIMA modeling. With the expected load, we transform
BaseCost; into the expected base energy costs for the next epoch. Like we did above,
we do not predict carbon market prices or CDFj, instead using their current values as
a prediction for the next hour.

We recompute a solution under the same conditions as SA: (1) at the end of an epoch
for inaccurate load predictions or assumed values; (2) at the end of an epoch, when a
prediction for the next epoch is significantly different than that for the current epoch;
and (3) immediately when the brown energy cap expires or a data center becomes
unavailable. We adjust the cap as before. Given these conditions, recomputations
(which are much faster than those of SA) occur more frequently than under SA, but
typically no more frequently than every hour.

After a recomputation, the front-ends inform the data centers about their predicted
loads for the next hour. The data centers reconfigure accordingly. Figure 5.4 summa-
rizes the LP1 approach to solving our optimization problems.

LPO: Solving for fractions without using predictions. Finally, we can solve our
optimization problem without using any predictions at all. We do so using 30-minute
epochs and focusing solely on the next epoch (¢ = 1) with an LP solver. Every time the

problem is solved, we use the current values for all problem parameters. For example,
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Solve the problem using SA to define mixes for the year;
Request mixes from utilities;
Solve the problem using LP to define fractions for the
first 1-hour epoch;
Start distributing requests according to fractioms;
Every epoch do
Recompute fractions at the end of an epoch if
any electricity price has changed
significantly or
predictions were inaccurate for the epoch or
the predicted load for next epoch is significantly
different than the current load;
Recompute fractions immediately if
the brown energy cap expires or
a data center becomes unavailable;
After each recomputation
Install new fractions;
Inform data centers about their new predicted loads;
End do;

Figure 5.4: Overview of the LP1 solution approach.

the “current” load offered to a data center is its average offered load in the last 5 minutes.
As in SA and LP1, we check for deviations at the end of each epoch and recompute a
solution if any significant deviations occur. We also recompute immediately, if the cap
is exhausted or a center becomes unavailable. Due to its lack of predictions, we expect
this approach to cause recomputations nearly every 30 minutes.

After a recomputation, the front-ends inform the data centers about their expected
loads for the next half hour (the current load offered to each front-end times the fraction
of requests to be directed to each center). The data centers reconfigure accordingly.

Figure 5.5 summarizes the LP0 approach to solving our optimization problems.

5.1.3 Heuristics-Based Request Distribution

We also propose a cost-aware heuristic policy (CA-Heuristic) that is simpler and less
computationally intensive than the optimization-based approaches described above.
The policy deals only with dynamic request distribution; the power mixes are still
computed using the optimization-based solution with week-long predictions (SA).
CA-Heuristic is greedy and uses 1-hour epochs. It tries to forward each request to
the best data center that can serve it (based on a metric described below), without
violating two constraints: (1) the load capacity of each data center; and (2) the SLA

requirement that P% of the requests complete in less than L time, as seen by the
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Solve the problem using SA to define mixes for the year;
Request mixes from utilities;
Solve the problem using LP to define fractions for the
first 30-minute epoch;
Start distributing requests according to fractioms;
Every epoch do
Recompute fractions at the end of an epoch if
the current values for the formulation parameters
are significantly different than when the
problem was last solved;
Recompute fractions immediately if
the brown energy cap expires or
a data center becomes unavailable;
After each recomputation
Install new fractions;
Inform data centers about their new expected loads;
End do;

Figure 5.5: Overview of the LPO0 solution approach.

front-end devices. To avoid the need for coordination between front-ends, they divide
the load capacity of each data center by the number of front-ends. In addition, each
front-end verifies that the SLA is satisfied from its point of view.

The heuristic works as follows. At each epoch boundary, each front-end computes
R = P x E (the number of requests that must have lower latency than L), where E is
the number of requests the front-end expects in the next epoch. E can be predicted
using ARIMA. Each front-end also orders the data centers that have CDF;(L, LC;) >
P according to the ratio Cost;(t)/CDF;(L, LC;), from lowest to highest ratio, where
Cost;(t) is the average cost of processing a request (weighted across all types) at data
center i during epoch t. The remaining data centers are ordered by the same ratio. A
final list, called MainOrder, is created by concatenating the two lists.

Requests are forwarded to the first data center in MainOrder until its capacity is
met. At that point, new requests are forwarded to the next data center on the list and
so on. After the front-end has served R requests in less than L time, it can disregard
MainOrder and start forwarding requests to the cheapest data center (lowest Cost;(t))
until its capacity is met. At that point, the next cheapest data center can be exercised
and so on.

If the prediction of the number of requests to be received in an epoch consistently
underestimates the offered load, serving R requests within L time may not be enough

to satisfy the SLA. To prevent this situation, whenever the prediction is inaccurate, the
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heuristic adjusts the R value for the next epoch to compensate.

At each epoch boundary, the front-ends inform the centers about their predicted
loads for the next epoch. These predictions are based on the per-front-end load predic-
tions and their MainOrder lists (the lists may change because of changes to Cost;).

Table 5.2 overviews our policies and solution approaches.

5.2 Evaluation

5.2.1 Methodology

To evaluate our framework and policies, we use both simulation and real-system ex-
perimentation. Our simulator of a multi-data-center Internet service takes as input a
request trace, an electricity price trace, and a carbon market trace or a fee trace. Using
these traces, it simulates a request distribution policy, and the data center response
times and energy consumptions. Our evaluations are based on year-long traces, as well
as sensitivity studies varying our main simulation parameters.

For simplicity, we simulate a single front-end device located on the East Coast of the
US. The front-end distributes requests to 3 data centers, each of them located on the
West Coast, on the East Coast, and in Europe. The simulator has been validated against
a real prototype implementation, running on servers at four universities located in these
same regions (University of Washington, Rutgers University, Princeton University, and

EPFL). We present our validation results in subsection 5.2.2.



60

Request trace, time zones, and response times. Our request trace is built from
a l-month-long real trace from a commercial search engine, Ask.com. The trace cor-
responds to a fraction of the requests Ask.com received during April 2008. Due to
commercial and privacy concerns, the trace only lists the number of requests for each
second. (Even though search engines are sensitive to increases in response time, this
trace is representative of the traffic patterns of many real services, including those that
can tolerate such increases. In our work, the request traffic, and our ability to predict
it and intelligently distribute it are much more important than the actual service being
provided.)

To extrapolate the trace to an entire year, we use the search volume statistics
for Ask.com from Nielsen-online.com. Specifically, we normalize the total number of
requests for other months in 2008 to those of April. For example, to generate the trace
for May 2008, we multiply the load intensity of every second in April by the normalized
load factor for May.

Figure 5.6 shows the 90th percentile of the actual and ARIMA-predicted request
rates during one week of our trace. Our ARIMA modeling combines seasonal and non-
seasonal components additively. The non-seasonal component involves 3 auto-regressive
parameters and 3 moving average parameters (corresponding to the past three hours).
The seasonal component involves 1 auto-regressive parameter and 1 moving average
parameter (corresponding to the same hour of the previous week). The figure shows
that the ARIMA predictions are very accurate.

For simplicity, we assume that all requests are of the same type and can be sent to
any of the 3 data centers. A request takes 400 ms to process on average and consumes
60 J of dynamic energy (i.e., beyond the base energy), including cooling, conversion,
and delivery overheads. This is equivalent to consuming 150 W of dynamic power
during request processing. By default, we study servers that are perfectly energy-
proportional [20], i.e. they consume no base energy (BaseCost = 0, no need to turn
machines off ). Servers today are not energy-proportional, but base energy is expected
to decrease considerably in the next few years (both industry and academia are seeking

energy-proportionality). Nevertheless, we also study systems with different amounts of
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Data Center | Brown energy cost | Green energy cost

West Coast 5.23 cents/KWh 7.0 cents/KWh

East Coast | 12.42 cents/KWh | 18.0 cents/KWh
Europe 11.0 cents/KWh 18.0 cents/KWh

Table 5.3: Default electricity prices [3,39,48,106,116].

base energy (BaseCost # 0, some machines are turned off).

The default SLA we simulate requires 90% of the requests to complete in 500 ms
(i.e., the processing time plus 100 ms) or less. The SLA was satisfied at the end of the
performance accounting period (one week) in all our simulations. We study other SLAs
as well.

To generate a realistic distribution of data center response times, we performed
real experiments with servers located in the 3 regions mentioned above. The requests
were issued from a client machine on the East Coast. Each request was made to last
400 ms on average at a remote server, according to a Poisson distribution. The client
exercised the remote servers at 4 utilization levels in turn to instantiate the CDF;
tables. We leave 20% slack in utilizations, so the utilizations that delimit the ranges
are really, 20%, 40%, 60%, and 80%. The time between consecutive requests issued
by the client also followed a Poisson distribution with the appropriate average for the
utilization level. The results of these experiments showed that higher utilizations have
only a small impact on the servers’ response time. Overall, we find that the servers
exhibit average response times of 412 ms (East Coast), 485 ms (West Coast), and 521
ms (Europe) as measured at the client. With respect to our SLA, only the East Coast
server can produce more than 90% of its replies in 500 ms or less. The other servers
can only reply within 500 ms 76% (West Coast) and 16% (Europe) of the time.

The response times collected experimentally for each data center and utilization
level form independent pools for our simulations. Every time a request is sent to a
simulated data center, the simulator estimates the current offered load to the center
and randomly selects a response time from the corresponding pool.

Electricity prices, carbon prices, and fees. We simulate two electricity prices at

each data center, one for “on-peak” hours (weekdays from 8am to 8pm) and another for
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“off-peak” hours (weekdays from 8pm to 8am and weekends) [39]. The on-peak prices
are listed in Table 5.3; by default, the off-peak prices are 1/3 of those on-peak. Note
that the West Coast center is located in a state with relatively cheap electricity.

We simulate both cap-and-trade (default) and cap-and-pay. For cap-and-trade, the
carbon market trace was collected from PointCarbon [130] for one month (August 2008).
Figure 5.7 shows the carbon prices during a week, converted from Euros/ton of carbon
to cents/KWh. To extend the trace to an entire year, we used the same normalization
approach described above, again using data from [130]. Under cap-and-pay, the default
fee for violating the brown energy cap is set at the price of brown electricity, meaning
that, above the cap, the price of brown energy doubles. We also study smaller fees.
Other parameters. The default brown energy cap is equivalent to 75% of the dynamic
energy required to process the trace, but we study the effect of this parameter as well.
We assume that green energy can be at most 30% of the energy used at each data
center. The load capacity of all data centers was assumed to be 250 requests/sec. We
have scaled down the load capacity to match the intensity of our request trace.
Cost-unaware distribution. As the simplest basis for comparison, we use a cost-
unaware policy (CU-Heuristic) that is similar to CA-Heuristic but disregards electricity
prices and cap-violation penalties. It orders data centers according to performance, i.e.
CDF;(L, LC;), from highest to lowest. Requests are forwarded to the best-performing
data center on the list until its capacity is met. At that point, new requests are
forwarded to the next data center on the list and so on. Data center reconfiguration

happens as in CA-Heuristic.

5.2.2 Real Implementation and Validation

We also implemented real prototypes of our request distribution approaches. To do so,
we extended a publicly available HTTP request distribution software (called HAProxy
[76]) to implement our optimization infrastructure and policies. The optimization code
was taken verbatim from the simulator. The software was also modified to obey the
optimized fractions in distributing the requests to the data centers. Overall, we added

roughly 3K lines of new code to the roughly 18K lines of HAProxy.
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Figure 5.8: Comparing policies and solution Figure 5.9: Detailed behavior toward meet-

approaches. ing the SLA.

Unfortunately, running the implementation in real time is impractical; computing
the system’s full-year results would require one full year per parameter setting. Thus,
the results in Section 5.2.3 are simulated, but we run the real implementation for 40
hours to validate the simulator under the same assumptions.

For our validation experiments, we ran our front-end software on a machine located
on the East Coast. This front-end machine was the same as our client in the response
time experiments above. The data centers were also represented by the same remote
servers we used in those experiments. The requests were issued to the front-end from
another machine on the East Coast. This latter machine replayed a scaled-down version
of two 4-hour periods during the first weekday of the Ask.com trace: a low-load period
(from midnight to 4am, which includes the lowest load rate of the day) and a high-load
period (from noon to 4pm, which includes the highest load rate for the day). We run
each of our solution approaches and heuristics with each of the 4-hour traces. The
latencies observed in these runs were fed to the simulator for a proper comparison. The
experiments assumed the same default parameters as the simulator (including the same
power mixes).

Our validation results are very positive. Table 5.4 summarizes the differences be-
tween the real executions and the simulations in terms of energy cost, brown energy

consumption, and percentage of requests completed within 500 ms. The simulator and
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’ ‘ Energy Cost ‘ Brown Energy ‘ SLA ‘

Low Load
SA 0.03% 0.07% 0.1%
LP1 0.01% 0.12% 0.39%
LPO 0.03% 0.04% 0.27%
CA 0.07% 0.09% 0.24%
CU 0.06% 0.06% 0.14%
High Load
SA 0.81% 0.03% 0.31%
LP1 1.99% 0.42% 1.06%
LPO 2.34% 0.54% 0.96%
CA 4.14% 1.68% 0.25%
CU 5.99% 1.52% 1.7 %

Table 5.4: Differences between simulation and prototype.

the prototype produce results that are within 2% of each other. The only exceptions
are the energy costs of the two heuristics when they are exposed to a high request load.
However, even in those cases, the difference is at most 6% only. The reason for the
larger difference is that the simulator and the real system use different approaches for
specifying the capacity of the data centers. Our simulator specifies them in requests
per second, whereas the prototype uses a number of concurrent connections. Under low
loads, the request traffic is not high enough for this difference in approach to noticeably

alter the energy costs.

5.2.3 Results
5.2.3.1 Comparing Policies and Solution Approaches

We first compare our optimization-based policy for cap-and-trade (under different solu-
tion approaches), our cost-aware heuristic policy (CA-Heuristic), and the cost-unaware
heuristic policy (CU-Heuristic). All policies and approaches use the same power mixes
for the data centers. The mixes were computed by SA to be 80/20 (East Coast), 70/30
(West Coast), and 81/19 (Europe), where the first number in each case is the percent-
age of brown electricity in the mix. With these mixes, the on-peak electricity prices
per KWh become 13.54 cents (East Coast), 5.76 cents (West Coast), and 12.33 cents

(Europe).
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Figure 5.8 plots the energy cost (bars on the left) and the brown energy consumption
(bars on the right) for the optimization-based policy with SA, LP1, and LPO solution
approaches, CA-Heuristic (labeled “CA”), and CU-Heuristic (“CU”). The cost and
consumption bars are normalized against the CU-Heuristic results.

The figure shows that both cost-aware policies produce lower costs than CU-Heuristic,
as one would expect. CU-Heuristic sends the vast majority of requests to the most ex-
pensive but also best performing data center (East Coast). The figure also shows that
the optimization-based policy achieves substantially (up to 35%) lower costs than CA-
Heuristic, regardless of the solution approach. The reason is that CA-Heuristic tries to
satisfy the SLA every hour, greedily sending requests to the most expensive data center
until that happens. Comparing the solution approaches to the optimization problem,
we can see that solving it for an entire week at a time as in SA leads to the lowest cost.
In fact, SA achieves 39% lower costs than CU-Heuristic. Interestingly, the comparison
between LPO and LP1 shows that accurately predicting the load of the next hour is
essentially useless, when solving the problem for only one hour at a time. Nevertheless,
LPO and LP1 still produce 24% lower costs than CU-Heuristic. The reason for SA’s
lowest cost is that it exploits the cheapest data center (West Coast) more extensively
than the other approaches, as it deduces when it can compensate later for that center’s
lower performance (by sending requests to the best-performing data center during its
off-peak times) and still meet the SLA.

To illustrate these effects, Figure 5.9 plots the cumulative percentage of requests
serviced within 500 ms by the policies and solution approaches (LP0 almost completely
overlaps with LP1, so we do not show it), as they progress towards meeting the SLA
(L = 500ms, P = 90%) during the first week of the trace. SA’s ability to predict future
behaviors allows it to exploit low electricity prices on the West Coast (during on-peak
times on the East Coast), serve slightly less than 90% of the requests within 500 ms
for most of the week, and still satisfy the SLA at the end of the week. Due to their
inability to predict behaviors for more than 1 hour, the other solution approaches have
to be conservative about performance all the time.

Returning to Figure 5.8, the optimization-based policy led to only slightly lower
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brown energy consumptions than CA-Heuristic and CU-Heuristic. This result is not
surprising, since the brown energy consumption is determined for the most part by
the choice of power mix at each data center. Recall that this choice is the same for
all policies and solution approaches. As we show in the next subsection, the way to
conserve brown energy is to lower the brown energy cap.

Regarding the frequency of recomputations, we find that SA has to recompute a
solution once every 7.6 days on average, whereas LP1 and LPO do so roughly every
2 hours and every 1.5 hour on average, respectively. The average times to solve the
optimization problem once are 392 s for SA and 1.5 ms for the LP approaches on a
3.0-GHz oct-core machine. These frequencies and times represent negligible energy

overheads for the service.
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These results suggest that the optimization-based policy with SA is the most cost-
effective approach. The advantage of SA over LP1 and LPO decreases as we shorten the
performance accounting period. Nevertheless, SA still behaves substantially better than
its linear counterparts for daily periods. Most services do not require finer granularity
enforcement than a day. However, for the few services that require tight hourly SLA
guarantees, LP1 and LPO are the best choice; although SA could be configured to
produce the same results, it would do so with higher overhead.

Qureshi’s heuristic. Qureshi et al. [135] proposed a greedy heuristic to distribute
requests across data centers based on electricity prices that vary hourly. The heuristic
sends requests to the cheapest data center at each point in time, up to its processing
capacity, before choosing the next cheapest data center and so on. The heuristic has
a very coarse control of response times by which a latency-based radius is defined
around each front-end; data centers beyond the radius are not chosen as targets. We
implemented their heuristic for comparison and found that it either leads to very high
costs or is unable to meet our SLAs, depending on the size of the radius around our East
Coast front-end. When only the East Coast data center can be reached, the heuristic
behaves exactly like CU-Heuristic, meeting the SLA but at a very high cost. When the
West Coast data center can be reached as well, the SLA is violated because that data
center is cheaper most of the time but does not meet the SLA. In this case, only 80%
of the requests can be serviced within 500ms. When any data center can be reached,
the situation becomes even worse, since the European data center is sometimes the
cheapest but violates the SLA by a greater amount. In this latter case, the heuristic
misses the SLA by almost 40%. For these reasons, we do not consider their heuristic

further.

5.2.3.2 Conserving Brown Energy

The results we have discussed so far assume that the brown energy cap is large enough
to process 75% of the requests in our trace. To understand the impact of the cap, Figure
5.10 displays the energy cost and brown energy consumption of SA under brown energy

caps of 100% (effectively no cap), 75%, and 50% of the energy required to process the
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requests in the trace. The results are normalized to the no-cap scenario.

The figure shows that lowering the brown energy cap from 100% to 75% enables
a savings of 24% in brown energy consumption at only a 10% increase in cost. The
cost increase comes from having to pick power mixes that use more green energy;
consuming brown energy beyond the cap and going to the carbon market is actually
more expensive under our simulation parameters. Interestingly, decreasing the cap
further to 50% increases the brown energy savings to 30% but at a much higher cost
increase (24%). The reason is that there is not enough green energy to compensate for
the 50% cap (the maximum amount of green energy in the power mixes is 30%). Thus,
the service ends up exceeding the cap and paying the higher market costs.

These results suggest that services can significantly reduce their brown energy con-

sumption at modest cost increases, as long as the caps are carefully picked.

5.2.3.3 Comparing Cap-and-Trade and Cap-and-Pay

The results we have discussed so far assume the cap-and-trade policy. Because of the
relatively high cost of carbon offsets in our trace, services avoid exceeding the brown
energy cap to the full extent permitted by the amount of available green energy. To
understand the impact of the penalties for exceeding the cap, we now compare the
cap-and-trade and cap-and-pay policies under two different fee settings for the latter
policy.

Figure 5.11 plots the brown energy consumption under cap-and-trade (labeled “CATrade”),
cap-and-pay with a low fee (“CAPay-low” ), and cap-and-pay with a high fee (“CAPay-
high”), as a function of the cap size. The low fee is lower than the cost of green
energy, whereas the high fee is higher than that cost. All policies use SA as the solution
approach.

The figure shows that CATrade and CAPay-high behave the same regardless of cap
size. The reason is that they choose to consume as much green energy as possible,
as discussed above. However, these policies behave quite differently than CAPay-low.
Under CAPay-low, there is no incentive to use green energy, since the charge for vio-

lating the cap is actually lower than the cost of green energy. As a result, CAPay-low
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consumes substantially more brown energy than CATrade and CAPay-high.

These results illustrate that, if the goal is to force services to conserve brown energy,
the penalties must be selected so that there is a strong incentive not to exceed the cap.
Furthermore, given that carbon market prices are difficult to control, a cap-and-pay

scheme may be a more effective approach to encourage brown energy conservation.

5.2.3.4 Sensitivity Analysis

So far, we have studied the impact of the distribution policy and solution approach,
the cap size, and the capping scheme. In this subsection, we first qualitatively discuss
the impact of different classes of parameters on our results. After that, we present a
series of results quantifying this impact.
Qualitative discussion. After experimenting extensively with our infrastructure, we
have found that four classes of parameters (besides those we evaluated above) have a
strong impact on our results: (1) the relative electricity prices at the data centers over
time; (2) the response time requirements imposed by the SLA; (3) the energy consumed
by servers when they are idle; and (4) the percentage of writes in the workload.

The first class of parameters is important in that the electricity price differentials
are the very source of possible cost savings. In addition, the availability of cheap green
energy at the data centers has a direct impact on the power mixes and on our ability

to conserve brown energy at low cost. Furthermore, when prices are different at each
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data center but constant over time, time zones are not exploited and the cost savings
are limited. When on- and off-peak prices are different at each center, the ordering of
data centers with respect to price changes over time. In fact, it is this ordering that
really matters in defining the request distribution, not the absolute prices.

The second class is important because it determines how flexible the request distri-
bution can be. Although this class involves many parameters (e.g., data center response
times), it can be studied by varying a single knob, the SLA. Services with strict re-
sponse time requirements may not be able to utilize cheap data centers that are far
away from the front-end. In contrast, a front-end placed near the cheapest data center
would enable all approaches (be they optimization-based or not) to easily meet the
SLA at low cost; they would all use this data center most of the time. (Note however
that, in practice, there would most likely be front-ends near all data centers, i.e. some
front-ends would be far away from the cheapest data center as in our case study.)

The third and fourth classes determine how much of the overall energy cost can be
managed through sophisticated request distribution. The third class also determines
how much energy can be saved by turning servers off.

Relative electricity prices. Figure 5.12 plots the energy cost and brown energy
consumption of the cap-and-trade policy under the SA approach, in scenarios where
on-peak prices are 1x, 2x, 3x, and 5x the off-peak prices. The results are normalized

against the 1x case (constant pricing). Recall that the default we have used thus far is
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a Jx ratio.

As one would expect, the figure shows that larger ratios reduce costs. However, the
reductions are far from linear, despite the fact that there is substantially more off-peak
than on-peak time during the year. The reason is that most requests (60%) are actually
processed during on-peak times at the East and West Coast data centers. With respect
to brown energy consumption, we see distinct behaviors at low and high ratios. At
low ratios, power mixes tend to involve less green energy, since exceeding the cap is
relatively inexpensive. In contrast, at high ratios, green energy becomes inexpensive a
large percentage of the time.

These results suggest that services should take advantage of differentiated electricity

prices to the extent that they can negotiate them with power companies.
Response time requirements. Here, we compare different response time require-
ments (SLAs) and the cost savings that can be achieved when they allow flexibility in
request distribution. Figure 5.13 shows the energy costs of SA for P = 90%, as we vary
L from 475 to 600ms. Recall that our results so far have assumed L = 500ms. The
response times have a negligible impact on the brown energy consumption.

The figure demonstrates that having less strict SLAs enables significant cost savings,
e.g. 28% and 49% for L = 500ms and 525ms, respectively. The reason is that the
West Coast data center can be used more frequently in those cases. As the latency
requirement is relaxed further, no more cost savings can be accrued since at that point
all data centers can meet the SLA independently. We also conducted an experiment
where a very strict P = 99% is enforced with L = 550ms (this is the first response time
for which P = 99% can actually be satisfied). We observed that the cost compared to
P = 90% increases by 16%.

These results illustrate the fundamental tradeoff between SLA requirements and our
ability to lower costs. When SLAs are strict, we can meet them but at a high cost.
When these requirements can be relaxed, significant cost savings can be achieved.
Base energy. Figure 5.14 plots the energy costs of the policies and solution approaches,
as a function of the amount of power servers consume when idle. (Since we assume

a dynamic power range of 150W, a base power of 150W roughly represents today’s
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servers.) The costs are normalized to those of CU-Heuristic. Recall that all results we
discussed thus far assumed no base energy.

The figure shows exactly the same trends across base powers. In fact, even under
the most pessimistic assumptions, SA can still produce 20% energy cost reductions.

This result suggests that the benefits of our optimization-based framework and
policies will increase with time, as servers become more energy-proportional.
Request types and on-line writes to persistent state. To assess the impact of
these workload characteristics, we modified the Ask.com trace to include 3 different
request types, such that one type involves writes. Our systems handle each write
request at a data center by propagating coherence messages to its mirror data centers.
All simulation parameters were kept at their default values, but writes were assumed
to consume 60 J at each data center because of coherence activity.

Figure 5.15 depicts the energy costs of SA, CA-Heuristic, and CU-Heuristic, as a

function of the percentage of write requests. The figure shows that SA produces costs
that are 19% and 21% lower than those of CA-Heuristic and CU-Heuristic, respectively,
when 20% of the requests are writes. These cost savings are smaller than those from
Section 5.2.3.1, but are still quite significant. Write percentages that are substantially
higher than 20% are not as likely in practice. Nevertheless, the SA cost savings are still
11-13% when as many as 30% of the requests are writes.
Session length. Our results so far have assumed that each session contained a single
request. For completeness, we also study the impact of longer sessions. To evaluate
this impact, we created two variations of the Ask.com trace that assigned each request
to a specific user session. In the first variation, we created sessions with an average of
3 requests, whereas the second variation has sessions with an average of 10 requests.
Recall that our systems distribute entire sessions (rather than individual requests), such
that all requests belonging to a session are forwarded to the same center as the first
request of the session.

Our results show that the session length has only a negligible (< 1%) impact on
energy cost and brown energy consumption. The reason is that, for any sufficiently large

number of sessions, the percentage of requests of each type forwarded to a particular
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data center is roughly the same across all session lengths.

5.3 Summary

In this chapter, we proposed a framework for enabling multi-data-center Internet ser-
vices to manage their brown energy consumption and leverage green energy, while
respecting their SLAs and minimizing costs. Moreover, our framework enables services
to exploit different electricity prices and data centers located at different time zones to
minimize costs, even in the absence of brown energy caps, different electricity prices,
or green energy.

We proposed three optimization-based techniques: 1) LP0, 2)LP1, and 3) SA and a
simple heuristic for achieving the same goals. We evaluated our proposals extensively,
using simulations, real experiments involving sites from US and Europe, and real traces.
Using simulation, a request trace from a commercial service, and real network latency,
electricity price, and carbon market traces, we evaluated our optimization and heuristic-
based request distributions in terms of energy costs and brown energy consumptions.
We also investigated the impact of the capping scheme, the size of the cap, the per-
formance of the data centers, and server energy proportionality. Using a real system
distributed over four universities, we validated the simulation with real experiments.

We made several interesting observations from our results. First, our optimization-
based distributions achieved lower energy costs than our simpler heuristic. Our best
optimization-based distribution achieves 35% lower costs (and similar brown energy
consumption) while meeting the same SLA. Second, we demonstrated that predicting
load intensities many hours into the future reduces costs significantly. Third, we showed
that brown energy caps and data centers that exploit green energy can be used to limit
brown energy consumption without significantly increasing energy costs or violating
the SLA. For example, we can reduce the brown energy consumption by 24% for a 10%
increase in cost. Fourth, we found that our optimization-based distribution can achieve
cost reductions of 24% by exploiting different electricity prices at widely distributed

data centers, even in the absence of brown energy caps and green energy.
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Chapter 6

Virtual Machine Placement for High Per-
formance Computing Clouds

In the last two chapters, we have shown that we can use load distribution as a mechanism
to manage energy usage and cost across the data centers of a multi-data-center Internet
service. In this chapter, we develop a similar framework for multi-data-center cloud
services that support high performance computing. Recall from Chapter 1 that while
HPC cloud services do share some characteristics with Internet services, their workloads
differ significantly, necessitating different frameworks. For example, Internet services
deal with short-running requests, rather than longer running jobs that may comprise
multiple virtual machines. This difference is relevant in that techniques such as load
migration do not make sense for short-running requests. Thus, we assume that an
HPC cloud service supports client jobs as a set of virtual machines that should be run
concurrently. The load distribution takes the form of a set of policies for placing virtual
machines (when a job enters the system) and for migrating virtual machines between
data centers when it is profitable to do so.

Specifically, this chapter proposes and then evaluates a set of cost-aware virtual
machine placement and migration policies targeted specifically for geographically dis-
tributed computing platforms. These policies model in details the following main com-
ponents of electricity costs: 1) the cost of energy consumed by IT equipments, cooling
as well as power delivery system, and 2) a peak power charge at each data centers. Com-
pared to the previous two chapters, we introduce two new important cost components:
the cost of operating the cooling infrastructure and the peak power charges.

Similar to Internet services, clients submit jobs to one of the front-end servers.

These jobs have a soft deadline that the service should try not to violate. Meanwhile,
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the service has the freedom of moving the jobs between its data centers in order to
minimize its operating cost. The polices we evaluate include traditional cost-unaware
heuristics such as round robin, best fit, worst fit as well as shortest distance-based. We
also propose two cost-aware policies, one involves migration of jobs while the other does
not.

One interesting management aspect that is introduced with job migration is that our
policies may suddenly move a large load from one data center to another. For example,
suppose that at a particular time, it becomes much cheaper to run computations at a
data center B than A (because of the start of off-peak electricity pricing). The policy
with migration may decide to move the entire workload of A, which may currently be
heavily loaded, to B. When this occurs, if nothing else is done, then data center B
may overheat because its cooling system cannot adapt fast enough to the arriving load.
Thus, our policy must consider transient temperature effects, and pre-cool a data center
if it expects to shift a significant amount of load to that data center in the near future.

In this chapter, we first describe the cooling model developed by our colleagues
from Department of Mechanical Engineering, which uses Computation Fluid Dynamics
simulations of temperatures in realistic data centers. This cooling model also details
the transient cooling effects when sudden load is placed on a data center. The model
shows that under such scenarios, large and rapid changes in load can indeed produce
overheating. It also shows that certain cooling strategies are substantially worse than
others, and require longer periods of pre-cooling to prevent overheating. The transient
effect will become more prevalent, as cloud service providers are increasingly running
their data centers at higher temperatures (i.e., closer to the overheating point) to reduce
cooling energy consumption [89]. We also use this model to study how cooling varies
with outside temperature to show that it is potentially profitable to use different data
centers depending on which has lower outside temperatures at a given time.

We then present our framework and load distribution policies. Finally, we present
our simulation-based evaluation, which uses real HPC workload traces, outside tem-
perature data and electricity /peak power demand prices. Our evaluation studies the

ability of different cooling strategies to handle load spikes, compares the behaviors of
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Figure 6.1: Data center with cooling. The water chiller is not shown.

our dynamic cost-aware policies to cost-unaware and static policies, and explores the
effects of many parameter settings. Among other interesting results, we demonstrate
that (1) our policies can provide large cost savings, (2) load migration enables savings
in many scenarios, and (3) all electricity-related costs must be considered at the same

time for higher and consistent cost savings.

6.1 Cooling Model

While many efforts have been expended to decrease this overhead as an aggregate, less
attention has been paid to the dynamic behavior of cooling systems and how to leverage
it to reduce cost and/or energy consumption. To explore this dynamic behavior, we
use the cooling model developed by our colleagues from the Department of Mechanical
Engineering for the data center shown in Figure 6.1. The data center contains 480

1 Each server consumes a base

servers mounted in 16 racks in a 7Tmx8mx3m room.
power of 200W (power drawn when idle) and 300W when fully utilized.

The modeled cooling system is typical of today’s data centers, with CRAC units
that take in hot air produced by servers, and blow cold air into the under-floor plenum.
The cold air comes up through the perforated tiles on the floor and into the servers’
air inlets to cool the servers. (Our modeled data center has four CRAC units.) If the

outside temperature is sufficiently low, the CRACs discharge the hot air to and take

cold air from outside. If the outside temperature is too high, the CRACs circulate the

!The model simulates a relatively small data center to keep simulation times reasonable. When scaling to
larger data centers, the efficiency of the cooling system can be improved in various ways, possibly leading to
decreased energy consumption on the order of 30% [119].
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Figure 6.2: Impact of load on cooling power, assuming perfect LC; e.g., only 25% of
the servers are on at 25% utilization. The numbers on top of the bars are the PUEs
when counting only server and cooling energy. Outside temperature is 21°C and the
maximum allowable temperature in the data center is 30°C.

hot air through a water chiller for cooling before sending it back into the data center
as cool air.

When the load is fixed, the total cooling energy consumed by the data center is
the sum of the work performed by the CRACs and the chiller [148]. There are two
main settings which affect the cooling system’s energy consumption: (1) the CRAC
fan speed, which determines the air flow rate through the data center; and (2) whether
the chiller is turned on. Given an outside temperature and a data center utilization
level, the cooling system can be designed to adjust the CRAC fan speed and chiller
on/off setting to ensure reliable operation, as well as operate the data center in the
most energy-efficient manner.

Our colleagues simulated the 3D model of the data center that includes all aspects of
the air flow in the room and through the servers. Different utilization levels are modeled
as racks being turned off in alternating sides. For example, we model a utilization of
50% with 4 fully on racks and 4 fully off racks on each side of the data center. We
apply ANSYS Fluent 12.0 turbulent k-epsilon with standard wall functions to obtain
the results presented next.

Figure 6.2 shows the power demand of the cooling system (using the most efficient
setting), as a function of load when the outside temperature is 21°C. The number on

top of each bar is the PUE, i.e., the total energy consumed by the data center divided
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Figure 6.3: Impact of outside temperature on cooling power demand. The load at each
data center is 50%. The maximum allowable temperature in the data center is 30°C.

by the energy consumed by the servers and networking equipment. This figure shows
that, for our scenario, cooling power demand can change by a factor of more than 7
as the load changes from 25% to 100%. The power demand of the chiller dominates
when it has to be turned on. However, the power demand of both the fans and chiller
increases with increasing load.

Figure 6.3 shows the outside temperature and cooling power demand as a function
of time for two different locations during the same day. One can easily see that cooling
energy consumption can change significantly throughout the day as the temperature
changes.

The significant variability of cooling energy consumption vs. outside temperature
and load presents an interesting opportunity for dynamic load distribution to minimize
energy consumption and/or cost. For example, if a service is replicated across two data

centers, one in Northern California and one in Georgia, during the hottest and coolest
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Strategy Time Flow Rate | Chiller | Through
(Minute) (CFM) Chiller

1 t>0 3350 OFF NO

t>0 10200 OFF NO

0<t<20 3350 NO

4 t > 20 10200 ON YES

0<t<20 NO

5 £ 20 10200 ON YVES
0<t<b 3350
b<t<10 5650

7 10<t<15 10200 OFF NO
t>15 15200

0<t<b 3350 OFF NO

5<t<10 5650 OFF NO

9 10<t <15 10200 OFF NO

15 <t <35 10200 ON NO

t>35 10200 ON Yes

Table 6.1: Potential responses of a cooling system to sudden large load increase. Each
scenario is a sequence of actions taken at different times. Actions include increasing
flow rate (fan speed), turning on chiller, and circulating air through chiller.

periods of the day, it may make sense to direct load to Georgia because the cooling
energy consumed is similar but the energy price may be lower in Georgia. On the other
hand, when it is hot in Georgia but cool in Northern California, it may be beneficial
to direct more load to Northern California because the cooling energy consumption is
much smaller.

While it makes sense to explore dynamic load distribution (because of variable
electricity prices as well as cooling), one has to carefully account for transient cooling
effects. As service providers seek to reduce cost by operating data centers at higher
temperatures, cooling systems have less time to react to load changes. This can lead to
overheating if water chillers are dynamically turned off (when not needed) to further
reduce cost. Specifically, while fan speeds can be changed almost instantaneously, there
is a significant delay between when the chiller is turned on and when it becomes fully
effective for cooling. Figure 6.4 shows what happens when the data center is operating
at maximum inlet air temperature of 28°C and the load rises rapidly from 25% to 75%.

Such a large change in load may happen because a dynamic load distribution policy
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Figure 6.4: Temperature in the data center vs. different cooling responses when utiliza-
tion suddenly changes from 25% to 75%. Each line in (a) represents a cooling strategy
listed in Table 6.1. (b) Strategy 4 with pre-cooling (taking each cooling action earlier)
by 5 to 20 minutes. (c) Strategy 5 with pre-cooling by 5 to 20 minutes.
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decides to migrate a large amount of load to the data center (because the electricity
prices just dropped) or because a very large job (or batch of jobs) just arrived.

The figure plots the maximum inlet air temperature inside the data center against
time, for a number of cooling responses (strategies) to the sudden load change occur-
ring at time 0. Table 6.1 describes the cooling strategies in terms of flow rate and
chiller activity. As their numbering suggests, these strategies are a subset of those we
considered. We study a large number of different response strategies because different
cooling systems may respond differently to load changes. (There has been little need
to understand these response strategies until the recent trend of operating data centers
at temperatures much closer to the overheating point; e.g., operating at 28°C when
the maximum allowed temperature is 30°C.) The outside temperature is assumed to be
23°C. The ultimate goal is to keep maximum inlet temperatures under 30°C [17].

The figure shows that not adjusting the cooling settings (strategy 1) is not an option;
the inlet temperatures increase significantly with the higher load. The other strategies
lead to higher temperatures initially, but later bring them down. For example, strategy
3, which aggressively increases the flow rate but does not activate the chiller, stabilizes
at above 30°C. Strategy 7, which ultimately uses a larger flow rate than strategy 3, but
increases the flow rate more conservatively is even worse, allowing the temperature to
rise to over 32°C before stabilizing just slightly above 30°C.

The only responses that eventually lead to a stable temperature under 30°C are
those that use the chiller. Further, it is not sufficient to turn on the chiller when the
load change is observed. In fact, the only strategies that do not lead to any overheating
are the ones where the chiller was turned on early for pre-cooling (Figures 6.4(b) and
(c)). How early pre-cooling must take place depends on the cooling strategy. Strategy
5, which immediately increases the flow rate when the chiller is turned on, only needs
to pre-cool 5 minutes before the load change. On the other hand, strategy 4, which
waits until the chiller is ready before increasing the flow rate, requires 20 minutes of
pre-cooling.

As a result of the above transient effects, our cost-aware load distribution policy

with migration has to predict future migrations, so that it can pre-cool the target data
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center if necessary (Section 6.2). To be safe, the policy looks ahead 20 minutes to
ensure that the chiller will be fully effective before any load is migrated. We do not
attempt to predict the arrival of very large jobs or large bursts of jobs. Thus, rather
than pre-cool, arriving jobs may have to be delayed until they can be started without

causing overheating.

6.2 Our Framework

We now consider policies for distributing client load across multiple data centers to
minimize energy cost. We begin by discussing the assumptions and guidelines behind
our policies. We then present our framework for computing the energy cost and the
estimation that our dynamic cost-aware policies will use. Finally, we present the dy-
namic cost-aware load distribution policies, which explicitly attempt to minimize cost,

and several cost-unaware and static policies that will serve as comparison baselines.

6.2.1 Assumptions and Guidelines

Recall that jobs arrive to a front-end device, which may be located at one of the data
centers used to serve the HPC workload or a separate location.? The front-end uses a
load distribution policy to direct each job to one of the data centers for execution. Over
time, if the policy includes job migration, the front-end may direct jobs to be migrated
from one data center to another to reduce cost.

In addition to minimizing cost, the load distribution policies should also meet SLAs,
and ensure that data centers are properly cooled and not loaded past their capacities.
Our policies delay jobs to avoid overheating or overloading data centers. However,
delaying jobs may lead to missed SLAs and possibly monetary penalties. Thus, the
policies do not delay jobs past their SLAs except to preserve cooling and capacity
constraints.

Each arriving job includes a specification of the amount of resources that it needs

2While we only consider one front-end in this chapter for simplicity, it is possible to have multiple front-ends
in general. The front-ends can either collaborate or statically divide the resources of the data centers among
them for load distribution.
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and an estimate of its run-time. It is quite easy to specify the amount of needed
resources; this is typically under the direct control of the client (e.g., run this job on n
VMs). It is more challenging to specify accurate run-times. However, providing run-
time estimates is common practice in HPC systems [114,164], where clients often run
the same applications many times and so can predict run-time based on experience.
Further, to use a cloud service, clients must at least have approximations of their jobs’
run-times to ensure timely completion of the jobs and minimize cost. Incentives for
accurately estimating jobs’ run-times may include: (1) lowering the priority or even
suspending unfinished jobs that have exceeded their estimated run-times significantly,
and (2) charging clients based on their resource use and the difference between their
estimated and actual run times.

HPC jobs often need to access persistent data. Client persistent data is typically
replicated across (a small number of) geographically distributed data centers to guard
against catastrophic unavailability or loss. This replication allows flexibility in but
also constrains job placement. Specifically, if the data is stored at only a subset of
the service provider’s data centers, then each client’s jobs may only be placed at or
moved to a data center that contains the client’s persistent data. Updates to persistent
data are streamed to replicas in the background when the corresponding jobs terminate.
Furthermore, as in [176], the service will track all writes to the persistent store, enabling
the transfer of only diffs when migrating VMs. Results are either small and easily
transferable to clients, or are written to persistent storage and so accessible from any
replica.

Each job must be placed in a single data center to avoid requiring intra-job com-
munication to cross data centers. (When migrating, the entire job has to be moved.)
Services are typically over-provisioned such that there is always enough capacity to
accommodate the offered workload (except for very rare events such as flash crowds).
However, fragmentation of available resources across data centers may make it impossi-
ble to place an incoming job (that requires more resources than are currently available
at any single data center). In this case, the job will be queued at the front-end until a

data center becomes available.
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The service’s SLA with its customers involves each job completing within its speci-
fied run-time plus a slack that is a function of the resource requirement and run-time.
Our policies attempt to place each arriving job at the data center that would lead to
lowest cost. However, a low-cost data center may not be ready to accept a job because
of the lag time to reach the needed level of cooling or because needed servers have been
turned off (see below). In this case, all of our policies will place the job at a more
expensive data center if waiting for the low-cost data center will lead to the job missing
its SLA. If it is impossible to meet a job’s SLA, then the job will be placed at the data
center causing the smallest SLA violation.

To reduce energy consumption and cost, each data center only keeps as many servers
active as necessary to service the current workload plus maintain a threshold percentage
slack. The remaining servers are turned off to conserve energy [34-36,79,129] after they
have been idle for a threshold amount of time. Server turn-on and turn-off both require
time during which the server is consuming energy. A server cannot be used until turn-
on has been completed. The slack allows arriving jobs requiring less than the threshold
percentage of a data center’s capacity to be started immediately, without waiting for
servers to be turned on. Of course, when there is a burst of arrivals, even small jobs may
have to wait for servers to be turned back on. Within each data center, we assume that
data is stored on network-attached storage (and local Flash) so that turning servers off
does not affect data availability; others have made the same assumption, e.g., [34].

The cooling system is always set to the lowest setting necessary to maintain a target
maximum inlet temperature. As explained in Section 6.1, changing the fan speed does
not incur significant delay. Thus, fan speed can be immediately adjusted as desired for
job arrivals and exits. Turning on the chiller, however, does incur a significant delay.
To avoid this delay, our policies only turn off the chiller after it has not been needed
for a threshold amount of time.

Our policies currently do not dynamically consolidate jobs within a data center.
Instead, the policies try to fully pack each server when jobs arrive so that additional
consolidation makes very little difference.

Finally, we assume that data centers have homogeneous hardware; i.e., servers are
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identical. We make this simplifying assumption because we are most interested in
load distribution across multiple data centers in this chapter. To handle heterogeneous
hardware, we envision a data center-level resource manager in addition to the front-end
(which is a global resource manager). Each data center resource manager is responsible
for managing VMs assigned to that data center, including assigning them to physical
machines and consolidating them, thus hiding the details of the actual hardware from
the front-end. When the front-end needs to decide where to place a batch of jobs, it
would contact the data center manager of each potential hosting data center to get the

estimated cost for running that batch at that data center.

6.2.2 Cost Computing Framework

Our framework for computing the energy cost of operating the service comprises the
parameters listed in Table 6.2. Using these parameters, we formulate the following cost
function:

The total energy cost of the service (Equation 6.1) has two components, the cost for
energy consumed by (Cost?) and the cost for the peak power demand of (Costy) the
service. C’ostg is computed across time, where the time horizon is divided into discrete
time epochs (Equation 6.2). Each epoch ends (and the next one starts) when any event
affecting the energy consumption or cost of the system occurs. These events include
changes in energy prices, changes in peak power prices, job arrivals and completions,
server turn on and off, and change in cooling settings. The events are chosen to guaran-
tee that prices and the number of jobs running at each data center (hence the number
of active machines and their states) are constant within any single epoch.

For each time epoch, the cost of energy consumed is the product of the power
demand (Py;), length of the time epoch (|t|), and energy price (Pricegt). In turn, the
power demand (P;;) is the sum (Equation 6.3) of the base power demand of active
machines (Pft), the dynamic power needed to support the jobs currently running at
the data center (Pft), and the power needed by the cooling system (Pgt). Note that
the power demand of an idle machine, i.e., one that is turned on but not running any

jobs, is PB while the power demand of a fully loaded machine, i.e., one running a VM
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Table 6.2: Parameters of energy cost computing framework.

Total energy cost ($) of the service
The set of data centers

Cost for energy consumed at data cen-
ter d

Cost for peak power at data center d
Avg. power demand (KW) at data
center d in epoch ¢

Base power demand at data center d
in epoch t

Avg. dynamic power demand at data
center d in epoch ¢

Avg. cooling power demand at data
center d in epoch ¢

Base power demand of one idle server
Avg. dynamic power demand of one
loaded server

Energy price (3/KWh) at data center
d in epoch t

On-peak and off-peak time periods at
data center d; each period is a set of
time epochs

Peak power demand at data center d,
o is on-peak or off-peak

Peak power price ($/KW) at data cen-
ter d, o is on-peak or off-peak

Set of active servers at data center d
in epoch ¢

Avg. utilization (%) of server s in
epoch t

Avg. outside temperature at data cen-
ter d in epoch ¢

Estimated cost of placing a job j at
data center d

Run time of job j

The number of VMs comprising job j
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Cost = Z (Costl + Costl)) (6.1)
deDC
Costl = Z Pd,t\t\Pricegt (6.2)
t
Py¢ = PJ + P, + Py, (6.3)
Pft = |S§L,t|P£ (6.4)
Pi= > UuPr (6.5)
sESj’t
Pgt = f(Pft + Pd?ta Tempg,,) (6.6)
Cost, = Z PPowerdpPriceio (6.7)
o€ PPeriodsy
Ztetp Palt]

PPowery , = max
tp€o |tp|

per each processor that it has, is Pﬁ —l—PnL,? . We assume that the dynamic power demand
of a machine is proportional to its load (e.g., P2 + 0.25P2 when running 1 VM on a
4-processor machine). Thus equations 6.4 and 6.5 sum the power that is being drawn
by all machines currently turned on in the data center.

We assume two peak power charges (see Chapter 3), one for on-peak hours and one
for off-peak hours, each with a potentially distinct peak power demand price (Equa-
tion 6.7). For each of the on-peak and off-peak periods, the cost is computed as the
maximum power across all measurement intervals (e.g., 15 minutes each) in the period.
Because each measurement interval may include many epochs, we compute the power of

each interval as the average power over all the epochs within the interval (Equation 6.8).
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6.2.3 Dynamic Cost-Aware Job Placement

Given the above framework for computing energy cost, we are now faced with the
problem of distributing jobs to minimize the overall cost (Equation 6.1) while still
meeting their SLAs. In this section, we introduce two dynamic cost-aware, greedy
distribution policies that attempt to place an arriving job j with minimal cost using

the following estimates:

Costzi = §(Costh) + §(Costl) (6.9)
§(Cost) = 6(Pay)|t| Pricel,
teT;

§(Costl)) = Z 5(PPowe7‘d,p)Pm'ce£p
p€ PPeriods

where § (Costg ) is the change in cost due to additional energy consumption, i.e., addi-
tional base and dynamic server energy used to run j at data center d and any additional
cooling required, and §( C’ostg ) is the change in cost due to increased peak power usage.
Note that 5(00525‘5 ) may be 0 if running j at d does not increase the power demand
above the peaks already reached in the past. On the other hand, if j crosses peak
pricing periods, then it may increase both peaks, which contributes to increasing the
cost of the peak power demand. The energy consumed for cooling is computed using
predicted outside temperatures.

The above estimates account for changes in energy price, peak power charge, and
temperature; this is one reason why there may be multiple time epochs in 7. We do
not attempt to predict arriving load, however, so the estimates are only based on jobs
currently in the system and j. The estimates can be computed either by accounting
for jobs finishing and exiting the system (more accurate during low load periods) or by
assuming that the workload at d will stay the same for all of T; (more accurate during
high load periods).

We do not show equations for 6(PPowery,) and 6(P;;) for brevity, since they are

relatively straightforward variations of Equations 6.3-6.6 and 6.8.



89

Cost-aware Distribution (CA). Counsider a job j arriving at the start of an epoch
t. Let D’ be the subset of data centers that has sufficient unused capacity to accept
j. If D’ is empty, then j is queued as explained above. Otherwise, CA orders the data
centers in D’ from least to most additional cost to run j using Equation 6.9. Then, CA
places j at the first data center that can meet j’s SLA. (Recall that a data center may
not be able to meet a job’s SLA because of delays necessary for ramping up cooling
and/or turning on servers.) If no data center can meet j’s SLA, then CA places j at
the data center that will violate j’s SLA by the smallest amount.

Cost-aware Distribution with Migration (CAM). This policy places arriving
jobs in the same way as CA. However, at the end of each epoch, it searches for job
migrations that would lower the overall cost to complete the set of running jobs. We

use the following simple search heuristic:

for d. from cheapest to most expensive data center:
for de from most expensive data center down to d.:
move jobs from d. to d. if have idle

capacity at d. and move would reduce cost

The cheapest to most expensive ordering of data centers can be computed using several
metrics. Currently, we use an efficiency metric expressed as the energy cost (energy
consumption of the servers and cooling system) divided by the number of active CPUs.

At the more expensive data center (d.), jobs are ordered from highest to lowest
using their remaining energy consumption. Consider jobs in this ordering and migrate
a job j to the cheaper data center (d.) if Cge — Céc — C’JJ\Z > 0, where Cc]l; and Céc are
computed for the remaining run-time of j and C’fh is the cost of migrating j from d,
to d. Cg/[ comprises the cost of keeping the servers that j was running on at d. and
the servers that j will be running on at d. active during the transfer time 7. T is a
function of the bandwidth between two data centers and the amount of data that needs
to be transferred, which includes VM memories and any new persistent data generated
since the job started running.

If single jobs cannot be moved profitably and there is still idle capacity at the cheaper
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data center, then we consider migrating a batch of jobs because batch migration may
improve the amortization of cooling cost (e.g., expense of turning on the chiller is
amortized across many jobs instead of just one), making the batch migration cost-
effective whereas migration of single jobs would not be. The batching algorithm is very
simple. With the same job ordering as above, consider a batch of 2 up to a threshold
batch size from the beginning of the ordering.

As described thus far, migration may increase the workload at a cheaper data center
significantly. For example, consider the case when the electricity prices for a data center
change from on-peak to off-peak. During on-peak hours, the data center may be mostly
idle. At the start of off-peak pricing, however, it may be desirable to fully load the data
center to leverage the lower prices. Recall from Section 6.1 that such a large shifting
of load can result in overheating. Thus, CAM actually looks into the future for events
that can lead to large-scale migration and pre-cools as necessary, so that migration can
be done immediately when profitable. This prediction is relatively easy to implement
because the look-ahead period is short (20 minutes delay for chiller turn-on) and only a
few event types (currently only changes in energy and peak power demand prices) can

result in large-scale migration.

6.2.4 Baseline Policies for Comparison

Round-Robin (RR). Arriving jobs are distributed in a round-robin fashion among
the data centers for load balancing. This policy is completely oblivious to costs.
Worst Fit (WF). This policy selects the data center with the most available resources
that will fit the arriving job. The policy is similar to RR but achieves better load
balancing, because it explicitly considers the current load at each data center as well
as the demand of the arriving job.

Static Cost-Aware Ordering (SCA). This policy accounts for differing costs in a
gross, static manner. Consider the cost (including all three components: server energy
consumption, peak power demand, and cooling) for supporting an average load (e.g.,
50%) over a relatively long period of time (e.g., month or year) at each data center.

Order the data centers from cheapest to most expensive. Direct each arriving job to the
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cheapest data center that has sufficient capacity to accept and run the job immediately.
If no data center can run the job immediately, then choose the data center with the

best response time.

6.3 Evaluation

6.3.1 Methodology

We use simulation to evaluate our framework and policies. Our multi-data center sim-
ulator takes as input an HPC workload trace, energy price traces, peak power charges,
and temperature traces. Using these inputs, it simulates a load distribution policy and
the resulting job completion times and data center energy consumptions. Our simulator
accounts for the base energy of servers that are on (turning-on and turning-off), dy-
namic energy consumption, cooling levels needed to support specific data center loads
vs. outside temperatures (cooling energy), delays in turning chillers on, and the re-
source usage (cores, memory, power demand, and migration footprints) of every job
at a one-second granularity. Our evaluations are based on week-long traces, as well as
sensitivity studies varying our main simulation parameters.

Workload. We use a trace of jobs submitted to an HPC cluster available from the
Parallel Workloads Archive [41]. This trace contains approximately four months (De-

cember 1999 through April 2000) of data derived from the accounting records of the
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LSF software running on a 2048-node Origin 2000 cluster (Nirvana) at Los Alamos
National Lab. The trace, LANL-O2K, contains a record for each job serviced by the
cluster, with each record containing a job number, submitted time, actual run-time,
and maximum number of cores and amount of memory used.

We extracted a random week from this trace (January 24-31, 2000) and use it as the
workload for all experiments discussed below. This week-long trace contains 6680 jobs,
with a peak processing demand of 3867 cores. The maximum memory requirement of
any one job is 4GB. Figure 6.5 shows the number of CPUs demanded by active jobs
and Figure 6.6 shows the CDF of job run-times for our workload trace. Job arrival
shows a clear diurnal pattern that might be leveraged in the future for load prediction.
There is a significant number of short running jobs (almost 30% run for less than 10
seconds) but there are also many long running jobs (>20% run for 1 hour or longer).

To map the above workload to our environment, we assume that each job can be
split into VMs, one single-core VM per each core used by the job. The memory used
by a job is equally divided among its VMs. When migrating a job, we assume that
only the memory images of the VMs and a small amount of persistent data, expressed
as the diffs of the data set [176], need to be transferred to the target data center.

As previously discussed, each arriving job specifies the number of VMs needed and
an estimated run time. The service SLA is to complete each job within 105% of the
job’s total processing time (run-time xnumber of processors) plus 30 seconds. The latter
part of the slack is to avoid missing the SLA for short running jobs when machines need
to be turned on to accommodate them.

Data centers. We simulate a single front-end located on the East Coast of the US in
most cases. The front-end distributes requests to three equal-size data centers located
in the US West Coast (Northern California), US East Coast (Georgia), and Europe
(Switzerland), respectively. We assume that the clients’ persistent data are replicated
across the three data centers, so that each job can be placed at any data center that
has sufficient idle capacity to host the entire job. Similar to [176], we assume an inter-

data-center bandwidth of 464 Mbps.
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Data Center Energy Peak Demand
West Coast (SFO) | 10.8 ¢/KWh | 12 §/KWh
East Coast (ATL) | 10.7 ¢/KWh | 12.83 $/KWh

Europe (GVA) 11 ¢/KWh | 13.3 $/KWh

Table 6.3: Electricity prices [3,39,48,50,60,121].

Provisioning each data center to be consistent with our modeled data center in Sec-
tion 6.1 gives us a total of 5760 cores (1440 servers) across the three data centers. This
corresponds to approximately 49% spare capacity at the peak load. This provisioning
is consistent with current practices and allows the service to support the workload even
if one of the data center fails.

Within a data center, each server has 4 cores and 4GB of memory. In our workload
trace, no single VM requires more than 1GB of memory. Thus, job placement is essen-
tially a core selection problem. That is, a job can be placed at any data center that has
sufficient numbers of idle cores. Within a data center, each VM of a job can be placed
on any idle core. In our experiments, jobs are placed within a data center to minimize
fragmentation, i.e., minimize the number of active servers.

Each server’s base power demand is 200W, with a peak power demand of 300W

(corresponding to 100% utilization). Turning a machine on and off both require 30
seconds [34-36,79,129]. Each data center turns off machines, if it has over 20% idle
capacity. If not needed to maintain spare capacity, machines are turned off after they
have been idle for 60 seconds.
Cooling. We use the cooling model developed in Section 6.1 to compute the energy
consumed by the cooling system at each data center. Each data center adjusts its
cooling system so that temperatures inside the data center never exceed 30°C. Jobs are
never run before the cooling system can accommodate the increased heat. Specifically,
if a chiller has to be turned on, then arriving jobs are delayed until the chiller is ready
(20 minutes). The front-end can ask data centers to pre-cool (by turning on the chiller
early) in preparation to receive load; this is used in our cost-aware with migration
policy. The chiller is turned off after it has not been used for 40 minutes.

Electricity prices. We simulate two sets of electricity prices at each data center, one
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for “on-peak” hours (weekdays from 8am to 8pm) and another for “off-peak” hours
(weekdays from 8pm to 8am and weekends) [3,39,48]. The on-peak prices, listed in
Table 6.3, are obtained either from previous publications [69] or from information listed
on power utility providers’ Web sites [50,60,121]; by default, the off-peak prices are 1/3
of the on-peak prices.

Outside temperatures. We collected historical weather data from the Weather Un-
derground Website [172] for the week of May 1-7, 2010. This period is interesting
because not all locations are hot enough to require the chiller to be on all the time,
and not all of them are cold enough to depend on just free cooling. Figure 6.7 shows
the outside temperatures for our simulated period. Note that the East Coast location

is quite a bit hotter than the other two locations but has slightly lower energy prices.

6.3.2 Performance

We begin our evaluation by comparing the energy cost of the service when using our
dynamic cost-aware load distribution policies against the baseline policies. Figure 6.8
plots the total energy used by the service (left group of bars) and total cost (right
group of bars). The energy usage is divided into three categories: server base energy,
server dynamic energy, and cooling. The cost is divided into four categories: server base

energy, server dynamic energy, cooling energy, and peak power. Both energy usage and
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cost are normalized against the results for CAM. SCA used a static data center ordering
of Europe (most preferred), West Coast, and East Coast (least preferred). All SLAs
were met by all policies.

We observe from these results that dynamic cost-aware load distribution can reduce
cost significantly. Specifically, CAM outperforms the two load balancing policies, WF
and RR, by 19% and 22%, respectively. CAM also outperforms SCA by 10%, showing
that it is possible to leverage short-term differences in electricity prices and outside
temperatures to reduce cost.

The ability to migrate jobs leads to a modest cost reduction; CAM outperforms CA

by 3%. This is because CA makes placement decisions one-job at a time and never
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Figure 6.11: Load distribution under CAM.

has a chance to correct its placement. In particular, it is difficult to predict the cost of
cooling on a job-per-job basis. Consider a set of jobs that arrive close to each other.
When CA considers the placement of each job, placement to a particular data center
d might seem expensive because the chiller would need to be turned on. CA would
then place each job elsewhere, possibly at higher expense for electricity consumption
or peak power, even though placing the entire set of jobs at d would have allowed the
cost of running the chiller to be amortized across the set, making d the lowest costing
data center. CAM corrects this problem because it can consider the effect of migrating
multiple jobs together.

The above differences can be observed in Figures 6.10 and 6.11, which show the
reactions of CA and CAM, respectively, to changes in electricity prices and temperatures

during a 4-hour period. CA uses the West Coast data center the most before hour 11
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because of low off-peak electricity prices. However, it prefers to direct some load to
the Europe data center rather than loading the West Coast data center to maximum
capacity to avoid turning on the chiller. After hour 13, it gradually prefers Europe
because of decreasing temperature (and increasing temperature in the West Coast). In
contrast, CAM loads the West Coast data center to maximum capacity until hour 13;
this difference in behavior is due exactly to CAM’s ability to migrate batches of jobs
as explained above. During the same time period, SCA uses the Europe data center
almost exclusively, because it is the preferred data center.

Overall, CAM outperforms CA by trading-off slightly higher cooling cost for larger
reductions in peak power and IT costs. Both CAM and CA lead to higher peak power
cost than SCA because they may heavily load different data centers at different times.
For example, Figure 6.11 shows CAM loading the West Coast data center to maximum
capacity before hour 13, while loading the Europe data center to maximum capacity
after hour 13. This causes both data centers to incur high peak power charges. In
contrast, SCA always loads the same data center to maximum capacity before using
the next. Thus, the second and third data centers may incur low peak power charges
(because they are never highly utilized). CAM and CA both outperform SCA because
the savings in cooling and IT energy consumption more than makes up for the higher

peak power charges.

6.3.3 Peak Power and Cooling-Awareness

Next, we consider what happens if the dynamic cost-aware policies do not account for
the cost of cooling and/or peak power demand. That is, we consider versions of the CA
and CAM policies that use Equations 6.1 and 6.9 without the C’ostg component and/or
Equation 6.3 without the Pgt component. Figure 6.9 shows that such incomplete cost
consideration can be expensive both in terms of cost and energy usage. Specifically, not
accounting for cooling cost leads to 13% increased energy usage by CAM and 10% by
CA because the policies place jobs on the East Coast even during the hottest periods to
leverage slightly lower electricity prices. This leads to 8% increased cost for CAM and

13% for CA. On the other hand, not considering peak power demand has relatively little
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impact in our scenario because variations in peak power charges coincide with variations
in electricity prices: on-peak and off-peak periods are the same for electricity prices and
peak power charges. Moreover, the ratios of peak power charges and electricity prices

are close to each other across locations.

6.3.4 Sensitivity

In this section, we explore changes in relative performance between CAM, CA, and
SCA when various parameters are changed.

Run-time predictions. In the above experiments, we assumed that jobs’ estimated
run-times are exact. We also simulated scenarios where estimated run-times differ from
actual run-times according to a Poisson distribution with 10% average. This leads to
inaccuracies ranging from 0 to 33% (0 to ~7.9 hours). We found no significant changes
to the results.

Migration time. The cost advantage gained by CAM depends on the amount of data
that has to be transferred per migration. For the results presented above, each job
migration required an average transfer of 50MB. We also considered scenarios where
the transfer size is increased by 1-10 GB per migration. As expected, the cost advantage
of CAM decreases with increasing transfer size. However, CAM still outperformed SCA
by approximately 8% when over 10GB must be transferred per migrated job. Further,
the energy consumed under CAM only increased by 1%.

Outside temperature. To gauge the impact of outside temperatures, we moved the
data center in Northern California to Southern California, where the temperature is
typically higher. This scenario favors CAM as it can start jobs at this data center
when profitable to do so (e.g., off-peak electricity price) or when necessary because of
capacity constraints (e.g., less expensive data centers are full), and then move the jobs
to other data centers. This leads to an additional 1% performance advantage for CAM
over both CA and SCA.

Electricity prices. Figure 6.12 shows what happens when the energy price at the
hottest data center is much cheaper: 5.23 cents/KWh on-peak. This setting represents

an actual location on the East Coast (North Carolina) but with similar peak power
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Figure 6.12: Energy used and total cost under different distribution policies when the
East Coast data center is in North Caroline. CAM-B1 denotes CAM with batch size
of 1.

charges and outside temperatures. In this case, the East Coast data center becomes
the 2nd best for SCA, reducing the difference between SCA and CAM. In fact, the key
difference between CAM and SCA is the ability of CAM to leverage variable electricity
prices (e.g., off-peak on the West Coast is cheaper than on-peak on the East Coast) to
reduce cost.

Interestingly, in this scenario, SCA slightly outperforms CA. This results from CA’s
mis-estimation of the per-job cost of cooling as discussed previously. Figure 6.12 also
shows the advantage of using job batching for migration. CAM without batching (CAM-
B1) performs 3% worse than SCA and 8% worse than CAM with batches of up to 10.
Relative data center sizes. Next, we considered what happens when the relative
sizes of the data centers are changed. When we change the East Coast data center to
twice as large as the other two, the cost advantage of CAM increases relative to all
other policies. This is because the East Coast data center is, on average, the most
expensive data center. CAM benefits from its ability move jobs away from this data
center when they were placed there because of capacity constraints. When we reduced
the East Coast data center to 1/2 the size of the other two, the cost advantage of
CAM decreases relative to the other policies because it is easier for them to avoid this
expensive data center with more capacity elsewhere.

Capacity over-provisioning. Finally, we investigate the effect of service capacity

over-provisioning. Recall that the default parameter in our experiments was ~1.5 times
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Figure 6.13: Large migrations by CAM at hours 8,11 and 14.

the peak load. If we decrease the over-provisioning factor, the dynamic policies’ perfor-
mance improves relative to SCA. Recall that CAM and CA reduce overall cost relative
to SCA by trading off higher peak power charges for lower energy consumption cost.
With less over-provisioning, SCA is forced to utilize the less preferred data centers more,
leading to increased peak power charges. CAM’s performance also improves relative to
CA. This is because CA and CAM are also forced to distribute jobs to more expensive
data centers because of capacity constraints. However, CAM can move jobs back to the
less expensive data centers when resources there are freed by exiting jobs, while CA

cannot.

6.3.5 Migration and Pre-Cooling

Figure 6.13 shows three large migrations by CAM. At hour 8, electricity prices on the
East Coast (North Carolina) went from off-peak to on-peak. This triggered a large
migration from the East Coast to the West Coast. At time 11, electricity prices on
the West Coast went from off-peak to on-peak. In response, CAM migrated a large
number of jobs from the West Coast back to the East Coast. At time 14, electricity
prices changed from on-peak to off-peak at the Europe data center. In response, CAM
migrated a large number of jobs from the East Coast to Europe. In these instances, it
was critical for the front-end to pre-cool the target data center by turning on the chiller

20 minutes before the migrations took place.



101

6.4 Summary

In this chapter, we have developed techniques to lower energy costs for HPC cloud
service providers that operate multiple geographically distributed data centers. Specif-
ically, we designed heuristics that intelligently place and migrate load across the data
centers to take advantage of time-based differences in electricity prices and outside
temperatures. Our policies account for three important electricity-related costs: en-
ergy price, peak power price, and the energy consumed by the cooling system.

To support our study, we used the detailed model of data center cooling for a realistic
data center and cooling system developed by our colleagues from the Department of
Mechanical Engineering. We simulated the model to obtain the cooling power demand
as a function of data center load and outside temperature. This allowed us to simulate
in detail the impact of cooling on total energy cost, and explore whether intelligent
consideration of this impact during load distribution can lead to cost savings. We also
simulated the model to study transient cooling effects after abrupt, large changes in data
center loads. The results led to the conclusion that pre-cooling is necessary to prevent
overheating in these scenarios. Our policies incorporate this necessary pre-cooling.

We evaluated our framework using real workload traces, real electricity prices, and
real outside temperatures. Our simulation results showed that dynamic cost-aware load
distribution can lead to significant cost savings. The actual savings depend on many
parameters that determine how much dynamic cost diversity exists, and the flexibility
with which policies can affect load distribution (e.g., if there is little spare capacity then
there is almost no flexibility for load distribution). Intuitively, awareness of cooling is
most important when electricity price and/or peak power charge are only slightly lower
at a hot location than at a cool location. In this case, not considering the cooling cost
can lead to large cost and energy usage penalties when load distribution policies greedily
choose the cheapest electricity price. Similarly, awareness of peak power charges is most
important when the ratios of peak power charges to energy cost are widely different
across time and/or data centers. However, to correctly account for all possible different

scenarios, it is critical that the dynamic load distribution policy considers all three cost
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components.

We conclude that cost-aware load placement policies can lower operational costs
significantly for cloud service providers. However, these policies must properly account
for the significant changes in load that they may cause and how those changes may
affect the provider’s cooling infrastructure. Our policies are a strong first step in these

directions.
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Chapter 7

Conclusion

In this dissertation, we explored several novel load distribution techniques to aid ser-
vice providers that operate multiple data centers to manage their energy consumption
and reduce energy-related costs. In particular, our techniques took advantage of differ-
ences arising from geographical distribution of data centers: 1) differences in electricity
prices, 2) time zone effects, 3) differences in outside temperature to help cooling and
4) differences in availability of renewable energy. We showed that our techniques are
very effective in reducing energy consumption and energy-related cost while satisfying
the desired SLAs.

In chapter 4, we introduced a framework for optimization-based request distribution
in multi-data-center Internet services. We proposed two policies for managing these
services’ energy consumption and cost, while respecting their SLAs. These two policies
correspond to two scenarios: 1) variable electricity price and 2) on-site generation of
renewable energy such as wind and solar. We also proposed a simple heuristic for
achieving the same goals. Our evaluation showed that optimization-based techniques
can leverage advantages offered by data centers’ geographical differences much better
than the simple heuristic, leading to significant cost savings. We also demonstrated
that our policy is very effective in maximizing the usage of available green energy.

In chapter 5, we extended the optimization-based framework with two more policies
(LPO and LP1) which are based on formal optimization and make use of linear pro-
gramming. We also targeted a very different scenario for promoting the use of green
energy instead of brown energy. Specifically, we assumed that a percentage of energy
provided by utilities can be contracted to be generated from green sources. Further, we

assumed that service providers are constrained by carbon emission caps, and exceeding
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this cap has a monetary cost. Our framework again enables services to exploit different
electricity prices and data centers located at different time zones to minimize costs, even
in the absence of brown energy caps, different electricity prices, or green energy. We
evaluated our proposals extensively, using simulations, real experiments, real workload
traces, real electricity prices and real carbon market traces.

In chapter 6, we have studied the possibility of lowering energy costs for HPC cloud
service providers that operate multiple geographically distributed data centers. Specif-
ically, we designed policies that intelligently place and migrate load across the data
centers to take advantage of time-based differences in electricity prices and tempera-
tures. Our policies account for three important electricity-related costs: energy price,
peak power price, and the energy consumed by the cooling system. Using a detailed
model of data center cooling for a realistic data center and cooling system developed
by our colleagues, we showed the impact of cooling on total energy cost, and explored
whether intelligent consideration of this impact during load distribution can lead to
cost savings. We also studied transient cooling effects after abrupt, large changes in
data center loads. The results led to the conclusion that pre-cooling is necessary to
prevent overheating in these scenarios. We have showed that intelligent placement
and migration of HPC load can indeed have to significant cost savings. Further, all
electricity-related costs must be considered to maximize and ensure consistent cost
savings.

Overall, this dissertation has demonstrated the value of load distribution across
data centers, formal optimization techniques, workload prediction, and electricity price
prediction for energy management. Given current high energy costs, likely future caps
on carbon emissions and/or brown energy consumption, rapid expansion of renewable
energy, and emergence of cloud computing platforms, frameworks such as ours should
become extremely useful in practice. We further show that load distribution can be

used to reduce costs in the context of Web services in Appendix A.
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Appendix A

A Cost-Effective Distributed File Service
with QoS Guarantees

A.1 Introduction

Large-scale, value-added Internet services composed of independent cooperating or com-
peting services will soon become common place. We refer to these services as composite
services. Two technology trends suggest this new class of services: the progress toward
ubiquitous Internet connectivity even from devices with limited resources, and the in-
creasing adoption of service communication, discovery, and description standards, such
as the Simple Object Access Protocol (SOAP), the Universal Description, Discovery
and Integration Service (UDDI), and the Web Service Definition Language (WSDL).
Together, these trends are forcing functionality and data into the network infrastructure
in the form of remotely accessible services.

Composite services promise anytime, anywhere access to powerful services and vast
data sets. A composite service may use constituent services that provide complementary
functionality or data. For example, a composite stock service might use a service that
provides stock quotes in some currency and a service that translates an amount of
money (e.g., a stock quote) in one currency into another. In contrast, a composite
service may use services that provide the same functionality or data. For example, a
composite job-scheduler service might use multiple job-execution services. Regardless
of type, we expect that composite services and their constituent services will provide
service-level agreements (SLAs) for a monetary charge.

In terms of structure, composite services are organized into a front-end service and

multiple independent back-end services. The front-end service monitors and aggregates
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the back-end services, whereas the back-end services communicate with the front-end
service but not with each other. In the above examples, the stock and job-scheduler
services are called front-end services, whereas the stock-quote, currency-exchange, and
job-execution services are called the back-end services.

For several years, researchers have been studying composite services in one form
or another in the CORBA, Grid, and Web Service communities. These works have
mostly focused on the performance, communication protocols, discovery mechanisms,
and description of these composite services. Little work has been done on effectively
composing paid services and the quality-of-service (QoS) guarantees that they provide.

In this appendix, we address these issues in the context of distributed file storage. In
particular, we propose, implement, and evaluate a cost-effective, QoS-aware composite
file service comprising a front-end file service and back-end (third-party) storage ser-
vices. The composite file service is intended to support soft real-time applications that
involve large data files, such as the visualization of large-scale scientific data (e.g., [152]).
For these applications, it is important to guarantee that data files will be available a
large fraction of the time, and that a large percentage of file accesses will be served
within a certain amount of time.

The composite service provides “soft” availability and performance guarantees, i.e.
in extreme scenarios, such as a network partition separating front-end and back-end
services, the guarantees may be violated. When these violations occur, the service
compensates users for the violations.

Our front-end service allows users to choose the performance and availability guar-
antees that they desire on a per-file basis. Based on the chosen availability guarantee,
the front-end service replicates the file across the back-end services. Based on both cho-
sen guarantees, the back-end services’ behaviors, and their SLAs, the front-end service
intelligently distributes the requests across the back-end services to provide the chosen
guarantees at low cost.

The front-end service uses mathematical modeling and optimization to carefully
orchestrate the accesses to the back-end services. More specifically, the front-end service

combines two algorithms: Base and OptWait. Base is reminiscent of traditional job



107

scheduling. It sends each request to one of the back-end services that replicate the
corresponding file, according to a ratio determined by the mathematical machinery
to meet the file’s performance guarantees while minimizing access cost. In contrast,
OptWait is more sophisticated. It may actually send each request to multiple back-end
services in turn (starting with the cheaper ones) until the request is satisfied. The
amount of time it waits for each service to respond is determined mathematically and
depends on the probability that the service will return a reply during that time and on
the file’s performance guarantee. Because we can mathematically decide on the best
algorithm, our composite service picks the best algorithm for each file.

Because our initial focus (and the focus of this appendix) is on the request-distribution
aspect of our work, we have implemented a prototype of our composite service with a
single front-end file server. The server implements the NF'S protocol and executes our
mathematical machinery. It communicates with client machines using a standard NFS
protocol over UDP, whereas it communicates with back-end services using XML over
HTTP. Several Internet storage services, e.g. Amazon.com’s S3 [10], could implement
the back-end services. However, for greater control of our experiments, we implemented
our own back-end services, which provide data blocks named by absolute number.

Experimental results from our prototype implementation validate our modeling and
optimization approach. Our analysis of the algorithms studies several different parame-
ters, including the performance and availability guarantees, and the characteristics and
behavior of the back-end services. Our most important results show that our composite
service is successful at providing the guarantees that it promises. The results also show
that, independently, Base and OptWait provide the lowest cost in different parts of the

parameter space, whereas our combined system always produces the lowest cost.

A.2 Related Work

Our work builds upon previous research on service composition, QoS-aware resource
management, and distributed file and storage systems.

Service composition. This has been an important research topic in the Web Services
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community, e.g. [73,177]. These works typically consider the QoS-aware composition
of services from constituent services that provide complementary computational func-
tionality. For this reason, they do not consider request-distribution policies across the
services. Our work differs from these efforts as we study request-distribution policies
that are both QoS- and cost-aware, across functionally-equivalent constituent services.
QoS-aware resource management. A large body of work has been done on this
topic, especially in the context of networks, server clusters, and grid environments,
e.g. [34,92,157]. These works consider resource allocation, provisioning, reservation, and
negotiation, as well as admission-control policies in guaranteeing QoS (and sometimes
optimizing costs) for the systems’ users.

The extent of the performance guarantees provided by our composite service is lim-
ited to the front-end and back-end services’ behaviors, as well as the communication
between front-end and back-end services; the composite service cannot provide perfor-
mance guarantees about the communication between clients and the front-end service.
All other works on server-side QoS guarantees have this same limitation. We envision
combining our QoS guarantees with those of future networks to completely eliminate
this limitation. Nevertheless, an easy approach to tackle this problem with current net-
work technology is to place front-end servers on the same local-area network as clients.
In this approach, the front-end server could be an appliance, like today’s load balancing
or storage appliances.

Although we can benefit from previous QoS works in managing the resources of
our front-end service and by leveraging network QoS, this appendix focuses on request
distribution across the black-box back-end services, which allow us no control over their
resource allocation. In fact, the back-end services can themselves be distributed. The
only information about them that we rely upon is their SLAs.

Distributed file and storage systems. Most of the research in distributed file and
storage systems has been focused on cluster or local-area network environments, in
which resources are dedicated to the system and owned by the same administrative
entity, e.g. [61,136,160]. Due to their low communication latencies, these systems are

amenable to small data and meta-data transfers. In contrast, peer-to-peer file and
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storage systems have also become prominent in recent years, e.g. [24,42,146]. These
works have typically concentrated on achieving extreme performance scalability and
availability in the presence of high churn in the online membership of constituent nodes.

Although our composite file service can be seen as a peer-to-peer system in the
strictest sense, it lacks a few defining characteristics of previous systems, such as peers
that often become unavailable. Further, we are interested in pushing the boundaries of
traditional distributed file systems, such as NFS, by using them across the wide area.
Two papers have addressed the effect of high latencies on file system traffic [107,117],
but neither of them considered QoS or costs. We expect Internet block-storage services
to become widespread in the future, as protocols such as iSCSI become more popular.
Summary of contributions. As far as we know, this work is unique in a few respects.
First, our work seems to be the first to focus on cost- and QoS-aware request distribution
across third-party services. Second, our OptWait request-distribution algorithm departs
from traditional scheduling policies by potentially assigning a request to multiple back-
end services in turn. Finally, our approach of considering the entire set of recent
response times from each back-end service, rather than using a single metric such as the
recent average response time or the maximum recent response time, in mathematically

determining request distributions is also novel.

A.3 Owur Composite File Service

In this section, we discuss the basic principles behind our composite file service, our

request-distribution algorithms, and our current implementation.

A.3.1 Basic Principles

Overview. As already mentioned, our composite file service comprises a front-end
file service and a number of back-end block-storage services. The front-end service
translates the file system API, e.g. create, read, write, and unlink, into block accesses
that are forwarded to one or more back-end services. The front-end service composes

the user-requested guarantees from the back-end services at low cost. In fact, even if a
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single storage service could provide the required guarantees directly to the user (who
could use a local file system and iSCSI, for example, bypassing the front-end service),
the composite file service could still provide them for a lower cost, e.g. by forwarding
some of the requests to a back-end service with lower cost per access whenever possible.

In our design, the front-end service is implemented by a number of distributed
servers for both performance and availability. Each user mounts the file system through
one of the front-end servers, which is chosen using a separate Web interface listing all
available front-end servers and their geographical locations. The same file system can
be mounted concurrently at different front-end servers. However, the front-end service
provides no consistency guarantees when read-write and write-write file sharing is not
done on the same front-end server. When the same front-end server is used, strong
consistency is guaranteed. To guarantee high availability and fault tolerance, all data
and meta-data are replicated across several back-end services. Furthermore, the front-
end servers only store soft state, such as a disk cache of meta-data, and keep write-ahead
logs of updates in the back-end. All files are accessible from an inode-map stored at a
few specific back-end services (and cached on the disks of the front-end servers). Thus,
if a front-end server fails, the user can mount the file system through another front-end
server, which can take over for the failed server using its write-ahead log.

The back-end block-storage services may be provided by different service providers.
Although our front-end service treats the back-end services as “black boxes”, we do
assume that each back-end service is bounded by an SLA with the front-end file service.

In particular, each back-end service ¢ promises to meet an availability guarantee of A;

w
79

and a performance guarantee of (P;, L;) at a cost of (¢}, ¢, ¢/). The two guarantees
specify that service ¢ will be servicing access requests A;% of the time and, when it
is available, P,% of the accesses will complete within time L;. The SLAs are defined
over a long period of time, say one month, so that short-lived performance anomalies
do not cause SLA violations. The cost tuple (¢}, ¢/, ¢}) specifies that each read access
costs ¢}, each write access costs c}’, and each unit of storage per unit of time costs c;.

Table A.1 summarizes the notation used in our modeling.

In computing request distributions, the front-end service uses the availability and
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Notation Definition
Afront Availability of the front-end service
A; Availability guarantee provided by back-end service 4
(P, L) Performance guarantee provided by back-end service :
When service is available, P;% of requests should be served in L; time
(cf, e, ) Read, write, and storage costs of back-end service 14
A Availability requested by the creator of file f
(P, Ly) Performance requested by the creator of file f:
When service is available, P;% of requests should be served in Ly time
Hy Set of back-end services that store file f
Sy Size of file f
TE, Wy Expected percentage of reads and writes to file f
Ry, Wy Actual percentage of reads and writes to file f
Py, PY Percentage of reads and writes to file f that complete in Ly time
CDF;(L) Percentage of requests served by back-end service ¢ in L time
Di Probability of sending a request to back-end service i (optimized by Base)
(L, pi) Length of wait at back-end service i and expected percentage of

requests served by 7 during the wait (optimized by OptWait)

Cost(f) Expected monetary cost of serving file f
AccessCosty(f) | Actual monetary cost of serving file f during interval ¢
TotalCost(f) | Actual monetary cost of serving file f over all intervals

Table A.1: Notation and definitions.

cost information from the SLAs with the back-end services. Instead of relying on the
performance guarantees provided by the back-end services in computing distributions,
we use the latency of requests as observed at the front-end service to encompass the
latency of the wide-area network. Specifically, the front-end service monitors the latency
of block accesses to each back-end service over two periods of 12 hours per day. The
request distributions computed during a period of 12 hours are based on the cumulative
distribution function (CDF) of the latencies observed during the same period of the
day before. For example, the request distributions computed during the afternoon on
Wednesday are based on the latencies observed during the afternoon on Tuesday. This
approach is motivated by the cyclical workloads of many Internet services [34]. We plan
to investigate more sophisticated approaches for considering block access latencies as
future work.

File creation and access. When a file f is first created, the user can specify a desired

availability guarantee of Ay and a performance guarantee of (Py, L¢). (Files for which
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the user requests no guarantees are stored at a single back-end service and served on
a best-effort basis.) These desired characteristics, if accepted by the front-end service,
determine that it must be able to serve access requests to f A¢% of the time and that
P;% of the requests must complete within time Ly, when the service is available. If
a file access request involves n > 1 blocks, the target latency for the request becomes
nLy. Again, these guarantees are defined over a long period of time, e.g. one month.

Obviously, we can only meet the requested availability if the front-end service itself
is more available than Ay. If that is the case, it will choose a set of back-end services
Hy to host f that meets (or exceeds) Ay. The front-end service randomly selects
back-end services from three classes — inexpensive, medium, and expensive — one at
a time in round-robin fashion. These classes are likely to correspond to services with
generally high, medium, and low response times, respectively, although that is not a
requirement. Assuming that failures are independent, the front-end service will select
a set of back-end services that satisfies the following inequality:

Apront x (1= ] (1 = 4Ai)) > Ay (A1)
i€Hj
where Agf,ons is the availability of the front-end service. This formulation assumes
that the back-end services are always reachable from the front-end service across the
network. However, it can be easily replaced by more sophisticated formulations without
affecting the rest of the system.

The front-end will choose a minimal set H ¢ in the sense that, if any back-end service
is removed from H, the remaining set would no longer be able to meet A;. Once Hy
has been chosen, the front-end service will solve a cost-optimization problem for the
two algorithms and choose the one that produces the lowest cost for f.

At this point, file f can be accessed by clients. On a read to f, the front-end service
will forward a request to a subset of H; for each needed block according to the chosen
algorithm. On a write, the front-end will forward the request to all back-end services
in Hy to maintain the target data availability, while concurrently writing to the write-
ahead log if necessary. The front-end service only waits for the possible write ahead

and one back-end service to process the write before responding to the client. In the
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background, the front-end service will ensure that the write is processed by the other
back-end services in Hy as well. When write sharing is done through the same front-end
server, this approach to processing writes favors lower latency without compromising
strong consistency; the pending writes can be checked before a subsequent read is
forwarded to the back-end.

Optimizing costs. Our request-distribution algorithms, Base and OptWait, are run
by the front-end service to minimize the cost of accessing the back-end services in Hy.
As mentioned above, their respective optimization problems are solved at first during
file creation, but they may need to be solved again multiple times over the file’s lifetime.
In particular, whenever the file is opened, a new distribution is computed but only if
the current distribution is stale, i.e. it was not computed based on the same period of
the day before. After the back-end services are selected and the request distribution
is computed, the front-end service can inform the client about the cost of each byte of
storage and the (initial) average cost of each block access, given the requested guaran-
tees. Note that the cost of accessing the write-ahead logs is not included in the cost
computations; this cost is covered by our service fees (discussed below).

Because we select the Hy back-end services randomly from three classes of services,
our cost optimization produces a “locally” optimal cost; it is possible that this cost
will not be the lowest possible cost (i.e., the “globally” optimal cost) for a system
with a large number of back-end services. Attempting to produce the lowest possible
cost would involve searching an exponentially large space of back-end service groupings,
which could take hours/days of compute time to explore meaningfully, even if a heuristic
algorithm were to be used. We plan to explore this issue in our future work.

The front-end accumulates the access costs accrued during the periods of stable
request distribution, i.e. in between consecutive changes to the request distribution.
The overall cost of the composite service is then the sum of the costs for each stable
period. Periodically, say every month, the front-end service charges each of its users

based on how many accesses and how much storage the front-end service required of its
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back-end services on behalf of the user. Formally, the total cost to be charged is:
TotalCost(f) = Z AccessCosty(f) + Sy Z ¢ (A.2)
2 icH;
where AccessCost,(f) is the access cost of each period t of stable request distributions
since the last calculation of T'otalCost(f) and Sy is the maximum size of the file since
the last calculation of T'otalCost(f). We define AccessCosti(f) exactly below.
Service fees and compensation. Finally, note that the costs incurred by the front-
end service are actually higher than the sum of TotalCost(f) for all files. As mentioned
above, the cost of accessing the write-ahead logs is not included in TotalCost(f). In
addition, when the client load is low, the front-end service may need to send additional
accesses to the back-end services to properly assess their current performance (and
availability). These extra accesses increase costs for the front-end service; the extra
cost can be amortized across the set of users as a “service fee”.

Further, there may be situations in which the guarantees provided by the front-
end service are violated. For example, the network between the front-end service and
some of the back-end services may become unusually slow or back-end services may
start violating their SLAs. As mentioned above, the front-end service responds to these
situations by recomputing its request distributions accordingly, but the recomputations
may not occur early enough. Nevertheless, in case of back-end SLA violations, the
front-end service will be compensated for them and the compensations can be passed
on to its users. In case of network problems, the front-end service can use its service

fees to compensate users.

A.3.2 Base

In Base, a read request to a file f is forwarded to a single back-end service i € Hy with
probability p;. (Writes are sent to all back-end services in Hy.) Base computes these
probabilities so as to minimize the cost of servicing accesses to f while respecting the
performance guarantees requested for the file. Formally, Base needs to minimize:

Cost(f) =ry Z pic; +wy Z ci’ (A.3)

iEHf iEHf
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subject to the following two constraints:
1.Vie Hy,p;>0and ) p; =1 2. rgP; +wyPy > Py

where 7 is the fraction of read block accesses to f, wy is the fraction of write block
accesses to f, P]f is the percentage of read accesses that complete within Ly, and P}”
is the percentage of write accesses that complete within L.

Equation A.3 computes the average cost of reads and writes, reflecting the read-to-
write ratio (ry : wy), and the fact that each read incurs the cost of only 1 back-end
access according to the probabilities p; (hence p;c]), while each write incurs the cost of
accessing all back-end services. Constraint 1 states that the probabilities of accessing
each back-end service in Hy have to be non-negative and add up to 1. Constraint 2
requires that the percentage of reads and writes that complete within Ly time must be
at least Py to meet the guarantees requested by the user.

We then define P}" and P}” as:

P; =Y piCDF;(Ly) Py = gg};(CDFi(Lf)) (A.4)
i€H;
where the CDF};(L) operator produces the percentage of requests satisfied within L time
by back-end service 7, as observed at the front-end service. P}” is determined by the
best performing back-end service because the front-end forwards each write in parallel
to all back-end services and replies to the client when the first one completes.

Equations A.3 and A.4 together with the two constraints completely define Base’s
optimization problem, except for how to determine ry and wy. The user can optionally
estimate ry and wy and pass them as parameters at file creation time. If the user does
not provide this information, we split constraint 2 above into two parts, P}’ > P; and
P}“ > Py, and instantiate Equation A.3 with the assumption that ry = 1 and wy = 0.
This approach correctly but conservatively ensures that the solution to the optimization
problem provides the required guarantees for f.

After each period t of stable request distributions computed by Base, we compute
the cost of accessing the H; back-end services during the period as:

AccessCost(f) = Ry Z pic; + Wy Z o (A.5)
iEHf ’iEHf
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Figure A.1: Performance CDFs for three services. An OptWait distribution might
specify that a request should be forwarded to multiple back-end services in turn.

where Ry is the number of read requests and Wy is the number of write requests serviced
during period ¢.

Finally, note that a malicious client is not able to lower its access costs by providing
fake values for ry and wy, since these costs are computed based on the actual requests

made by the client during each period of time.

A.3.3 OptWait

In OptWait, the front-end service takes the different approach of possibly forwarding
a read request to more than one back-end service. In particular, the front-end service
forwards each read request to the back-end services in sequence, from least to most
expensive, waiting for a bounded amount of time for each service to respond before
trying the next service.

The basic idea behind OptWait is illustrated in Figure A.1, which shows three
performance CDF's for three back-end services. Let us assume that the left-most curve
represents the most expensive service, whereas the right-most curve represents the least

expensive service. OptWait would first forward a request to the least expensive service,
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waiting for an amount of time [;. This would allow OptWait to take advantage of the
percentage of requests (p;) that complete fairly quickly. If the request did not complete
within [; time, OptWait would then forward the request to the medium-cost service and
wait for some wait time ly. Again, the goal would be to leverage the steep part of the
medium-cost service’s CDF. If, after [; + [y time, the request still had not completed at
either back-end service, OptWait would then forward the request to the most expensive
service and wait for the request to complete at any of the three back-end services.
The key to OptWait is setting appropriate [; times. Like in Base, we do so by
optimizing the access cost under the performance constraints imposed by the guaran-
tees requested by the user. Assuming Hy with 3 back-end services, our problem is to

minimize the following equation:

Cost(f) =r¢[mCh
+((1 — CDFy (1 + 12))p2 + CDFy (I + l2) — p1)(C1 + Cs)
+(1 = (1 = CDFy(ly +l2))p2 — CDFi(l1 + 12))(C1 + C2 + C3)]

Twy Zz’er ¢’
(A.6)

where p; = CDF;(l;), CDF;(I) = 0 when service i is not being used for reads (i.e.,
l; = 0), C; = 0 when service i is not being used for reads and C; = ¢ when it is, and
l; = oo when i is the last service being used for reads.

Equation A.6 computes the cost of writes in the same manner as the Base cost
function (Equation A.3), as the two algorithms treat writes in the same way. More
interestingly, it computes the cost of reads by summing up the multiplication of the
probability that each back-end service will need to be accessed by the cost of doing
so. For example, if services 1 and 2 are used for reads, the first two lines of the
equation compute the cost, whereas the third line becomes 0. The first line multiplies
the probability that service 1 replies within /; time (p;) by the cost of accessing service
1. For the requests that are not serviced by service 1 within l;, service 2 would be
activated. Thus, the second line of the equation sums up the probability that service

1 does not reply within [; + lo time but service 2 does reply within Iy time ((1 —
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CDF;(l1 + l2))p2), and the probability that service 1 replies after I; but before I + Iy
time (CDF;(l1 + l2) — p1). The second part of the cost is obtained by multiplying this
probability by the cost of making one access to service 1 and one access to service 2.

Equation A.6 should be minimized subject to the following constraints:
1. Vie Hy,l; >0 2. 1y Pr +wpPy > Py

where constraint 1 simply states that times have to be non-negative and constraint 2 is
the same as that for Base. (Just as for Base, the front-end service can break constraint
2 into two parts and compute costs for ry = 1 and w; = 0, if the user does not provide
information about 7y and wy as a parameter.) We define P}” just the same as for Base,

since the two algorithms handle writes in the same way. In contrast, P]f is defined as:

Py = CDFy(Ly)
+(1 — CDFy(Ly))CDFy(Lys — 1) (A7)
+(1 — CDFy(Ly§))(1 — CDFy(Ls — 1)) CDF3(Ly — Iy — ly)

where again CDF;(l) = 0 when service ¢ is not being used for reads.

In plain English, the first additive component of Equation A.7 represents the prob-
ability that the least-expensive service will reply in a timely manner (within L; time)
if it is used, the second component is the probability that service 2, if used, will reply
in a timely manner (given that a request is only forwarded to it after /; time) but not
service 1, and so on.

After each period t of stable request distributions computed by OptWait, we com-
pute the cost of accessing the Hy back-end services during the period by replacing r

and wy in Equation A.6 by Ry and W/, respectively.

A.4 TImplementation

We have implemented a prototype front-end file service called Figurehead to explore
our request-distribution algorithms in real systems with real workloads. Although Fig-
urehead should be supported by multiple geographically distributed servers in practice,

it is currently based on a single node as a proof-of-concept implementation.
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Figurehead consists of four components: an NFS version 2 facade that allows the file
service to be accessed through standard NF'S clients, a file system that supports the NFS
facade and uses remote back-end block services for storage, an optimization module that
computes the best request distribution strategy, and a module that constantly monitors
the performance of the back-end services. All components were written in Java and run
in user space. Relevant details about these four components are as follows.

NF'S facade. The multi-threaded NFS facade accepts NF'S remote procedure calls via
UDP. It implements the NFS version 2 protocol almost completely; the only calls that
have not been implemented are those dealing with symbolic links.

The one complication that the NFS protocol poses for Figurehead is that opens and
closes are not sent through to the server. Thus, whenever the NFS facade receives a
create or the first access to an unopened file, it opens the file and caches the opened-file
object returned by the file system. A cached opened-file object is closed and discarded
after it has not been accessed for 5 minutes.

File system. The file system behind our NF'S facade uses the same meta-data scheme
to represent a file as the Linux ext2 file system. The inode was changed to include
information about the availability and performance guarantees requested by the creator
of a file. An inode-map maps each inode to the set of back-end services that is hosting
the file. All data and meta-data except for the inode-map are stored at the back-end
services in 8-KByte blocks. The file system communicates with the back-end services
over a Web Service interface, namely the RPC implementation from Apache Axis [15].

When a file is first created, the file system chooses a set of back-end services to host
the file as described in Section A.3.1. It then allocates an inode, saves the availabil-
ity and performance guarantees for the file in the inode (along with other traditional
file-system information, such as owner and time of creation), enters the mapping of
inode-number — Hy into its inode-map, and writes the inode to the appropriate back-
end services. The file system also opens the file.

When a file is opened, the file system extracts the set of back-end services that is
hosting the file (Hy) from the inode-map, obtains their access time CDFs from the

monitoring module, reads the inode to obtain the performance guarantees, and asks
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the request distribution module to compute the best request distribution strategy for
the file. This last step is not necessary when the file is being re-opened and the current
request distribution was computed based on the same period of the day before. To
determine whether to recompute a request distribution, Figurehead maintains informa-
tion about when each distribution is computed. When a previous request distribution
exists but a new computation is required, the computation is performed in the back-
ground and adopted when completed. When client requests arrive, the file system uses
the file meta-data to identify the corresponding blocks and forwards the appropriate
block operations to the back-end services. Reads are handled according to the current
request distribution, whereas writes are forwarded to all back-end services in H.

The file system maintains a write buffer to ensure that each write to a file f even-
tually reaches all of the nodes in Hy. When a write request arrives, the file system
assigns a thread per back-end service in Hy the task of ensuring that the write eventu-
ally reaches a particular back-end. Each write is then discarded from the write buffer
once it has propagated to all back-ends in H;. We assume that the back-end services
can handle small “overwrites;” that is, a write that only partially overwrites a pre-
viously written block can be sent directly to the back-end services without having to
read the old data and compose a new complete-block write. This avoids making small
overwrites more expensive than a complete-block write because of the need to read the
block.

The file system implements two levels of meta-data caching. First, all meta-data is
currently cached on a local disk (and is never evicted) using a Berkeley database [120].
This cache reduces the number of accesses to the back-end services by eliminating
repeated remote meta-data accesses. In fact, the cache makes the meta-data accesses
to the back-end services relatively infrequent for the large-file applications we target
(dominated by reads and/or overwrites), so these accesses are not currently reflected in
our mathematical machinery. Second, file-specific meta-data, i.e. inodes and indirect
blocks, are cached in memory for open files as the meta-data is accessed. This avoids
repeatedly accessing the cache on disk for a stream of accesses to the same file. Meta-

data of an open file that is cached in memory is evicted when the file is closed. Our
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policy of holding a file opened in the NFS facade for 5 minutes beyond its last access
implies that meta-data for an open file is also cached in memory by the file system for
the same amount of time.

Finally, since the NFS clients cache data themselves, our file system (in fact, the
entire front-end service) does not cache data at all.
Request-distribution module. This module solves the optimization problems posed
by Base and OptWait, and chooses the algorithm that produces the lowest cost. The
Base optimization problem is solved using the linear programming solver 1p_solve [23]
and produces the p; probabilities with a precision of a few decimal places. Unfortu-
nately, minimizing cost in OptWait is not a linear programming problem. To solve it, we
consider all feasible combinations of the probabilities p;’s (in steps of 1% in our current
implementation) for the back-end services in Hy to compute the best /;’s wait times.
Even though this is essentially a brute force approach, it does not take long to compute
as the size of Hy is small (typically two or three), even for high P; requirements. We
report running times for this module in Section A.5.
Monitoring module. This module is responsible for monitoring each back-end service
in terms of its performance as seen at the front-end service. Specifically, this module
probes each back-end service periodically with regular block accesses (every 5 seconds
in our current implementation). With the access times measured from these accesses,
this module constructs the performance CDF for the service.
Figurehead limitations. Currently, Figurehead has three limitations. First, as we
mentioned above, it is implemented by a single server, rather than a collection of geo-
graphically distributed servers. Second, we have not yet implemented the write-ahead
log for crash recovery. Third, the monitoring module currently does not use information
from regular accesses to the back-end services, always issuing additional block accesses
to assess their performance (and availability). These extra accesses increase costs and
would not be required when the regular load on the back-end services is high enough.

We are currently addressing these limitations.
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A.5 Evaluation

In this section, we first explore and compare the two request distribution algorithms
over the space of different costs and back-end service behaviors. We then study the
impact of using past access time data to predict current behaviors of the back-end
servers. Finally, we evaluate our prototype Figurehead implementation, and validate
that it provides the performance guarantees computed by the mathematical machinery.

Ideally, we would like to study our system using actual back-end services on the
Internet. However, at this point, there are not enough of them to provide a large range
of data. Thus, we have collected access times over a period of close to one month
from 50 PlanetLab machines to support our evaluation. These data were collected by
running a simple block-storage service on each machine, populating each service with
5120 blocks, and randomly accessing a block according to a Poisson process with mean

inter-access time of 1 second from a client machine located at our site.

A.5.1 Base vs. OptWait

We first compare Base and OptWait mathematically assuming fixed access time CDF's
for the back-end services. In particular, we chose data from three PlanetLab nodes,
planetlab2.cs.umass.edu, planetlabl.cs.unibo.it, and planet-lab.iki.rssi.ru,
whose CDFs are shown in Figure A.1. We study a set of three nodes because they pro-
vide a sufficiently rich space to understand the behaviors of the two algorithms, yet is
not overly complicated to explain.

Overall results. Figure A.2 plots the average cost (Cost(f)) achieved by Base and
OptWait for a read-only workload as a function of the per-file guaranteed latency (Ly),
with a per-file percentage guarantee (Py) of 95%. (The results are similar for other P
values.) Each of the curves represents a different combination of algorithm and per-
access cost for each back-end service. For example, the curve labeled OptWait [5,10,15]
represents the cost computed by OptWait when ¢} = 5,c, = 10, and ¢§ = 15 fractions
of dollar per access (what fraction exactly is irrelevant to our study). Table A.2 lists

the optimized costs and request distributions for Base and OptWait for costs [5,10,15].
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Figure A.2: Costs achieved by Base and OptWait vs. Ly, assuming a read-only workload
and Py = 95%.

From these figures, we can see that neither Base nor OptWait is always better than
the other. At the extremes, i.e. at very low or very high latency guarantees, the two
algorithms behave the same because there is no room for optimization. For very low
latency guarantees, the only choice is to use the most expensive service all the time
(if it is possible to meet the guarantee at all). For very high latency guarantees, the
obvious best choice is to use the cheapest service all the time.

In between these extremes, the relative behavior of Base and OptWait depends on
the shapes of the access time CDFs of the back-end services, as well as their costs. For
example, consider the costs achieved by Base and OptWait for cost [5, 10, 15] at latency
guarantees of 500ms and 600ms. At 500ms, Base achieves lower cost than OptWait
because it is able to use the medium-cost service 17% of the time, whereas OptWait
cannot yet use the medium-cost service (see Table A.2). In this case, for ps in OptWait
to be greater than 0, lo would have to be at least 365ms, leaving insufficient time for
accessing the high-cost service should the request fail to complete at the medium-cost
service within lo. At 600ms, OptWait does better than Base because its greater use of
the medium-cost service, 89% vs 50%, more than offsets the 11% of the time that it

has to use both the medium-cost and high-cost service.
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Ly Base Base OptWalit OptWait

(ms) | Cost Dist Cost Dist

500 | 14.17 | [0,17,83] 15.00 [(0,0),(0,0),(c0,100)]
600 | 12.50 | [0,50,50] 11.65 [(0,0),(511,89),(00,100)]
700 | 10.00 | [0,100,0] 10.00 [(0,0),(0,100),(0,0)]
800 | 10.00 | [0,100,0] 10.00 [(0,0),(0,100),(0,0)]
900 9.83 (3,97,0] 10.00 [(0,0),(0,100),(0,0)]
1000 | 9.66 [7,93,0] 10.00 [(0,0),(c0,100),(0,0)]
1100 | 9.46 | [11,89,0] 9.80 [(923,68),(0,0),(c0,100)]
1200 | 9.40 | [12,88,0] 9.80 [(923,68),(0,0),(c0,100)]
1300 | 9.21 | [16,84,0] 8.80 [(794,62),(00,100),(0,0)]
1400 | 8.85 | [23,77,0] 8.20 [(923,68),(00,100),(0,0)]
1500 | 7.86 | [43,57,0] 7.10 [(1404,86),(0,0),(c0,100)]
1600 | 5.00 | [100,0,0] 5.00 [(00,100),(0,0),(0,0)]

Table A.2: Costs and distributions with back-end service costs = [5,10,15] and Py =
95%. The Base distributions are listed as [p1, p2, p3], whereas the OptWait distributions
are listed as [({1,p1), (I2,p2), (I3,p3)]. l1,l2,l3 are given in ms.

In general, we observe that Base can typically start using a lower-cost back-end

service before OptWait as the guaranteed response time increases. This is because Base
never resends requests. However, eventually, OptWait can use the lower-cost service
more aggressively because it can avoid the tail of the CDF by re-sending requests to
the more expensive services as needed.
Impact of the back-end service costs. Observe that Base’s distribution of requests
is independent of the ratio between the costs of the three back-end services. That is,
as long as c¢§ > ¢, > c], Base will choose the same set of distribution probabilities
(p1, p2, p3) regardless of the ratios cj:ca:c3. OptWait, on the other hand, may alter its
distribution strategy based on the cost ratios. For example, consider in Table A.3 the
distributions computed for L; within the interval [1200ms, 1400ms] for costs [5, 6, 15]
vs. [5, 10, 15]. For [5, 10, 15], OptWait chooses to use either the low- and medium-cost
or low- and high-cost services. For [5, 6, 15], OptWait only chooses to use the medium-
cost service. This is because the medium-cost service is only slightly more expensive
than the low-cost service; immediately choosing it is less costly than potentially having
to forward the request to two services.

Impact of the shape of the CDFs. Base and OptWait also behave differently with
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Ly | Back-End | Base Base OptWait OptWait

(ms) Costs Cost Dist Cost Distribution
1200 | [5,10,15] | 9.40 [12,88,0] 9.80 [(923,68),(0,0),(00,100)]
1200 | [5,6,15] | 5.88 [12,88,0] 6.00 [(0,0Y,(0,100),(0,0)]
1200 | [5,14,15] | 12.92 |  [12,88,0] 9.80 [(923,68),(0,0),(c0,100)]
1300 | [5,10,15] | 9.21 | [15.79,84.21,0] |  8.80 [(794,62),(00,100),(0,0)]
1300 | [5,6,15] | 5.84 | [15.79,84.21,0] |  6.00 [(0,0),(00,100),(0,0)]
1300 | [5,14,15] | 12.58 | [15.79,84.21,0] | 9.50 | [(1064,70),(0,0),(c0,100)]
1400 | [5,10,15] | 8.85 | [23.08,76.92,0] | .20 [(923,68),(00,100),(0,0)]
1400 | [5,6,15] | 577 | [23.08,76.92,0] | 6.00 [(0,0),(c0,100),(0,0)]
1400 | [5,14,15] | 11.92 | [23.08,76.92,0] | 8.30 | [(1285,78),(0,0),(c0,100)]

Table A.3: Costs and distributions with Py = 95%, as a function of Ly and back-end
service costs. The Base distributions are listed as [p1, p2, p3], whereas the OptWait
distributions are listed as [(I1,p1), (I2,p2), (I3,p3)]. 11,l2,13 are given in ms.

respect to the shapes of the CDFs. In general, Base’s behavior depends on the three
key points CDF(Ly¢), CDFy(Ly), and CDF3(Ly), whereas OptWait’s behavior depends
on the shape of all CDFs between 0% and CDF;(Lys). These dependencies can be seen
clearly in Figures A.3 and A.4. Figure A.3 shows the CDFs for 4 back-end services
from which we derived two sets of three services {low-cost-1, medium-cost, high-cost}
and {low-cost-2, medium-cost, high-cost}.

Figure A.4 shows that OptWait behaves significantly better when using low-cost-2
in the interval [600ms, 1600ms| because low-cost-2 is substantially “steeper” than low-
cost-1. Base is also able to leverage low-cost-2’s better behavior to improve its cost, but
less so than OptWait. The reason is that Base only leverages the fact that low-cost-2
gives a better CDF(Ly) than low-cost-1, rather than the fact that low-cost-2 gives an

additional 30% of requests completing under 700ms over low-cost-1 in this interval.

A.5.2 Validating the Mathematical Machinery

We now validate our mathematical approach when servicing actual file system work-
loads. We also validate that the prediction of back-end service behaviors using past
access time data do not significantly degrade our QoS guarantees. First, we use sim-
ulation to analyze the mathematical approach independent of the details of an actual

implementation. Next, we evaluate our prototype implementation.
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Figure A.3: (a) CDFs for 4 back-end services.

Workloads. We use two realistic workloads. The first models an interactive visual-
ization application, where the user is navigating through a large amount of data—for
example, a large rendering model or large scientific data set. This application is exactly
the type of soft real-time application that Figurehead is designed to support.

This workload is constructed based on publications on visualization systems [9, 40,
175], and has the following attributes: a random Poisson read access stream with a mean
interarrival time of 50ms on a large data file. It currently does not make a difference
to Figurehead whether a read stream is random or sequential, since Figurehead does
not currently do any prefetching or caching. We assume a random read access stream
because these accesses are dependent on the user’s interactive navigation.

The second workload models a scientific application running on a grid environment.
Although this is not a classical soft real-time application, it still constitutes an interest-
ing workload because predictability of data access can significantly reduce the burden of
resource management and coordination of the stages of a multi-stage application such
as the one described in [159].

This workload is constructed based on data extracted from [118,152,159,169], and

has the following attributes: a sequential read access stream from a single large file
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Figure A.4: Access cost achieved by Base and OptWait when using two different sets of
three back-end services {low-cost-1, medium-cost, high-cost} and {low-cost-2, medium-
cost, high-cost}. Both with cost [5,10,15] and Py = 95%.

followed by a sequential write access stream to the same file. This read/write access
stream represents a multi-phase application with an initial read phase to load input data
and a final write phase that saves the computed results. We assume that intermediate
results generated between the initial and final phases are stored on local storage rather
than a file system such as Figurehead. We further assume that the initial input data
and the final results have the same size; thus, the read-to-write ratio is 1:1. Finally,
both the read and write access streams are Poisson processes with mean interarrival
times of 50ms.

Because the WAN latencies we consider are larger than 50ms, we assume that the
access streams of both applications are generated by a number of concurrent threads.
Simulation using a priori knowledge of back-end service behaviors. Our first
experiment is as follows. Take a trace of the three machines whose overall behaviors are
shown in Figure A.1 over a period of 9 days. Construct a CDF for each back-end service
for each 12-hour period of the 9 days. For each 12-hour period, use the corresponding
CDF to compute the distribution using Base and OptWait for Py = 95%, Ly = 600ms,

costs [5,10,15], and ¢" = ¢ for all back-end services. Then, simulate Figurehead’s
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Min | Max | Avg

V-B Expected 95 95 95
Simulated | 95.06 | 95.89 | 95.48

S.B Expected 95 95 95
Simulated | 95.28 | 97.28 | 96.07
V-0 Expected | 95.2 | 97.36 | 96.22
Simulated | 95.61 | 97.89 | 96.57

5.0 Expected 95 97.33 | 95.7
Simulated | 95.56 | 98.56 | 96.78

Table A.4: Simulation results with (Pf,Lf) = (95%,600ms) and costs [5,10,15]. V
denotes the visualization workload, S the scientific workload, B the Base algorithm,
and O the OptWait algorithm. Expected is the percentage of requests expected to
complete before Ly as computed by the algorithm. Simulated is the actual percentage
of requests that completed before Ly in a simulation run. Min, Max, Avg are the
minimum, maximum, and average values across 18 runs using 18 half-day traces from
the PlanetLab machines.

response time for 18000 accesses for each workload using the 12-hour traces that were
used to construct the CDFs. This corresponds to statistical oracular knowledge of the
behaviors of the back-end services.

Table A.4 shows the results for 18 runs of each application/distribution algorithm
pair, where each run was performed using a distinct half-day period of the 9-day trace.
For both workloads under Base and OptWait, the simulation always leads to exceeding
the QoS guarantee. This is because we construct and use the CDFs in a conservative
manner. In particular, each CDF is represented by a set of 100 discrete points, repre-
senting the latency corresponding to each percentage point on the CDF. Now suppose
that the mathematical engine needs a percentage value corresponding to the latency
1000ms. If our CDF has the points (999ms, 95%) and (1001ms, 96%), then we would
return 95%, rather than an interpolated value between 95% and 96%. We choose this
conservative approach because an interpolated value would be optimistic sometimes but
pessimistic other times, making the mathematical machinery less predictable.

An additional interesting observation to make is that mathematically, Base always
achieves a distribution that should theoretically give the exact Pf required (in this case,

95%). OptWait, on the other hand, because of our discrete approach for computing

the best distribution, typically overachieves compared to the required Py. (Note that,
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Min | Max | Avg || Failures
V-B Expected 95 95 95 0
Simulated | 92.72 | 97.72 | 95.35 )
S.B Expected 95 95 95 0
Simulated | 94.28 | 98.33 | 96.11 6
V-0 Expected | 95.2 | 97.36 | 96.24 0
Simulated | 93.83 | 98.83 | 96.42 5
5.0 Expected 95 97.33 | 95.76 0
Simulated | 95.67 | 98.61 | 96.8 0

Table A.5: Simulated results for (Pr,Ls) = (95%,600ms) and costs [5,10,15] when
using data access times from 12 hours ago to predict the current behaviors of back-end
services. The notation is the same as in Table A.4. Failures is the number of 12-hour
simulation runs that did not meet the QoS guarantee.

for Ly = 600ms, OptWait achieves lower cost than Base despite this overachievement.)
As shall be seen, this overachievement makes OptWait more robust when the CDF is
computed based on past data.
Impact of using past access times to predict current back-end service behav-
iors. We now consider the impact of not having a priori information on the expected
behaviors of the back-end services. In particular, as mentioned in Section A.3.1, we
run the same experiments as above but use a CDF constructed from the response times
observed in the same 12-hour period 1 day ago to predict each back-end service’s be-
havior in the current 12-hour period (e.g., 8am-8pm from Tuesday to predict behavior
for 8am-8pm Wednesday). Table A.5 shows the results for 16 12-hour runs (we could
not use the first two half-day periods because they did not have any past history for
prediction).

As expected, past data is not a perfect predictor of current behavior. This leads to
a number of 12-hour simulation runs where Figurehead would not be able to achieve
the QoS guarantee. In fact, approximately 35% of the runs missed the QoS guarantee
under Base. OptWait has a comparable failure rate for the Visualization workload but
was perfect for the Scientific workload. As already mentioned, OptWait is somewhat
more resilient to the imperfect predictor because it typically overachieves compared to
the required Py. On the other hand, the imperfect predictor can also lead the 12-hour

runs to achieve more than the QoS requirement, i.e. more than P; of the requests
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complete within L, time. In fact, the Max values for both Base and OptWait are
larger in Table A.5 than in Table A.4.

However, the most important observation here is that both request-distribution al-
gorithms provide the performance guarantees that they promise when the entire 8 day
period is considered (see the simulated Avg entries). (Recall that QoS guarantees are
defined over long periods of time, such as one month.) The reason for this result is that
the QoS requirement is exceeded during the majority of the 12-hour periods, which

more than compensates for the many fewer periods when the requirement is not met.

A.5.3 Prototype Behavior

We now validate that our prototype, Figurehead, actually provides the performance
guarantees computed by the mathematical machinery. All results reported below were
obtained by running on 5 PCs connected by a Gb/s Ethernet switch. Each PC is
configured with 1 hyper-threading Intel Xeon 2.8 GHz processor, 2 GBytes of main
memory, and 25 GBytes of disk space. Three of the machines were used as back-
end block servers and one as the client. The other machine ran Figurehead. We
always assume that the three back-end services are needed to meet the client’s specified
availability requirement. Again, all the experiments assume Py = 95%, Ly = 600ms,
costs [5,10,15], and ¢" = ¢" for all back-end services. To mimic a wide-area network,
we inserted delays to the completion times of accesses to the back-end services. We use
the same 9-day trace as in the last subsection; the delays were randomly chosen from
the appropriate half-day period. (We used the traces instead of running the back-end
services themselves on PlanetLab nodes for repeatability.)

Microbenchmarks. We first present results from microbenchmarks to illustrate the
performance of Figurehead. For these microbenchmarks, we did not inject any network
delays so that performance reflects what is achievable over a LAN. We also assume that
ry and wy are known ahead of time; i.e., ry is 1 when measuring read performance and
0 when measuring write performance. We measured write performance for appends
(rather than overwrites) to a file.

Using these microbenchmarks, we find that the times required to read and write
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1 byte of data are approximately 30ms and 66ms, respectively. Appends are more
expensive than reads because they require writing meta-data. Overall, Figurehead
reads and writes are about one order of magnitude slower than on a local disk. The
higher access latency of Figurehead arises mainly from using a Berkeley database as
disk cache and the Web Services interface to access the back-end block servers. These
inefficiencies can be easily eliminated in a production-grade implementation. However,
the fairer comparison is between accessing a back-end service through Figurehead and
accessing it directly, both on a WAN. Because network trips dominate in this scenario,
Figurehead would impose a much lower overhead. For example, the lowest average
latency we measured for the PlanetLab nodes is 165ms. Given this latency, Figurehead
would impose roughly a 30% degradation when all accesses are appends.

Another important issue is the overhead of computing request distributions. The
time to solve a Base and OptWait optimization problem is approximately 710us and
14ms, respectively. We found that, while the time to solve OptWait does increase with
Ly, it does so quite modestly. The reason for the slight time increase is that a higher L
tends to generate a larger search space in OptWait. Finally, these optimization times
do not change significantly with changing Py and so we do not show those results here.
Macrobenchmarks. Finally, we ran the two workloads described in the last section
concurrently against a running instance of our Figurehead prototype. We ran each
workload /distribution algorithm pair 4 times, each time for a distinct half-day period
from the 9-day trace (the first 4 half-day periods). Overheads from the system (e.g,
computing time inside the Figurehead front-end) led to a degradation in meeting the
QoS requirement Py by almost nothing to at most 1%. Detailed measurements show
that the main sources of overheads were synchronization delays, inaccuracies in the
sleep function used to emulate WAN latencies, and accessing the Berkeley DB. Despite
these overheads, the prototype consistently provides the proper guarantees when all the

periods are considered.
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A.6 Summary

In this appendix, we addressed the issue of composing functionally-equivalent, third-
party services into higher level, value-added services by developing a distributed file
service. In this context, we proposed two request-distribution algorithms that optimize
costs at the same time as providing performance and availability guarantees. To achieve
this goal, both algorithms rely on information about the behavior of the third-party
services to mathematically determine the request distributions. While one algorithm is
reminiscent of traditional scheduling policies, the other departs significantly from these
policies, as it may schedule the same request at multiple third-party services in turn.

We found that both algorithms provide the guarantees that they promise. Compar-
ing the algorithms, we found that neither is consistently the best. Nevertheless, using
our mathematical modeling, the system can actually select the best algorithm for each
file a priori. Experimental results from our prototype implementation characterized its
performance and the optimized access costs under the two algorithms.

Composite services such as the one we studied are in the horizon. Based on our
experience and results, we believe that these services can benefit from our modeling

and optimization approach for guaranteeing quality-of-service at low cost.
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