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Abstract
Increased Internet traffic and the sophistication of
companies in tracking that traffic have made privacy a
critical issue in electronic commerce (e-commerce). This
has spawned a number of research works addressing
Internet privacy from the perspectives of three main
stakeholders – customers, companies and governments, as
well as the interactions among them. The purpose of this
paper is to analyze the extant studies and develop an
understanding of the relationships among them.
Accordingly, we review the research on Internet privacy
in e-commerce that has been conducted in the fields of
information systems, business, and marketing. We develop
a framework for classifying the studies, review key
findings, and identify opportunities for future research.

1. Introduction
The Internet, especially the Web, enables companies
to engage in e-commerce activities as well as to collect,
store, and exchange personal information obtained from
visitors to their websites. Companies can use that
information to gain greater insights into customers’
behaviour, support marketing strategies, and meet their
needs. However, companies can also intrude on
customers’ and other visitors’ privacy, and this is
becoming one of the main concerns of online shoppers [1,
2] as documented by several public opinion polls [3-5]. In
response to customer concerns, e-commerce companies
are paying increased attention to privacy [6, 7]. Their
main challenge is to balance the competitive advantages
provided by their use of personal information with the
risk of alienating customers who are concerned about
potential abuse of their personal information [8].
The major objective of this paper is to review the
literature on Internet privacy in order to develop an
understanding of the relationships among extant research
studies that have been conducted in the fields of
information systems, business, and marketing over the
past decade. We use a comprehensive framework for
classifying the studies, reviewing key findings, and
identifying opportunities for future research.
The paper is organized as follows. First, we introduce
a privacy research framework based on our literature

review. Next, we discuss gaps in our current
understanding of Internet privacy which represent future
research opportunities. We conclude with a brief
summary of our review.

2. Privacy Research Framework
We reviewed 88 studies conducted between 1995 and
2006 addressing Internet privacy in an e-commerce and
developed a framework for classifying and relating the
research works that we examined.1 We decided to restrict
our review to journal articles only and thus exclude
studies published in proceedings, book chapters or
working papers. We also limit our review to e-commerce
and exclude studies that investigate privacy in the context
of health, social and political and similar non e-commerce
settings because the relationship between users and
organizations in these contexts significantly differs from
that of customers and e-commerce companies.2
A privacy research framework (see Figure 1) was
developed to classify prior studies and to identify research
opportunities. The framework is organized around three
main entities involved in Internet privacy: customers,
companies, and governments.3
Customers are the main source of personal
information. They may adopt privacy-enhancing actions
(e.g., avoiding disclosure of information or providing
false information) and/or privacy technologies (e.g.,
1 The studies were collected through databases such as ProQuest and
The ACM Digital Library, as well as through several search engines
such as Google Scholar. An annotated bibliography of the 74 key studies
is available at http://webprivacy.uwaterloo.ca/bibliography.pdf.
2 For example, the personal information asked of patients in a hospital is
more sensitive information (e.g., medical records such as HIV/AIDS)
than that of customers in an online store. Furthermore, patients have
limited opportunity to provide false information to the hospital while
customers in an online retail store can easily fabricate their information.
3 Three main entities were identified based on the analysis of each
study’s research hypotheses. The results indicated that the hypotheses of
88 studies mainly examined three entities. That is, among 88 studies, 52
studies had hypotheses with respect to customer (e.g., how customers’
privacy concerns influence their behaviour), 27 studies had hypotheses
related to company (e.g., whether companies post privacy disclosures
and the disclosures reflect fair information practices), and 14 studies had
hypotheses regarding government (e.g., whether regulatory approaches
influence companies’ privacy practices.). Furthermore, several studies
addressed three entities as major stakeholders involved in Internet
privacy [e.g., 9, 10, 11].
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privacy software) to protect their privacy. Their privacy
concerns influence companies’ privacy practices as well
as government regulation. Companies are the biggest
consumers of personal information. They use personal
information to deliver products, study customer profiles,
and offer personalized services. In response to customers’
increasing privacy concerns, they may implement privacy
protections such as privacy policy statements and privacy
seals, and their privacy practices influence customers’
privacy concerns and government regulations.
Governments play two important but conflicting roles
related to Internet privacy. Governments may seek to
protect citizens’ privacy but, at the same time, may need
to use citizens’ personal information to monitor and
control individuals. To protect customer privacy,
governments may promote privacy laws, oversee the
implementation of these laws, educate the public about
privacy issues, and encourage industry self-regulation.
Such government activities affect customers’ privacy
concerns and companies’ privacy practices.
The framework presented in Figure 1 shows all
possible interactions between the three entities as well as
the relationships between each entity.4 In the next section,
we use this framework to discuss relevant literature and
address directions for future research.5

3. Review and Research Opportunities
3.1. Customer Perspective
Public opinion polls have revealed a general desire
among Internet users to protect their privacy [e.g., 3, 12,
13, 14]. Several studies have investigated three key
privacy issues 1) what are the major dimensions of
customers’ privacy concerns, 2) what are the antecedent
factors affecting such concerns, and 3) what are the
consequences of customers’ privacy concerns.
3.1.1. The Dimensions of Customers’ Privacy
Concerns. Prior literature has examined whether
individuals’ general attitudes about online privacy are
constant or differ depending on the situation [e.g., 15, 16,
17]. Westin proposed a typology of individuals’ concerns
about privacy [17, 18]. He argued that individuals can be
categorized into three groups: privacy fundamentalists,
privacy unconcerned, and privacy pragmatists. The
privacy fundamentalists are defined as being extremely
4

The various interactions and relationships in the framework are
identified from prior studies. While each study has its own unique focus,
the studies can collectively provide an extensive perspective on Internet
privacy. Admittedly, this was a subjective process and may oversimplify
the scope of some prior studies.

5

For the sake of brevity, we discuss only a few specific studies which
are representative of the areas discussed in similar research.

concerned about the use of their personal information and
are unwilling to provide their information. Individuals in
the privacy unconcerned group do not take their privacy
into consideration and are willing to provide their
personal information. The privacy pragmatists are
concerned about their privacy, but less than privacy
fundamentalists.
Dhillon and Moores [19] examined major issues that
could point to individuals’ potential concerns with respect
to Internet privacy. Based on the brainstorming results of
two panels (11 experts and 16 IS executives), they
identified the five most important Internet privacy
concerns (e.g., companies should eliminate spam and not
sell personal information). Dhillon and Moores also
identified eighteen means to address these fundamental
Internet privacy concerns (e.g., enact stronger laws to
protect consumer privacy and make spam illegal).
Other studies investigated differences in privacy
concerns across cultures and countries. For instance,
Milberg et al. [20] examined whether nationality,
information privacy regulatory approaches, and cultural
values influence the level of information privacy
concerns. Their survey of approximately 900 members of
the Information Systems Audit and Control Association
(ISACA) in roughly 30 countries found that the overall
level of privacy concern for personal information varies
across countries; for instance, individuals from Thailand
have the lowest level of privacy concern, and those from
Canada have the highest privacy concern.
3.1.2. Antecedents of Customers’ Privacy Concerns.
Two frequently-mentioned factors influencing customer’s
privacy concerns are: the type of information (e.g.,
demographics versus financial data) and the use of
information (e.g., secondary use and sharing information
with third-parties). Phelps, Nowak, and Ferrell [21]
examined the relationship between customers’ privacy
concerns and their behaviour, as well as factors affecting
their privacy concerns. Based on mail survey responses of
556 U.S. customers, they showed that the level of
customers’ privacy concerns is affected by the type of
information requested, the way companies use personal
information, and customers’ desire for information
control. From an online survey of 381 U.S. online users,
Ackerman, Cranor, and Reagle [16] found that there were
significant differences in customers’ comfort levels across
various types of information. They also found different
levels of acceptance of persistent identifiers (i.e., cookies)
depending on the purpose. Lastly, they found several
important factors related to customers’ decisions about
information discourse including the sharing of
information with other companies, the use of information
in an identifiable way, the kind of information collected,
and the purpose for which the information was collected.
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Other researchers investigated the relationship
between privacy concerns and other factors; for example,
gender, [22-25], age [15, 22, 24, 26, 27], income level
[23, 24], and education [15, 21, 23]. For instance,
Sheehan’s [15] analysis of an email survey of 889 U.S.
online users indicated that online users’ privacy concerns
are influenced by their age and their level of education
(e.g., well educated users tend to have higher level of
privacy concern than less educated users). Sheehan [25]
found that women are more concerned than men about
privacy, but men are more likely than women to change
their behaviour to protect their privacy.
3.1.3. Consequences of Customers’ Privacy Concerns.
Having examined the dimensions and antecedents of
customers’ concerns, we now turn to the consequences of
privacy concerns. Sheehan and Hoy [28] found that U.S.
online users are less likely to register for a Web site when
their privacy concerns are high. In addition, as privacy
concern increased, online users were more likely to
provide incomplete information, to notify Internet Service
Providers (ISPs) about unsolicited email, to request their
name removal from mailing lists, and to send negative
messages to those sending unsolicited email. Milne and
Boza [29] examined the relationship between privacy
concerns and trust. Based on the mail survey of 1,508 U.S.
respondents, they showed that consumers’ perceptions of
trust and level of concern about privacy vary by industry,
and that trust is negatively related to privacy concerns.
Some studies have addressed the interrelationships
between customer behaviour and factors such as
customers’ beliefs about privacy, attitude, and intention.
For instance, Lwin and Williams [30] developed a
conceptual model to investigate a customer’s behaviour in
providing false information online. They used two
theories: Multidimensional Developmental Theory of
Privacy (MDTP) and Theory of Planned Behaviour (TPB)
with an additional factor of perceived moral obligation.
They conducted an empirical study to test the TPB
portion of the conceptual model using a mail survey of
341 U.S. online users. Their results indicated that
attitudes, perceived behavioural control, and perceived
moral obligation influence customers’ behaviour to
provide false information, while subjective norm (the
perceived social pressure) does not. Similarly, George
[31] investigated whether privacy beliefs and
trustworthiness of the Internet influence purchasing
behaviour, as described in TPB. Based on a survey of 193
undergraduate students, he found that individuals’ beliefs
about trustworthiness of the Internet have a positive effect
on their attitudes toward buying online, which in turn
positively affects their purchasing behaviour.
3.1.4. Research
Opportunities
in
Customer
Perspective. The research works surveyed so far suggest

that consumers appear concerned about their privacy, and
that such concerns may have negative effects on online
transactions that could jeopardize the proliferation of ecommerce. While this literature contributes to our
understanding about several privacy issues, there are
several additional research opportunities:
• While a number of dimensions of privacy concern have
been identified, which ones are most important to
customers? Which of the fair information principles
proposed by government are most central to
consumers? (Suggested by Caudill and Murphy [32])
• Individuals are often willing to exchange their privacy
for certain rewards [7, 32]. To what extent are
customers willing to provide their personal information
for rewards such as discount coupons and free gifts and
do they perceive such tradeoffs as fair?
• Do individuals’ privacy concerns actually cause
individuals to engage in behaviour to protect their own
online privacy? (Suggested by Sheehan & Hoy [28])
• Customers’ privacy concerns differ across cultures.
What makes individuals concerned about their privacy?
Do the concerns exist because individuals in various
cultures have different perceptions about their privacy?

3.2. Company Perspective
Customers’ growing concerns about privacy have put
pressure on e-commerce companies to develop customerfocused privacy practices [6-8]. The studies that we
reviewed fall into two categories: those that describe
companies’ privacy practices and those that investigate
the factors affecting those privacy practices.
3.2.1. Companies’ Privacy Practices. Liu and Arnett
[33] analyzed 497 Web sites of the Fortune 500 and found
that approximately 50 percent of these Web sites provide
a privacy policy. They found no industry differences in
the use of privacy policies to address customer’s privacy
concerns. Although most of them address opt-out,
access/correction, and internal privacy protection, many
Fortune 500 Web sites failed to cover all four privacy
principles (i.e., Notice/Awareness, Access/Participation,
Choice/consent, and Security/Integrity) recommended by
the US Federal Trade Commission (FTC) as representing
fair information practices.
Milne and Culnan [34] studied the changes and
trends in voluntary privacy disclosures by analyzing four
Web surveys conducted between 1998 and 2001, and
found that the number of privacy disclosure statements
increased over time, and also that the most popular sites
had posted more privacy disclosures than their
counterparts. Furthermore, they found a significant
increase in disclosures about information collection,
revealing information to third-parties, and choice. Gurau,
Ranchhod, and Gauzente [35] examined the privacy
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policies among three countries, and based on a Web site
survey of French (93), UK (106), and US (92) Web sites
they showed that there are differences among countries
with respect to the form of data requested and information
provided in the privacy policy disclosure. For example,
the US sites provide more information about security of
information than the French or British sites. While French
sites collect data during transactions, the US sites are
more focused on intrusive approaches such as data
requests through pop-up windows.
3.2.2. Antecedents of Companies’ Privacy Practices.
Several studies have attempted to go beyond describing
companies’ privacy practices to identify the antecedents
for those practices. For instance, Sarathy and Robertson
[36] introduced a model of factors influencing privacy
strategy which incorporates the environmental context,
ethical perspective, and firm-specific considerations.
According to the model, a company’s privacy strategy is
affected by its environmental context such as national
history, culture, and existing and pending legislation. It is
also influenced by the ethical frame of the firm and top
management as well as firm-specific factors including
information intensity of the business, age and experience
of the firm, and corporate culture. Further, cost-benefit
analysis plays a role in the privacy strategy adopted by the
company. That is, the company adopts different strategies
depending on the analysis of economic benefits (e.g.,
meeting customer needs and relationship management)
and cost of compliance (e.g., the cost of granting access to
data). Although this model was not empirically tested,
Sarathy and Robertson used it as a framework to help
firms develop a strategy for addressing privacy concerns.
3.2.3. Research
Opportunities
in
Company
Perspective. Research opportunities related to a company
perspective include:
• While prior studies have examined stated privacy
policy disclosures, research on the actual privacy
practices of e-commerce companies is needed. For
example, to what extent do companies’ data collection
activities comply with their stated privacy policies?
• Are the privacy policy statements currently disclosed
by companies effective in dealing with consumer
knowledge and control questions?
• How do companies’ privacy practices affect short-term
and long-term relationships with their customers?
• What are the differences between Web sites that post
privacy policies and sites that do not? Do the sites with
privacy policies share common characteristics? Do the
Web sites with the best privacy disclosures have
anything in common? (Suggested by Culnan [6])

3.3. Government Perspective

In this section, we review studies pertaining to
government regulation of privacy, including regulation
approaches and factors influencing regulation.
3.3.1. Regulation Approaches. Caudill and Murphy [32]
discussed online privacy conceptually and summarized
regulations on privacy in the United States. Then, they
proposed ethical standards that need to be addressed in
corporate ethical policy and public policy. Smith [37]
investigated the differences in privacy approaches in the
U.S. and Europe, identifying problems with the U.S.
privacy approach such as the limitations of a voluntary
approach to address privacy concerns and the secondary
uses of personal information. Laudon [38] examined
individual privacy and the market for personal
information and discussed several problems of current
privacy protection based on “fair information practices”
proposed by the U.S. Federal Trade Commission. For
instance, according to Laudon, fair Information practices
leave individuals little or no control over the postcollection use of personal information (e.g., right for
review and challenge). As one possible solution for such
problems, he proposed a National Information Market
(NIM) in which personal information could be bought and
sold in a market, enabling individuals to receive fair
compensation for the use of information about
themselves.
Also, the privacy issues in e-government have been
examined [e.g., 39, 40]. For instance, Belanger and Hiller
[39] proposed a conceptual framework for e-government
which incorporates the complexities of e-government by
recognizing the various constituents (i.e., individuals,
business, employees, and government) and the five egovernment implementation stages (i.e., information, twoway communication, transaction, integration, and
participation).
3.3.2. Factors Influencing Government Regulation.
Milberg et al. [20] examined the interrelation among
nationality, cultural values, and information privacy
regulatory approaches. By analyzing survey responses
from approximately 30 countries, they showed that the
amount of government involvement (e.g., voluntary
control, data commissioner, and regulation) is related to
the cultural values identified by Hofstede [41] –
uncertainty avoidance, individualism/collectivism, and
power distance. That is, countries with a higher level of
uncertainty avoidance or power distance tend to have
higher levels of government involvement (e.g.,
regulation), but those with high individualism have less
government involvement in regulating information
privacy (e.g., voluntary control). Similarly, Milberg,
Smith, and Burke [10] conducted a survey of 595 internal
auditors from 19 different countries and demonstrated that
countries with a higher level of power distance,
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masculinity/femininity, and individualism/collectivism
each tend to have less government involvement, but
countries with high uncertainty avoidance have higher
levels of government involvement in the regulation of
information privacy practices.
3.3.3. Research
Opportunities
in
Government
Perspective. Previous studies on Internet privacy from a
government perspective leave a number of gaps:
• Currently, each country adopts different fair
information principles to manage privacy issues (e.g.,
PIPEDA from Canada and FTC principles from U.S.).
It would be useful to examine whether a set of universal
core privacy principles exist across countries. Such
research could contribute to understanding privacy
regulation approaches in various countries as well as
developing international privacy standards.
• What factors influence government approaches to
regulating privacy practices? Potential factors to
investigate include economic trends (e.g., dot.com
bubble), national security (e.g., the events of September
11 in U.S.), and the transfer of personal information
across borders (e.g., U.S. and EU safe harbour).
• As e-government becomes more sophisticated, it
requires increasing degrees of integration. This could
raise privacy issues due to the exchange or disclosure of
more sensitive personal information. Research is
needed on what steps need to be taken and by whom to
ensure that the government–public relationship is
operated fairly in terms of the use and protection of
personal information.

3.4. Customer–Company Interaction
Generally, in e-commerce, a customer searches one
or more sites on the Internet, finds a suitable e-commerce
site, and places an order. During this process companies
have many opportunities to collect and use personal
information. This personal information can be used to
provide better services through customization; however, it
may also be misused. Each company decides upon the
degree of information that it will collect and use;
however, companies’ privacy practices are influenced by
customers’ privacy concerns and behaviour, as well as
influencing theses concerns and behaviour through
privacy policy statements posted on company Web sites
and related privacy practices. Two types of customercompany interactions have been studied: (1) the
interaction between a company’s privacy practices and
customer behaviour, and (2) the interaction between a
company’s characteristics and customer behaviour.
3.4.1. Company’s Privacy Practice and Customer
Behaviour. Whether or not customers provide their
personal information can be influenced, in part, by the

quality of companies’ privacy practices (i.e., privacy
policy disclosures or privacy seals). Palmer, Bailey, and
Faraj [42] examined how firms use trusted third parties
(i.e., privacy seals) and privacy statements to build trust
on their Web sites. By analyzing a Web site survey of 102
publicly-traded U.S. companies, they showed that privacy
statements and trusted third-party involvement can
improve customers’ trust. That is, by posting a privacy
policy statement on their Web sites, companies can
reduce their customers’ perceived privacy concerns about
providing personal information.
Miyazaki and Krishnamurthy [43] found that a firm’s
participation in a privacy seal program favourably
influences customers’ perceptions of a Web site’s privacy
policy and the level of information disclosure. In contrast,
Moore’s [44] survey of 143 students found that few of
them consider privacy seals as important in deciding to
trust a Web site. Moores also found that although
participants have a basic understanding about privacy
seals and about the function of seals, quite a number of
them did not know how a seal is obtained and failed to
recognize non-genuine privacy seals.
Earp et al. [45] studied whether there is a gap
between the information provided in companies’ privacy
policy statements and the information that users want to
know about Internet privacy. By analyzing privacy policy
statements on 50 U.S. companies’ Web sites and
conducting a survey of 827 U.S. Internet users, they
showed that the information addressed in Web site
privacy policy statements does not fully provide the
information that users want to know. That is, the three
information items most frequently included in privacy
statements are 1) security 2) how data is collected, and 3)
consent about information collection. But users are most
concerned about 1) transfer or sharing of their personal
information, 2) information about what information is
collected and how it is used, and 3) how organizations
store and maintain their personal information.
3.4.2. Company Characteristics and Customer
Behaviour. Several researchers have explored whether or
not company characteristics such as the trustworthiness of
their Web site affect customers’ willingness to provide
personal information as well as purchasing behaviour.
Earp and Baumer [26] studied consumers’ behaviour and
online privacy. By conducting an online survey of 415
U.S. respondents, they showed that the type of Web site
(i.e., retail, financial, or medical/health) and brand status
(e.g., well-known versus unknown Web sites) influence
individuals’ willingness to provide information.
Swaminathan, Lepkowska-White, and Rao [46] also
examined factors affecting online purchasing behaviour.
Their analysis of 428 email responses indicated
customers’ online purchasing behaviour is influenced by
three factors: the perceived reliability of a vendor, the
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convenience of placing an order and contacting the
vendor, price competitiveness and access to information.
3.4.3. Research Opportunities in Customer –
Company Interaction. Research opportunities related to
this interaction include:
• Do companies benefit by addressing customers’
concerns about privacy? Companies posting welldeveloped privacy policies might affect customers’
propensity to visit their Web sites often and to transact
more. Therefore, are companies more likely to address
privacy concerns if they gain benefits through building
strong customer relationships?
• The studies on customers’ behaviour usually used a
survey methodology to measure self-reported privacy
behaviour, rather than actual behaviour. Are
individuals’ stated actions/intentions consistent with
their actual behaviour [47, 48]?
• Currently, many companies develop and disclose a
privacy policy statement in their Web sites. It is
expected that reading such privacy policy statements
can reduce customers’ perceived privacy risks
associated with the disclosure of their personal
information. However, it is not clear how customers
perceive the privacy policy statement and whether the
statement successfully addresses their concerns.
• While seals are meant to raise consumer confidence in a
company’s Web site, the fact is that they are not
popular among companies, nor is it clear how
customers perceive privacy seals. Interesting questions
include: Are there specific situations in which seals are
perceived as useful? Are there differences in
characteristics of companies participating in seal
programs and those not participating in seal programs?

3.5. Customer – Government Interaction
Customers express their privacy concerns through
public opinion, and governments respond to customers’
privacy concerns by way of regulations. However, only a
few studies have examined this relationship.6
3.5.1. Customer’s Privacy Concern and Government
Approach. Sheehan and Hoy [49] examined whether the
underlying dimensions of customers’ privacy concerns are
addressed in FTC privacy principles. By conducting an email survey of 889 U.S. online users, they showed that
many underlying dimensions of customers’ privacy
6

Although most studies addressed in this section did not examine a
particular casual relationship (e.g., how customer concerns influence
government regulation approaches), they were classified into this
section. Since such studies examined the relation between customer and
government, they are somewhat akin to the interaction between
customer and government.

concerns are addressed in the principles. However, they
also found that two possible dimensions related to
customers’ privacy concerns are not addressed in FTC
privacy principles: 1) the exchange of information for
compensation and 2) users’ established relationships with
online entities (i.e., familiarity with entity).
3.5.2. Research Opportunities in Customer –
Government Interaction. Few studies have examined
the relationship between customers and governments.
Promising research opportunities include the following:
• Customers’ concerns about privacy are influenced by
several factors and keep changing, so as to keep up with
social and technical changes. However, it usually takes
a considerable amount of time for a new regulation to
be effective. Can government regulation itself satisfy
customers’ privacy concerns and is it an effective
approach to protect customers’ privacy?
• Do customer concerns influence government regulation
approaches? How do such concerns affect
governments’ approaches?
• Various regulations have been enacted to protect
individuals’ privacy across countries: for example,
Health Insurance Portability and Accountability Act
(US), Personal Information Protection and Electronic
Documents Act (Canada), and Data Protection
Directive (EU). Are customers are aware of the
legislation and what is the impact of government
regulation on customers’ privacy concerns and their
behaviour?

3.6. Company – Government Interaction
While government regulation is affected by
customers’ privacy concerns, it could also be influenced
by companies’ practices and industry self-regulation.
3.6.1. Company’s Privacy Practice and Government
Approach. Milberg, Smith, and Burke [10] found that
high levels of privacy concern are associated with greater
preferences for strong laws over self-regulation and that
regulatory approach is associated with both the corporate
privacy management environment and regulator
preferences. That is, countries with higher levels of
governmental involvement tend to have tighter corporate
privacy environments (e.g., strong corporate privacy
policies and practices, and senior management attitudes)
and greater regulator preferences (e.g., preference for
government regulation over corporate self-management).
Johnson-Page and Thatcher [50] studied privacy
policy discourses on Business to Customer (B2C) Web
sites in nine countries (US, Canada, Germany, Hungary,
UK, China, Singapore, Brazil, and Venezuela) across five
industries (newspapers, online retailers, Internet service
providers, banking and financial services, Internet service
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providers, and telecommunications). The analysis of 149
B2C Web sites indicated that privacy policies are more
commonly found in countries which establish a market
economy with clear business regulations and in which
customers not only have more access to the Web, but also
have more experience in using it.
3.6.2. Research Opportunities in Company –
Government Interaction. Regulations must balance
companies’ personal information needs and customers’
concerns about privacy requires taking into account
companies’ information gathering activities and the
context in which the information is used. Although some
researchers have examined the relationship between
company and government, there are several potential
research opportunities:
• For most companies, regulation will form the basis for
developing a privacy policy. Do companies provide the
privacy protections required by governments?
• It is expected that existing and pending regulations
influence companies’ privacy practices. To what extent
do recently enacted and pending privacy regulations
impact Internet privacy?
• Are companies’ privacy practices in one country
different from those of other countries due to various
regulation approaches? The differences in privacy
regulations may pose a significant regulatory challenge
for companies looking to multiple markets around the
world. Do companies with business units in less strict
regulation countries have less comprehensive privacy
practices than for units in strict regulation countries?

3.7. Customer – Company – Government
Interaction
Internet privacy involves interactions among
customers, companies, and governments. Customers
provide personal information, and companies collect and
use the information for marketing purposes or
customizing their services. Customer concerns about
potential abuse of privacy lead to governmental
involvement through laws or self-regulation, which in
turn influences companies’ privacy practices. Studies that
have examined this relationship are rare. Culnan and Bies
[9] is one study that addressed relationships among
customer, company, and government. In their research,
Culnan and Bies discussed consumer privacy from a
justice perspective and explained three types of justice
factors related to consumer privacy (i.e., distributive
justice, procedural justice, international justice). They
argued that the violation of these factors may lead to
consumers’ privacy concerns. In addition, Culnan and
Bies explained fair information practices in justice
concerns and three implementation alternatives for
implementing fair information practices (government

regulation, self-regulation, and technological solutions).
Research in this area is just beginning to emerge.

3.8. Other Factors
While most prior research has focused on privacy
issues among customers, companies, and government,
some attempts have been made to address privacy issues
in terms of new technologies and social or economical
perspectives.7 For example, Kenny and Korba [51] argued
that Digital Rights Management is a potential tool for the
management of personal information. Cranor, Arjula, and
Guduru [52] examined the role of the Platform for
Privacy Preferences (P3P) in customers’ privacy
behaviour. The AT&T Privacy Bird8 was used as a P3P
user agent. Based on an email survey of 331 AT&T
Privacy Bird users, they showed that the use of the AT&T
Privacy Bird guides users to read privacy policies more
often, as well as protects their privacy more proactively.
Other researchers address privacy issues in social or
economical perspectives [e.g., 53, 54] and the role of the
accounting profession in privacy assurance services [e.g.,
55, 56, 57]. For instance, Rust, Kannan, and Peng [54]
studied the erosion of privacy on the Internet. By using a
simple economic model with assumptions that there is no
government intervention and privacy is left to free-market
forces, they showed that over time, the amount of privacy
will decline, and customers will bear more expenses to
maintain their privacy. Hunton et al. [56] investigated the
effect of e-commerce assurance on financial analysts’
earnings forecast and stock price estimates. By analyzing
a survey of 37 financial analysts and conducting an
experiment of 87 analysts, they found that financial
analysts issue more positive earnings forecasts and stockprice estimates when an e-commerce company acquired
e-commerce assurance and vendor- and outcome-based
risks were high (i.e., the company is unknown and the
perceived outcome risk from transactions is high).
Several research opportunities in this area include:
• How do customers perceive new privacy protection
technologies? Currently, a variety of technology tools
are being developed to help customers protect their
privacy. However, there is no reliable evidence
indicating that privacy protection technologies improve
user privacy. How do customers perceive privacy
7

The studies addressed in this section are placed outside the model as
other factors because they are qualitative research works which address
the impact of new privacy protection technologies, the economical
aspects of privacy, and the role of privacy assurance services.
8

The AT&T Privacy Bird is software designed to help Internet users
stay informed about the privacy policies of Web sites they visit. It reads
privacy policies written in Platform for Privacy Preferences (P3P) and
informs the Web site’s policies by displaying a bird icon. That is, a
greed bird icon is appeared for Web sites that match users’ privacy
preference, but a red bird icon is shown for Web Sites that do not.
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protection technology tools and do such tools can
reduce customers’ privacy concerns?
• What are the short-term and long-term consequences of
loss of privacy to individuals and to society as a whole?

3.9. Summary and Conclusion
The spread of e-commerce and related technologies
has enabled and encouraged companies to collect and
store customers’ personal information. The privacy of
accumulated customer information is a growing concern
for customers, companies, and governments. In this paper,
we reviewed prior research on Internet privacy in the
fields of information systems, business, and marketing.
Based on our review of 74 key studies, we introduced a
privacy research framework based on all possible
interactions between customers, companies and
governments. Figure 1 and Table 1 provide a summary of
our review.

Table 1. Summary of Reviewed Studies
Research Framework

Study

The Dimensions of Customers’
Privacy Concerns (9)
Antecedents of Customers’
Privacy Concerns (16)
Consequences of Customers’
Privacy Concerns (11)
Company
Companies’ Privacy Practices
Perspective
(11)
(12)
Antecedents of Companies’
Privacy Practices (1)
Government
Regulation Approaches (6)
Regulation (8) Factors Influencing Government
Regulation (2)
Customer Company’s Privacy Practice and
Company
Customer Behaviour (11)
Interaction (14) Company Characteristics and
Customer Behaviour (3)
Customer Customer’s Privacy Concern and
Government
Government Approach (3)
Interaction (3)
Company Company’s Privacy Practice and
Government
Government Approach (3)
Interaction (3)
Customer-Company-Government
CustomerInteraction (1)
CompanyGovernment
Interaction (1)
Other Factors Privacy General (4)
(16)
Technology (7)
Economic Perspective (2)
Privacy Assurance Services (3)
Note: (NN) indicates number of studies

[1, 10, 15, 16, 19,
20, 49, 58, 59]
[15, 16, 21-27,
60-66]
[8, 28-31, 58, 6670]
[6, 32-35, 50, 7175]
[36]

Customer
Perspective
(36)

[7, 32, 37-40]
[10, 20]
[8, 42-45, 76-81]
[26, 46, 82]
[10, 20, 49]

[10, 50, 72]

[9]

[11, 53, 83, 84]
[51, 52, 85-89]
[54, 90]
[55, 56, 80]
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