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ABSTRACT OF THE THESIS

Satellite-Assisted Content Delivery Network using
MobilityFirst Future Internet Architecture

by Shashikanth Rangan Penugonde
Thesis Director: Prof. Dipankar Raychaudhuri

This thesis presents the design of a satellite-assisted CDN that utilizes the MobilityFirst
Future Internet Architecture (MF-FIA) for content delivery. Current CDN solutions
require an overlay control framework on top of IP to deal with content caching and
delivery. However these features can be integrated into the network layer in an ICN
based design. The proposed CDN solution uses MobilityFirst, a representative example
of ICN to show the benefit of an integrated network layer solution. The framework
uses in-network caches to reduce the latency of content delivery relative to overlay
CDN designs. Content requests are efficiently routed to the nearest content source
using the MobilityFirst routing protocol. As content providers are aware of content
popularity and its distribution, the framework supports a pushing mechanism where
content providers can pro-actively push popular contents to designated cache locations.
This can be efficiently done using services such as multicast or broadcast which are
natively supported in MobilityFirst. The routing mechanism can choose to deliver
contents either through a terrestrial network or through a broadcast medium such as
a satellite. Finally the proposed architecture uses self-certifying content names that

enable efficient content validation.
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A proof of concept prototype was created to demonstrate the feasibility of this solu-
tion and to conduct performance studies on the effectiveness of content caching in the
network. The prototype includes Click based MobilityFirst routers, a GNRS, a content
provider and a Click based satellite emulation. The benefit of in-network caches was
studied by requesting contents with popularity drawn from a Zipf distribution. Results
obtained with the prototype system demonstrated that clients experienced reduced de-
lay due to in-network caches and that a fairly high cache hit ratio was achieved in
some content distributions even when the cache only stored a small portion of the total
contents. The evaluation was also used to study the impact of key parameters such as
the Zipf distribution parameter and cache size on metrics such as delay and cache hit

ratio.
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Chapter 1

Introduction

Media consumption is a crucial part of our daily activities. There has been a prolif-
eration in hand held devices which are one of the most important sources of media
consumption. Global mobile data traffic grew 63 percent in 2016 and by 2021 it is esti-
mated that mobile will represent 20% of the entire IP traffic [16]. Content Delivery Net-
works serve as an important tool to facilitate content dissemination. Current IP based
CDN solutions implement an overlay framework to optimize content delivery by using
techniques such as web caching, server-load balancing and request routing [18]. These
features can be integrated into the network layer in an ICN based design. Several Infor-
mation Centric Network architectures [3], [4] have been proposed and MobilityFirst [3]
is one such architecture. It is a mobility-centric architecture that supports large-scale,
efficient and robust network services with mobility as the norm. In MobilityFirst, every
network attached object (hosts, mobiles, content, context...) is assigned a global unique
identifier (GUID), which is decoupled from its current network address or location. A
dynamic global name resolution service (GNRS) [6], [7], [9], [10] is used to track and
resolve the mapping between a GUID and its network addresses. MobilityFirst aims to
support smooth mobile content delivery by enabling in-network content storage along
with real-time GNRS updates and queries required to locate content objects.

In this work we utilize the MobilityFirst architecture to build a satellite-assisted
content delivery network (S-CDN). We use Self-certifying content names in our design
in order to provide low cost content validation and an object resolution service that
helps clients get content names. We built in-network caches to reduce the latency of
content retrieval and performed evaluations on ORBIT to demonstrate this. A unified

push model was designed and built in order to support pro-active caching of contents.



Our solution also supports the use of a broadcast medium (satellite) in cohesion with
the terrestrial network. This was motivated by an analytical study by Professor Mung
Chiang’s group at Princeton that confirms cost and performance gains of a satellite
based CDN [15].

A proof of concept prototype was built to demonstrate the feasibility of the proposed
architecture. MobilityFirst routers and the satellite were built using the open source
Click platform. The MF Proxy and the content provider were built on top of the
MobilityFirst protocol stack.

Chapter 2 provides a brief overview of the MobilityFirst architecture as it serves as
the base framework for the S-CDN architecture. Chapter 3 builds on this and provides a
detailed description of the S-CDN architecture. Chapter 4 presents a proof of concept
prototype to demonstrate its functionality. We proceed to present our experimental
evaluations in chapter 5. Finally, the conclusion and future work are presented in

Chapter 6.



Chapter 2

MobilityFirst Future Internet Architecture

2.1 Motivation

Content Providers such as Netflix, YouTube and Facebook extensively use CDN Ser-
vices provided by Akamai, AT&T etc. Thus the efficiency of content-retrieval is crucial.
Existing IP based CDN solutions need to utilize an overlay framework for efficient
content delivery.

We believe that the root cause of the problem lies in the fact that the IP Network
only understands locations (IP Addresses) but not contents or URLs. Thus, the network
can only forward a request to a predefined location (decided by DNS) rather than locate
and fetch a piece of content based on the dynamic network status.

To Address this, Information Centric Networks (ICNs) were proposed that shift the
network to focus on content identity,services and nodes. MobilityFirst [3], NDN [4]
are alternative proposed ICN architectures, which use content identities as the routing
label. After receiving a content request, the network can locate and fetch the replica
from the best source or in-network storage location based on the network and provider

status. We proceed to describe the S-CDN design on top of MobilityFirst.

2.2 Architecture Overview

MobilityFirst is a clean slate architecture designed to directly address the challenges
of wireless access and mobility at scale, while also providing new services needed for
emerging mobile Internet application scenarios. MobilityFirst follows the design prin-
ciple of adding functionality to the core network rather than leaving it to the end host

which is vital for mobility. It also inherently supports various services such as such as



multicast, multi-homing, anycast, multi-path and IoT. Figure 2.1 depicts the overall

architecture of MobilityFirst along with its routing protocols.
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Figure 2.1: MobilityFirst architecture overview [2]

The existing IP based solution for addressing mobility is inadequate as there is
a conflation of location with identity. MobilityFirst aims to solve this by separating
name/identity from location. Each network attached object is assigned a Globally
Unique Identifier (GUID). Entities can represent a hand held device, service, vehicle,
content, group of these objects or even a context.

The GUID is a 20 byte identifier generated by the Name Certification Service(NCS).
It is essentially a public key and is hence self-certifying. This alleviates the need of an
external authority for node authentication.

The mapping of GUIDs to locations is maintained by the logically centralized Global
Name Resolution Service(GNRS) [7]. The GUID serves as a narrow waist for the
MobilityFirst protocol stack similar to how IP serves as the narrow waist for the current

Internet Architecture. Figure 2.2 demonstrates this.
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Figure 2.2: MobilityFirst stack with GUID as the narrow waist [19]

The Name Based Service API in MobilityFirst uses the unique names of end point
network objects instead of their network addresses or interfaces. This allows for abstract

services based on multi-homing, multicast, named content, anycast etc.

2.3 Intra-Domain Routing: GSTAR

GSTAR [5] is essentially a storage-aware link-state routing protocol that enables routers
to temporarily store and/or replicate data in response to detected network problems.
GSTAR operates on the principle that mobility related challenges are best handled
directly at the networking layer itself.

Each node in the network uses two types of topology and path quality information
(Figure 2.3) while deciding to pro-actively store or push out messages. The first, called
intra-partition graph, is maintained via flooded-link State Advertisements (F-LSA).
F-LSAs carry fine-grained, time-sensitive information about the links in the network.

The second, called DTN graph, is maintained via epidemically Disseminated Link
State Advertisements (D-LSA). D-LSAs carry connection probabilities between all

nodes in the network.
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2.4 Inter-domain Routing: EIR

Edge Aware Inter-domain routing or EIR [20] is a clean slate inter-domain routing pro-
tocol designed to meet the needs of the future mobile Internet. EIR provides enhanced
information about network topology and edge network properties through a telescopic
network state dissemination protocol and by enabling autonomous systems to option-
ally expose internal network topology and aggregate properties such as bandwidth,
availability and variability. EIR uses aNodes and vLinks as abstractions for optionally
exposing aggregated internal network topology.

Network State Packets (NSPs) encapsulate information about aNodes and vLinks
and are flooded through out the network in a telescopic manner. Telescopic flooding
provides fast updates to nearby networks while eventually providing a global view of
the network topology to all networks. EIR is also designed to work in conjunction with
late binding of names to addresses and in-network storage in order to provide robust

services in environments with dynamic mobility and disconnection.
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2.5 GNRS

The Global Name Resolution Service [7] is one of the core components of the Mobility-
First framework that helps in separating location from identity. It does this by storing
mappings of GUIDs to Network Addresses. Each GUID is unique and flat and thus in
cohesion with the GNRS provides better support for mobility when compared to the
existing IP solutions where disconnections are frequent as a new location implies a new
IP address.

The GNRS is designed and built to be a logically centralized but physically dis-
tributed service that significantly enhances and simplifies a number of network-layer
functions such as seamless host, network, or service mobility, multi-homed traffic engi-

neering, content retrieval, multicast, context-aware services, etc.
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The current implementation of the GNRS uses the Direct Mapping(DMap) scheme
to achieve a scalable distributed system for shared hosting of the GUID to NA mappings.
In DMap, each GUID to NA mapping is stored in a set of ASs. Each GUID is
directly hashed to existing network addresses and its mapping is thus stored within the

ASes corresponding to these network addresses.

2.6 Name Certification Service

The name certification service(NCS) assigns globally unique identifiers (GUID) to net-
work objects. The NCS generates and returns a public key/private key pair for each
GUID request. The public key generated is the GUID for the network object and
the private key is used as its signature. The NCS stores mappings of human-readable
names(HRN) to GUIDs. The chain of trust can be adopted in this process to help

identify the network object.



2.7 Object Resolution Service

Object resolution service (ORS) is a service that helps users translate requirements,
keywords or other features to network IDs [1]. The meta-data associated with the
network object is registered with the ORS. The ORS indexes the information associated
with the network object with a search engine. The ORS can be queried with keywords
and it displays information of the network objects retrieved such as GUID and other

relevant meta-data.
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Chapter 3

CDN Requirements and Architecture Overview

3.1 Requirements

To ensure efficient and low-cost content delivery, a CDN should satisfy the following

requirements [1]:

e Efficient content retrieval: Efficient content retrieval is the key requirement
to all CDNs. When a CDN provider has multiple caches in the network, it is
desirable that the request is sent to a nearby cache rather than going all the way
to the content provider. Due to the variations in bandwidth,latency and some
other factors in the network, it is difficult for the CDN caches to locate a nearby
copy. Therefore, it is important for the architecture to fully utilize the functions

provided by the network to improve efficiency.

e Efficient content validation: Cache pollution is a big issue for CDNs (es-
pecially in ICN) since illegitimate users may respond to content requests with
invalid content. To avoid storing corrupted content, the CDNs should be able to
verify the integrity of a content file and the mapping between the content and its

identity, at a low cost.

e Content control and awareness: Content provider must be able to control 1)
whether content can/cannot be stored in the CDN 2) where they should be stored.
Since this is application-specific, the architecture should not impose network-layer

modifications to satisfy the CDN applications.

e Consumer mobility support: With the wide use of mobile devices like smart-

phones and wearable devices, content delivery is expected to support consumer
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mobility. It could be possible that devices switch to a different domain during a

content retrieval session, or even get off-line for hours.

3.2 Architecture Overview

The architecture of the proposed solution is shown in Figure 3.1. Query for a content
is forwarded to an in-network cache. On a cache miss the request is forwarded to the
”nearest” content replica. The nearest content replica,which could be a cache in another

network or a content provider is efficiently computed by the MF routing protocol [5].

Content Provider

Satellite

Consumer,

Figure 3.1: Content delivery in the proposed architecture

Figure 3.1 shows the content delivery scenario in the proposed architecture. Red
lines indicate content query, blue lines indicate pro-active caching initiated by a content
provider and the black dotted lines indicate content broadcast through satellite.

Since each CDN can listen for different GUIDs and/or join different multicast

groups, we enable the server to push content files to predefined cache locations for
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proactive caching. To facilitate efficient content validation, we use self-certifying names
so that the CDN can verify the integrity of the content without relying on other services
in the network. MobilityFirst provides the architecture with efficient consumer mobility

support thanks to the late-binding and store-and-forward mechanisms.

3.3 Detailed Design

This section starts with the discussion of how contents are named and validated. We
proceed to describe how we use these names for content delivery in our CDN. The
final section describes the optimizations provided in our architecture such as pro-active

caching and multicast support.

3.3.1 Content Naming and Validation

Content Validation is one of the key requirements in networking and communication.
To validate the integrity of a content file, the content provider and the consumer must
possess the content’s signature and public key.Self-certifying content names are highly
desirable in CDNs as the cost of content validation is much lower than validating their
non self-certifying counterparts. However in the IP world the consumer can only secure
a location-to-location channel rather than the content itself.

MobilityFirst provides a suitable way to achieve self-certification by securing the
content rather than the channel itself. It requires each content to be signed by the
content generator. The content generator’s signature along with its public key is carried
with the content so that consumers/content providers can validate the integrity of the
content source.

However this solution is still incomplete as there is still an issue with self certification
as there is no relationship between the content name/ID and the content itself. As a
result attackers could respond to a content request with an invalid or malicious content,
the attacker’s public key and the signature generated by the attacker. Unfortunately
the consumers are unable to identify these kind of attacks by checking the content as

the signature and the public key match each other. One way to address this problem
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is to rely on a trusted third party which stores the relationship between the content
ID and public key. However this violates the self certifying property and prompts for a
better solution.

An easy way to capture the relationship between the content ID and content is to

use either the signature or public key as the content ID. We chose to proceed with
using public key as content ID due to high likelihood of signature collision. In order to
obtain the content’s public key, the content generator must send the meta data of the
content to the Name Certification Service (NCS). The chain of trust can be adopted in
this process to help consumers identify the content generator [1].
On receiving a request for a public key, the NCS would generate a public-private key
pair for that content. The content generator would then sign this content with the
private key it obtained and use the public key as the content GUID. In our solution we
use the Elliptic Curve Cryptography (ECC) to generate the content GUIDs.

After receiving the content, the consumer/content provider can easily verify if the
content’s signature matches the public key/content GUID. Hence it becomes extremely
difficult for an attacker to replace the content and its signature since the signature is
computed by the private key which only the content generator produces. The attacker
cannot use its own public key as it means using a different content GUID. Therefore
the validation process in this architecture does not reply on a trusted third party and
the cost of content validation is low. Hence this solution satisfies the self-certifying

requirement.

3.3.2 Network layer CDN Support

In the proposed architecture we assign each content a GUID. A content source such as
a content provider or an in-network cache registers itself as a new content location for
all the contents it possesses to the GNRS.

The mapping of content GUID to network addresses of the devices that contain it is
stored in the local GNRS. It is important to note that there might be multiple devices

(NAs) that serve the same content GUID.
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Figure 3.2: Protocol exchange of content retrieval

A consumer that requests a content sends a request packet to the first hop router.
The first hop router then queries the GNRS for the location of this content and performs

on the following actions:

e If the requested content is present in the in-network cache, it responds with the
content from the cache. Note that either the first hop router is connected to the

in-network cache or it forwards it to a router connected to the in-network cache.

e On a cache miss, it needs to forward the request to the nearest content source.
The content can be present in nearby in-network caches as well. The MF router
uses anycast to determine the nearest content source and forwards the request to

it.

However there is a possibility of multiple consumers requesting for a content in a small
window of time. Therefore in order to avoid multiple requests for the same content to
the content provider, we introduce a Pending Interest Table (PIT) into each first hop

router.

Each entry in the PIT comprises of a mapping between pending content GUID to
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the GUIDs of the consumers that requested it. A new entry in the PIT implies a new
content request. If a content GUID already exists in the PIT,it implies that a request
for this content GUID was already made. Hence it appends this request (consumer
GUID) to the existing content GUID.

On a content response which can either come from a content provider or a neigh-
boring cache, if the content is cached, then the GNRS needs to be updated with this
new content location. This is an important step as the GNRS must be up to date with
the latest content locations in order to aid the nearest replica routing. This is also true
in case a content is evicted from the cache.While updating the GNRS for each piece
of content would incur some control overhead in the network, [13] suggests that this
design choice is feasible and it enables more efficient Nearest-Replica Routing (NRR)
which can save much more network traffic compared to the overhead. Figure 3.3 depicts
request and response packets used for content retrieval. Figure 3.3a shows a request
packet made by the edge router with pending interest table (PIT). Figure 3.3b shows
a response packet from the central station (router capable of sending packets through
satellite and terrestrial MF network).

In our design we have assigned GUIDs to contents and consumers. Thus this archi-
tecture can take full advantage of the mobility support offered to end hosts/consumers
by MobilityFirst Routers can query the GNRS for the latest NA of the consumer and
redirect the content to the latest consumer location. The ”store and forward” mecha-
nism allows the network to cache the content when the consumer is off-line forward the
content when the consumer is back online. Network assisted mobility prediction can be
used to improve the user experience by routing content to a location even before the

consumer appears there [12].
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Figure 3.3: Request and Response Packets

3.3.3 Pushing and Multicast Support

In existing CDN solutions, the cache fetching policy is reactive i.e the cache will retrieve

and store a content object only when the requested content is missing in the cache.

Therefore a consumer/consumers that request for a content not available in the cache

the cache yet.

experience long latencies as the content has to be fetched from a distant location. This

issue becomes more prominent if a content that gets many requests is not available in

To address this inefficiency, our architecture allows content providers to pro-actively

push content replicas to cache locations(Step 3.b in figure 3.2. A provider can choose

to push content in two scenarios:

e A content provider can push content to the desired cache locations even without

receiving a query by sending a content push message to the desired destinations.

e On receiving a content request, the content provider can also choose to push this
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content to multiple locations while also including the consumer as a target.

Thus the network allows the content provider to make intelligent decisions regarding
where to push the content to, while the network makes informed decisions on how to

forward these contents to the required destinations.

~
Push

Response Push Push

— e = = [ =2\ Router CDN
; Edge
4, Client .
.!._l len — Router [‘ A::;Lhn m @ Provider
Query Query Query

Figure 3.4: Unified Push Model

This mechanism is extremely useful for applications like video delivery, online gam-
ing where the content providers have a good understanding of content popularity. The
content providers can also get a good view of a content’s location in different locations.
Thus contents can be placed intelligently on caches achieving good cache hit rates.

Our architecture utilizes the multicast functionality natively supported by Mobility-
First. Instead of doing multiple unicast pushes, a content provider can create different
multicast groups based on choices such as location,popularity distribution etc.

In order to push a content to a multicast group, the content provider must just

specify the multicast group GUID (GUIDpGroup) as the destination in the content
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push message. The routers at the bifurcation point in the multicast tree would replicate
and forward the content to the next set of bifurcation routers. This results in reduction

of network traffic when compared to multiple unicast pushes [8].
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Chapter 4

Proof of Concept Prototype

A proof of concept framework was built to demonstrate the benefits proposed in the
previous sections. The components for this architecture were built on top of the Mo-
bilityFirst framework. Evaluation of the prototype was done on the ORBIT research
testbed.The following sections detail the components of the MobilityFirst framework

and the components of the SCDN architecture.

4.1 S-CDN Prototype

Figure 4.1 shows the components of the S-CDN prototype along with their sub modules.
It is important to note that a few of these sub modules are incomplete such as the
“unreliable transport module” in the MobilityFirst routers and "relay with certain loss

probability” module in the satellite component.
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Figure 4.1: S-CDN Prototype

4.1.1 Client

Clients request for contents using a browser. An HTTP request is made to the MF
Proxy requesting content specified by a GUID.Figure 4.2 demonstrates this. The setup

works fine With Internet Explorer and Mozilla Firefox using flashplugin 12.04.
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Figure 4.2: Client

4.1.2 MF Proxy

The MF Proxy is used to translate HT'TP requests from the client into MobilityFirst
requests. It marks the entry point into the MobilityFirst network. It creates an MF
Packet and sets the content GUID requested in the HT'TP request as the destination.
It forwards this packet to a first hop MobilityFirst router.

When a content response arrives at the proxy, it translates this request back to an
HTTP response. The MF Proxy is built as an application on top of the MobilityFirst

host-stack in C++.

4.1.3 GNRS

The global name resolution service (GNRS) is a DMAP [6] based implementation built
in JAVA. Tt resolves globally unique identifiers(GUIDs) to Network Addresses(NA)

which is essential for determining the location of contents.

4.1.4 Edge Router With Cache

The Edge router with cache comprises of modules that provide the core MobilityFirst

functionalities along with a cache module. The cache module is currently implemented
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using the ”Least Recently Used” replacement policy. This is implemented in C++ and
it communicates with the edge router with a cache interface built into the router.

On receiving a content request, the router performs a GNRS lookup to determine
the content location. If the content is present in the in-network cache,it responds with
content from the cache. However if it determines the content in different locations, it
forwards the request to the "nearest” content replica. The ”nearest” replica is calculated
using a metric called the Estimated Transfer Time (ETT) that estimates the time taken
to transfer content taking real time network status into consideration. Figure 4.3 shows

cache hits in the in-network cache.

2

Figure 4.3: In-Network Cache Hit

All the routers in MobilityFirst are built using an open source framework called

Click [21] that supports building efficient modular routers.

4.1.5 Satellite

The Satellite module is simulated in click. It serves as a broadcast medium for content
dissemination. It is important to note that it only broadcasts content responses and
does not take in content requests. VLAN tags were used to achieve broadcasting and

will be described in more detail in the upcoming section.
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4.1.6 Central Station

Central Station is implemented as a router that has the capability to send content
response through the satellite and/or the terrestrial network. It has an up-link to the
satellite. Based on the service id field in the packet header, it decides the service
type(content request,content response, satellite response etc) and acts accordingly.
Since MobilityFirst natively supports multicast we plan to add functionality to the
central station that allows it to compute the total hop distance of the destinations in
order to decide whether a terrestrial transmission is more efficient when compared to

satellite transmission or vice versa.

4.1.7 S-CDN Provider

The S-CDN Provider (also known as Content Provider) is an application that is im-
plemented on top of the MobilityFirst host-stack. It is implemented in Java and uses
MobilityFirst content APIs to listen to content requests and respond to them over the
MobilityFirst network.

In addition to responding to contents reactively, we have implemented support for
pro-active caching.The S-CDN provider can pro-actively decide where and when to
cache content as it has a better view of content popularity. The S-CDN provider
has the option of forcing which path to chose for content dissemination (satellite or
terrestrial) or it can allow the routers to decide which path is optimal.

For scheduling of contents the S-CDN provider uses a priority queue. The priority
is determined by factors such as content popularity and urgency. Content requests have
the highest urgency value and hence those contents are placed in the head of the queue.
Content push is ordered by popularity. Figure 4.4 demonstrate the S-CDN provider

responding to content requests.
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Figure 4.4: Content Provider

The S-CDN provider and the MF Proxy use content APIs provided by MobilityFirst.
These APIs are built both in C++ and JAVA using the MobilityFirst host-stack and

provide support such as socket management, content transmission etc.

4.1.8 Name Certification Service

The Name Certification Service (NCS) is an application implemented in Java that
generates and grants 20 byte GUIDs for an entity (S-CDN Provider in our case) that
requests GUIDs. The provider sends information such as provider name, provider

information and content metadata to the NCS in order to obtain the content GUID.

4.1.9 Object Resolution Service

The Object Resolution Service(ORS) is a service hosted on Apache Tomcat that in-
dexes content information.It obtains the necessary content information either from the
provider or through web crawling.

It takes in keywords from clients (mostly Human Readable Names) and responds
with tuples containing content GUID,screen-shots(if available) and a brief description

of the content. Figure 4.5 shows the working of the ORS.
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Figure 4.5: Object Resolution Service
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4.2 Prototype Setup on Orbit Testbed with VLAN tags

Satellite

eth0.1003

eth0.1002

eth0.1002

MF Proxy

ent Provider

Router with
cache

Figure 4.6: Example Topology with VLAN tags

Figure 5.1 demonstrates an example topology with VLAN tags. VLAN

in order to separate broadcast domains. Separate tags are required

link, satellite down-link and for the terrestrial network. The above setup is setup on

the ORBIT testbed where the nodes of certain sandboxes support creation of VLAN

tags [11].

tags are created

for satellite up-
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Chapter 5

Evaluations

The topology setup for the set of experiments described below is as shown in Figure 1.
The set of MobilityFirst routers and satellite are programmable components developed

using an open source framework called Click.

,‘{{/ Satellite

(2,

®

Proxy

~
Content

Provider

MobilityFirst

Router with
Cache

NCS

Figure 5.1: Topology setup for evaluation

The Proxy, Content Provider and the Name Certification Service (NCS) are ap-
plications that run on top of the MobilityFirst host-stack. All these components are

brought up on individual nodes on the ORBIT testbed as individual nodes. The clients
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here request content via a browser which are translated into MobilityFirst requests by
the Proxy. The location of the content is known from the GNRS and the content is
obtained either from the Content Provider or the cache.

Note :

1. Routers in MobilityFirst comprise of both routers with in-network caches and

routers without caches.

2. Server bandwidth is constrained to 50 Mbps.

5.1 Performance of In-Network Cache for Single Content Request un-

der varying load

server

200 Cache

180

160

140

Delay(ms)

120
100
a0
60
0 50 100 150 200

Load({MB)

Figure 5.2: Delay vs Load (Single Content Request)

The first experiment was a simple experiment to demonstrate content retrieval latencies
when retrieving content from the server (content provider) and an in-network cache. A

content of size 16 MB was retrieved from the cache and server under varying loads as
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shown. To inject load into the network, additional clients were using to request other
contents. As seen in Figure 5.2, the latencies seen for content retrieval from cache is
much lower than that from the server. Also as the load increases the rate of increase

in delay is higher for the server when compared to that of the cache.

5.2 Analyzing Delay and Cache hit ratios for N contents following a
Zipf distribution

In today’s Internet, content distribution follows a Zipf distribution. Hence the remain-
ing evaluations were performed to simulate this scenario where contents were requested
in a Zipf distribution. Each content is assigned a popularity value and popular contents
were requested more than the less popular contents. Contents in batches of 5, 10 and
15 were used to study the overall delay experienced by clients over a period of time and
the cache hit ratios of in-network caches. The Zipf exponent (alpha) was also varied
to study its impact on delay and cache hit ratio. A total of 50 content requests were

made in each of the experiments.

5.2.1 Case study 1 : Five contents distribution

A set of 5 contents were created of total size 81 MB. Cache sizes were fixed as a
fraction of the total content size. Cache sizes were set to 20%(17MB), 30%(25MB) and
40%(33MB) of the total content size and were evaluated with zipf exponents of 0.75,
1.0 and 1.3. As stated above a total of 50 content requests were made in order to study

metrics such as delay and cache hit ratios.
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Figure 5.3: Delay CDF for alpha = 0.75

Figure 5.3 demonstrates the delay CDF for cache sizes 20%,30% and 40% of the
total content with a Zipf exponent of 0.75. As seen in the figure, the overall delay for

caches 20% and 30% are almost identical whereas the overall delay is lower for cache

size 40%.
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Figure 5.4: Delay CDF for alpha = 1

Figure 5.4 demonstrates the delay CDF for cache sizes 20%,30% and 40% of the
total content with a Zipf exponent of 1.0. Here we see that the overall delay for cache
size 30% and 40% is similar and is lesser than that with cache size 20%. This is because
the number of requests for popular contents increases with increase in alpha and as a

result caches with higher capacities capture a higher percentage of popular contents.
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Figure 5.5: Delay CDF for alpha = 1.3

Figure 5.5 demonstrates the delay CDF for cache sizes 20%, 30% and 40% of the
total content with a Zipf exponent of 1.3. Here we see that the delay is lesser in cache
size 30% when compared to that of cache size 20% and similarly for cache size 40%
when compared to cache size 30%. In all of the plots above we see that as the cache
size increases there is a reduction in the overall delay. This is due to the fact that some
contents are retrieved from the in-network caches. Hence for those contents, the delay
experience is lower than that if it were retrieved from the server. This has also been

demonstrated in Figure 5.2.
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Cache Performance for different Zipf exponents

Figure 5.6 depicts the cache performance for 5 contents with varying cache sizes and
Zipf exponents. As seen in the diagram the cache performance is better as the Zipf
exponent increases. This is because the cache size is big enough to store the most
popular content(or contents in some cases). Hence as the Zipf exponent increases, the
most popular contents are requested much more than the least popular ones. Hence
the cache hit ratio improves with increase in the Zipf value. Also it must be noted that

the cache hit ratio improves as the cache size increases.

Cache Performance (N=5)

—— alpha=0.75
alpha =1
alpha=1.3

Hit Ratio (%)

20 25 30 35 40

Cache Size (%)

Figure 5.6: Cache Performance

5.2.2 Case study 2 : Ten contents distribution

A set of 10 contents were created of total size 265 MB. Cache sizes were fixed as a
fraction of the total content size. Cache sizes were set to 10%(28MB), 20%(53MB)
and 30%(80MB) of the total content size and were evaluated with Zipf exponents of
0.75,1.0 and 1.3. Figure 5.7 demonstrates the delay CDF for cache sizes 10%, 20% and
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30% of the total content with a Zipf exponent of 0.75. A total of 50 content requests

were made in order to study metrics such as delay and cache hit ratios.
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Figure 5.7: Delay CDF for alpha = 0.75

As seen in Figure 5.7, having a cache size of 30% results in lower overall delay when

compared to that of cache size 20% and cache size 10%.
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Figure 5.8: Delay CDF for alpha = 1

Figure 5.8 demonstrates the delay CDF for cache sizes 10%, 20% and 30% of the
total content with a Zipf exponent of 1.0. As seen in Figure 5.8 the CDF curve is
overlapping for cache sizes 10% and 20% which implies similar overall delay. However
we see that for cache size 30% we get a reduction in the overall delay. Cache size 30%
captures a higher fraction of popular contents when compared to that of 20% and 10%.
However it must be noted that none of these cache sizes capture the most popular

content which is nearly 37% of the total size of all contents.
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Figure 5.9: Delay CDF for alpha = 1.3

Figure 5.9 demonstrates the delay CDF for cache sizes 10%,20% and 30% of the
total content with a Zipf exponent of 1.3. As seen in Figure 5.9, the overall delay is the
least for cache size 30% followed by cache size 20% and cache size 10% respectively.

In all of the plots above, similar to N=5 contents, we see that as the cache size
increases there is a reduction in the overall delay. This is due to the fact that some
contents are retrieved from the in-network caches. Hence for those contents, the delay
experience is much lesser than that if it were retrieved from the server.

Cache Performance for different Zipf exponents
Figure 4.4 depicts the cache performance for 10 contents with varying cache sizes and

Zipf exponents. The cache performance degrades in this case as the Zipf exponent
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increases. This is because the most popular content is so big that it is either too big
to fit in the cache or occupies more than 75% of the available cache size. Hence as
the Zipf exponent increases, the most popular contents are requested much more than
the least popular ones and result in more cache misses. However it must be noted that
the cache hit ratio improves as the cache size increases. For distributions with alpha
= 1.3, caches with smaller sizes experience higher cache misses when compared to that
with alpha = 1.0 as alpha plays a dominant factor.However the increase in cache size
compensates for alpha and hence distributions with alpha = 1.0 and alpha = 1.3 tend

towards similar cache hit ratios with increase in cache size.

Cache Performance (N=10)

alpha =0.75
alpha =1
alpha=1.3

Hit Ratio (%)

10 15 20 25 30

Cache Size (96)

Figure 5.10: Cache Performance

5.2.3 Case study 3 : Fifteen contents distribution

For the final batch of experiments,a set of 15 contents were created of total size 335
MB. Cache sizes were fixed as a fraction of the total content size. Cache sizes were set

to 10%(34MB) and 20%(67MB) of the total content size and were evaluated with Zipf
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exponents of 0.75, 1.0 and 1.3. A total of 50 content requests were made in order to

study metrics such as delay and cache hit ratios.
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Figure 5.11: Delay CDF for alpha = 0.75

Figure 5.11 demonstrates the delay CDF for cache sizes 10% and 20% of the total
content with a Zipf exponent of 0.75. In the above figure overall delay is lesser for cache

size 20% when compared to that of cache size 10%.
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Figure 5.12: Delay CDF for alpha = 1

Figure 5.12 demonstrates the delay CDF for cache sizes 10% and 20% of the total
content with a Zipf exponent of 1.0. In the above figure overall delay is identical for

cache size 20% when compared to that of cache size 10%.
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Figure 5.13: Delay CDF for alpha = 1.3

Figure 5.13 demonstrates the delay CDF for cache sizes 10% and 20% of the total
content with a Zipf exponent of 1.3. In the above figure overall delay is slightly lesser for
cache size 20% when compared to that of cache size 10%. In all of the plots above,similar
to N=5 and N=10 we see that as the cache size increases there is a reduction in the
overall delay. This is due to the fact that some contents are retrieved from the in-
network caches. Hence for those contents, the delay experience is much lesser than that
if it were retrieved from the server. Thus from all of the above cases (N=5, N=10 and
N=15) , the cache hit ratio improves with increase in cache size.

Cache Performance for different Zipf exponents

Figure 5.4 depicts the cache performance for 15 contents with varying cache sizes and
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Zipf exponents. The cache performance improves as the zipf exponent increases.Also
it can be noted that even having a small cache size (10% of the total content) yields a
good cache hit ratio. In fact it is much higher than that for N=10 with a similar cache
size (10% of total content size). This is because the most popular content occupies less
than 50% of the total cache size in all cache sizes. Hence as the Zipf exponent increases,
the most popular contents are requested much more than the least popular ones and
results in increased cache hits. Also, it is noted that the cache hit ratio improves as the

cache size increases.
Cache Performance (N=15)
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Figure 5.14: Cache Performance
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Chapter 6

Conclusion and Future Work

In this work, a satellite-assisted content delivery network was proposed over the Mo-
bilityFirst Future Internet Architecture. Our architecture uses self-certifying content
names to enable low cost content validations for consumers,content provider and the
network. Content objects are fetched efficiently from the ”nearest” available replica
taking the network status into consideration. We designed a push mechanism that pro-
vides support for services such as multicast and broadcast and also enables pro-active
caching of contents. Content providers maintain priority queues and have the ability
to pro-actively push out popular contents to multiple cache locations. Finally we use
in-network caches in order to improve the efficiency of content delivery. We built a pro-
totype system to demonstrate the feasibility of this architecture and evaluations on the
ORBIT testbed showed that in-network caches achieve a reasonably high hit ratio even
by storing only a portion of the total content and reduce the overall content delivery

latency.

6.1 Future Work

Pro-active caching of popular contents improves the efficient of content delivery. How-
ever efficient methods of determining content popularity needs to be further evaluated.
Content providers have the best view of content distribution and hence they can utilize
efficient algorithms to determine content popularity.

Transmitting data through the satellite implies a certain probability of losing data.
Hence modules have to be placed in the MobilityFirst routers to efficiently detect and re-
trieve lost content from the nearest available content replica. Efficient queue scheduling

mechanisms need to be adopted at the MobilityFirst routers and the content provider as
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the satellite could be a potential bottleneck. Finally different caching techniques should

be studied and evaluated in order to maximize the benefits of in-network caches.
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