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Abstract

[1, 2]. Many IaaS cloud providers, such as Amazon EC2
and Rackspace, use virtualization and consolidation in
offering their services. However, as we demonstrate in
this paper, VM performance may vary significantly in the
face of consolidation. In fact, VM performance is essentially unpredictable, since the number of co-located VMs
and their workloads may change each time the VM runs,
or even during a single run. For example, researchers
have shown a single run of a fixed-load VM on Amazon EC2 to exhibit wild performance swings due to consolidation [3]. Since many users may desire consistent
performance, we argue that IaaS cloud providers should
offer a new class of predictable-performance service in
addition to (and using different resources from) their existing (predictability-oblivious) services.
Along these lines, our research seeks to create virtualized systems that exhibit performance predictability for
this new class of service. This property implies that the
average throughput and response time experienced by
each VM should be unaffected by any other VM executing on the same PM or the overall utilization of the PM.
In fact, performance should be the same whether the VM
runs in isolation or is co-located with any number (up to
a pre-defined limit) of other VMs.
Importantly, note that our notion of performance predictability differs from performance isolation [2, 4, 5, 6,
7, 8, 9]. The goal of isolation is to ensure that each colocated VM achieves at least a minimum desired level
of performance. This is one of the goals of predictability. However, in performance isolation it is typically acceptable to dedicate more resources than this minimum,
if those resources are available. In contrast, dedicating
any available resources beyond a fixed amount will likely
ruin predictability. One may see performance isolation as
a less strict form of performance predictability. As far as
we know, only mClock [4] provides the ability to set both
a minimum and a maximum (throughput) performance
for a VM. However, the paper did not consider setting
these bounds to the same value to achieve predictability.

Virtualization enables the consolidation of virtual machines (VMs) to increase the utilization of physical servers in Infrastructure-as-a-Service (IaaS) cloud
providers. Unfortunately, our quantification of storage I/O performance across a range of workloads, virtual machine monitor (VMM) architectures, approaches
to storage virtualization, and storage devices shows
widespread performance unpredictability in the face
of consolidation. Surprisingly, the use of solid-state
drives (SSDs) can exacerbate the problem. Since many
users may desire consistent performance, we argue
that IaaS cloud providers should provide a class of
predictable-performance service in addition to their existing (predictability-oblivious) services. Thus, we propose and evaluate VirtualFence, a storage system that
provides predictable performance for this new class of
service. VirtualFence uses three main techniques: (1)
non-work-conserving time-division I/O scheduling, (2) a
small SSD cache in front of a much larger hard disk drive
(HDD), and (3) space-partitioning of both the SSD cache
and the HDD. Our evaluation of a prototype VirtualFence
implemented in the Xen VMM shows that VirtualFence
improves predictability significantly. More fundamentally, our evaluation illustrates the tradeoff between predictability and performance. We conclude that current
VMMs are far from providing predictability. Systems
like VirtualFence can remedy this problem, while allowing the cloud provider to select an appropriate compromise between performance and predictability.
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Introduction

With the advent of cloud computing, virtualization
has become the primary strategy to consolidate diverse workloads (encapsulated in virtual machines or
VMs) to ensure high utilization of physical machines
(PMs). Among its various benefits, virtualization increases fault isolation and simplifies workload migration
1

In this paper, we address the specific case of storage I/O performance predictability (or simply I/O predictability). Compared to processing, memory, or networking, I/O predictability is the most challenging to
achieve primarily due to the mechanical limitations of
disk drives. In particular, high disk seek and rotational
times make predictability difficult to achieve when multiple VMs share the same disk.
We divide the paper into two parts. The first part
quantifies the impact of workload characteristics, virtual
machine monitor (VMM) architecture, the approach to
virtualizing storage, and storage device characteristics
on I/O predictability. Overall, we measure the I/O predictability of three workloads running on sixteen configurations. Using a new “performance deviation” (or
simply “deviation”) metric, we find widespread unpredictability. Further, perhaps surprisingly, we find that
using an SSD as the storage device can exacerbate the
problem when the workload is write-intensive.
Based on this first study, the second part of the paper proposes and evaluates VirtualFence, a performancepredictable storage system. VirtualFence seeks to produce consistent performance within the range defined
by the best and worst performance levels that each VM
may experience in a predictability-oblivious service (i.e.,
in the absence of VirtualFence). Specifically, a VM
would experience its best performance BestPerf when
the provider co-locates no other VMs with it, and allows it to use all resources of the PM. The worst performance WorstPerf would occur when the provider colocates other active VMs with it (up to the maximum capacity of the PM). VirtualFence seeks to produce performance between BestPerf and WorstPerf. In addition, it
seeks to retain this performance regardless of changes in
the number of co-located VMs, changes in the working
set size of the other VMs, or any other external condition. The goal is for each VM to always run as if it were
alone on a fixed and tightly controlled partition of the
resources.
To achieve this goal, VirtualFence couples a small persistent SSD cache with a much larger HDD. It also implements a non-work-conserving I/O scheduling algorithm,
partitioning time into a fixed number of relatively coarsegrained slots. Each I/O slot can only be given to one
active VM, but a single active VM may receive multiple slots (the number of slots depends on how much the
VM’s owner is willing to pay the cloud provider). I/O
accesses from a VM are only serviced during the VM’s
assigned slot(s). A static allocation of time slots while
a VM is active ensures consistent resource allocation for
predictable performance. The SSD cache and I/O time
partitioning together minimize the impact of HDD head
movement due to consolidation, whereas I/O time partitioning minimizes the impact of SSD block erasures. Fi-

nally, VirtualFence partitions both the SSD cache and the
HDD, which is a non-work-conserving space allocation
scheme that again ensures consistent resource allocation
for predictability.
For simplicity, we implement VirtualFence for a virtualized system with direct-attached disks. However, the
same ideas (one SSD per HDD, SSD space partitioning,
and I/O time partitioning) can be easily implemented in
file/storage servers, network-attached storage appliances,
or distributed file/storage systems. Although these other
systems may present additional sources of potential unpredictability, we expect disk-driven unpredictability to
still dominate. The only requirement in these implementations is that the closest driver to the disks must be able
to identify the VMs from which the accesses are coming.
Our evaluation demonstrates that VirtualFence improves I/O predictability (or, equivalently, that it reduces
deviation) significantly, as long as we utilize all of its
component techniques at the same time. In fact, we show
that simply using an SSD as a cache of HDD data is not
enough. More fundamentally, our evaluation illustrates
the tradeoff between predictability and performance: the
more we improve predictability, the worse average response time becomes. The challenge is finding the smallest response time that will produce enough predictability.
In summary, our contributions are:
• We study the impact of VMM architecture, approach to storage virtualization, and storage device
on I/O predictability.
• We propose VirtualFence, a system that combines
SSDs working as HDD caches, space and nonwork-conserving time partitioning.
• We quantify the impact of each feature of VirtualFence on I/O predictability.
• Using VirtualFence, we investigate the fundamental
tradeoff between predictability and performance.
The remainder of the paper proceeds as follows. The
next section motivates our work. Section 3 discusses
background and related work material. Section 4 describes our experimental methodology and workloads.
Section 5 details the results from our VMM characterization. Section 6 describes VirtualFence, whereas Section 7 presents its evaluation. Section 8 discusses different aspects of VirtualFence and our results. Finally,
Section 9 presents our conclusions.

2

Motivation

Many users desire performance predictability. Although most cloud users may not require predictable VM
performance, many actually do. For example, streaming (video/audio) and gaming applications typically seek
2

to achieve a consistent rate (e.g., displayed frame rate)
rather than the highest performance, if that performance
might introduce unpredictability (jitter). There are also
many cases where repeatable behavior is important, such
as performance tuning, debugging, and diagnosis. In
fact, it is impossible to evaluate the impact of changes
to an application in the cloud, if its performance may
constantly be affected by consolidation. Finally, many
applications implement workflows/pipelines (e.g., Nutch
[10], genome analysis [11]), where the performance that
can be achieved in each stage depends on the expected
performance of a previous stage. Properly designing
such applications for the cloud is impossible if the performance of each stage can vary widely.

dictability can lower their cloud costs when the provider
can save money by conserving energy or provisioning
their data centers more tightly; and (3) they can predict their cloud costs into the future with the certainty
that their VMs’ performance will never be affected by
changes in provider-side resource allocation.
Importantly, our approach enables a wide variety of
performance and predictability levels. For example, a
user may purchase 1/n (n is defined by the provider)
of a PM and receive the performance that this fraction
of resources produces. If this performance is not good
enough, the user can purchase any multiple s (s ≤ n) of
this fraction. The larger the fraction, the more consistent the performance will be. Ideally, the price of a VM
instance with s slices of a PM in the predictable service
would be the same as (or only slightly higher than) an
instance with the same amount of resources on average
in the existing predictability-oblivious service.

Predictability would benefit cloud providers and
users. As predictability is important to many users,
we argue that IaaS cloud providers should offer a new
class of predictable-performance service. Importantly,
this class of service should not replace their existing
(predictability-oblivious) services. Users who do not require predictability can still use the existing services.
Rather, the new class should be an additional service
that uses a separate set of tightly managed hardware resources. (Section 8 discusses combining the two classes
of service onto the same hardware infrastructure.) The
amount of resources to be purchased for the new class
of service can be small at first, and be increased as demand for predictable behavior increases. Current IaaS
providers already offer a range of other classes of service, such as the Cluster Compute and Cluster GPU service classes of Amazon EC2.
The tight management of resources in this class of service would: (1) enable the provider to charge for exactly
the pre-defined levels of performance and predictability
that its users require; (2) enable the provider to conserve energy when resources are not used to guarantee
the performance paid for by its users. For example, unneeded CPUs or memory modules can simply be turned
off. In fact, the tight management of resources allows the
provider to provision just enough servers, for additional
(operating and capital) cost savings. Obviously, current
services can use fewer servers by overbooking resources,
but they cannot provide predictability; and (3) create
an obvious relationship between the resources that customers pay for and the performance that can be achieved
with those resources, i.e. users never complain that the
performance of their VMs suddenly got worse (when the
provider stopped dedicating more than the minimum set
of contracted resources). Gulati et al. mention some of
these same benefits to limiting maximum allocations [4].
Cloud users can also benefit from predictability for
three reasons: (1) they can rely on it to implement applications for which predictability is more important than
receiving as many resources as are available; (2) pre-

Client-side throttling does not work. One might think
that providing an additional class of predictable service
is unnecessary, as delays can be added on the client side
to achieve predictable behavior. However, this intuition
is incorrect. As the client does not know how bad VM
performance may get in the future (the WorstPerf performance mentioned above), it cannot target a performance
level that is guaranteed to be consistent. In fact, even
if the client knew the value of WorstPerf, it would have
to set its delay to achieve this worst performance. Any
other value could be exceeded.

3

Background and Related Work

Disk Drives and I/O Interference. Many recent studies have established that I/O interference prevents VMs
from achieving predictable performance [2, 4, 5, 6, 7, 9].
This is primarily due to the mechanical nature of HDDs.
Disks make I/O performance highly dependent on the locality of accesses across VMs, variability in I/O sizes,
request priorities, and access burstiness [4].
Many previous efforts to address this problem have focused primarily on resource scheduling techniques, seeking to provide proportional allocation of I/O resources
with strong isolation [12, 13, 14, 15]. Argon [14] in
particular shares common techniques with VirtualFence,
such as space partitioning of caches (memory caches in
the case of Argon) and time partitioning of I/O access
time. However, our focus on predictability instead of isolation leads to fundamental differences, including nonwork-conserving allocation policies and static configuration parameters.
Other works seek to provide proportional allocation
while supporting latency-sensitive applications [16, 17,
15, 18]. mClock [4] goes further by providing propor3

tional allocation, subject to minimum reservations and
maximum limits. In principle, mClock can support predictability when the maximum limit is set equal to the
reservation. However, the authors did not consider this
scenario. Moreover, mClock does not consider the properties of storage devices and how they impact predictability. VirtualFence does and, hence, combines SSDs and
HDDs. For this reason, the two systems cannot be fairly
compared quantitatively. Alternate approaches using sophisticated machine learning techniques to meet end-user
QoS targets have also been studied [19].
Besides the differences described above, our work
identifies predictability, a stricter form of isolation, as desirable, and is the first to study hybrid SSD/HDD systems
in this context. We also quantify the lack of predictability
across a range of VMM architectures and configurations.

formance of a VM when running alone, and PD be the
(degraded) performance of the VM when co-located with
other VMs. Then, the amount of deviation is given by
D
δ = | PI −P
PI | × 100%. When multiple (say n) VMs executing the same workload are used in an experiment,
∑n δi
we report the average deviation E[∆] = i=1
n , where
∆ = {δ1 , δ2 , ..., δn }.
As we show below, performance deviation is often different for throughput and response time. Thus, throughout the paper, we study deviation for both metrics.

4.2

We measure performance deviation across four wellknown VMMs and two types of persistent storage, SSD
and HDD. First, we study VMWare’s Workstation (8.0),
where the host OS is responsible for device I/O. In contrast, we also study VMWare’s ESXi Server (5.0), where
guest VM I/O operations trap into the VMM, which then
directly accesses the I/O device. Third, we study Xen
(4.0.1), where a split-driver model is used for device I/O.
Here, an isolated device domain (Dom0) runs the device
drivers. Therefore, VMs (guest VMs, which are referred
to as DomU) pass their I/O requests through to Dom0
on I/O accesses. Like VMWare’s ESXi, the Xen VMM
runs on the hardware directly. Finally, we study KVM
(0.12.5), where the Linux kernel is equipped with native
virtualization capabilities. As such, it relies on the Linux
kernel to actually accomplish device I/O.
As VMWare Workstation and KVM run on top of
Linux, and Xen incorporates drivers from Linux, we also
run our workloads as processes on a Linux setup.
Finally, we study both file-based and disk-partitionbased storage of VM persistent data in Xen and KVM.

Hybrid SSDs and HDDs. Recent advances in Flash
memory SSDs have led to studies exploiting their highspeed random reads, low power consumption, feature
size, and shock resistance [20, 21, 22, 23, 24, 25]. Most
research on SSD organization has focused on either using
SSDs as HDD replacements [21, 26], or using SSDs as a
caching layer in the storage hierarchy [23, 24, 27, 28, 29].
The primary focus of these works is on the performance
benefits of SSDs. The energy implications of SSDs have
also been studied [30, 31].
In comparison to these efforts, our work is the first
to quantify the impact of SSDs on VM performance predictability. In fact, we present the first characterization of
predictability on SSDs across a spectrum of VMM types.
Interestingly, our results show that SSDs do not guarantee predictability: in write-intensive workloads, their
predictability is actually worse than that of HDDs. Moreover, SSDs exhibit cost-per-byte that still cannot compete with those of HDDs. VirtualFence combines the advantages of both storage media to promote predictability.
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4.3

Workloads

We use workloads from Filebench [32], a popular framework for measuring and comparing file system performance. Specifically, we use Fileserver, Mailserver, and
Webserver. Fileserver emulates a server hosting directories owned by multiple users; Mailserver focuses on
mail operations and has an I/O mix of a read per sync
write; and Webserver emulates a server that services a
read-only workload.
To measure deviation, we compare a VM’s I/O performance when running alone against that when running
with three other VMs. Specifically, we configure workloads of four VMs running concurrently, each of which
executes the same Filebench application. One of the
VMs is configured to produce a low-intensity I/O load
that is approximately 8% of the storage system’s saturation load. Each remaining VM is configured to produce
approximately 24% of the storage system’s saturation

Methodology

In this section, we first define the metric we use to evaluate VM performance predictability. We then describe
the virtualized systems we study in Section 5, each of
which comprises a different combination of VMM, approach to storage virtualization, and storage device. Finally, we describe the experimental environment, including the workloads and hardware execution platform.

4.1

Virtualized Systems

Performance Deviation Metrics

We measure performance deviation as the percentage
performance degradation when a VM runs in the presence of other VMs compared to when it runs alone on
the physical host. Specifically, let PI be the (initial) per4

load. (We produce a load of x% of saturation by finding the saturation throughput for each application, and
adjusting the number of threads and thread I/O rate to
achieve x% of that throughput.) Overall, the four VMs
reach 80% of saturation, representing an aggressive consolidation scenario. We then compare the low-intensity
VM’s performance to when it runs alone, and the performance of each of the three higher-intensity VM to when
it runs alone. Note that we scale the load to maintain a
constant utilization level (80%) across storage systems
(HDD, SSD, and VirtualFence).
We call the above setup a 4-VM heterogeneous workload and use it as the primary workload for our study
for two reasons. First, we want to study how higherintensity VMs affect the predictability of low-intensity
VMs. Second, we want to study deviation when VM consolidation leads to high utilization levels. In Section 7,
we also study homogeneous workloads and systems with
low-intensity VMs only, resulting in low aggregate loads.

4.4

the deviation experienced by the low-intensity VM in the
4-VM workloads described in Section 4.3. We plot deviation for both throughput and response time. In both
cases, the lower the measure, the better. The range markers represent the minimum and maximum values from
three experiments, whereas the bar represents the average. We do not show the results for the high-intensity
VMs because they exhibit similar trends.
Many interesting observations arise from these graphs.
First, deviation is endemic across all system configurations for both throughput and response time. For example, Xen’s deviation ranges from ∼17-32% for throughput and ∼327-433% for response time when running on
an HDD, and ranges from ∼9-28% for throughput and
∼166-479% for response time when running on an SSD.
These high deviations show that performance degrades
significantly when running with other VMs. Much of the
degradation arises from interference between the 4 VMs.
The higher aggregate workload leads to increased queueing times, resulting in higher response times. When
running on the HDD, interleaved requests from multiple VMs increase seek overheads, resulting in loss of
throughput and higher response times. Interestingly, the
response time deviations for workloads with writes (Fileserver and Mailserver) are worse when running on the
SSD compared to the HDD. The main reason is that SSD
writes sometimes cause expensive Flash block erasures,
which may affect accesses from all VMs.
Second, deviations for all workloads and HDD/SSD
combinations are worse when a VMM is used vs. standalone Linux. Since many VMMs operate on a Linux
base, such as KVM or Xen’s Dom0, this further demonstrates that VMMs intrinsically increase deviation.
Third, file-based virtual disks exhibit slightly worse
predictability than partition-based virtual disks. Two potential sources for the greater deviation are the file system
code running inside the VMMs, and the need to update
the metadata of the files implementing virtual disks when
the hosted VMs access their virtual disks.
Finally, Figure 1 shows that KVM exhibits the highest deviations. The main reason is that, by default, KVM
propagates writes coming from the VMs directly through
to the storage device to improve reliability. When this
feature is disabled, the KVM deviations become comparable to those of the other VMMs.
Although the results are not shown here, we have also
measured performance deviation for a low load scenario,
where the aggregate load reaches only 20% of saturation.
Throughput deviation is relatively low in this scenario
but response time deviation is still significant.
Taken together, these observations mean that current
systems lack I/O predictability. Large deviations may
arise from the resource allocation policies; specifically,
work-conserving policies link VMs’ I/O resource alloca-

Experimental Platform

We run our experiments on a server equipped with a
2.4GHz 4-core Xeon CPU (each core supports two hardware threads), 8GB of RAM, a 60GB SSD, and a 160GB
7200RPM SATA HDD. According to its datasheet, the
HDD has an average seek time of 11ms and full stroke
time of 22ms. The SSD is spec’ed with random read performance >20,000op/s and random write performance
>5,000op/s. We measured erasures, including garbage
collection, to take approximately 3.5ms-4ms in a writeonly benchmark. The guest OS in the VMs is always
a Debian installation with Linux kernel version 2.6.32.
The host OS for VMWare Workstation and KVM is the
same Linux installation.
The Linux 2.6 kernel has 4 commonly used disk
schedulers: Noop, Deadline, Anticipatory, and Completely Fair Queuing (CFQ). We set the disk schedulers
of the guest and host (including Xen’s Dom0) Linux systems to Noop and CFQ, respectively. We choose Noop
in the guest OS to isolate the impact of the VMM’s I/O
scheduling. We choose CFQ for the host OS because it
minimizes deviation when not using VirtualFence.
In all experiments, we allocate 512MB of memory to
each VM and pin it to a core to minimize the impact of
VMM CPU scheduling. We run at most 4 VMs simultaneously so that each VM can be allocated an entire core.

5

VMM-Driven Performance Deviation

Our study begins with characterizing I/O performance
deviation for the four different VMMs, when using filebased vs. disk-partition-based storage virtualization, and
when using an SSD vs. an HDD device. Figure 1 plots
5
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Figure 1: Performance deviation experienced by the low-intensity VM in 4-VM heterogeneous workloads.
tion to the number of co-located VMs, causing deviations
as this number changes. Large deviations may also arise
from device-specific characteristics. Interleaving HDD
requests from different VMs leads to higher seek overheads, whereas SSD erasures initiated by a VM can interfere with operations from other VMs.
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duces seek overheads between operations from the same
VM, whereas for an SSD, it reduces the interference of
erasures from one VM on accesses from other VMs.
Despite the non-work-conserving policy, a system
with only HDDs would still suffer some performance deviation when multiple VMs are co-located; as the system
switches from serving 1 VM to another, the HDD’s head
will have to move across partitions, leading to higher
seek time for the first HDD operation, and so performance deviation. We limit the impact of this deviation
by putting the SSD cache in front of the HDD. With a
reasonable hit ratio in the SSD cache, we may eliminate
some of these expensive HDD accesses. Moreover, the
SSD cache significantly increases the performance of the
virtual disk, so that the expensive first HDD operation is
amortized across many more operations.
Finally, the space partitioning of the HDD limits the
seek overheads between operations from the same VM,
while the space partitioning of the SSD cache is a nonwork-conserving space allocation scheme to ensure constant cache allocation for each VM.
Note that VirtualFence deals solely with storage I/O

VirtualFence

VirtualFence uses three techniques to reduce performance deviation between VMs whose virtual disks are
stored on the same physical disk: (1) a non-workconserving time-division I/O scheduling algorithm with
relatively coarse-grained time quanta, (2) a small persistent SSD cache in front of a much larger HDD, and (3)
space partitioning of both the HDD and the SSD cache.
The non-work-conserving time-division I/O scheduling serves two purposes. First, it ensures that the resources allocated to a VM are (mostly) constant regardless of the number of co-located VMs. Second, it avoids
fine-grained interleaving of requests from different VMs
to reduce inter-VM interference; for an HDD, this re6
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Figure 3: Driver with non-work-conserving time partitioning.

6.2

resources, assuming that other resources (e.g., CPU
cores and memory) are also managed with predictabilitypreserving schedulers.

6.1

VM 2

Space Partitioning

VirtualFence uses a separate partition of an SSD as a
cache for each virtual disk co-located on the same HDD.
(Note that while the sizes of the partitions in our evaluation experiments are the same, it is trivial to make the
cache size proportional to the size of the virtual disk, so
that larger virtual disks also have larger caches.) We have
also implemented a variation that uses a single SSD partition as a shared cache across multiple virtual disks to
quantify the impact of space partitioning on deviation.
The implementations of the two variants are slightly
different. In the space-partitioned version (i.e., VirtualFence), the caching code runs inside the driver process
that manages each virtual disk. In the shared-cache variant, the caching code runs in a separate process (that
must then interact with the multiple drivers managing the
virtual disks sharing the cache). This structure makes
the shared cache implementation slightly less efficient
than VirtualFence because of the inter-process communication between the cache manager and the drivers.

Prototype

We have implemented a prototype VirtualFence system
in the Xen VMM version 4.0.1, using the blktap userlevel toolkit [33]. This prototype includes a device driver
and a scheduler. The device driver instances—a separate instance of the device driver is used to service each
distinct virtual disk—and the scheduler each runs as a
user-level process in Dom0 (Figure 2). We have not experimented with multiple SSDs and HDDs but it should
be trivial to extend our prototype, as long as the caches
for virtual disks co-located on a single HDD are themselves co-located on a single SSD. We discuss multiple
SSDs and HDDs again in Section 7.
The SSD cache holds two types of persistent data: (1)
blocks cached from the HDD, and (2) metadata describing the state of each cache block (e.g., valid bit, HDD
block number). The driver implements the data structures needed to support an LRU replacement policy in
volatile memory, including an LRU list of blocks, a write
list that points to dirty blocks that need to be written to
the HDD and then evicted, and a free list. At start up,
the driver scans the SSD for all metadata, and builds all
the in-memory data structures. No “last usage times” are
kept across system restarts.

6.3

Time Partitioning

Our non-work-conserving I/O scheduler assumes that a
physical SSD/HDD pair is used to service at most n simultaneous active virtual disks, and so divides access to
the physical disks into n equal-sized time slots. When
a VM starts running on a host, its virtual disk is allocated one or more I/O slots (depending on how much
of the host’s I/O resources is assigned to that VM). The
scheduler then round-robins between the slots, leaving
a slot idle when it is unassigned or the assigned virtual
disk does not have any I/O activities; utilizing these slots
would break the non-work-conserving property of the
scheduler. On the other hand, this property of the scheduler also impacts performance, as we discuss extensively
in Section 7.3. Figure 3 illustrates our implementation.
The driver translates each user I/O request into requests to the SSD and HDD, and adds each type of requests to the appropriate device I/O queue. Each virtual
disk has a distinct set of queues that are serviced dur-

The LRU maintenance is simple. A background thread
attempts to maintain the size of the free list above a
threshold size by evicting the oldest entries in the LRU
list as needed. Dirty blocks to be evicted are moved to the
write list while the writes to the HDD are outstanding. If
the free list ever reaches a low watermark threshold, processing of incoming requests is halted until the free list
grows above the low watermark.
The driver uses asynchronous I/O to read and write
data from/to both the SSD and HDD.
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ing the slots assigned to the VM.1 The scheduler informs
a driver instance when its assigned slot is scheduled, at
which time it is allowed to forward requests to the SSD
and/or the HDD until the slot time expires. A driver can
end its slot early (see below), in which case the scheduler
will lengthen the slot time appropriately the next time
that slot is scheduled. If a driver overruns the slot time,
the scheduler will deduct the overrun from the next slot.
To implement accurate time partitioning without losing performance, we need to send as many accesses as
possible in a slot without running over the time allocated
to the slot. In addition, it is more efficient to batch requests because of effects such as disk scheduling and
fixed access overheads. Thus, our approach is to estimate
the service times of batches of accesses, and to send the
largest batch of accesses that is estimated to complete
within the remaining time in the slot.
Our driver dispatches requests to the SSD and HDD in
the same manner as follows. If there are no pending requests, then wait until a request arrives or the current slot
terminates. If there are pending accesses, and at least the
first access is estimated to complete within the remaining
time in the slot, find the largest batch that is estimated to
fit within the remaining time. (We explain our prediction model below.) After the completion of a batch of
requests, if time remains in the slot, then repeat.
The driver will end a slot early if the first pending
HDD request is estimated to take longer than the remaining time in the slot. This is because HDD resources are
much more constrained than the SSD, and thus, when
the remaining slot time cannot be used for accessing the
HDD, it is better to “credit” it to the next slot instead
of wasting it. On the other hand, if a batch of HDD requests overruns the slot time, while waiting for the batch
to complete, slowly send SSD requests to not waste this
time while not causing even more slot delay by having to
wait for the completion of a large batch of SSD requests.
Predicting HDD request service times accurately can
be quite complicated [34, 35]. For our purposes, however, it is sufficient to use a simple piece-wise linear
function that predicts the access time of a request based
on the distance between the block being requested and
the block requested by the immediately preceding request. When predicting the service time of a batch, we
order the requests using the block addresses under the
assumption that the disk scheduling algorithm includes
some form of scanning. We parameterize the prediction
function for our specific HDD by benchmarking the service time of a large number of random batches of accesses, each batch with a random mix of reads and writes.
Our approach leads to reasonably accurate prediction of
batch service time: for a benchmark issuing batches of

Variant
HDD+NWC
SSD+NWC
Hybrid/Shared
Hybrid/Shared+NWC
Hybrid/Partitioned
VirtualFence

HDD
x
x
x
x
x

SSD

Cache

x
x
x
x
x

Share
Share
Partition
Partition

NWC
x
x
x
x

Table 1: Variants of VirtualFence comprising different combinations of predictability-enhancing techniques. The HDD and
SSD columns show whether a variant uses an HDD and SSD
device, respectively. When both devices are used, the SSD acts
as a cache for the HDD. The Cache column shows whether the
SSD cache is shared or partitioned. The NWC column shows
whether non-work-conserving time partitioning is used.

random sizes averaging 50 accesses and 336ms batch
service time, over 70% of our predictions are within
[−5ms,5ms] of the actual batch service times.
Measurements of the SSD used in our experiments
show that request service times can be approximated using a linear function that depends on the number of requests simultaneously submitted to the asynchronous I/O
system. We parameterize the prediction function for our
SSD by benchmarking the service times of a large number of batches of accesses, where each batch has a random size (between 1 and 100), a random split between
reads and writes, and random target blocks. For a benchmark with an average batch size of 49 accesses and an average batch service time of 19.4ms, over 83% of our predictions were within [−250us,250us] of the actual batch
service times.
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Evaluation

We now explore VirtualFence’s effectiveness in providing performance predictability. All experiments are performed using the workloads and experimental platform
described in Section 4. The SSD cache block size is
set to 4KB to match the default 4KB block size of the
HDD. We also adjust the SSD cache size to explore
the impact of different hit rates. We use the notation
VirtualFence(X%,Y ms) to denote a VirtualFence system
with a time-sharing slot size of Y ms, and the SSD cache
empirically sized to achieve a hit rate of X%. We explicitly set the SSD cache hit rate to systematically isolate its impact; in practice, administrators would set the
SSD partition size (and the number of time slots) for each
VirtualFence virtual disk based on the QoS/resources
promised to the disk’s owner and the number of virtual
disks to be consolidated on the physical server.
To isolate the contributions of the different features
of VirtualFence toward increasing predictability, we also
measure deviation for many incomplete variants of VirtualFence. Table 1 lists these variants. The first two

1 We

currently assume that each virtual disk is only attached to a
single VM and that a VM attaches to at most one virtual disk.
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Figure 4: Deviation when running (a) the 4-VM heterogeneous workloads on VirtualFence(50%,20ms), and (b) the 4-VM heterogeneous Fileserver workload on VirtualFence(X%,20ms), with X ∈ {50%, 75%, 100%}. The range markers show the minimum
and maximum values from three experiments whereas the bar shows the average.

variants, HDD+NWC and SSD+NWC, are designed to
isolate the benefits of non-work-conserving time partitioning. The Hybrid/Shared variant uses an SSD cache in
front of the HDD, but the entire cache space is shared between multiple virtual disks. Hybrid/Shared+NWC extends this variant with non-work-conserving time partitioning. Hybrid/Partitioned is VirtualFence without nonwork-conserving time partitioning, isolating the benefits
of space-partitioned SSD caches.

7.1

the much higher I/O intensity, the low-intensity I/O VM
experiences an average file access time of 59ms when
running alone, and just 64ms when co-located with 3
high-intensity I/O VMs, under VirtualFence(50%,20ms).
Isolating the contributions of different features. Figure 5 plots performance deviation when the Mailserver
workload is run on the variants (including the full VirtualFence implementation) listed in Table 1. Performance deviations for HDD and SSD (from Figure 1) are
also shown as baselines. These results are representative
of all three Filebench workloads.
First, this figure shows that VirtualFence achieves
performance predictability close to that of SSD+NWC.
Specifically, SSD+NWC achieves 3% and 10% throughput and response time deviation, respectively, whereas
VirtualFence achieves 6% and 12%. SSD+NWC represents the best case scenario since it includes space partitioning (each VM is given a separate SSD partition), nonwork-conserving scheduling, and storage completely on
the SSD. The fact that these two systems achieve almost
the same predictability shows that our caching approach
is effective, allowing VirtualFence to extend the predictability benefits of (expensive) SSDs to much larger
(and cheaper per byte) HDDs with small SSD caches.
Second, results for HDD+NWC suggest that nonwork-conserving time partitioning can also be effective
in reducing deviation when not using an SSD cache.
However, the movement of the disk head between partitions when changing between time slots assigned to different VMs is sufficiently large that HDD+NWC with a
20ms slot size still incurs a 13% throughput deviation
and a 33% response time deviation. As we show in Section 7.3.2, increasing the slot size to attack this source of
deviation also increases the response time observed by
a VM running alone on a host. As already mentioned,
this source of deviation also exists in VirtualFence but is
mitigated by the SSD cache.
Third, at this hit rate, non-work-conserving time partitioning achieves higher predictability than using an
SSD cache: HDD+NWC has lower deviations than both

Performance Deviation

VirtualFence. We begin by showing VirtualFence’s
effectiveness at reducing performance deviation. Figure 4(a) shows the measured deviation when running the 4-VM heterogeneous workloads on VirtualFence(50%,20ms). Figure 4(b) shows the measured
deviation when running the 4-VM heterogeneous Fileserver workload, which experiences the highest deviation, on VirtualFence with hit rates ranging from 50% to
100% and a time-sharing slot size of 20ms.
Figure 4(a) shows that VirtualFence is successful at reducing deviation in both throughput and response time,
compared to a system without VirtualFence (Figure 1).
In fact, VirtualFence produces lower deviations regardless of storage device or approach to virtualizing storage.
For the low-intensity VM, all deviations are ≤15%, compared to throughput deviations of ≥31% and response
time deviations of ≥443% without VirtualFence. Furthermore, deviations are always lower than 19% when
the SSD cache affords a 50% hit rate. Figure 4(b) shows
that deviation decreases as the SSD hit rate increases.
The results are positive in terms of raw performance
as well. For example, Fileserver file accesses (97KB on
average) by the low-intensity I/O VM take an average
of 19ms, when the VM runs in isolation on the HDD
configuration. When the same VM runs co-located with
3 high-intensity VMs, the average file access time increases to 98ms. We increase the I/O intensity of each
VM by a factor of 3.3x in VirtualFence(50%,20ms) to
achieve the same utilization as in the HDD case. Despite
9

400
300

HDD
SSD
HDD+NWC
SSD+NWC
Hybrid/Shared cache
Hybrid/Shared cache+NWC
Hybrid/Partition cache
VirtualFence
(Hybrid/Partition cache+NWC)

Performance Deviation (%)

Performance Deviation (%)

500

25

0

Figure

Throughput

100

Throughput
Response Time

80
60
40
20
0

Webserver

Response Time

Fileserver

Mailserver

(a) HDD

5:

Performance Deviation (%)

Deviation when running on VirtualFence(50%,20ms) compared to various incomplete variants
of it. Each bar shows results for the low-intensity VM in the
4-VM heterogeneous MailServer workload. The cache size for
Shared-cache versions is equal to the sum of the caches in the
Partitioned-cache cases.

Hybrid/Shared and Hybrid/Partitioned. Interestingly,
HDD+NWC is also better than Hybrid/Shared+NWC,
implying that the interference at the shared cache negates
some of the benefits of NWC. Of course, as the hit rate
increases, the relative advantage of using NWC vs. an
SSD cache will likely change.
Fourth, as expected, a shared SSD cache produces
worse predictability than a partitioned cache. A shared
cache can produce higher absolute performance; e.g., it
may benefit an I/O-intensive VM running by itself. However, it would hurt predictability when the VM is colocated with other VMs and so must share the cache.
Finally, all three techniques used in VirtualFence
contribute to increasing predictability; VirtualFence
achieves higher predictability than the other configurations, except for the much more expensive SSD+NWC.

7.2
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Figure 6: Deviation when running 4-VM homogeneous, lowrate I/O workloads.

The raw performance results for this low-load workload are interesting as well. For example, Fileserver file
accesses by each VM take an average of 21ms, when
it runs in isolation on the HDD configuration. When
the 4 low-intensity I/O VMs are co-located, the average file access time increases to 42ms. We increase the
I/O intensity of each VM by a factor of 2.7x in VirtualFence(50%,20ms) to achieve the same utilization as in
the HDD case. Despite the much higher I/O intensity,
each VM experiences an average file access time of 35ms
when running alone, and just 40ms when it is co-located
with the other 3 VMs, under VirtualFence(50%,20ms).

Performance Deviation at Low Load

The previous subsection shows that VirtualFence is effective in aggressive consolidation scenarios. In this section, we consider what happens when the aggregate load
is low, representing more conservative scenarios.
Figure 6 shows the average throughput and response
time deviation under low aggregate loads for SSD, HDD,
and VirtualFence(50%,20ms). Each workload runs 4 homogeneous VMs, where each VM is configured to generate 5% of the storage system’s saturation load (i.e., each
VM is less I/O intensive than any VM we have discussed
so far). These results show that, even at these low loads,
HDD experiences very high deviation. This is because
requests from multiple VMs are interleaved, leading to
much higher seek overheads. Although throughput deviation for the SSD is low, response time deviation is still
significant for the workloads with writes (greater than
50% for both Mailserver and Fileserver). All deviations
are below 14% for VirtualFence.

7.3

Performance vs. Predictability

In this subsection, we explore the performance vs. predictability tradeoff that VirtualFence exposes. In particular, we explore the performance deviation and raw performance impact of its two key parameters: the number
of VM slots per PM, and the length of each slot.
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Figure 7: Number of slots and response time trade-off.

Figure 8: Slot length and response time trade-off.
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the waiting time would overwhelm the single disk head
movement in the first request of each slot.
Clearly, there is a tension between wanting a small
number of slots to reduce average response times and
wanting to increase the number of slots to improve predictability. Fortunately, VirtualFence makes predictability reasonably good even with only a few slots. Thus,
we would like to set the number of slots at the smallest
number that will enable enough consolidation.

The number of VM slots determines how aggressively a
cloud provider will be able to consolidate VMs onto the
same PMs. Figure 7 illustrates the impact of the number of slots on response time deviation and raw response
time of VirtualFence(50%,20ms). For each number of
slots n, we assume n VMs, and configure each VM to
generate only ∼5% of the VirtualFence(50%,20ms) saturation load. Such a low aggregate load is a particularly
challenging for VirtualFence raw performance-wise, because it may produce significant average waiting times.
As the figure illustrates, VirtualFence produces lower
response times as we decrease the number of slots (while
keeping the slot length fixed). The reason is that fewer
slots also means lower waiting times, as each VM is allotted a higher fraction of time. From the opposite point
of view, raw response time worsens linearly with increasing number of slots, because VirtualFence will not service a request until its corresponding slot is scheduled.
Interestingly, response time deviation decreases
slowly as we increase the number of slots. With a large
number of slots, deviation would approach 0%, because

7.3.2

Impact of Slot Length

The key source of remaining deviation in VirtualFence
is the need to move the disk head from one partition
to another when changing slots assigned to different
VMs. Thus, the slot length directly impacts VirtualFence’s predictability: a longer slot better amortizes
the inter-partition head movement cost among more requests. However, lengthening the slots also increases response time, because I/O operations issued outside of a
VM’s slot incur greater delay.
Assuming 4 slots, Figure 8 plots the response time de11

viation and average response time, as a function of slot
length for VirtualFence(50%,10-40ms). We use the 4VM heterogeneous workload (Section 4.3), and focus
on the low-intensity I/O VM in Figure 8. This setup
is challenging for VirtualFence predictability-wise, because it is almost certain that every first access in the lowintensity VM’s slot will cause a disk head movement.
The figure clearly shows the tradeoff between lowering deviation by lengthening the slots against increased
response time. For all workloads, lengthening the slots
from 10ms to 20ms significantly reduces performance
deviation. Further lengthening the slots to 40ms reduces
deviation much more slowly at the expense of a further,
essentially linear, increase in response time. Thus, a slot
length of 20ms is the right tradeoff for our particular SSD
and HDD devices. We have chosen this length as our a
default for all previous experiments based on these results (and additional ones not shown here).
Again, there is a tension between wanting shorter slots
for lower average response times and longer slots for better predictability. The slot length should be the shortest
that will produce enough predictability.
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same hardware infrastructure. For example, a VM that
requires predictability could be given a fixed fraction of
a PM (e.g., a slot of 20ms out of every 100ms, onefifth of the SSD cache, and a separate disk partition),
whereas many co-located predictability-oblivious VMs
could fight for the remaining resources.
Importantly, VirtualFence enables cloud users to pay
only for the performance that they (consistently) get. If
they desire better performance, they can purchase multiple slots while still retaining predictability. Given that
our system enables the cloud provider to reduce its costs
through better resource provisioning and energy conservation, the user may end up paying roughly the same for
multiple slots as she would pay for the equivalent of one
slot in the absence of VirtualFence.
Finally, it is important to discuss two aspects of our
study. First, VirtualFence does not partition all I/O resources across VMs. In particular, it does not partition
the buffer cache in Xen’s Dom0. We made this decision
because (1) we find the hit ratio in that cache to be very
low; and (2) partitioning the SSD space and the I/O access time is substantially more important for predictability. The low performance deviations that VirtualFence is
able to achieve justify our choice.

Discussion

Second, our evaluation of VirtualFence focuses on a
single HDD (and associated SSD). However, our approach extrapolates to RAID or JBOD systems using a
single SSD for caching. The reason is that VirtualFence
would be built into the driver closest to the disk array
and, thus, could partition the SSD space and I/O access
time like the array were a single disk.

Recall from the Introduction that the goal of VirtualFence is to produce consistent raw performance between
WorstPer f and BestPer f , the extremes in performance
in a predictability-oblivious, work-conserving scenario.
However, to achieve this goal, VirtualFence must be
properly configured as demonstrated in the previous section. Determining the best configuration involves experimenting with the devices at hand, and understanding how much users value performance vs. predictability. Since we propose VirtualFence for a new class
of predictability-conscious cloud service, we expect our
users to accept relatively low (but consistent) performance in exchange for good predictability. This would
mean a tendency to prefer longer slots. Given that predictability is good even with few slots, the cloud provider
can choose to use more slots (as long as performance is
still acceptable to users) to enable more aggressive consolidation (lower costs). As a target for “acceptable performance”, the cloud provider can estimate WorstPer f
by using its existing (predictability-oblivious) service and
desired amount of consolidation. This value can be used
in limiting the number and length of slots.
Clearly, in the predictability-conscious service, resources may go underutilized. The provider may then be
tempted to adjust the VirtualFence parameters dynamically to adapt to current workloads and their I/O activities. Unfortunately, doing so could ruin predictability.
A better approach may be to combine the predictabilityconscious and predictability-oblivious services onto the
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Conclusions

In this paper, we quantified the impact of storage
medium, and VMM architecture and configuration on
I/O performance predictability. The results showed that
unpredictability is pervasive. Based on these results, we
proposed VirtualFence, a software/hardware approach
for achieving predictability at low cost. VirtualFence
combines a small SSD cache in front of a much larger
HDD, and non-work-conserving space and time partitioning. Our evaluation showed that VirtualFence can
provide high predictability, as long as all of its features
are used at the same time. We also identified and quantified the tradeoff between predictability and performance.
We conclude that it is possible to build performancepredictable storage systems with relatively simple software and hardware components, especially for those
users that find predictability just as important as (or even
more so than) raw performance.
12
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