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ABSTRACT OF THE THESIS

Railroad Trespassing Detection and Analysis using Video Analytics

By ASIM FRANCIS ZAMAN

Thesis Director:

Dr. Xiang Liu

Trespassing is thleading cause of raiklated deaths and has been on the rise for the
past ten years. Detection wéspassing of railroad tracks critical to understandand
preventtrespassing fatalities The volume of video data in the railroad industry has
increased significantly in recent yeaiSurveillance cameras are situated on nearly every
part of the railroad system such as inside the @langthe track, at grade crossings, and
in stations. These camera systems are manualbnitored;either live or subsequently
reviewed in an archive, which requires an immense amouabof. To make the video
analysis much less labartensive, thisthesisdevelops two framework$or utilizing
Artificial Intelligence (Al) technologies for the extraction of useful information from these

big video datasets.



The first framework has been implementedvideo data from one grade crossing in
New Jersey. The Al algorithm cautomatically detect unsafe trespassing of railroad
tracks To date, the Al algorithm has analyzed hours of video data and correctly detected
all trespassing eventsThe algorithm was presented to indygprofessionals andseful
feedbackwvas gathereduggesting several improvemetdsmeet the needs of the railroad
industry. This feedback led to the development of the sef@midework with new
capabilities, and an expandgtbpeof video data reviewed.

The second framework was implemented on three railroad video live streams, a grade
crossing and two negrade crossings, in the United States. isTAI algorithm
automatically detects trespassing events, differentiates between the type of violator (car,
motorcycle, truck, pedestrian etc.) and sends an alert text message to a designated
destination with important information including a video clip of the trespassing event. In
this study, the Al has analyzed hours of live footage with no false positivesssed
detections.

This thesisindicates the promise of using Al for automated analysis of railroad big
video data, thereby supporting dali@ven railroad safety research. Thigesis and its
sequenstudiesaim to provide the railroad indtry with nextgeneration big data analysis
methods and tools for quickly and reliably processing large volumes of videio Oatter

understand human factors in railroad safety research.
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Chapter 1: Introduction
1.1 Trespassing in the Railroadndustry

fiTrespassing on railroad property is the leading cause of all@il at e dl)deat hs
This statement made by Ronald L. Batory, the Administrator of the Federal Railroad
Administration (FRA), atthe 2018 American Public Transportation Association Ralil
Conference encapsulates the biggest problem in railroad safety today. Trespassing deaths
account for a large portion of all railroad fatalities and since 2012 the number of total
trespassing casums has increasesignificantly. (2,3) This trend hagded to a teryear
high in 2017 where 575 of the total 888 fatalities were trespaqg@r¥his issue is
recognized as a major concern of safety within the US, which is supported by the U.S.
House Committee on Appropriations FiscataY 2018 Transportation Budget Report
which instructs the FRA to Ato i1 dentify ani
incidents on railroad property and develop a national strategy to prevent trespasser

accidents (5).

U.S. Average Annual Railroad Fatalities 22087

AllOthers____
6%

HighwayRai\\
Incidents

34%

Trespassers

/ 60%



Figure 1 U.S Average Annual Railroad Fatalities 262817(6)

Many trespassing events occur within the railroad ingiusiat do not result in
injuries or fatalities.Because no actual harm occurs, thesgpasgventsare typically not
recorded INFRA safety databaseb majority, respassing events manifest themselaes
two scenariosn the railroad industryat highway rail grade crossings and on railroad
rightsof-way. Atactive signalizethighway rail gradecrossingsif apedestriarr vehicles
crosseswhile the barrier gateand flashing lights are deployed is classifed as a
trespassing evenAdditionally, if a pedestrian or vehicle enters a railroad r@fhivay
without authorizationt is also classified as a trespassing evéithoughthese eventdo
not cause actual damage, they indicate cectaamacteristics, whichhay ultimatelyresult
in severe consequences if they occur repeatedly. lrgpfndbm trespassinglata is an
important research topic in proactive risk managenaemnt is critical for developing
effective education, enforcement and engineering strategies for the prevention of

trespassing on railroad trackg)(8)

1.2 Railroad Video Data

The availability of video data in the railroad industry is increasing exeayand
enables the@cqusition of data on trespassingcameras are sited on nearly every part of
the railroad system, such as inside the edtngthe track, at grade crossings, and in
stations. The Fixing Amer i c aegwres8lupasteagere Tr a
railroads to install inwarflacing cameras to better monitor train crews and assist in
accident investigations, and outwdetting cameras to better monitor track conditi9)s
The Los Angeles Metro Transit Authority in California began utilizing video cameras for

law enforcemenat gradecrossingg9). In the New York area, Metrdlorth and the Long



Island Rail Road received $5 million from th&RA for grade crossing
improvements. Approximately 40% of those funds were committed to installing a Closed
circuit Television (CCYV) system on higtrisk grade crossing4.0).

The increase in availability of video data within the rail industry makes acquiring
data on trespassing more viabl€altrain in PaloAlto California has installed CCTV
cameras at safety critical grade crossifaysthis exact purposeo actively monitor and
prevent illegal crossings through an integrated alert systeih).This trend has also
expanded globallasIndia has an initiative to instatlameras on over 11,000 trains and
8,500 stationgor safety purposethroughout the country starting in 20182) These
sources provide valuable video big data sources for railroads but analyzing the data
accurately in realime is challenging.

The pervasive presence of surveillance cameras provides a big data platform for
collecting aml analyzing trespassingdata in support of railroad safety and risk
management. Despite its value, video data analysis can be extremely laborious, usually
taking hours or days to process and analysgresent, most camera systems are reviewed
manually by railroad staff, but limited resources and operator fafifié4)can lead to

potentially missing trespassing events.

1.2.1 Video Datdor Railroad Safety Research

In the railroad industry, the extraction of useful information from video data has
largely been based on manual reviewing of the gathered footage. For example, Ngamdung
et al. (15) conducted a study to understand illegal trespassing of railroad property in
Pittsford, New York. The video analysias conducted manually amdquired a large

amount of labor to accomplish(16). In addition, there have been studies on the



effectiveness of huans watching CCTV cameras; they show that afte4@@ninutes of
active monitoring, operbationrdsn esfst, &@n wdua fcthe rr
ability to effectively complete their tagk3).

Minimal work has been don® utilize Al for trespassing and no studies have
performed these analyses in real time, proygdalerts for proactive trespass prevention,
which is a principle knowledge gap motivating this stuéResearch y Pu etal in 2014
used a series of computer vision algorithms to detect illegal crossings with a facsimile of a
grade crossing17) Further research by Zhang et al and Zaman(@8al9)used a similar
suite of Al algorithms to detettespasseat grade crossings. These studies were limited
to the available archival footage and did not analyzetme& video feeds. The live
detection of more trespassing events at both grade crossings agrhdercrossings can
support railroads in two waysThe first is the potential for faster responses dangerous
situations on their property. Secondly, the aggregated database of these events can give
insight into the behavioral characteristics of trespassers.

Effort has been made to quantify the freguyeand severity of highwasail grade
crossing incidents.Previous studies(20,21) employed the U.S. Department of
Transportation (USDOT) Accident Predictidtodel toestimatethe number otollisions
occurring at grade crossings. An understanding of driver behavidrumanfactors can
contribute to grade crossing safety improven{2gj). A comprehensive overview of grade
crossing research is summarizedOhadwick et al(23). Since grade crossing id&nts
account for a large portion of casualties on U.S. railr¢a@®3) it is important to better

understand this type of risk so as to develop proper risk mitigation strategies.



1.3 Al Technologies for Video Analytics

Atrtificial Intelligence has the potential teeduce the requirethbor to detect
trespasserns railroad video dataEvidence of thiss demonstrated ke utilization of Al

algorithms in paradll industries such as highway and aviation.

1.3.1 Computer Visionfor Video Analytics

Selected Al techniques include background subtractegion of interest, and
Kalman filtering (24i 27). The first and most fundamental tool in video analytics is
background subtraction. Nén attempting to isolate moving objects in a frame, the removal
of the landscape against which they are moving can improve processing time and accuracy.
Originally, cameras at airports were used to provide visual confirmation of a plane's
identity, and ifrared cameras were used to ensure security from trespasseexent
years, a network called the Autoscope Solo Wide Area Video Vehicle Detection System
has been deployed in European airports. This system utilizes background subtraction in its
Al to identify moving objects within the field of vie{24). Other techniques of bigdeo
analysisregionof interest (ROI) and line of interest (LOI), were implemented in a study
counting pedestrians and cyclists crossing an intersection using a stationary CCTV camera.
A user can define a line or polygon of pixels in the frame whittABcan use as a

reference. In that study, pedestrians and cyclists were tracked in the frame and only

counted as fAcrossi ngo (27) Ahother Al tgechmigue ssdthe t hr o u

Kalman filter, which is a set of mathematical equations to estimate the state of a process
(25). This technique haselen used tdrack vehicles within a camera view for highway

applicationg26).



While Al has the potential to provide useful data analysis capabilities, there are
privacy concerns which may occur due to collecting personally identifiable informati
(28,29) For exampl e, a survey showed that 8 8
someone watch or listen to them without hei r (B0 r Mi3s¥%s iodnad esponde
itisimportanttok abl e to go around in pu@0.iThs wit ho
opinion has fueled legal and technological changes to preserve the privacy of individuals.
For example, in 1974 the United States congress enacted the Federal Privacy act, which
regulated governmental databases in how they could store and publishatidaron its
citizens(31). Therefore, it is important to recognize and manage these privacy concerns.
In 2009 the Federal Trade Commission (FTC) published a general set of principles for the
collection of informaibn, including awareness, consent, access, security and enforcement
(32). To maintain these principles and still extract useful information, specialized video
processing techniques have been developed
anonymization technigge are among the examples of how these concerns are
technologically considered. The anonymization techniques involved an intricate neural
network approach that first identifies faces and then performs a post processing obfuscation
resulting in a final anonyized imagg33). In a fulkscale implantation of video analysis

frameworks a similaranonymization algorithm could be implemented to preserve privacy.

1.3.2 Mask RCNN for Trespass Detection

An emerging type of Al algorithm called Mask@N\N has been successfully used
in analyzing big video data in similar circumstances to the railroadpéassing problem.
Mask RCNN is built on the established architecture of deep convolutional neural networks

(DCNN). DCNNs area style of neural network that classifies images through a specific



arrangement of three kinds of network layers; convolutjoredtified linear units and

pooling layers. The Convolutional layers, for which this algorithm is named, attempt to

find a preprogrammed feature (called a filter) within an image. This can be a geometric
shape, series of colors or any otlement that is unique to whet intendedto be

classifed. Multiple filters are éstedacross the entire image and are aggregated into a

single image in the pooling layer. Rectified unit layers (ReLU) remove anythaig t
doesnoét match resulting in an i mage only
repeated in the algorithm, convolving, pooling and convolving again, your algorithm
becomes deep, resulting in a deep convolutional neural ne(@4rk.

Since Kr i z l{38)2GLR neseagch publitation using DCNNs for image
classification, which was used to win thmageNet LSVRE2012 contest (correctly
classifying 1.2 million images), the us¢ DCNNSs in image classification has rapidly
increased in popularity. Subsequent resea
CNN (36), Fast RCNN (37) and Faster FCNN (38)) built upon the existing structurd o
DCNNsto include features such as bounding boxes. This differed from traditional DCNNs
by being able to identify the location of an object in an image, rather than its mere presence.

In 2017, a statef-the-art descendent of this previous research ddflask RCNN
was published within Faceb(@DpApiimarybenefitobsear c
Mask RCNN is the increased precision in object recognition by being able to tell if
individual pixels are part of an object. Also, MasiCRINs are compatible with existing,
largescale traiing datasets such as the Common Objects in Context (COCO) dataset. This
dataset consists of over 328,000 labeled images of everyday scenes built for use in object

recognition research angives computer vision algorithms valuable training data to



recogniz commonly seen objects like people, cars and trai8). These features of
Mask RNN allow for rapid deployment to object recognition tasks.

In computer vision Mask NN has several distinct advantages over other
algorithms. They have been extensively tested in many domains while niaggaingh
level of accuracy. This extensive testing has led to the creation of a plethora of
transferrable training data, easing the application of MaSiNRI to new scenariogl0).
Mask RCNN is also invariant to changing environmental conditions in ways that
traditional computer vision techques e.g. (background subtractid@ai 19), blob analysis
(41)) are not. Finally, Mask NN can continually improve its accuracy through back
propagated validation, using every successful classification as positive reinforcement for
future classifications.

The development of faster and more accunatgral network architectures has led
to an increase in practical applications. The detection and tracking of pedestrians using
these methods have been extensively stud{d@) These research initiatives have used
convolutional neural networks to track people for a variety of purposes which closely
mirror the needs of trespassing e.g. autonomous dri¢iigl5) traffic safety (Szarvas et
al.; M. and Sakai), and surveillan@i 51). The variance in the literature consists in the
adjustment of variables of a convolutional neural network (number of layers, orientation
of layers, application of study etc.) for maximal accuracy and gstigkecessing speed.
Trespassing detection partially consists of tracking pedestrians on railroad property,
therefore the methodologies outlined in the literature have many paralteksreolroad

trespassing problem.



Many industries,nicluding railroads, have used convolutional neural networks in
other capacities. These applications range from airplane recognition in inf2)do/the
tracking of ships in port$53) to roadway crack detectio(b4). Within the railroad
industry, research by Gibert et al used convolutional neural networks to identify missing

track components in inspection phot(b)

1.4 Purpose of This Thesis

To address the challenges described, tesisdescribesgwo Al algorithms to
Awat cho Arecognized and Aunderstandodo tres
infrastructure. In addition, the second algorithm is coupled to a live alert system, which
sends trespassing alerts to designated destination.
Specifically,this research aims to produce the following deliverables:

1) Develop a methodology for Adided trspassing detection and alert

2) Develop a practicesady tool implementing the algorithm

3) Collect and analyzigespassinglata to understand trespassing characteristics

1.5 Thesis Outline

In the introduction, the problems of trespassing railroad context, availability of
video data and outline of the research are discussed. In chapter 2 theAiidtdirespass
detection framework is described. The computer vision methods, data sources and results
of the study are discusse In chapter 3 the second -Alded trespassingdetection

framework is described. An analysis of the Al methodologies are discussed in concert with
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available video data and resultant characteristics of the research. This research work

includedin this thesis was carried out from January 2017 to August 2018.

1.6 Trespass Detection Framework Development

The main section®f this thesischapter 2 and chapter 3, describe two approaches
towards utilizing existing video infrastructure to detect andlyzetrespassingvents.
Each of these approaches were distinct irvitleo data analyzeandAl algorithm used
Thetransitionfrom the first to second frameworkpresent amprovementriven bypeer

reviewand industry professional feedback.

The firsttrespass detection framewomdescribed in chapter 2, was developed to
detecttrespas®vents at a single grade crossing. Footage for analysis axadqat by a
railroad industry partner and haddarationspanningapproximately25 hours. The Al
algorithm developed used an amalgamation of computer vigionniques such as
background subtractionegion of interest, Kalman filteringndmoving pixelhistograms
The combination of the features in this study resulted in a lightweight (low computation
cost, fast analysis time) algorithm which was able to detespasssat the given location.
However,there were several significatitnitationsto the developed programghlighted
through discussions with academic peers and industry parwrstantial reprogramming
would berequired for applying the algorithm to new locatitinsting the flexibility of the
framework.In addition the analysis periodf 25 wasshort and only twdrespasevents
were captured in the study perida@stly,the algorithm wasffline, limited to the analysis
of archival fodage, a design decision based on the currently available videoTdetae
limitations were rectified in the development of the second framework and initiation of a

second trespass detection study.
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The secondramework described irchapter 3jmproved upon the limitations of
the firstframework Thenewstudyincludedanexpandedist of railroad video feedthat
coveeddiverseinfrastructureorientations, traffic densitiemnd environmental conditions.
The framework was modified to use a statehe-art Al algorithm called Mask fCNN,
whichallowed for greater precision in trespasser detection and automatic differentiation of
trespasser type and quantifilask RCNN) A summary of the key differences between

the first and secorflameworkscan be seen ifiablel.

Tablel FrameworkFeature Comparisons

Framework 1 Framework 2
Video Data Source Rail Industry Partner Public Sources
Number of Locations 1 3
Video Type Archival Only Live or Archival
Analysis Duratbn 25Hours +200 Hours
Live Alerts No Yes
ComputationalCost Low High
Anonymization Manual Automatic
Features Extracted {Trespass Event} {Trespass Event}
{Trespass Time} {Trespass Time}
{Trespasser Type}
{Number of Trespassers}
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The main differencediween the two frameworks lies within the typeadificial
intelligence algorithrm used The first framework used a series of computer vision
algorithms (background subtraction, blob analysis, Kalman filtering and mapping of
moving pixels) to understantlespassing events. The second framework used a deep
convolutional neural network algorithm called MasiCRIN to a greater effectEach of
these algorithms had several unique features and associated benefits and limifations.

summary comparing the twadgorithms can be seenTable2.
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Table2 Al-AlgorithmsComparisons

Framework 1

Framework 2

Al- Background Subtractio®egion of | MaskR-CNN, Region of Interes
Algorithm Interest,Blob Analysis, Kalman
Filtering & Mapping of moving
pixels
Benefits 1 Low Computational Cost Ability to Recognize
{1 Fast Archival Review Speg Objects
(2% of Actual Duration) Ability to Differentiate &
Count Multiple Objects
Invariance to Changing
Environmental
Conditions
Automatic
Anonymization with
Colored Masks
Limitations Requires Extensive Re Very High Computationa

Configuration for New

Applications

Limited Object Recognition

Cost

Slow Archival Review
SpeedReal Time)
Object Recognition
Dependent onTraining

Dataset
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Further details regarding the exact usage and results of each study can be seen in the

respective chapters.
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Chapter 2: Archival Trespassing Grade Crossingvideo Analytics Framework
Zaman, A, X. Liu, and Z. Zhang. 2018. AVid

An Artificial | Mtarespoitation Reseaechdddd®pr oac h. 0

2.1 Objectives of Research

To make theanalysisof railroad video datanuch less labemtensive, this chapter
develops a framework for utilizingyl technologies fotrespass detection atite extraction
of usefulinformation fromrailroadbig video datasets. This framework has beesigned
andimplementedn video data from one grade crossing in New Jersey. The Al algorithm
can automatically detect unsafe trespassing of railroad tr&scifically, this research
aims to produce the following deliverables:
1 Development of a general Al methodological framework for railroad big video data
analytics.
1 Application of the technology to asecase which is grade crossingespass
detection.
T Implementation of the Al algorithm into a computeded decision support tool

that automatically processes big video data and outasisasyideo clips.

2.1.2 Knowledge Gaps

Currently,Al -driven big video analyticarestill in an early stage in railroad safety
research. Video analysis occurs largely on a manual basis. A customized Al algorithm
would significantly expedite video analysis process.
2.1.3 Intended Contributions of ThiChapter

This chapterintends to develop a unique,-aided methodological framework for

video analytics that can be adapted to different application scenarios in which railroads
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need to analyze big video data in support of their safety decisions. Usingstmative
application in grade crossinggespassdetection using surveillance camera videas,
systematicanalytical procedure showing how Al can be developed and used to generate
trespassingideo clipsis providel. The methodology can be adapted to other scenarios
toward automatedyideo monitoring and analysiSrespass datawhich supplements

accident data, provides additional useful information for understanding risky behaviors.

2.2 Artificial Intelligence Aided Railroad Video Analytics

There are a variety of resolutions, frame rates, opacities, and brightness levels in
railroad video data. Each of these presents a challenge when training an Al to process and
extract information fromhtese data. There are several performance requirements for the Al
in analyzing video data. First, it must accurately identify vehicles, trains, artifacts,
shadows, and other objects. Second, the algorithm needs to be robust in diverse
environmental condities. This includes inclement weather (e.g. rain, fog, snow) and
varying light conditions (twilight, nighttime, daytimeDuring the night those opacity
levels change, and when vehicles drive by, headlights may cause a false detection. New
opacity levels ad extra checking techniques need be implemented to remediate this issue.

To address the aboweentioned challenges, general Al approaches for video
analytics, including background subtract{@4,41,56,57)blob analysi¢58), and Kalman
filtering (25,27,5961) for potential application to railroad video analysssintroduced
(Figure 2). These techniques isolate the moving objects and track their movement.
Background subtraction is particularly useful because most camrerasatic (e.g. those
in stationsat gradecrossings, or on bridges). The removal of the background allows for

the isolation of the moving objects (humans or vehicles) in the frame. Each pixel is derived
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in color scale and averaged over several frarsegparopriate to the application. This is
important as the environment causes light and vegetation to shift slightly, and an average
value with inbuilt tolerances allows for a more dynamic background. The subtraction
occurs on a framby-frame basis as wielWwhere each colescaled pixel is subtracted from

the learned background, resulting in a binary mask. In another approach, an Al algorithm
establishes pixel ranges knownla® of interest or region of interest, which aid in the
counting and recordingfo obj ect s6é behavior as they trayv
of the frame, less pixdb-pixel calculations are required, which is particularly useful in
high-resolutionfootage where the number of pixels is large. Finally, Kalman filtering can
predct the movement of objects. This can also aid in the classification of specific types of
objects that are tracked. Wi th the values
predicted, the differentiation between vehicle and pedestrian or vehiatkeas can be
ascertaine@25).

These techniquésremoving the stationary background, identifying the moving
objects, determining if they are traversing an area of interest, and removing the non
conforming objec® establish a framewk for Al-aided railroad video data analytics.
Furthermore, developed Alased technigques should be trained to test and verify its
robustness. A training program for an artificial intelligence application for railroads would
require the development of amitial algorithm with established environmental parameters.
This draft algorithm analyzes a training s
the knowns. A successful verification wo
images of trains ahpedestrians independently from the background, using techniques such

as background subtractiof24). The Al can then be retested with various weather
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ions, such as dawn, day, dusk, and dark. After

undergoing thigraining,an Al Applicationcancapture the imageand moving paths of

trains and highway users, such as cars, pedestrians, bicyclists, under a wide array of

external conditions. Then the Al toohnr

ecord critical video information automatically,

which is compiled into a database for future study.

Recorded video file

4

Removal of static
background from analys

A

/

Background
Substraction

Grouping of moving pixelg
into distinct objects

Blob
Analysis

A

Mapping the movement
objects across the framg

f

;

¥

Statistically predicting the

Kalman

movement of objects to
ensure conformity

u

Filtering

A

Recording important
information to database fq
later analysis

Database populatign

i

Figure 2 General Al framework for railroad video data analytics.

2.3 Application to Grade CrossingTrespassingAnalysis

Grade crossing trespassing accounts for a large number of incidents and fatalities

annually(61). An Al algorithm was developed and implemented with the data based on

one grade crossing in New Jersey. The CCTV video footage of this grade crossing was

obtained, and a customized Al algorith

m was developed to detsplissingA trespass
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event occurs when a pedestrian or vehicle traverses the crossing while the red signal is on.
Almost all prior studies in the field of grade crossing safety have focused on using accident
data (21,62) without accounting for a larger number toéspasseshat share similar
behavioral characteristics but (fortunately) diot cause any harm yet. The following
section details the process of using Al to automatically detespasse$rom grade
crossing video data. The general methodology can be adapted to other use cases in the

future.

2.3.1 Algorithm Flow Chart
This Al reads the video file looking for a red signal, processes the image (details
will be presented later), and evaluates whethegspassas occurred. Detailed analytical

steps are presented below.

Step 1 Reading Video Frames Sequaeiii

The first step of the algorithm is to start reading the video file frame by frame.
During this reading, the prime objective is to determine if the active signalized crossing
light has been triggered. To increase processing speed, adkgmsegmenis included,
which advances the reading in-46cond intervals and stops when a red light is detected,;
this is practical in this application because the duration of a stop signal is greater than 10
seconds for this grade crossing. Fraskg algorithms als allow for adaptability to high

frame ratevideoand reducing analysis time.
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Step 2 Detection of Stop Signal

After a frame has been isolated, the stop signal (red signal) is recognized in that
frame. A checking of the red pixel values in the smalhasf the frame where the signal
lies determines its statuBigure3). The user can configure the location and the opacity
threshold for this application. If a stop signal is detected, the algorithm peddinase
by-frame checkbackwardsto determine the beginning of the stop signal. Then, the

subroutine ofrespassletection is activated.

Figure 3 Stop signal under day and night conditions.

Step 3 BackgroundTemplaé Learning
The trespasgletection subroutine follows several steps. The first is to learn and
subtract the background template at the beginning of the stop signain®amg objects
are captured in the field of view at this time. For each sikgpal that is encountered in
the video, a new background is learned. This overcomes the challenge of the gradual

changing of light levels throughout the day. Other environmental conditions such as
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passingrainstorms parked cars in the background and thare also captured in the

background template learningigure4).

Figure 4 Computefrecognized background using training data.

Step 4 Objective Tracking

Moving objects are dected in the foreground with the background subtraction
technique 13,23-25). With background subtraction, the total number of moving pixels can
be tracked and recorded from frame to frame; this detection continues until the red signal

turns off.

Step 5ldentifyingTrespasses

After the previousteps, the algorithm identifiedr@spasg&vent based on the total
number of moving pixels. One main chall eng:
from moving pixels of drain. It was noted that the number of pixels that a train occupies
in the foreground during a crossing is much larger than that of highway users (e.g., a
pedestrian or a vehicle). Therefore, a proper threshold can be established to separate

tregpassingobjecs from trains. If atrespasss detected, all frames of the red signal are
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extracted to a video file for further review. After stop signal processing concludes, the
algorithm skips five minutes and continues the analysis from ISt€his fiveminute skip

further reduces processing time and does not compromise the accuracy of the analysis since
no stop signals reccur within this short interval in this case study. These parameters can

be easily changed for different applications

24.2 Results

The goal of our algorithm is to complete the analysis much faster and with equal or
greater accuracy than manual reviewing. In this case study, the processing of the video
took roughly 2% of the total video duration to complete. Thiatitum is highly dependent
on the number of stop signals encountered. Thespassevents were detected on & 25
hour videodatasetcovering three different days. The processing time for this video was

less than 40 minutes. Detailed summary tedlsn Table 1.

Table3 Results for AlAided Detection ofrespasses

Date From To Duration Red Signals | Trespasses
(Hours)

Day 1 08:00 15:00 07:00 21 0

Day 2 00:19 09:00 08:41 20 2

Day 3 |12:00 21:00 09:00 26 0

TOTAL 24:41 67 2
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The al gor it hmo strespasgvenistoccering witkirda singhecstop
signal in the morning of one day. In the fitstspassbefore the train arrived, two
pedestrians entered the grade crossingsevthé stop signal was activieigure5a). Five
seconds after the two pedestrians crossed the track, the train arrived. Thetrespass
occurred when a cyclist, who had stopped at the deploymdaheadrm gates and stop
signal, crossed after seeing that the train was gone, without waiting for the signal to be

deactivatedKigure5b).

(b)

Figure 5 Twotrespassncidents detected by the Al algorithm
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The results of this study epitomize two different types of highway users and two
typical norcompliance behaviors. The two pedestrians perceived the timing of train arrival
from theirjudgmentandwereconfident wih their abilityof crossingthe track before the
train arrived. The second case illustrates the assumption that no second train would cross,
despite the presence of multiple tracks and the continuing of the signaltr&gihsses
represent risk behaviors with potentially catastrophic consequences, which have been

seen in the past accident dé@62)

24 Web-Based Decision Support Tool (AlGrade)

The Al algorithm described abowasimplemented into a webased decision support
t ool c adrlaedéggare .l The webbased AlGrade streamlines ¢hautomatic
processing of railroad grade crossing data through the following steps:

1 Step 1i Login in the application website

9 Step2i Sel ect the video file that needs to

address.
T Step3i Cl i ¢ck A Sub mocessing veillegint he p
1 Step 4i Once processing is completed, users will receive an email that provides

the croppedrespasyideo, if any.
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Submit Video Processing Request

Submit a request to process your rallway grade crossing video to detect near miss instances

Provide your email add and you'll be notified via email once we are done processing your video,

along with the link to download the output near misses video

Select the video file (MP4 or AVI files only, limit 100MB)

Choose File trimmedmerg...110fps.mp4

Enter your email id:

Drutgers.ed

Your video was uploaded successfully!

Once the video has been processed, you will be notified by an email with a link to download the near misses video

Figure 6 Al-grade decision support tool user interface.

25 Tool Validation

To ensure the usefulness of this Al tool, results must be accurate and achieved faster

than via manual processingy validation of this criteria was completed using the collected

video data. In terms of accuracy, there are four possible resultsiliBgahtrespassing
occurs, and a detection is recorded (correct); 2) no illegal trespassing occurs, but a detection
is recorded (false positive); 3) an illegal trespassing occurs, but there is no detection (false

negative); and 4) there is no illegal passing and there is no resulting detection (correct).
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Table4 Tool Validation Outcomes fdrrespas®etection

Trespassing No

Trespassing

Detection 100% 0%

No Detection 0% 100%

For comparisorthe footage wasnanually reviewe@ndthe results wereompared
to the output of AiGrade. To date, AGrade is 100% accurate without any false positives
or negatives (Table 2). In addition, the Al program completed procebsi2ghour video
within 40 minutes, totaling 2% of the video time. We are further developing and training
this algorithm using more video data (eaneyear data) from our industry partners.
Ultimately, we hope to design a tool for r¢imhe analytics olvideo data in support of

railroad safety decisiemaking.

2.6 Contributions to Research and Practice

26.1 Contribution to Academic Research

This chapterdescribes an Atrtificial Intelligence technological framework for
automatically detectintgespassest grade crossingBefore the advent of Al technology,
it was not practical to collect diverse information (e.g. the time, type, and environmental
conditions surrounding illegal trespassing), from big video data because of an inordinate
amount ofpersorhoursrequired for theacquisitionof such information.The expected
contribution of this research to railroad safety parallels whaEith&A-sponsored study

on Naturalistic Driving did for highway traffic safety, which usedsses to collect vehicle
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movement and driver attention data and used this information for highway safety analyses
(63). Similarly, we aim to empower Al to analyze a large amount of railroad video data for

better understanding human factors inwas application scenarios.

2.6.2 Contribution to Practice

The practical contribution of the Al framework is its applicability to this and other
scenarios in the rail industry (e.g. inside cabs, at stations, rail yards, and on platforms). This
information will help railroad agencies make decisions regarding the allocation of limited
safety budgets. Al can be trained to recognize a variety of environmental factors (e.qg.
weather, track geometry, the population surrounding rail facility), as well aprosk
human behaviors (e.g. illegal trespassing, operator fatigue). Further, Al can be developed
to quantitatively measure the association between risky behaviors and their influencing
factors. These results enable development of proactive strategies tatpyeveduce
trespassesr incidents in railroad system, thereby improving its safety. Additionally, the
implementation of this framework has a low cost. It utilizes an already existing video

recording infrastructure and has no additional \varé costs.

2.7 Conclusion

This chaptemproposes the use of a customizeiificial intelligence algorithm for
automatically analyzing railroad video dadesolicit useful information for understanding
human behavioral characteristi€fferent aspects of trespassing events can be extracted
using thisframework, whichprovide different levels of information relevant to different
parties within the ailroad industry. Trespasser data, aggregatednesse through this
framework,couldallow for greater understanding into human behaaratinform railroad

safety solutions to this critical problenfzor example, if it is found that trespassing at a
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grade crossing occurs in a concentrated time period throughout the day, the presence of a
police officer for a limited time could deter a large portidmotential trespasse$64)

In a larger view, acquiring data on the number of trespassing events at grade
crossings can provide a more complete picture of the velatskiness of different
locations. Studes on theaccident risk at grade crossingge accident datanot trespassing
data, to judge the lative danger of each locatiof20,21) Using the Atdriven framework
outlined in this chapter valuable information could be gathered to inform a more efficient
allocation oflimited safety budgets teave the greatest number of lives.

An example implementation and decision support tooldaeeloped based on
grade crossing surveillance video data. In the study period, our Al algorithm correctly
detects all thdrespassvents associated with unsafe trespassing of the studied grade
crossing.This algorithm was able tanderstand bbtthe condition of the environment and
the behavior of humans in the frame. The subroutine which analyzéaghiag light
extracts important information about the state of the grade crossing and the presence of an
approaching trainAdditionally, theframework determines gedestrians and vehicles are
crossing the region of interest only during periods when they should not, differentiating
between legal and illegal crossings.

Trespasslata can be used for developing safety stratégig®vent the occurrence
of risk-prone behaviors and resultant accidents. This research indicates the promising
applications of Al to other research areasaitroadindustry in the future, such as@ab
video analysis for distraction detection or segusurveillance in railway stations.
Prompted by industnfeedback,severalimprovementsto the current framework are

requiredto implement this frameworik the field To validate the accuraand prove the
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ability of this framework to provide high quiglidata to inform risk analyseslarger video
dataset must be reviewedThis dataset must include new locations, environments,
infrastructure orientations and possibly, more trespassing events. The combination of those
factors wouldp r ov e t h e vauk tpdhe indubtmn énd ability to inform safety

decisions.
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Chapter 3: Generalized Live Video Trespassing Video Analytics Framework
Zaman, A, B. RerandX . L i u Artifizidl -In®lligeneAided Automated Detection
of Railroad Trespassing via Bijdeo Data Analytics ®ransportation Research

Board98. (SUBMITTED)

3.1 Objectives of Research

The goal of thixhapteris to create ammprovedAl framework thatcan analyze
live video feeds in real timer analyze archival footage gaher useful informatioron
trespassindpr railroad safety purposes. Specifically, this study aims to yield the following
deliverables;

1) Develop a methodology for Adided trespassing detection and alert

2) Develop a practicesady tool implementindhe algorithm

3) Collect and analyzeespasslata to understarelventcharacteristics

Figure7 shows a conceptual view of the system, where an Al algorithm can send
live alerts to designatl personnel by analyzing and identifying trespassing events in live
CCTV feeds. Additionally, trespassing events are also recordedras@asslatabase
containing video and associated metadata (time of day, type of trespassing, type of

trespaser, etc.).
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Figure 7 Conceptual Trespasser Detection & Alert System using Artificial Intelligence

3.1.2 Knowledge Gaps and Intended Contributions

Currently, Akdriven video analytics are new to the railroad industry and the
monitoring of railroad live feeds occurs largely on a manual ba3iss researctaims to
narrow this gap by providing an Alided trespass detection framework to collect
trespassing data that informs engineering, education and enfmtestrategies for

trespass prevention.

3.2 Al -Aided Trespass Detection Framework

Detection of trespassing events in video feeds have many challenges. There are a
wide variety of configurations, environmental variables and technical features of live data
streamsof railroads. An Al built for trespass detection must have several fundamental
performance qualities. It must accurately identify pedestrians and vehicles within the
frame, unhindered by video artifacts, shadows and other distorgacendly, the Al must

maintain accuracy in diverse environmental conditions e.g. (rain, snow, day, night, fog



32

etc.). Finally, when analyzing a live video stream, the Al must be able to process the frames

qguick enough to maintain a fast response time ssipte trespassing events.

/ Live Video Stream /

3

Designation of areas where
trespassing may occur

Region of
Interest

A4

Identifying people and vehicles
within the region of interest

Mask Regional
Convolutional
Neural Network

Y

Alert appropriate personnel of
event and save information for
later analysis

Alert email/SMS [ _/
message / A 7

Database Population /

Figure 8 General Al Framework for Railroad Trespass Detection

To address these challenges a generalized Al framework for trespass detection

which utilize the combined techniques of region of intef2g)and Mask RCNN (39) is

proposed Figure8).  After definingthe ROI, the Mask FCNN analyzes frames of the

live video feed. If an unauthorized person or vehicle enters the ROI an alert would be

sounded and relevatrespassinglata recorded to a database for later review and analysis.

A key part of MaskR-CNN performance is the training dataset which allows it to

recognize objects. The COCO dataset, consisting of many labeled images of everyday

scenes built for use in object recognition research, was utilized for this purpose. It was

selected because dk depth (330,000 Images), diversity (80 object categories) and
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timeliness though its continual growth and refineme(0) Additionally, the COCO
dataset includes pmgenerated boundaries around recognized images allowing for better
object recognition. By providing the Mask-GNN with this d&aset it can recognize
people, cars, trains and other objects within the ROI.

If an illegal object is detected within the ROI a subroutine of the Al will execute
two simultaneous commands. Firstly, an alert SMS text or email is relayed te a pre
determired user. This can be a railroad safety official who can decide of possible
reparatoryactions. Secondly, a clip of the trespass incident is recorded and metadata e.qg.
(object detected, time, location, video file name etc.) is storetr@sjpas evendatabase.

This metadata is automatically generated by the Al demonstrating that context of the image
can be extracted and interpretddespassingatacan provide valuable information about
hazardous environments and behaviors that tedcespassing events which can inform
education, enforcement and engineering strategies for trespass prevention. Additionally,
the aggregation of thesmspass eventsas the potential to enhance railroad risk analyses

in the future.

The Al framework should be trained to verify its accuracy by having the algorithm
analyze a video dataset with established results. Comparing the results of the dataset to the
known number ofrespasseg er i fi es t he Al al gowrliddatdsetsps per
including varying environmental conditions, should be tested with the algorithm to verify
its performance under diverse circumstances.

This framework is intended to be implemented on live streams of railroad property,
which lead to the considation of several concerns which will be addressed in our ongoing

work;
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Ethicsi Ensuring the privacy of individuals captured in the analysis;
o Plan: Implement colored masks over detected people and vehicles with
Mask RCNN.
Economicg Balancing cost &enefits of the technology;
o Plan: Perform costs analysis to ensure the most effective technological
solutions have been utilized.
Accuracyi Continually improving accuracy with growing database;
o Plan: Analyze false alarms and missed detections & incdgserutions
into the Al.
Demand’ Adding data types and metrics as per stakeholder request;
o Plan: Add relevant contextual metadata as requested.
Supporti Responding to system failures and correcting errors;
o Plan: Continual communication is maintained hwihdustry partners to
meet operational needs.
Adaptability T Ensuring the ability to perform under unforeseen or untested
scenarios;
o Plan: Expand testing and training data to new scenarios and to ensure
consistency in any environment.
Availability T Maintaining access for stakeholders;
o Plan: Develop eastp-use dashboard to vieespasslata and analyze new

data streams.
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3.3 Trespass Detection Applications

The combination of grade crossings and other trespassing events make up most
casualties inthe railroad industry2,3). Almost all prior studies in the fieldf trespassing
and grade crossing safety have focused on the acciden2d#5) without considering
events that do not result in an accidenfhese trespasseshare similar behavior
characteristics to accidents, with the exception that they do not result in immediate harm.
Repeatedrespasselave the potential to lead to severe consequences and learning from
these inciderst can inform proactive risk management strategies in the future.

This framework was tested on two different safatyical scenarios; grade
crossings and negrade crossings. Active warning grade crossings alert vehicles and
pedestrians when they aret mtlowed to cross the tracks. Therefore, an Al algorithm must
be able to differentiate between legal and illegal passes. Ongra& crossing location,
this distinction does not need to be made, as all crossings are deemed illegal, except for
authorzed railroad personnel. This categorization represents the two fundamentally
different types of locations where trespassing occurs and was able to be analyzed by the
same generalized trespass detection framework. Passive grade crossings, which lack
active signalization like lights, arms and gates, were not addressed in this study due to lack
of available video coverage of these locations.

In our preliminary investigation of potential data sources to test this framework it
was discovered that there esist dearth of publicly available camera streams of railroads.
These streams were originally intended for railroad enthusiasts to view for entertainment,

but provide a high quality (high resolution, high frame rate, reliable up time, etc.,) data
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source forailroad safety research. To select an appropriate stream several variables were
searched for;
o Clear view of signal lights for grade crossings
o Urban population to increase the chance of trespassing €6énts
With these factors, three streams were identified for analy&pure 9 shows a

typical view of the locations.
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(€)

Figure 9 (a) Selected Grade Crossing Stream (b) Selected First®lade Crossing

Stream (c) Selected Second Marade Crossing Stream
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The selection of one grade crossing and two-grale crossings was based on
several reasons; 1) availability of video streams wittlear view of signal lights 2)
demonstration of the flexibility to different trespassing environments. In the fittige,
plamedto expandhe search for live video feeds to examine a greater number of grade

crossings and negrade crossings &k.

3.3.1 Al Algorithm Flow Chart

The Al will parse the video live stream, prompt the user to identify the ROIs within
the frame, detect whether people or vehicles are in the ROI and send alerts if a trespass has
occurred. The detailed steps are presebhtdow. The algorithm can analyze both grade
crossings and negrade crossings based on the activation of a single subroutine which
demonstrates the frameworkds adaptability
the railroad industry with no adjtments. This special subroutine detects the activation of

flashing lights that indicate an approaching train.
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Figure 10 Detailed Trespassing Framework for Railroad Trespassing (Including Both

Grade Crossing and Ne@rade Crosing)

Step 1 Parsing the Live Stream
The first step of the Al is to establish a connection to the live stream of the selected
location. After raw video data is provided, for example via internet live stream, the

program will proceed to step 2.
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Step 2 Daw Region of Interests

The second step of the program is to identify the region(s) of interest. A user will
be prompted with a static image of the video feed and the user can sequentially select the
outer limits of the trespass area. The borders of tHanRbe represented by a green line
and can be closed by selecting the first pt
frame and a diffegeadeatcrossbegweamdimagma.
made. The difference between these tsvthat any object (person, motorcycle, bicycle,
car or truck) except authorizedradel coasgspt
ROI will be deemed illegal and triggana | er t . Conversely the nAgil

only trigger an alerif the algorithm detects that the signal lights are active.
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(€)

Figure 11 (a) ROI of Grade Crossing Stream (b) ROI of First Neérade Crossing

Stream (c) ROI of Second N@rade Crossing Stream
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Step3 Trespass Detection

The third step in the algorithm utilized the MaskCRIN framework(39). Each
frame analyzed was checked for objects within the selected ROI. If a grade crossing ROI
was identified a subroutine will actively check for the initiation of a crossing signal light.
When thatight activates people and vehicles within the ROI are deemed trespassing. Both
freight and passenger trains are also identified by the algorithm but deem them as legal
occupiers of the ROI and therefore do not trigger alerts. A limitation of the thlgois
its current inability to differentiate between authorized railroad personnel and trespassers.
In future research, we aim to resolve this by providing the MaSRR with training data
to filter out authorized railroad personnel and workers baselkeounique characteristics

of their attire. In the current framework, these events are manually filtered out.

Step 4 Alert and Database Population

The final step of the Al is twofold; send an alert text message or email to a
designated user and recole ttrespassing event video and metadata to a database. The
alert text messages or email can be directed to railroad safety officials for immediate action.
The database contains information on time, object detection, identified zone (grade

crossing vs. ne-grade crossing) and name of the associated video file.

3.3.2 Al Development and Testing Process
To ensure that this Al achieved the highest accuracy and minimized the number of
missed detections and false alarms a tpage training and testing planasexecuted

(Figurel?). The first step of this plan was the initial development of the Al using several
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hours of training data. This training data was acquired by recording the live strdaam of
selected grade crossing location for a duration of 9 hours, capturing diverse environmental
and traffic conditions. The training data was manually inspectezbstablish a known
guantity oftrespasses The program then analyzéhis footage and modifications were

made to the program until 100% accuracy was achieved.

Testing
Non-Grade Crossing 1
(69 Hours Live Video Data)

Training
—> Grade Crossing
(120 Hours Live Video Data)

Initial AT Development
(9 Hours Live Video Data)

Testing
Non-Grade Crossing 2
(48 Hours Live Video Data)

Figure 12 Algorithm Development and Testing Flowchart

The second step of this development process was the execution of a longer training
period of the same grade crossing used to initially develop the program. This training phase
differed from the initialbnebecause the number wéspassewas not known beforehand
but was acquired through meticulous manual reviewing of aatlootage of the live
stream. False positives and missed detections during thihdl20analysis were
identified, the Al was modified, and the archive wasmalyzed by the Al to ensure any
problems had been resolved.

The third and final step of thmnalysis was to test the Al on two new locations.
Two nongrade crossings were selected for this portion of the analysis and reviewed a
cumulative 100 hours of live video. These locations were selected due to the availability
of high quality video streas that met the previously established criteria. This final step

of implementing the program on two completely new locations shows that the algorithm
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developed in this study is generalized and can accurately identify trespassing on video

feeds throughouhe railroad industry without significant modification.

3.3.3 Grade Crossing Results (Training)

During the 120 hours of live footage of the grade crossing betidgrid" 2018
and July 258" 2018, 45 positively identified trespassingvents reported via the alert
system. The analysis period included a multitude of varying environmental conditions
including heavy rainfall, fog and many day/night cycles. The Al was automatically able
to differentiate between the type of trespasserfagdre 13 shows a breakdown of the

results acquired during the analysis period.

Truck Bus
3%\ 1%

) Motorcycle
Pedestrian 4 0%
20%
Bicycle
0%
— Car
76%

Figure 13 Distribution of GradeCrossing Trespasser by Type

A summary of thestudy periods and tkcted violations can be seernTiable5.
While the training period spannsdven days, not all hours of the day were analyzed by

the system. This was due to combination of several fackinstly, the framewdt was
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stopped foplanned modifications to the program as segments of archival footage were
reviewedand errors idetified. The system would be taken offline until the fix could be

applied and the archival footage of the errors rerun to ensure 100%cgcc8exondly,

outages atthestiem6é s source due to weather and netw

continuous analyses in several cases.

Thenumberof fixes required to ensure optimal accuracy declined throughout the
study. From July 2%, 2018forward, minimal debugging was requiradd the testing
phase was initiated. To ensure the validityhe accuracy of the program the testing
phase continued for three more days to ensure that no further errors would occur and
capture as much information passible for later analysis full listing of the
trespassing events and corresponding video files can be sEaiolé8 Appendixi

Framework ZGrade Crossing Study Results with Reference Video
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Table5 Summary of Trespassing Events during Grade Crossing Study

Violations
Fro
Date m To | Duration Pedestriag Truc Bicycl | Motorcyc
(Hours) | Car n Kk Bus e le
7/19/201| 18:5
8 3 | 23:59| 5:06:00 0 1 0 0 0 0
7/20/201
8 9:23 | 21:22| 11:59:00| 27 6 2 0 0 0
7/21/201
8 9:35| 20:18| 10:43:00f 29 6 2 0 0 0
7/22/201
8 0:48 | 23:42| 22:54:00| 29 3 0 0 0 0
7/23/201
8 0:08 | 23:42| 23:34:00f 10 5 0 0 0 0
7/24/201
8 0:08 | 23:59| 23:51:00| 11 5 0 0 0
7/25/201
8 0:21 | 22:22| 22:01:00, 4 3 1 1 0 0
Total | 120:08:0
110 29 5 1 0 0
Time 0
Total
75.86 344 | 068
Event| 145 20.000 0.00%| 0.00%
% % %
S




48

The most common type of violation withessed in this study at the grade crossing
was the passage of vehicles while the signalized intersection lights were activaéed. 11
events of this kind were detected making8@®0% of all detected trespassing events at
this location Figurel4 shows several typical detected examples of this. The color overlay
of the vehicle was generated automatically by the Al and indicatesognieed object.

The masking also preserves the privacy.
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(b)

(©)
Figure 14 (a) Vehicle Driving Around Deployed Gates from Far Roadway (b) Vehicle
Driving Around Deployed Gates from Near Roadway (c) SdBosICrossing as Gates

Are Closing











































































