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ABSTRACT OF THE DISSERTATION

Audit Focused Process Mining: TheEvolution of Process Mining and

Internal Control

By Abdulrahman Alrefai

Dissertation Chairman: Prof essorMiklos A. Vasarhelyi

Process mining has been introduced as an auditing tool to aid auditors in examining
the business process effectively and efficiently. his dissertation will demonstraia
three essaysow auditors can utilize process mining in their audits. Specifically, the focus
of the dissertation and its contribution will be on applications of process nioimigrnal
controls The first essaglevelops anethodologythat illustrates how processimng can
be used to test internal controls to provide an overall risk assessment of the internal control
system for a business proceRegulatory compliance requirements in the area of Internal
Controls such athe Sarbanes Oxley Act force firms to repon the effectiveness of their
internal controls. Auditors are requireddssess the effectivenesstoh e f i r mé s
control system and issue an opinion. Traditionally, auditors use qualitative methods to
complete this process. However, this isffam an objectively efficient method to measure
controls consistently and effectively. Moreover, considering the consequences of the
failure to accurately measure the effectiveness of internal comtnolsassess its risk
auditors should be eager to endwa more formal internal control assessment process with
guantitative outcomed his conceptuaframeworkwas tested on a set of data that relates

to the procurement process obtained from a natiortigfbngorofit organization. The results
i

nt



have found seval internal controls to be lacking in different areas of the procurement

process.

With the large number of transactions being executed on a daily basis, auditors are
facing increasinglydifficult challengesin detecing and investigahg anomalies and
exaeptions Thesecondessayroposes a methodologfyatprovides auditors with guidance
on the use of process mining in conjunction with existing analytical procedures to identify
exceptional transactions that would require further investigation. This @olatiows
auditors to focus on process instances that are likely to be considereggkijgbduce the
risk of failing to detect material misstatement, and enhance audit effectiveness.
Furthermore, the identification and prioritization of such risky medastances help with

theproblems that result froppopulation testing, such as information overload.

The third essagroposes a conceptuakthodologythat illustrates how a rudbased
process mining technique can be used to provide continuous monibogtrok for a
business proces3he periodic nature of auditing and monitoriogeatesa timedelay
between the occurrence of important businessitevand the analysis of @érevens.
Advances in technology provides opportunities to reduce the time delay between the
occurrence and analysis of a business process event. By significantly reducing the time
delay, the created information becomes more \dduaince it allows for additional
management control and assurance activilieg conceptual framewoilk demonstrated
using event logs from thprocurement process obtained from a nationalforeprofit
organization. The continuous monitoring layethaf framework has the capability to detect

and prevent multiple violations.
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CHAPTER 1: INTRODUCTION

Setbacks in the business world such as the scandals in Enron, Tyco, Adelphia,
Peregrine, and WorldCom, along with the recent financial crisis have pressured the
accounting profession to introduce more rigorausliting practices. As a response, new
legislations like the Sarbanes Oxley Act of 2002 (SOX) and the Basel Il Accord of 2004
were enacted. Under section 404 of SOX, publichgded companies are expected to
establish internal controls for financial repog (ICFR, andboth management and their
auditors are require report onthe effectivenesef ICFR. Auditing Standard No.12 (AS
12) indicates that auditors should asdbesrisk ofmaterial misstatement, which includes
both inherent and control risks. The inherent risk refers to the susceptibility of an assertion
to a misstatement before any control is exercigghtrol risk expresses the risk that a
misstatement will not be previenl or detectedn a timely basiby the company's internal
controls. Among the procedures proposed by AS 12 to assess the risk of material
misstatements is obtaining an understanding of internal controls over financial reporting
and performing analyticaprocedures. The process of obtaining an understanding of
internal controls includes evaluating the design of controls that are relevant to the audit and
determining whether the controls have been implememteds,auditoss generallyconduct
Awal kt hthat ungllde dnquiry of appropriate personnel, observation of the

company's operations, and inspection of relevant documentation.

I n todayédés digital economy, technol ogy

information about companies and their busingssesses. One very powerfgcently
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developedool is process mining. Process mining methodology developkby computer
scientists and was utilized in the industrial and software fields to help with discovering,
monitoring, and improving actual prases by extracting knowledge from unstructured
data sources. In recent years, the accounting literatiggestghat the audit profession

can make use of such a tool. Implementing process mining in the audit process allows
auditors to test the entire pdation, rather thamsing thetraditionalsamplingapproach

and base their opinions on an objective data source in the form ofdatatdrom the

companyb6s ERP system.

1.1.HISTORY AND EVOLUTION OF PROCESS MINING IN AUDITING

In the early 90s, areas of Wortll Management and Business Process
Reengineering (BPR) attractegsearclattention in the form of business process redesign
and innovation (Hammer and Champy 1993, Davenport 1993, Datta 1998). Logically,
models of existing processes should be attainedrégferforming BPR. Although some
BPR research assumes that models of organizational processes are lxefonen
reengineering, others do recognize the difficulty and costenfextracton (Hammer and

Champy 1993, Davenport 1993, Datta 1998).

Business mcesses specify the way resources of an enterprise are used (Agrawal et
al. 1998). Each process is usually comprised of a set of activities that may or may not be
dependent on each other. The main task of workflow systems is to ensure that all the
activities are performed in the right order and the process terminates successfully

(Leymann and Altenhuber 1994, Agrawal et al. 1998). Agrawal et al. (1998) introduced
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the idea of applying process mining in a workflow management context (van der Aalst et

al. 20@).

Reliable information about the operation of any organization is essential for
stakeholders in order to maievariety ofdecisions. The objective of auditing is to provide
stakeholders with reliable informatidoy validating information generated frausiness
processes. Traditionally, auditasslectsamples of the population to assess the operating
effectiveness of process controls. With the development of technology in general and
enterprise resource planning (ERPSs) in particular, detailed informalbiout processes in
the form of event logs became increasingly abundant. With such developments, current
researclfvan der Aalst et al. 2002011,201Q Jans et al. 2012013,2014) proposed and

tested the use of process mining in the audiogain.

Van der Aalst et al. (2010) introduced an auditing framework by the name of
Auditing 2.0. The framework indicates that twgesof data can be extracted from the
information system, current and hist@alicThere are also two kinds of models preésdn
in the framework, De Jure and De facto. De jure models are the required models, whereas
de facto models describe what is happening in reality. The de facto models are reached by
using process mining techniques to extract a Petri net that models ehakéevent log
found in historical data. The auditor can then perform multiple tests to validate the
companyb6s process. The auditor can check
the desired model in order to detect deviations, locategpidin them, and measure their
severity (Rozinat and van der Aalst 2008). The auditor can also compare de jure and de
facto models in order to analyze the differences. Finally, auditors can diagnose de facto

models by using moddlased analysis techniqués check for deadlocks and other
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anomalies. Van der Aalst et al. (2010) proposes a new and effective way of conducting
audits but the main concern is blending the obligations of internal and external auditors.
For examplethings like extending de factoadels interferes with the independency of the

external auditor.

1.2. APPLICATION OF PROCESS MINING IN INTERNAL CONTROLS

The difficulty in understanding and evaluating the internal control environment in
todayods busi nes saddrgssedoy the sitiizationcod procelsse mining
techniques. Process mining can address the problem that most internal control experts face,
which is havingminimal information about what is actually happening in the business
processes (Caron and Vantheinen 200&nagement is responsible for determining the
standard processflowfarny busi ness process t hationsj s par
and employees need to abidetbhgse ideal process flows. Figure 1 shows an example of

the standard process flder an ordetto-cash process.



Figure 1. Standard Process Flowfor order-to-cash process

Order adjusted: Confirmed Quantity
12767

In reality howeveremployees and managerseonde business rules and deviate
from the ideal process design outapferationsnecessity For examplea bank manager
must have leeway to overridertain rules such as credit limftyr a customer that might
be considered a strategic cliemt might haveother accounts with substantial balances
Figure 2 showshe actual process floof the same ordetio-cash process found in Figure

1. This illustrates how process miniigya powerful toohot onlyin assisting auditors in
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understandindiow processes actually operate, but also allowrthe focus on specific

activities which pose the greatest control (i3kns et al. 2013)

Figure 2. Actual Process Flowfor order-to-cash process

In addition to understanding business process, Caron andntfeinen (2012)

discussthe advantages that process mining has for a more efficient and effective control

environment. These advantages include:

1. Gaining detailed and objective information on the business process
Due to the flexibility that is demanded bydiness necessity and accommodating

customer so needs, deviations from t

process discovery can help auditors in understanding the reality of the business

process, and highlight any weaknesses or concerns in intemtabls.

2. Obtaining high levels of assurance
Process mining analyzes the full population of data instead of resolving to
traditional audit procedures utilizirgamplingtechniquesthereby, offering high

levels of assurancéMoreover,since all instanceare examined, the risk of the
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evidence failing to uncover misstatements can be significantly reduced.

3. Gathering strong evidence
The strength of evidence gathered using process mining is expected to be strong.
The main reason is that process mining allowditars to rely on data that is
independently produced from the system and the ability to examine the whole

population instead of a sample.

This dissertation will demonstrate how auditors can utilize process mining in their
auditengagementsSpecifically,the focus of the dissertation and its contribution will be
on applications of process minirig internal controls. The first essay examines how
process mining can be used to assess the risk and evaluate the effectiveness of controls
over financial reportig. Both the design and operatreffectiveness of controls
examined to assess the rigle secondessay attempts to resolve the issue¢heflarge
number of false positives associated with full population process mining analysis. It
proposes a methodology by which process mining can be used to prioritize and rank
suspicious process instanceshe third essay demonstrates a continuous process
monitoring methodology that reduces the time delay between the occurrence and analysis
of a businesselated event. The methodology is based on implementing an abstraction

layer on top of the business process, and alvased process mining technique.
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CHAPTER 2: THE APPLICATION OF PROCESS MINING IN
INTERNAL CONTROL RISK ASSESSMENT

2.1.INTRODUCTION

Due to the setbacks in the business wathe, Sarbane®xley Act (SOX) was
introduced to ensure that publigisaded companies have adequate internal cantdoider
SOX section 404 companies were expected to establish internal controls for financial
reporting and assess them via auditors to ensure their effectiveness. Howditers a
routinely fail to detectmaterial weaknessdsefore a restatementOne reason is that
auditors inaccuratg assesscontrol risk assessment by misclassifying the severity of
identified internal control deficiencies due to complexity in judging the materiality and

likelihood of potential related errors (Aobdia et al. 2016).

When t comes to assessing the internal control system of an organization, most
guidance provided recommends a-tigwn approach to internal control evaluation. That
means that auditors should begin with an identification and assessment of risks at the
financial statement level, and then move down to the significant account and disclosure
level to determine whether controls have been placed in operation to address those risks.
This includes identifying relevant business processes affecting the significant agcount
and control objectives specific to the organization that must hold for each praxess!
ascontinuously assessing the risks, and the design and implementation of controls in order

to prevent or detect the occurrence of the identified risks.

By taking this approach, auditors can more easily identify items at the financial

statement level that are highly risky and have significant or material balances, which must
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be addressed from a control perspective to ensure that financial statements are fairly
presented. Likewise, when risks are minimal and account balances are relatively
insignificant, management would not have to expend extensive resources over controls for
those reporting areas. The framewthéit is recognized by regulatdopdies and auditors

as a de facto standard for assessing internal controls systems is the one offered by the
Committee of Sponsoring Organizations of the Treadway Commission (COSO). However,
the COSO frameworlprovides high-level guidance for internal control and does not
provide the detailed control objectives and measurements required in the design of audit
tests. Also, it does not address the specific risks and complexities of information

technology (IT) (Chang et al. 2014).

Organizations today have implemented saype of computerized information
systems to increase their efficiency and to cope with the changes in the business
environment. Internal controls adopted under -nomputerized environments have
become less relevant and effective in preventing or detecting emaa timely basis for
an organization implementing advanced IT accounting system. Therefore, manageament ha
developed and adopted new and valid internal control tools and procedures. Consequently,
auditors need to adopt a valid and appropriate frameteaksess the effectiveness of the

internal control system under an advanced IT environment (Hwang et al. 2004).

Traditionally, the way auditors evaluate controls is by using conventional
gualitative methods. These methods could be a mix of checklists, questionnaires,
flowcharts, and tests of transactions. However, research has shown that such methods are
consideredo be insufficient and the assessments generated by qualitative methods alone

are insufficient for developing comprehensive internal control evaluation models (Yu &
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Neter 1973; Cushing 1974, 1975; Mock & Turner 1981; Bierstaker and Wright 2004).
Moreover,auditors not only have to evaluate controls on the basis of whether controls are
implemented or not but also have to measure and abgesperationa¢ffectivenessof

those controls. Therefore, it has become necessary for auditors to apply different
techniques and tools to test controls, especially under an advanced IT environment. This is
because most transactions are processed using programmed procedures and their related
data and evidence are stored electronically. Hence, audit tools and technidque® tha
appliedto a traditional accounting system are inapplicable and inefficient (Hwang et al.
2004).Current technology allowsuditors to take advantage of advanced audit tools and
technigues thatnablethem toexaminethe entirepopulation leading to a more effective

and efficient audit.

COSO defines the I nternal Controls as a
assuranceegarding the achievement of objectives in effectiveness and efficiency of
operations, reliability of financial reporting and compliance with applicable laws and
regulations. Process mining is a tool that allows auditors to model the actual workflow of
alusiness process from activity | ogs stored
main idea behind process mining i1s Ato di
knowl edgedo (van der Aalst and de Medeiros
and complexity of modern information systems, ith&llengingto assess the design and
compliance of controls in real world scenarios. Therefore, the motivation behind this study
is that there have been many studies in the past that focused on bindduegvorks for
internal controls (Bailey et al. 1985), automating internal controls (Alles et al. 2006), and

evaluating internal control systems using belief function (Mock et al. 2B@®ever, éw
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studies provide a methodology for assessing internaralonsk in a formalized and

systematic way.

This study introduces a framework that assists auditogsiamtitivelyevaluating
internal controls risk assessment. Auditing Standard No. 5 requires auditors to gather
evidence to support their opinion abthe internal controls over financial reporting for an
organization (PCAOB 2007). The auditor must obtain evidence about the effectiveness of
selected controlsoncerningall relevant assertions. This requires that the auditor test the
design and operatingffectiveness of controlsAslo, when certain conditions are met,
auditing standaré (AS No. 5 permits auditors to use a benchmarking strategy for fully
automated application controls. Process mining techniques provide strong evidence on the
effectivenes®f controls (Jans et al. 2011; Jans et al. 2013; and Jans et al. 2014). Therefore,
the aim and contribution of this studyeto propose a methodology to measure and asses
internal control risk. Specifically, treudywill present a conceptual model thidustrates
how process mining can be used to test internal controls, and then be used to provide
guidance for assessing control riSke system attempts to run tests on a dataset relative
to a specific audit function, produce results, and based on tlessdts, provide a

formalized measure for the effectiveness of the internal control system.

There has been a call in the auditing literature for developing a baseline of control
effectiveness measurement. Regulations require auditors to assess inteérohtisk both
in terms of implementation and operation. In a traditional audit, auditors rely on the use of
sampling due to the labor and time intensiveness of manual testing. In contrast, advanced
audit tools, such as process mining, would considewtiee population of transactions

in testing. The consideration of the whole population of transactions in testing can enhance
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the effectiveness of an audit and increases the probability that material errors, omissions,
fraud, and internal control violatisnmay be detected (Chan and Vasarhelyi 2011).
Additionally, when auditors run tests and analytics on a given data set relative to a specific
audit function, results or exceptions generated from these tests are usually investigated to
see whyspecificintemal controls were not in place or were not effective. However, these
same results can be used not only for investigative purposes but also to provide a measure

for the effectiveness of an internal control system from an operating perspective.

Currentliterature lacks studies that address the issue of objectively measuring the
level of adequacy of internal controls. This could be the result of the scarcity of feasible
realworld data (Amat, 2002). This study is motivated by the difficulties facing auditors i
identifying weakness and deficiencies in the internal control systems due to the added
complexity of business processes tino d adigifals economy. Therefore, this study
contributes to the auditing literature Bgmonstratindiow process mining can beadsas
a tool to identify deficiencies in the internal control system and proposes a framework that
auditors can use to quantify and objectively assess comislls In this study, the
conceptual model was testedinga set of data that relates to the qnement proess
obtained from a national nébr-profit organizationResultsdemonstrate a lack obntrols

in severahlreas of the procurement process.

This paper is organized as follows: section (ll) will provide a background and
literature review onhe importance and assessment of internal controls. This will be
followed by section (Ill), which describes the methodology and general framework
developed in this study. Section (IV) will demonstrate the methodology on a specific

business process, and déise the data used, the analysis, results, and discussion. Finally,
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section (V)presents the conclusion.

2.2.LITERATURE REVIEW
2.2.1.INTERNAL CONTROLS AND PROCESS MINING

Companiesand auditors have long consideed internal controls to be of vital
importance(e.g., Mautz and Sharaf1961; AICPA 1983;C0OS01992).For instancethe
SecurityandExchangeCommitteg(SEC) hasrequested@sfar backas1941,mostauditors
to considerac o mp aintgri@alsontrolsin plannirg anaudit(SEC1941).Auditors and
researcherfiavetried for over 40 yearsto developapproachegor assessingisks and
evaluatingnternalcontrolsystemsTheystrivedfor methodologieshatwouldberigorous,
systematicandtractablein practice.One of theearliestof thesestudieswasBailey etal.'s
(1985) The Internal Control Model (TICOM) for designing,analyzing,and evaluating
internal control systemsTICOM requiredits usersto code agentsandtasks,andusea
gueryprocessoto analyzethemodel."A bilogic-directedgraphshowingbothcontroland
dataflows" wasusedfor internalrepresentatio(Baileyetal. 1985).Themainshortcoming
of TICOM wasthatits usewasnotpractica) andvery burdensoméo representhesystem
in the programmiig language(PASCAL), and auditorswere not familiar with the logic
embeddedh graphrepresentation®Borthick2012).EversinceBaileyatal.6 €1985)study,
other researchershave developedmathematicallybased frameworks, but they were
generallynotadgtedbecaus¢heywerenotapplicablein practice.

An even earlier study by Cushing (1974) introduced a mathematical technique of a

simple stochastic model based on reliability theory adapted from the field of reliability

engineering to evaluate the designd effectiveness of an internal control systdime
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model provides a means of computing the reliability of a process, which is the probability
that the process will be completed with no err@sshing (1974pescribe a means of
representing internal otrol in mathematical terms, and demonssateow such
mathematical representations may be useful to controllers and auditors in designing and

evaluating internal control systems

Any firmés internal contr ol systteem i s @
board of directors or management h&venakewhen designing and implementing AS
No. 5 describes internal control evaluation as aassessment process, and requires both
the firm and its auditor to heendrd systemvuaar i ou s
provide reasonable assurance regarding the effectiveness and efficiency of operations, the
reliability of financial reporting, and compliance of the organization with laws and

regulations (COSO, 2013).

Auditing literature has long recogedthe importancef assessing control risk and
evaluating the effectiveness of internal controls because of what it provides to any
organization (Mautz and Sharaf 196Brior research has called foesearchinto
guantitative methods for evaluating the effectiveness of internal coratlsa stochastic
model (Yu & Neter 1973), and a reliability model (Cushing 1974) were developed and
improved upon by several researchers (e.g., Grimlund 1982; Srivastava and 983yd
Srivastava 1986). Unfortunately, research on internal control assessment methods has been

somewhat scarce in the past decade (Mock et al. 2009).

Al t hough, in todayods gener al move towar

world, organizations arkeavily relying on network integrated information systems, such
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as ERP systems. This incredseliance on technology has increased the complexity of
business processes due to the high number of transactions and simultaneous processes
(Kogan et al. 2010)This complexity is naturally extended to the auditors andbman
overwhelmng without sound guidance (Tuttle and Vandervelde 2007). To deal with this
complexity in assessing the effectiveness of the internal control system, the PCAOB
requires companies tdopt an internal control framework by which its practices can be
assessed, and mentions the COSO as one. Most companies adopt COSO, but other

frameworks camlsobe used.

Auditors have utilized several techniques in assessing the effectiveness of interna
control systems over the last three decades. These techniques help auditors in collecting
and organizing raw data for evaluating internal controls (Cooley and Hicks 1983). Related
studies have found these techniques to be effective in delivering refastmformation
to junior auditors, and further improve their task performance (Graham, 1993). Also,
another study found that flowcharts can assist auditors in constructing a precise and
comprehensive mental model of complicated systems (Brewster 2808gver, such
traditional qualitative judgment methods used by management and auditors, such as
AHIi gh, 0 AModerate, 06 and ALowo rather than
developing comprehensive internal control evaluation models (Yu & Nef&; Tushing
1974, 1975; Mock & Turner, 1981; Bierstaker and Wright, 2004; Mock et al. 2009;

Norman et al., 2009).

As a solution for todayds business proc
proposed by researches as an aid to help in these challBngesss mining iatool that

analyzes event |l ogs extracted from the or
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process mining has been around for a while, it is relatively new to the accounting literature.
With such developments in IT and process mimreghodologies, current reseapriopose

and test the use of process mining in the auditing domain (Van der Aalst et al. 2010, 2011,
Jans et al. 2011, 2013, 2014). Jans et al. (2013) alsosdhguease for adopting process

mining inauditing

1. It enableghe auditor to examine the whole population of transactions, rather than
the current sampling method
2. The transaction entries are generated automatically from the ERP system, thus
eliminating the dependency on potentially subjective data provided byditeeau
Basically, process mining can be used to model the design of business processes
and find evidence that controls are operating effectively (Agrawal et al. 2006). Also,
process mining can be a good quantitative representative on the level of risk an
organization habased on the frequency of violations and the material impact of vicdation

on the financial statemesCaron et al. 2013).

2.2.2. PROCESS CONFORMANCE AND RISK ASSESSMENT

One of thekey determinartof t h e a uabilityt t@ apprapriately plan and
conduct the audis affected by his or hability to effectively analyze operations in the
form of business processes (Carnaghan, 206fnce, current auditing standards
emphasize the i mpor t agafthe apdraticn ofchm drgamization u n d e
by performinga risk assessment. Since the majority of organizations implement an

information system for their operations, such as SAP, process mining aardssingly
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used Wu et al.2007 van der Aalst and De Migiros 2005)Hakvoort and Sluiter (2008)
have determined that process mining should not only be used in the planning phase, but

shouldalsobe used in executing the audit.

In order to assist auditors in the audit risk assessprenessasuitable apprazh
Is a process conformance checking technique (Hakvoot and Sluiter 2008). Process
conformance checking means that every process instance or transaction is checked against
a prescribed process model. If the process instance does not neaprhdtribed cess
mode| then this deviatiorcould be indicative ofa control failure and an undesired

exception.

In audit practice and theory, one of the most and widely accepted concepts is the
ability of the clientds i nt aenciadiaformationandr ol s
safeguard assets. Therefore, auditors are required to assess control risk, which is the
process of identifying internal controls and evaluating their effectivenessprirhary
purpose of designing aystem ofinternal contra is to providereasonable assurance
regarding the achi eve measttpeddins totheelalgliey ofe nt 6 s
financial reporting the effectiveness and efficiency of operatipasid compliance with

applicable laws and geilations (Arens et al. 2003).

In the planning phase, auditassess whetheontrols are in place by examining
the design of the internal control system and determine whether they can rely on them. If
controls are in place and the design of the intezoatrol system is adequate, then auditors
must test the effectiveness of the internal controls to justify the reduced control risk and

the amount of audit evidence to be accumulated. Test of controls can be accomplished by
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usingthe process conformance atleéng technigue since event logs can be analyzed and
checkedto determinewhether all required steps hawecurredin the correct order

(Hakvoot and Sluiter 2008).

2.2.3. APPLICATION OF PROCESS MINING THROUGHOUT THE AUDIT

CYCLE

Auditors are likely to benefit frm process mininghroughout the audit cyclgan
der Aalst et al. 2010By usingprocess miningauditorsgain a cleaunderstanohg of the
clientds b u s and eits senvirpnment tedit®ralyy accomplishedvia
walkthroughsTraditional walkthroghs may not provide auditors with a complete picture
of the entityds business processes. Al so,
walkthroughs since only very typical ways of performing a proaeesdiscussed.
Moreover, using process mining@his auditors tadentify and assess business risks and
test for internal control weaknessPsocess miningan be applied by auditors throughout

the audit cycle, including the planning, fieldwork and reporting stages

In the planning stage, auditors start by gaining a general understanding of the
overall processesand conduct risk assessments to idgntény potential material
weaknessed?rocess mining cabe used irthis stageby performing procesdiscovery,
which helps auditors further understand thasiness processesnd identify any potential
risks in order to create an effective audit plemthe audit fieldwork stageauditors may
utilize process conformance checking techniques to perform tests of controls and reduce

the planned substantive testing for related accounts (Hakvoot and Sluiter 2008). Auditors
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can also use process miniag a supplaent to analytical procedures and other forms of
evidence collectionSince process mining analyzé®e entire population of datdhe
strength of evidence gathered is considered. lkgtally, in the reporting stage, auditors
may rely onthe visualization of process models and discoveigepresent results to

management.

2.3. METHODOLOGY & FRAMEWORK

When assessing control risk and the overall effectiveness of internal controls over
financial rgorting, there are different levels that auditors take into consideration. These
levels include significant accounts level and business process level. Information gathered
from evaluating individual controls is valuable in facilitating the process ofifgliegt any
significantweaknesses existing in the internal control system, and for optimizing the value
of internal control investment (Mock et al. 2009). The generic measurement of internal
control effectiveness model developed in this study is partnebdel of risk assessment
that auditors would use as implemented under Auditing Standard No. 5 (PCAOB 2007).
The generic risk assessment model consists of a financial reporting part and a business
process part. However, for the purpose of this study, tperpaill only focus on the

business process part.

The business process part consists of the management assertions concerning
internal control over the financial reporting system related to the significant accounts, risks
associated with these assertiomg] the control procedures implemented to mitigate these

ri sks. Thus, internal control s ar e desi

gn
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assertions concerning the accounting information system effectiveness. Broadly speaking,
for each management adsam, there are several potential risks, and for each thske

may be more than one internal control to mitigate the @sle or more risks may threaten
each assertion. Thus, for a system to be effectisks of not achievingssertios need to

be mtigated by one or more controls.

Since the passage of SOX, the importance of using frameworks to guide the
assessment of internal controls has dramatically increased. The use of a framework results
in more comprehensive, reliable, and complete assessrihtowgver, achieving these
goals in todayb6s | T intensive environment
conceptualize the important aspects of internal control within an IT context in a complete
and logically consistent manner. The COSO frameywwikch is recognized as a de facto
standard by regulatory bodies for realizing controls for financial reporting, focuses en high
level guidance for internal controls and does not provide the detailed control objectives
that auditors need in the design asdessment of control testing. Moreover, the framework
does not address the specific risks and complexities of IT. Without a comprehensive and
conceptually sound framework, auditor can get overwhelmélde complexity of modern
systems. This suggests thie quality of assessing the internal control system depends on

the conceptual model upon which a framework rests (Chang et al. 2014).

Process mining techniques are used to gather direct evidence on the operational
effectiveness of a business processl highlight any deficiencies in the internal control
system, both from a design and operation perspectives. These deficiencies are scored based
on the severity of the violation and significance of the controls in place to mitigate the risk.

Figure3 illustrates the general business process model and the assessment of the internal
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control system effectiveness.

Figure 3. Business process model and the assessment of the internal

control system effectiveness
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Any business process consists of many differentrots implemented to mitigate
the risk of fraudulent activities arehsurethat the financial statements are represented
fairly. There are two main aspects that auditors focus on when evaluating an internal
controls system. The first aspect is evaluating design and structure of the internal
control system. The second aspect is evaluating the operational effectiveness of the internal
control system. These two parts are shown in figukghere the internal control risk

assessment framework builds on ¢femeral process model.
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Figure 4. Internal Control Risk Assessment Framework
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The framework consists of two main parts: First, process mining is applied to
understand the business process and discover risks that were not highlighted by the
traditional andstandard What Could Go Wrong (WCGW) from the auditor's associate with
it. This part focuses on the design aspect of the internal control system and investigating
weaknesses from a structural level. Second, gather direct evidence on the effectiveness of
controls by applying a rukasedconformance checkingrocess mining technique that
would serve as the bases for a quantitative risk assessment of ICOFR in an efficient and

effective way.

2.3.1. INTERNAL CONTROL SYSTEM DESIGN

Traditionally, auditors assess the design through the inspection of existing process
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documentation and interviews with management and employees. After that, auditors
identify different controls that need to be in place to mitigate risks associated with
maragement assertions. The effectiveness of the internal control system is affected by how
well it is designed to mitigate those risks. Evaluating the design of the internal control
system can be facilitated using process mining. This study will demonsteateility of

this solution and break it down into steps that auditors can follow in order to evaluate the

design of the internal control system.

Process FlowModeling

Part of understanding the business process and the actual way transacheimgare
conducted, the first component of the framework allows auditors to evaluate the design the
internal control system for that specific process. This is achieved by modeling the actual
process flow following a bottomp appr oach. U s isnirgormatibre  or g a
systems, auditors need to initially gather the required data to model the process flow of
transactions in the desired business process. This is done by constructing the event log of

all recorded transactions found in tables stored in thenrgton system.

Event logs of past activities are used to provide a baseline model on the actual
process flow of the intended business process and highlight any deficiencies or weaknesses
in the design of the internal control system. Auditors are ablist@hze the design of the
of the internal control system and the steps that are taken throughout the process to
complete each transaction. Figirehows the most common model, and in this case, the
ideal steps that should be followed and in the same twad®mplete a routine transaction.

Any transaction that follows this path is considered acceptable from a process perspective.
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Figure 5. Standard Process Model for a Routine Purchasing Transaction
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Process Discovery

Process discovery allows auditéesexpand that view and visualize every path that
was taken by the transactions of the business process. Bigroeides a detailed process
model that includes all the paths in the event log. This component of process mining allows
auditors to analyze ¢hevent log in order to discover how the actual process is carried out
and whether it differdrom the designed process model. This is done by analyzing the

number of variants, which are the unique sequence of activities in the event log. Since



-25.-

transaction of business processes in an organization is conducted in many different ways
depending on the circumstances, the analysis of the event log will generally pratuce
variants. Therefore, it is imperative that the auditors distinguish between the anaseth

carried out of necessity rather than violations of internal controls.

In addition, visualization is a tool that is used in the process discovery component
and provides auditors with a way to discover deviations and assess the design of the internal
control system. Auditors can instantly notice some notable variants where controls are
violated. For example, auditors can discover from the model in figure 4 that 6 cases started
with an Invoice Receipt (IR) activity instead of a Create Purchase OrdeatéCPO)
activity as required by the business rules and the standard process. Also, 91 Create PO
activities were directly followed by Goods Receipt (GR) activity without being authorized.
Figures7 and8 show these violations in detail respectivelfiesedeviations of the ideal
way of completing transactions can be discovered using process mining and ultimately
assist auditors in assessing the design of the internal control shgtelatecting the

occurrence of such deviations.
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Figure 6. Detailed Proces Model for All Purchasing Transaction

Figure 7. Violation Example from Process Discovery: Incorrect Start of

Transaction
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Figure 8. Violation Example from Process Discovery: Incorrect Order of

Transaction

Process Deviations

As part of process discoverguditors contrast process instances or transactions
with the ideal designed business process model. If a process instance does not follow the
exact path of the ideal process model, then it is considered a process deviation. The
deviations could be theselt of missing a key control or activity, a redundant activity, or
an activity not in the right order (Chiu and Jans 2018). From analyzing these process
deviations, auditors can assess the internal control system from both a structural level
(investigatirg whether controls are implemented or not) and an operational effectiveness

level (how frequent are controls violated). Process mining, like any other analytical
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procedure, when applied to the whole population results in a large number of deviations
and caild overwhelm the auditor with a flood of false positives. Therefore, auditors need
to validate whether the audilevant information generated by process mining is really

indicative of weaknesses in the internal control system.

Risk and Controls

Whenevaluating the design of the internal control system, auditors need to identify
the different controls for the business process that need to be implemented by the
organization to attest management assertions and mitigate risks. For example, authorization
of POs is a control designed by management to prevent potential misstatements, both
intentional and unintentional. Generally, there are multiple levels of risks that auditors
consider. Auditors can assess the level of risk based on the industry thatathizadign
is in. Auditors can also specify certain risks associated with the business process being
audited. With all of these different risks, auditors come up with a list of WCGW that are
relevant to the business cycle, and the appropriate controlsetb@tto be implemented to
mitigate those risks and attest management assertions. An example of a WCGW is that an
employee may have the ability to initiate, authorize and record a transaction or may have
custody of assets within the process, such thatdahewble both to perpetrate and conceal
an error or irregularity. Therefore, a segregation of duty controlsiedie implemented
and working effectively to ensure that the activities that management want segregated are
actually segregated in all instasddaroughout the procesSonsequentlya control should
be in place to prevent or detect when the same person creates the PO and ,performs
instance, the activities of GR and.IManagement is responsible to ensure that employees

do not perform any ingpropriate combination of activities. Process mining is a very
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powerful tool in detecting breakdowns in the internal control system and highlighting
deficiencies and areas of risk whether they are from a design perspective, or an operational

effectivenesperspective.

The identification of risks and controls can be facilitated by process flow modeling
and process discovery analysis. The event log of the business process can be examined to
highlight areas of risk and deficiencies in controls, or where dsrdre absent. Therefore,
auditors can use different process mining techniques to gather knowledge about the
business process and to evaluate the design of the internal control system from a structural
level. The controls selected in this study are basethe business rules as explained by

the data provider, auditing literature, and industry standards.

2.3.2. INTERNAL CONTROL SYSTEM OPERATIONAL EFFECTIVENESS

The second part of evaluating the effectiveness of the internal control system is
evaluating its operational effectiveness. Auditors need to have reasonable assurance that
the internal control system is operating effectively over the audited period. This is achieved
through tests of controls. General and application controls that ace tasmeet the

objectives of a business process can be tested through applying process mining techniques.

The methodology presented in this study to achieve the second part of evaluating
the internal control system of a business process could be usduhasliae for control
effectiveness measurement to assist auditors in evaluating the risk of the internal control

system of an organization in a formalized and effective manner.

Once management asserti on sirdcontrois sakes ar

e
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implemented, the next step is assuring that controls are operating effectively. The step
involves applying ruldbasedconformance checkingrocess mining techniques as a

met hodol ogy for acquiring direct evidence
mining tednique applied in this study is based on a-hdeed system that is comprised of

a set of IFTHEN rules that classify violating transactions as exceptions (Abraham, 2005).

In this step, the whole population of data, such as transactions from the ciscaht f

period, rather than a sample, is tested against thebasked system in order to identify
exceptions. The rule bassgstem allows the user to run tests on a data set relative to a
specific business process and produce results that reflect thevefiess of the internal

control, not just if the control is implemented by the firm or not.

The purpose of implementing a rddased system is the simplicity it offers and its
understandability by human users. Roesed systems can be easily modified arel
easily flexible to adapt to any changes. Furthermore, because of their simple logic, they are

relatively easy to implement in practice.

Assess Effectiveness Controls

This step highlights the deficiencies and exceptions discovered using process
mining. process mining is used to analyze the event log in order to discover how the
business process is actually carried out. This allows auditors to match and compare the
discovered processes with a benchmark, enabling the identification of deviatiorsvihat h
taken place due to the necessities of operations or the violation of controls. Once these
exceptions are generated, the effectiveness of control (EoC) can be calculated. EoC is equal
to the number of violation indicators divided by the population. &geation below

provides the general method for calculation EoC:
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The EoC is an indicator of the plausibility that deficiencies in the control result in
more than a remote likelihood that a material misstatement or fraudulent activities will not
be prevented or detected. According to the PCAOByeths a hierarchy of possible
deficiencies: control deficiency, significant deficiency, and material weakness. There are
two possible states of an internal control system; either it is effective or ineffective.
Moreover, if the internal control system iseffective then there are three possible
conditions of ineffectiveness: deficiency, significant deficiency, and material weakness
(Mock et al. 2009). These conditions depend on how se¢lerdeficiency is and the level
of tolerance that the organizatibas for materiality. The following set of EoC can be used

to define the four levels of effectiveness and ineffectiveness of an internal control:
Effective Internal Control: EoC O 0.95
Deficient Internal Controld . 95 > EoC O 0. 90
Significantly Deficientht er n a l Control: 0.90 > EoC O

Materially Weak Internal Control: 0.80 > EoC
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Note that there is flexibility in these definitions and the stated ranges can be altered
depending on the organization and tthee audi
level of risk and uncertainty auditors are prepared to accept. Additionally, despite using a
simplistic probabilistic equation, the aim is to provide a basis for future calculations. The
hope is that in future work, one can utilize different weightdotpemas and various

variables in enhancing the calculation methods and providing a more accurate measure.

Risk Assessment

The final step in the framework is assessing the risk of the internal control system
for a business process. This is donecbgsidering both the frequency and the impact of
the violated controls on the financial statement. Auditors represent the results graphically
on a risk map to determine which controls are riskier and ultimately have a more objective

method in assessing dool risk.

24. PURCHASING PROCESS APPLICATION
In this section, the general framework will be applied to the prettupay cycle
of a national nowprofit organization. This procuwt®-pay cycle will illustrate how auditors
can use the general frameworkoposed in this study to evaluate the effectiveness of
controls and assess risk. The results of each step in the framework will be detailed and

analyzed.
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24.1. DATA

A purchasing process from a national fpyofit professional organization was
selected for this study to assess process risk and evaluate the effectiveness of the internal
controls. The process is based on a standard purchasing business process that is similar to

many other businesses, which increases the generalizability.

The eventog of the purchasing process analyzed in this study was extracted from
the ERP system of the organization and the whole population of events was tested and
analyzed. The event log dataset consisted of 4,270 purchase orders (POs) that were created
betweenOctober 2014 and December 2016. Furthermore, one of the unique elements of
this event log is that in addition to it containing information needed to reconstruct the paths
of transactions of the purchasing process, it also has financial values relaaeti tase
or transaction. Regular event logs include information about the activity that was executed
in each step of the process, the identity of the person who performed the activity, the time
of execution, and other contextual information such as tleeafolhe person involved in
the activity. However, in addition to this information usually found in event logs, this
specific purchasing event log includes the value of the PO, Goods Receipt (GR) value and
the Invoice Receipt (IR)/payment value. This akbofer additional analyses that traditional
process mining cannabtdependentlyachieve. For example, auditors can assess internal
control effectiveness by considering the frequency of a certain violation happening and its
financial impact on the organizati. This way, auditors can measure the severity of such
violations and ultimately be able to take into consideration the principle of materiality for

their risk assessment.

One of the challenges for auditors to
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principled that guides current auditing ptr
this principle, auditors need to consider only a small sample subset of the data. And if they
donot find any anomies or d e v iurthéeriadions. , t he
However, since process mining typically allows auditors to examine the whole population,
auditors will inevitably find more exceptions or violations that requires followingT his

will not only increase the quality of the audit, but allsotime and cost. Therefore, the

event log dataset used in this study and the solution proposed will help in minimizing the
audit risk and minimize the effect of the materiality principle challenge by providing
guidance to the auditor as to where to fothesr efforts in further investigating violation

that meet the minimum risk both in terms of frequency and severity.

24.2. ASSESSING THE DESIGN OF THE INTERNAL CONTROL SYSTEM

The first step in the framework is to model the process flow of the busiyess ¢
In this case, it is the procurement cycle. To be able to model the process flow of transactions
in the procurement process, an event log of all transactions is needed. The event log is

extracted from tables in the information system of the orgaaizatid compiled together.

Once the event log is created, a preliminary analysis was conducted to identify the
way purchasing activities were actually carried out in the organization. The commercial
software application Disco is used for the process miamagysis (Fluxicon 2016). The
default settings of Disco are based on the Fuzzy Miner algorithm of Gunther and van der
Aalst (2007), and are applied in this study. This application basically filters typical issues

encountered with large reble datasets rad then simplifies and visualizes complex
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processes. Disco is an appropriate tool to model process flows and discover variants and

deviations (Jans et al. 2014).

Analyzing the event log provides a preliminary understanding of the business
process on handlhe descriptive statistics shows that there were 4,270 cases which
represent unique purchase order transactions. These cases include 71,811 events executed
by 140 employees. Modelling the process flow reveals 5 activity types. The activity types
include Ceate Purchase Order, Signature, Goods Receipt, Invoice Receipt, and Release.
Figure9 shows the modelled process flow for the procurement business process based on
the event logNote that the number under each activity relates to the number of times the
activity happened, while the number next to each arrow indicates how many times the

transaction flow included going from one activity to the next.
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Figure 9. Ideal Process Model From P2P Event Log

®

This model provides auditors with the most frequent wagsactions are being
conducted in the procurement cycle. Each transaction starts with Create PO activity. The
PO has to be properly authorized, which is represented by a Sign activity. This is followed
by receiving the goods and the related invoice, wisicecorded in the information system
as GR and IR respectively. Finally, a Release activity is performed to release the PO to the

accounts payable department for payment.
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Once the process flow is modeled and the standard process is identified, the next
step is to discover different ways transactions are executed in the procurement business
process and highlight deviations from the ideal process. Deviations are examined further
to determine if a deviation is immaterial or an actual breakdown in the ihtsyntxol
system. For example, the repetition of GR and IR in a given process instance is a deviation
from the standard process flow, but could also represent goods being received over time
on installments. This is considered an acceptable deviation aadviwation of controls.
However, if an IR activity exists without GR then this is an actual breakdown in the internal

control system.

Process discovery can be performed using visualization by examining the expanded
process map that includes a 100% dghpand activities, such as the one showed in figure
6. Auditors can instantly notice deviations from the standard model by following the
different paths taken by process instances. For example, the expanded process map shows

that4 POs wereeleased for @yment prior to receiving the invoice from the supplier

Hence, conducting process discovery analysis reveals a large number of variants.
This is typical to any population data analysis and the result of necessities in operating the
business. The P2P prasehad 1,061 unique sequence of activities in the event log and
4,270 cases. However, only 2 variants account for over 41% of the total number of

transactions (cases). Table 1 shows the 7 most frequent variants.
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Variant Cum. Throughput Time
Frequency
Total
Variant # Sequence % % Mean Min  Max
1 Create P@® > Signd > GRo >|927 | 21.71] 21.71 | 21.3| 15h|1.08y
IR d > Release d
2 Create P® > Signd > Signd > | 860 | 20.14 41.85 | 29.2 | 0.3h| 1.13y
GRO > IR & > Release d
3 Create PG® > Signd > GRd >|160 | 3.75 | 4560 | 27.0| 4.8h | 0.98y
Release d
4 Create P > Signd > Signd >|115 | 2.69 | 48.29 | 32.1 | 179 | 1.02y
GRO > Release d h
5 Create POd > Create POd >|101 | 2.37 | 50.66 | 155 | 16.0 | 0.77y
Signd > Signd > GRd > GRd d h
>|R 3> IR 0 > Released >
Release
6 Create POd > Create POd >| 70 164 | 5230 242 1.1h|0.79y
Sign 8 > Sign 8 > Sign & > d
Sig® > GRd > GRd6 >IR0 >
IRd > Releas® > Release
7 Create P@ > Signd > Signd > | 50 1.17 | 53.47 1995 9.1d| 1.13y
GR3d>IR6 >GR6 >IR3 > d
Release




-39-

From the initial analysis of the most frequent variants found the P2P event log
dataset,it is noticed that there is repetition in some tasks (events) in the transaction
sequence. For example, the only difference between the top two most frequent variants
from an event perspective is the addition &ignactivity. Thisis dueto a business rule
that requres any PO created with a value above a certain threshold ($5,000, as indicated
by the business rules of the P2P process) to have two signatures by two authorized
employees. However, when it comes to the third and fourth most frequent variants, there
is abreakdown in the purchasing process as these transactions are missing a key control,
which is anlR. This sequence &tOs are being released and billed without a valid invoice
entered in the system, which violates a business rule. As for variants fisxagdch case
represents two differei®Os created for different values. The event log recorded B@se
as one case since they were created with the same timestamp by the same employee. These
cases are considered to be normal since they follow thigedebusiness rules. The final
variant shown in Table 3 is also considered a normal business activity from an event
sequence perspective since goods and invoices are being received on installments over a

period of time.

This large number of variants foumdthe P2P process can overwhelm auditors if
they do not have sound guidance to utilize this information. There needs to be a baseline
in the form of a set of rules that can compare these variants against to determine whether
the variants are acceptablevi@gions from the designed business process model that had
to be overridden for operational necessity, or they are a violation of control procedures.
The business rules are checked using conformance checking technique to determine where

the violation is ocurring.
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Additionally, notice that the observations found in Table 1 only relate to the
sequence of events analyzed for an event log. It does not consider other aspects such as the
event initiator (resource), the financial value of the transaction, ortegeluration of time
it took to complete the transaction. Hence, a-hdsed process mining technique is
essential and proves to be valuable in uncovering deficiencies in the internal control

system.

To able auditors in determining if the different vat&and process deviations are
indicative of control violations, risks and controls need to be identified. Based on the
process discovery step, and risks associated with the P2P business process, a set of risks

are identified. Table 2 provides a list oéthsks identified.

Table 2. Relevant Purchasing Process Risks

Risk Description

Purchase order is inappropridtecause; the purchase
_ order does not match a valigquisition;- purchase is

Inappropriate purchase order _ _ _ )
at the incorrect price; ean inappropriate or

unauthorized vendor is selected.

Invoice approved for payment at incorrect price or &
Incorrect invoice approval incorrect quantity of goods/services received or bef

services received

An employee may have the ability to initiate, author
_ and record a transaction or may have custodgséts
Inappropriate access o
within the process, such that they are able both to

perpetrate and conceal an error or irregularity.
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Goods received not matching valid _ _ _

Goods received did not match a valid purchase ord
purchase

payments are not booked, recordedhe incorrect
Payment error vendor account, recorded for an incorrect amount, ¢

made for goods/ services not received.

purchase processing costs might significantly rise
Suboptimal task allocation when activities are performed by overly qualified

employees owhen there are unnecessary hawvers.

The next step is for auditors to link the identified risks with mitigating controls.
Controls can me mapped as rules (Caron et al. 2013)-Haskxd controls allow auditors
to test the effectiveness of controls hem any deviation from the ideal process, while
being able to differentiate between an acceptable deviation and an actual breakdown in the
internal control system. Therefore, the rules created in this step consider all the risks
associated with the bus&® process and the controls that need to be in place to mitigate
the risks. Table 3 provides a list of the rules and the linked fiskseds to be noted that
the overall objective in the audit of the P2P process and its most important assertions relate
to the evaluation whethéne acquisitions of goods and services and the cash disbursements
for those acquisitions are fairly presented in the accounts in accordan¢kegémerally

accepted accounting principles (Arens et al. 2003)



Risk

Inappropriate

purchase order

Inappropriate

purchase order

Inappropriate

purchase order

Incorrect invoice

approval

Inappropriate access

Inappropriate access

Inappropriate access

Inappropriate access

Invoice entry error

Goods received not
matching valid

purchase

Assertion

Existence

Existenceg Valuation

Existence Valuation

Existence Timing

Occurrencé Existence

T Valuation

Timing

Timing

Occurrencé Existence

T Valuation

Existencda Accuracy

Existencda Accuracyi
Posting &

Summarization
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Table 3. Purchasng Process Rules & Controls

Control

A signactivity must be performed at leas

once

The value of purchase ordemust be

specified

The value of purchase ordemay not
change after aignactivity has been

performed

A purchase ordeactivity must be started
before date ainvoice receipt

A person must not perform all activities ¢

the P2P process

A good receipactivity must be performec

during regular business hours

A person must performtaleaseactivity
after time T = timestamp gfoods receipt

event

A releaseactivity must be performed by ¢

member okenior staff

An invoice payactivity cannot be

duplicated for the sanmurchase order

The values oPurchase ordergoods
receipt andinvoice receipmust match
before the corresponding invoice can be

paid
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_ _ If a goods receipactivity is performed
Existencda Posting & o ) o
Payment error o then aninvoice receipfctivity must be
Summarization

performed
Suboptimal task o A good receipactivity must not be
_ Classification _
allocation performed by a member eénior staff

24.3. ASSESSING THE OPERATIONAL EFFECTIVENESS OF THE INTERNAL
CONTROL SYSTEM

After assessing the design of tinéernal control system, which allows auditors to
determine whether controls are implemented or not, the next component of the framework
Is assessing the effectiveness of the implemented controls. This component examines the

operational effectiveness ofelimplemented controls.

Traditionally, auditors assess the operational effectiveness of controls by sampling
from a large pool of transactions and determine if the sample followed the process and
control design. And if a deviation occurs, then a folomis needed to determine the cause

of the deviation.

However, this approach onl vy provi des
effectiveness of controls. The only way to determine the overall effectiveness of controls
is by testing every instance of it, whide usually accomplishetdy using analytical
techniques. This framework demonstrates how process mining is a very effective tool in

evaluating control risk and provide strong evidence on their operational effectiveness.

The analysis is done by examiningtadata timestamps to systematically establish

the flow of activities for each PO line, from creation to payment. This type of analysis is



-44-

unique to process mining because it utilizes procelssed data instead of only static
transactional data. Usingattitional analysis techniques would not yield these insights
because they rely only on data entered by the auditee that cannot be compared with
independent system information (Jans et al. 2014). Additionally, when testing the
effectiveness of controls, aioks need to consider the impact the failed controls have on
the financial statement. This helps in assessing the control risk and its place on the risk

map.

The procurement process event log included 4,270 cases with a total PO value of
$95,821,927.49. fe total number of cases or process instances were used to calculate the
violation frequency to determine the EoC, while the total PO value was used to calculate

the severity or the impact those violations have on the financial statements.

The first contrts tested relate to the first management assertion risk in the
procurement process risks and controls model, which is inappropriate purchase order. Here,
auditors are testing if a PO is inappropriate due to not matching a valid requisition, at the
incorred price, or an inappropriate or unauthorized vendor is selected. This risk is
mitigated by having every PO signed by an authorized employee that checks for all these
risks. The result of testing these controls found 0 cases that did not have a Signfactivit
the PO nor any changes made after the Sign activity, while 69 cases lacking any value for
the PO. This gives the authorization of PO an EoC of 100%, and PO value control an EoC
of 99%, which makes it an Effective Internal Control. However, the dgwafrihe POs
without a specified value equaled to $1,251,516.22. Auditors can consider that control to
have a material impact on the financial statement even though it is effective from an

operational perspective. Therefore, this framework provides asdiith direct evidence
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on the level of control risk to allow them to objectively issue an opinion on the effectiveness

of controls.

The second risk in the procurement process risks and controls model is incorrect
invoice approval. Here, the auditors tiestthe risk that invoices are approved for payment
at incorrect prices or at incorrect quantities of goods received. The control that is in place
to mitigate that risk is prevention of an invoice being received before the creation of a PO.
There were 6 s that violated this control with a transactional value $241,594.87. This

controls appears to be operating effectively and has an EoC of 99.9%.

The third risk in the procurement process risks and controls model is inappropriate
access. In this case, auditors consider the risk that an employee may have the ability to
initiate, authorize and record a transaction or may have custody of assetsheifiriocess,
such that they are able both to perpetrate and conceal an error or irregularity. To mitigate
this risk, management has in plamveraldifferent set of controls: segregation of duties,
receiptof goods during regular business hours, releadgpayment of PO has to be after
goods are received, and the release of the PO has to be by senior staff. Segregation of duties
Is a crucial control that needs to be implemented throughout the purchasing process, not
only a subpart of the process. Theref@rocess mining has revealed that the only violation
of segregation of duties in the whole population of data involved 16 cases where the same
employee performed all activities in the P2P process. The violated PO had an amount of
$42,853.57. Even thoughis control can be considered effective from a frequency and
impact perspectives, auditors might consider this control to be ineffective on the basis that
there shouldnét be any possibility that th

in the 2P process. This reflects on the design of the internal control system and increase
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control risk. As for the other three controls in place to mitigate the risk of inappropriate
access, the verification of their existence correctness and functioning sktaivety have

an EoC of 99%, 97%, and 99% respectively. However, the release and payment of PO has
to be after goods are received control failed in 32 cases, they amounted to $10,584,025,
which can be considered a material amount since it is equal to lib#total PO amount.

The combination of EOC and impact can affect the final risk assessment for the internal

control system.

The fourth risk is the goods received not matching valid purchase. Here, the
auditors test for the risk that invoices are apprdeegayment at incorrect prices or at
incorrect quantities of goods received. The control that is in place to mitigate that risk is 3
way match. The control is in place to assure that for every PO created, an IR and GR are
available and matched before pagnt. Out of the 4,270 POs in the event log, 1,310 cases
have violated this rule, which account for 31% of total POs created. These exceptions could
be rationalized by legit business operations, where exceptions could be normal and non
fraudulent. Howeverallowing exceptions for the ideal operational design of the business
should be considered when evaluating the internal control system for organizations, and
hence, will affect the score of such controls for different business processes. Therefore, the
3-way match control has an EoC score of 69% indicating that it is a Materially Weak
Control. Additionally, the total monetary value for the violated POs is $32,932,037.54.
This is a very large amount and accounts for 33% of the total POs. The testing for this
control might be adjusted using some of the business rules from the organization. However,

since such business rules are not avail abl

The fifth risk is payment error risk, which is the risk that payments are not booked,
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recorded to the incorrect vendor account, recorded for an incorrect amount, or made for
goods not received. The control in place is that a GR activity must be accompanied by an
accurate IR activity. The results of testing this control show that 480 P®gduls
received without an invoice from the supplier, indicating an Significantly Deficient Internal
Control. In addition, the failed control had an impact of $7,451,027.95, which is material.
This increases the risk assessment for this control. Auditorsconsider this risk to be

materially weak since it amounted for a material amount.

The last risk assessed is suboptimal task allocation. Auditors might consider this
risk to be low since it does not affect the financial statement directly due touts doc
resource optimization. But, process mining allows auditors to consider different types of
risks to provide stronger evidence of the controls implemented in the business process.
This risk is mitigated by the control that certain tasks should nobimg@leted by certain
roles. In the P2P process, good receipt activity must not be performed by a member of
senior staff. 36 cases violated this control. It has an EoC of 99% indicating and Effective
Internal Control. Table 4 shows the results of the pranerg process risks and controls

model.
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Table 4. Evaluationof The Procurement Process Risksnd Controls

Inappropriate

Model

A signactivity must be

purchase 0 0% $0 0%

performed at least once
order
Inappropriate

The value of purchase order
purchase N 69 1% | $1,251,516.22| 1%

must be specified
order
Inappropriate | The value of gurchase order
purchase may not change aftersign 0 0% $0 0%
order activity has been performed
Incorrect A purchase ordeactivity
invoice must be started before date ¢ 6 0.1%| $241,594.87 | 0.3%
approval invoice receipt
Inappropriate | A person must not perform a

o 16 0.4%| $42,853.57 |0.4%
access activities of the P2P process
_ A good receipfctivity must

Inappropriate )

be performed during regular 61 1% $989,351.47 | 1%
access _

business hours

A person must perform a
Inappropriate | releaseactivity after time T =

) _ 139 3% | $10,584,025.1¢ 10%
access timestamp ofjoods receipt

event

_ A releaseactivity must be

Inappropriate

performed by a member of 27 1% $683,955.64 | 1%

access

senior staff
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An invoice payactivity cannot
be duplicated for the same 32 0.7%| $844,426.38 | 0.5%

purchase order

Invoice entry

error

Goods The values oPurchase order

received not | goods receiptandinvoice

matching receiptmust match before the 1310 31% | $32,932,037.54 33%
valid corresponding invoice can be
purchase paid

The value of gurchase order

Payment ]

may not change aftersign 0 0% $0 0%
error

activity has been performed

If a goods receipactivity is
Payment performed then aimvoice

_ o 480 11% | $7,451,027.95| 7%

error receiptactivity must be

performed

Suboptimal A good receipfctivity must
task not be performed by a 36 1% $763,489.34 | 1%

allocation member okenior staff

It should be noted that there are concerns with calculating the effectiveness of the
internal control system for a business process. One issue is concerned with controls that
are not included in the testing or the scores calculated. These controls waduttk in
manual, but essential, controls. For example, having periodical reviews of transactions,
explanations and invoices; or doing physical examination of goods received. Some of these
controls could be formalized and reflected in the information systeroth&r concern
would be in the quality, detail, and accuracy of the data being tested. Any results obtained

from testing the data depends mainly on the mentioned variables. The more detailed the
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data, the more tests can be done on it and more resultsesbtai

24.3. RISK ASSESSMENT

The results of testing the effectiveness of controls are used by the auditor for control
risk assessment and making a decision on the risk appetite. Risk appetite is defined as the
level of risk and uncertainty auditors are prepared to accept (Caron2&t18). Risk
appetite can be represented graphically as a risk map and is a function of violation
frequency and monetary impact of deviated transactions. Fifullestrates the risk map
for the P2P process for the identified risks and controls and ranked according to their

frequency and impact.

Figure 10. P2P Risk Map
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Visualizing the violations and their impact provides auditors with an instant way of
highlighting areas of increased risk by viewing anomalies on the risk map. For example,
the 3way match control is an obvious higisk control since it is way above the materiality
line in terms of impact and has the most frequent violations. Auditors can @uidn
testing in more detail the controls that are associated with risks above the materiality line
on the risk mapThe materiality line is determined based on what the auditor deems to be
a material amount in comparison to the whole financial staterAéatnatively, auditors
can focus frequency of violations for control effectiveness testing. The risk map assists
auditors in control risk assessment by utilizing visualization. The main objective of
implanting a graphical representation of control r&sto help auditors gain better insights,

draw better conclusions, and assess risk objectively.

2.5. CONCLUSION

This paper described a methodology for objectively measuring the effectiveness of
internal controls and risk assessment. Instead of relyingaaitional and qualitative
methods, the general framework in this study would provide auditors with a more objective
and efficient way of assessing if controls are implemented, and to what degree. The general

model was applied to a P2P business process & national noprofit organization.

The controls tested in this study were based on industry standards and literature,
not entirely from what the firm that the data is generated from has in place. Therefore, this
is a limitation of this study since somentrols were simulated. It would have been more

preferable if the controls that the firm had in place were known so that they could be
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measured in terms of their operating effectiveness. Although, it should be noted that by
using industry best practicesd practitioners to aid in understanding which controls
should be in place, this step is not unlike the information gathering and subsequent

brainstorming that auditors undertake, and should mimic these steps as much as possible.

This paper proposed a nsesement approach for evaluating the effectiveness of
internal controls that could be tailored to different industries and business processes. As
such, it contributes to the sparse literature on internal controls effectiveness measurement.
In future work, one can utilize different weighting schemas and various variables to

enhance the calculation method and provide a more accurate measure for risk assessment.
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CHAPTER 3: PROCESS INSTANCES RISK
PRIORITIZATION

3.1.INTRODUCTION

Complex ERP systems captuh®tisands if not millions of transactions on a daily
basis, and with thimrgeamount of data, it is impractical to analyze it using traditional and
periodic techniques. Many organizations, after implementing ERP systems, are still
depending on manual predures. Due to this, fraud may go undetected for extended
periods of time. Hence the use of advanced audit analytics on a daily continuous basis is

necessary to detect, and possibly prevent fraud.

However, despite the use of such advanced techniqueseamh@iming amount
of exceptions are generated (Alles et al. 2006, 2008; Debreceny et al. 2003), causing the
overall efficiency to decrease due to the limitations of human processing. Alles et al. (2006,
2008) and Debreceny et al. (2003) discussed thie msd pointed out that these exceptions
are generally generated and sent to auditors without prior processingfitesiny. These
scenarios raise the question of how users can organize and make sense of such voluminous

data.

With the large number ofdnsactions being executed on a daily basis, auditors are
facing more difficult ways at detecing and investigahg anomalies and exceptions. Issa
(2013) attempted to resolve the issue of information overload by proposing methodologies
that would prioritizeexceptions. Such attempts can help auditors focus on the more
suspicious cases and make further investigation be more efficient. This paper proposes a

methodology where process mining can be used to apply a suspicion function for each
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transaction to assigit a risk score. The risk score is based on different criteria, such as the
total number of violations the transaction commits, the severity of the violations, and the
monetary amourdf the transaction. The methodology implemented in the study wilallo
auditors to objectively determine the riskiness of transactions. Additionally, from all the
anomalies or suspicious transactions found, the methodology would guide auditors to the
riskiest transactions that require further investigation, while filteroug low risk

transactions.

Processaware information systenaefsoftware system that manage and execute
operational processéisatinvolve people, applications, afat information sources on the
basis of process modeélsvafi der Aals2009). These systesnsuch as ERPs, allow for
dynamic process and service changes. This, in turn, has led to one of the main challenges
for process mining, which is the large number of process model variants. This large number
of process variants are difficult toaintain and expensive to configure (Li et al. 2008).
Companies allow for flexibility in their business processes and will inevitably incur process
variances to allow for exceptional transactions. For example,-theigematch may not
always be realized due theinclusion of unanticipated transportation costs that were not
included in the original purchase order. In theory, the ERP system can be configured in
such a way that such deviations are not allowed and, hence, become impossible to execute.
But locking down the process in this way would result in a constant stream of exceptions
and delays since the actual procurement cycle would often deviate from the designed
process for a variety of reasons, some anticipated and acceptable, and some not. For

exampe, there could be problems in manufacturing the items.
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The introduction of process mining techniques in the past decade is very promising
from an auditing perspective. It allows for population testing on the entire set of real
process executions that igstamatically recorded in the information system and compare
the event log with the ideal process model to identify deviating transactions from normal
ones (Rozinat andan der Aals2008; Adriansyah et al. 2011). However, process mining
being used in auditg is not without its shortcomings. For example, conformance checking
technique (comparing real process instances with a process model for conformance) can
result in a large number of detected deviations, which can be too immense for auditors to
follow-up on (Hosseinpourand Jans2016) The large number of variants is a result of
normal business operation where it must allow for flexibility in executing processes to

accommodate customersod needs.

The motivation behind this study is that when auditors resalypopulation testing
instead of the traditional option of taking a sample, it results into a large number of
anomalies or exceptions that can overwhelm the auditors. Even if auditors want to
investigate all those anomalies, it might be impossible teaddue to the large number.
This problem is inherento population testing. Therefore, providing auditors with a
framework that comprises of multiple stages of filtering ansluspicion functionfor
prioritization based on theskiness level of each traadtionto determinghe oneghat are
most likely to be highly problematiwould be verybeneficialfor auditors to avoid or
minimize the downside of population testing. This solution would allow auditors to validate
whether the auditelevant informatiorgenerated by process mining is really indicative of
fraud, while avoiding having to deal with a flood of false positives that would arise when

any analytical procedures are applied to the entire population of data.
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This paper contributes to the auditintptature by proposing a methodology that
provides auditors with guidance as to which notable transactions need further investigation.
The identification and prioritizationof such risky process instances helps with the
information overload problem that @it population testing. In addition, this paper
attempts to provide a solution to one of the challenges auditors face when applying process
mining in their audit engagement, which is the large number of false positive variants.
Also, this paper providesuglance on the use of process mining in conjunction with
existing analytical procedures to allow auditors to focus on process instances that are likely
to be considered highsk, reduce the risk of failing to detect material misstatement, and

enhance autleffectiveness.

The framework proposed in this study was demonstrated on-éfeeavent log
dataset that was obtained from the prodorpay process of a ndor-profit national
organization. The event log contained a total of 4,142 praesissicesAfter applying the
first part of the framework, which is the process mining part, it highlighted 1,346 notable
process instances. Existing analytical procedures were then applied, wthiehsecond
part of the framework, this resulted in namog down the results of problematic process
instances to 814 exceptional process instances. A threshold was then applied to focus on
process instances with a monetary value above a certain amount, which resulted in

highlighting only 457highly problematigrocess instances that have a material amount.

The remainder of thepaper is oganized as follows: section )(Zrovides a
background and literature review @mploying analytics in auditing and population
testing This will be followed by sectiorB], which describes the methodology and general

framework developed in this study. Sectidhgrovides an illustration dhe methodology
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on a specific business process, and describe the data used, the analysis, results, and

discussion. Finally, sectio®) concludes the paper.

3.2BACKGROUND

As technology has become the norm in operating businesses and an increasing
number of companies have implemented information systems, it is apparent that auditors
must take advantage of the availability of big data m different stages of the audit.
However, it is well documented that the emergence of big data as well as the increase in
adopting data analytics in business processes has brought new challenges to the audit
community (Vasarhelyi et al. 2015; Appelbaumaét2017). Some of these issues and
challenges are concerned with what type of analytics is most appropriate and in which part
of the audit are they suitable (Appelbaum et al. 2017). One of the most promising analytical
tools available to auditors is pr@semining.Themain objectiveo f pr ocess mi ni n
discover, monitor and improve real processes (i.e., hot assumed processes) by extracting

knowledge from event | ogs readily ava)l abl e i

One of the sideeffectso f or gani zati ons® ongoing auto
the unused process data that is available, which can be used for process mining (Azzini and
Damiani 2015). The automation of business processes leads to having digital traces of real
process exedions. These digital traces reflect what is actually happening in the real world
and enable the application of process mining (Azzini and Damiani 2015). By applying
process mining, organizations can understand how their processes are actually executed

andeventually gain control over their complex business environment. Auditors can use the
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same information to find evidence on the effectiveness of controls and whether financial
statements are clear of material misstatements (Van der Aalst et al. 201Q;alaB8 EL,

2013, 2014).

The auditing professionin the United States is overseen by Bwblic Company
Accounting Oversight Board (PCAOB). Auditing standards issued by the PCAOB
emphasize the importance of understanding the processes that make up rntialfina
statements when doing the audlitns 2011)According to Auditing Standard No. 5
(paragraph 34)yuditos mustunderstand the flow of transactions and identify the controls

implemented bynanagemertb address potential misstatements or to preveatithorized

acquisition, use, or d.iTkepradsidandl way of camplying ¢ o mp

with that standardand what is actually recommended byistby doing walkthroughs.
Standardsconsider the use ofialkthroughs as the most effective meao understand
processesThe way walkthroughs are performed is by following the path of a transaction
as it flows through the different steps in a business process form initiation to completion
and reflected i n t heThisrmamadappryadhghich iscareemlyg i a |
used in the auditing profession, can $gnificantly improvedby employingprocess
mining techniqguegJans 2011)Process mining canot only automatewalkthroughs but

also extendthe analysisto the full population insteadf a sample This resuls in a

transparent overview of the proc€dans 2011).

Understanding the process is one part of the audit that process mining can excel
over other methods. However, process mini
analysis. Therefore, Damiani and van der Aalst (2015) have argued that there needs to be

a careful combination of procesentric and dataentric approach to analyzing business

r

n

¢
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processes. The datentric analysighat can be accomplished by using other existing
analytical procedure§SAS 56 (American Institute of Certified Public Accountants 1988)
requires that analytical procedures be performed duliifgrent stages of the audit, such

the planning and review stagd&he standard alscecommends their use in substantive
testingso that auditoréimit the subsequent test of detaitsareas that constitute high risk

and concern (Kogan et al. 2014uditing Standard No. 15 definesalytical procedures

as thefievaluatims of financial information made by a study of plausible relationships
among both financial and nonfinancial datsPGQAOB 2010, pamgraph 21). Since
analytical procedures are required in different phases of the audit, so does its purpose
(Appelbaum et al. 2017) For example, analytical procedures in theask
assessment/planningphaséoul d enhance the auditords un

its transactionand highlight areas that might be problematic and-highto the audit.

Applying process minig and other analytical procedures in different stages of the
audit results in identifying anomalies and areas of concern. Having a prioritization method
for the identified suspicious transactions and anomalies can significantly benefit auditors
and minimiz the effects of information overload, especially in the risk assessment stage
of the audit(Kim and Vasarhelyi 2012; Issa and Kogan 2014; Li et al. 204i&). and
Vasarhelyi (2012) argued that using theowledge engineering of experienced
professionals\(asarhelyi and Halper 199a)lows for auditors to determine risk factors or
indicators of abnormality that could be considered problematic and fraudulent in nature.
These indicators were weighted by giving each a score based on risk. Anomalies were then
prioritized based on the risk score of each. Issa and Kogan (2014) argpeotessing

and prioritizing the large number of ou#rs identified in population testingan help
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auditors overcome the human limitations of dealing with information overload and
consequently improving overall audit efficientoy focusing on the most suspicious
transactions. Li et al. (2016) propaséramework for prioritizing exceptional transactions
based orthe likelihood ofit being erroneous or fraudulefithey proposed thisameowk

as a solution for the negitive effects of infromatoin overload, since they founthéhat
volume of exceptions generated by a continuous auditing system can be overwhelming for

auditorsto handle

3.3.METHODOLOGY

The methodology that is used ittentify process instances that are deemed to be
most riskyis based otheapplcation ofprocess mining to an event lagconjunction with
existing analytical procedureA set of filters based on business rules mappéedettsks
and controls for the targeted business process. Each rule is given a weight based on
importance and relevance using auditor judgment. Then, depending on the number of
violations for eactprocess instancalong withits monetaryvalue, arisk scae will be
given. The risk score (depending on the number of rules violated) in addition to the
monetary value of it (above or below a certain threshold) with the tested violations will

result into the ranking of violated process instances.

The methodologyof this study expands on the process mining risk assessment
framework proposed i€hiu et al. (2018) study. This study provides guidance on how
process mining can be used in the audit process in conjunction with other analytical
procedures and tests ti@nnot be done relying solely on process mining analysis. The

methodology will be illustrated using a rdéé¢ dataset. The results of the demonstration
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will be compared to those @fhiuet al. (2018) study. This methodology can also be used
as basis foimplementing a continuous process monitoring system, similar to Alrefai
(2019)06s study. For example, the methodol o

transaction will be allowed or blocked based on its risk score.

3.3.1.FRAMEWORK
The processistances risk prioritization framework is comprised of five stages: 1)
Data collection angbreparation 2) process understanding and risk factors identification,
3) process mining application, 4) existing analytical procedures application, 5)
prioritization of exceptional process instances. The final three stages of the framework are
I mpl emented with the audit objectives and

process in mind. The overall flow of the framework is found in figiite
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Figure 11. Process Instances Risk Prioritization Framework
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Before any analysis can be done, there needs to be a set of data that auditors can
apply their analysis to. In the case of process mining analysis, specific type of data needs
to be collected and transformed. This set of data is in the form of an event log. Every event
log contains three main types of information, and without it, the event log would be
considered insufficient for process mining analysis. The three main typefmhation
are: activity, resource, and timestamp. The activity describes what step of the process has
been performed for a specific process instance. The resource provides the name of the user
who performed the activity. The timestamp provides the datgime of when the activity

was performed. Table 1 is an example of an event log template for a procure to pay process.
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Table 5. Event Log Template

CASE  ACTIVITY NAME TIME VALUE QUANT. QUANT. VALUE VALUE SUPPLIER

ID STAMP PO PO GR PAY GR
87127 Create PO Paul 8/3/15 25000 25,000 AC PRGCsB
9:57
87127 Sign Paul 8/3/15 25000 25,000 AC PRGBS
9:57
87127 Sign Tiffan 8/7/15 25000 25,000 AC PRCB
y 14:18
87127 IR Beverl 8/11/15 25000 25,000 25,000 25000 25000 AC PRCs
y 12:02
87127 GR Beverl 9/1/15 25000 25,000 25,000 25000 AC PR
y 10:50
87127 Release Kimbe 9/1/15 25000 25,000 AC PRCB
rly 10:53
87128 Create PO Paul 8/3/15 21250 21,250 HS INC
10:58
87128 Sign Paul 8/3/15 21250 21,250 HS INC
10:58
87128 Sign Tiffan 8/7/15 21250 21,250 HS INC
y 9:54
87128 IR Beverl 8/10/15 21250 21,250 21,250 21250 21250 HSINC
y 10:13
87128 GR Beverl 8/20/15 21250 21,250 21,250 21250 HSINC
y 10:35
87128 Release Jay 8/20/15 21250 21,250 HS INC
12:35

The event log in Tablé shows other information besides the typical information
found in an event log. In this case, Tableontains financial and neimancial data that
are valuable from an auditing perspective. For example, the event log templasetisbow
dollar amount of each purchase order (PO) along with the value of the goods receipt (GR)
and amount payed for any invoice receipt (IR). This additional information allows for
supplementary analysis to process mining using existing analytical presddat is key

to the process instances risk prioritization framework.

The detailed event log data required for the implantation of the framework is found
in the information system of the organization. Enterprise Resource Planning (ERP)

systems, such as $Aare capable of creating event logs for different business processes.
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However, companies tend to switch off the logging capability since it taxes the system both
in terms of performance and storage. Therefore, event logs are not created automatically.
The event log thadf the intended business process ngstleveloped using knowledge

about the ERP system and its table structowréhe underlying business process.

Once the event log is created and the necessary fields are included, the next step in
this stage is data preparation. Data preparation is essential to any analytical technique and
ensures that the data can analyzed with the least amount of noise found in it. For example,
any process instance that is incomplete can be removed from the dathsestep, so that

the results are not biased or magnified.

Process Understanding and Risk Factors Identification

The second stage of the framework involves one of the most important insights that
process mining provides to auditors, which is procissovery. To complete this stage,
the event log dataset is imported into a process mining application (i.e. Disco or ProM) and
examined for both process understanding and risk factors identification frestaratard
variants. Process discovery shows tardi how the process is actually operated in the
organization. Management provides auditors with how a standard transaction is conducted
in a specified business process, but process discovery shows auditors whether the standard
method prescribed takes pdaand how frequent it does. This allows auditors to know what
is actually happening throughout a business process by examining every instance of it.
Numerous deviations from the designed process model are often found in a given business
process to ensure®oth operation of the business. Therefore, auditors usually find a large
number of variants when analyzing a business process and need to be able to determine of

which is considered acceptable and which would not be.
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The second step of this stage is variexamination and the identification of risk
factors. Auditors can start this step by first examining the different variants found and
identifying risks associated with natandard variants. Auditors can identify anomalies
from the nomstandard variantby performing the process discovery step. In addition,
auditors can rely on their prior experience since there are usually general risks associated

with a given business process.

Process Mining Application
The third stage of the process instances riskipgation framework is the process
mining component of it. In this stage, auditors first develop a set of progassd filters
that focus on identifying the attributes of higbk notable process variants. These filters
are based on thwr odinhoat ( VCO@W)d aGod ri sk as:
underlying business process. Auditors should also consider their prior experience when
developing these processlated filters. The processlated filters should be in line with
the objective of the audit thaked to be achieved during test of controls and substantive
test of details. The filters should encompass controls that need to be in place to mitigate

the risk of management assertions.

Once the filters are developed, auditors apply them to the entitdabiop to
discover higkrisk notable process instances. After initial results, auditors can evaluate
whether the design and performance of the filters are acceptable. Auditors can either
modify or confirm the final set of processlated filters and obtaithe notable process
iInstances as a subset of the entire population. Notable process instances are identified by

either failing one or multiple filters.
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Existing Analytical Procedures Application

Having a methodology that provides guidanceatalitors on the integration of
process mining with other analytical procedures is unique to this study. In this stage of the
framework, auditors apply existing ngnocess mining related analytical procedures to the
notable process instances in orderlterfiout exceptional outliers that would be considered
most risky and highly problematic. This second step of filtering reduces the number of
outliers found in the process mining application stage. For example, a process mining filter
can examine procesastances that had multiple GR activities for the same PO. From a
process mining perspective, this shows a deviation from the ideal process model and might
indicate excess shipments from the supplier. However, implementing other existing
analytical procedws, like a 2vay match between PO value and GR value, can reduce the

number of notable items and filter out noise found in those results.

Filters applied in this stage are different from those applied in the process mining
stage, but they complement oneotirer. This is due to the inherent limitation of process
mining where its strength lies in understanding the actual process and discovering
anomalies and deficiencies that relate to how processes are executed and the steps taken.
However, other proceduresid controls cannot be tested or is very difficult to do so using
process mining techniques. For example, if an auditor wants to &eserfes opurchase
orders with same employeendor match is splitting purchaseThis test cannot be
achieved usingprocess mining techniques. Therefore, auditors need to use existing
analytical procedures in conjunction with process mining to have a more effective and
efficient audit. However, in order to do so, a detailed event log with financial and other

informationis required.
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The existing analytical procedures used in this stage of the framework are based on
the risks and WCGWs associated with the underlying business process in which process
mining filters did not test. The purpose of adding this stage of fijeatraditional process
mining analysis is to provide auditors with guidance to the riskiessaniple of the entire
population of process instances in which they can either further examine or sample from,
depending on the final number of exceptionalgess instances. The main reasoning
behind this additional stage is that if a process instance violates one or more process mining
filter, and therefore is considered a notable process instance, and it violates a second set of
high-risk filters that is notnainly concerned with its routing, then that would indicate that

the process instance is highly problematic and therefore exceptional.

In this stage, auditors can implement a materiality-ofttif the number of
exceptional process instances is large tokwas a third filtering method for higtisk
processinstances | n t hi s fr amewor k-Ofscandbevietveziaany, a ma
process instance thiadsa dollar amount that an auditor would consider mat@ralmore
than $5,000)Auditors canalso consider a materiality eoff if their judgment and risk

assessment urges them to examine material process instances only

Prioritization of Exceptional Process Instances
The final stage of the framework is prioritizing the exceptional process testan
by applying a risk score to each one and ranking them. The risk score formula is adapted

from Issa (2013) and can be calculated as:

YUY £ I0Q w o 0 h

Where
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The risk score for each exceptional process instance considers the risk level of the
violated filters. So, as auditors are developing filters gayxcess mining and existing
analytical procedures, they need to assign a risk level to each one based on their
professional judgment. For example, if a process instance is missing a Release activity,
then that filter would be given a level of risk thahigh. Risk levels would be based on a
highhmediumlow scale, based on standard auditing procedure. These levels can be
numerically converted into-3-1, where 3 is for high risk level filters, 2 for medium risk

level filters, and 1 for low risk level filts.

Once the exceptional process instances are prioritized, auditors can either follow
up on all of the prioritized exceptional process instances or only a subset of them. This
decision is based on the results of stage 4 of the framework. If the nuneareptional
process instances is too large for auditors to investigate, then in this case, auditors can
choose to investigate only 50 exceptional process instances with highest risk score, for
example. Auditors can also choose the exceptional processidestavith the highest
monetary value if materiality is the highest priority. The decision of determining how many

exceptional process instances to follow up on, and which prioritization method to use is
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A

based on auditorso pr oreerslsof tberunderlyingtbasmesse nt

process, and the acceptable level of risk.

3.4.ILLUSTRATION OF METHODOLOGY

This section provides an illustration of the process instances risk prioritization
framework. A procurdo-pay (P2P) process event log datasetsed for that purpose. The
different stages of the framework will be explained and demonstrated to show the
usefulness of such framework for practitioners and researchers. However, the illustration
of the methodology will be grouped into three maingatte process mining element, the
existing analytical procedures element, and the prioritization element. Concluding this
section will be a comparison of the results of this study @tlue t al . (2018) 6s

evaluate its effectiveness.

3.4.1. PROESS MINING ELEMENT

Any process mining analysis has to start with an event log datdsetata used
for this studyto demonstrate the framewaskan event log extracted from the information
system of a national mdor-profit organization. Specificallythe event log is from the
organi zationds pr o dAseaexganedintthe framework, ¢he essenplago c e s
must containnot only process related information such @ activities, users, and
timestamps for all process instances in the businexsegs, but alsother norprocess
related information such as quantity and monetary value of each process insthamzP

event log includesnonetaryamountsfor the value of the purchase order, the goods
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received, and the invoice for all process insésnd his transactional value is what makes

this event log dataset unique and expands the application of process mining that is available
to auditors with the availability of such informatioAdditionally, this event log dataset
contains information on theuppliers that were involved in all POs. The structure of the

event log is similar to that found in Talde

The event log contains a total of 4,270 process instances that started from June 2016
til December 2016. There were 71,811 number of events hagpehroughout the
process. The P2P business process includes 5 main activities: Create PO, Sign, GR, IR, and
Release. The process instances in the event log were grouped into 1,061 variants, which
means that transactions of the purchasing cycle wereitexkm 1,061 different ways for
the period being analyzed. This shows that employees in practice do not necessarily follow
the standard way of conducting transactions in the purchasing cycle, and therefore,
violations of business rules and controls migbtur. Even with a relatively small event
log dataset, a large number of variants is present. This emphasizes the need for guidance
on how to filter out notable variants from acceptable ones and complementing those
findings with existing analytical procecks to identify highly problematic process

instances.

One of the main reasons why this study grouped the first three stages of the
framewor k into one category fAprocess mining
preparation, process discovery amtlerstanding, and variant examination and risk factors
identification steps can be done simultaneously. When applying process discovery and
understanding, this can lead to other data preparation that was not included prior to this

step. For example, whéinst analyzing the data set, there were 128 process instances with
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21 variants that lacked both GR and IR activities. These process instances all had a PO
value of $0 and were cancelled by the organization. Leaving these process instance in the
datasetvas causing noise in the overall results of some of the preliminary analysis in the
process mining stage, and therefore, needed to be removed. Additionally, days of the week
were added to the event log based on the timestamp in order to apply related &lvézs

6 describes the event log dataset used in this study to illustrate the framework after

preprocessing.

Table 6. P2P Event Log Descriptive Statistics

Events 71,203

Process Instance 4,142

Number of Activities 5

List of Activities (1) Create PO (25ign (3) GR4) IR (5) Release
Variants 1,040

Resources 140

Mean ProcesdnstanceDuration 79.3 Days

Start 06/1 0 24 1

End 12/ 02/ 2016

Thefrequency of activities in the event log is summarized in Tabdote that if

the designed procurement process is followed, then all activities should have the same
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frequency. However, this is not the case, which provides immediate evidence thatahe actu
purchasing process differs from the designed process, indicating deviations from the

standard purchasing process model.

Table 7. Frequency of activities in the event log

Activity Frequency
CreatePO 11,917
Sign 21,446
GR 15,824
IR 14,381
Release 7,635

After the preprocessing step, auditors perform adejpth process discovery
analysis on the event log dataset for the underlying business process. The objective of this
step is to better understand the business process and discoverhtherpptoyees are
following to perform a transaction. Figur@ Mlustrates the detailed process map for the

P2P process.
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Figure 12. P2P Process Map with 100% of Paths

Even though the majority of process instances follow the standard P2P process, by
examining the process map, auditors can see that there are business rules and controls that
are being violated. For example, there are 91 Create PO activity that wasowedoby
a Sign activity, indicating improper authorization. Variant analysis is performed to examine
the population and identify risk factors. In this application of the framework, several risk
factors based on the process flow were identified and fitere developed to examine
them. There were four major categories identified as risk factors: missing key activity,

problematic order, weekend activity, and segregation of duty. Additionally, auditors must
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give a risk level or weight for each risk factossbd on their professional judgment so that
the exceptional process instances can be prioritized. Bairtevides a list of the process

related risk factor categories and the filters developed to examine those risk factors.

Table 8. P2P ProcessRelated Risk Factors and Filters

Missing Key Missing GR activity Any process instance High
Activity missing GR
Missing IR activity Any process instance High
missing IR
Missing Release Any process instance High
activity missing Release

Problematic Order  Unusual start for a PO Process instances starting Medium

with IR
Payments before all ~ Payment before GR High
goods are received
Ending with Create PC Process instances ending Low

with Create PO

Ending with GR Process instances ending Low

with GR
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Segregation of Duty SOD violation The employee who createc High

the order also released the

order
Weekend Activity Unauthorized weeken( Process instances with Medium
activity activities happening on
weekends

The risk level for each risk factor was given based on the feedback from 6 auditors
from the Big 4 accounting firms and 2 other major firms. The risk factors were sent to them
for their professional risk assessment. The results of the assessment weyedcawatdor

the purpose of this study. The final risk levels are found in Téble

Notable Process Instances

The processelated filters were then applied to the entire population of process
instances. The result of this application is broken down amdhgstour risk factors
categories. First, for the missing key activity category, the first filter applied was related to
process instances missing a GR activity. The risk associated with this filter is that the
organization might be billed goods they dit receive. In this case, there were 94 process
instances found that were missing GR. However, every process instance of those 94 did
not have an invoice associated with it, and it also had a PO value of $0. This indicates that
all the 94 process instance®re nullified. Therefore, those process instances were not
considered notable even though they violated a business rule. It is worth noting that

applying filters carelessly without considering other factors may not be very beneficial to

auditorsandmagct ual |y affect the results theyore
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The second filter applied in the missing key activity category is missing IR activity.
The risk is that the organization might be paying for an invoice they did not receive. There
were 574 process stances in 130 variants that were found missing an IR activity.
However, missing IR alone is not sufficient to be considered a notable process instance if
the organization did not receiver goods for the PO. Therefore, the filter was modified to
include pra@ess instances that were missing an IR activity but at the same time have a GR
activity. The modification resulted in a more focused and relevant notable process

instances, which got down to 480 notable process instances in 108 variants.

The last missingkey activity filter was for process instances missing Release
activity. Any PO created needs to be released to the accounts payable department for
payment and recorded in the general ledger. If a Release activity is not present, then this
might indicate that the PO did not transfer to the accounts payable department and may not
have been payed. In the event log dataset, it was found that 409 notable process instances
were missing a Release activity. Those process instances were part of 336 variants. Table

9 presents the results of missing key activity filters.

Table 9. Missing Key Activity

Su-bat egory Process Ir Variants

Mi ssGRgActi vi: 94 22

Mi sslimngActi vi 480 108
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Mi s sRenlgease A 409 336

Second, the problematic ordeategory filters were applied. The first filter of this
category relates to process instances with unusual starting activity. In this study, there were
6 notable process instances that started with an IR activity instead of the standard Create
PO like therest of the population. This indicates that the organization received those

invoices then it created PO to match them, which is a violation of the business rules.

The second filter applied in this category was for process instances with payments
before allgoods were received. This filter is concerned with the risk that the organization
might be paying invoices that have not been fulfilled yet. There were 176 process instances
that are part of 155 variants in which matched this filter. It is importanbte that this
number can be reduced by applying other analytical procedures such as considering if the

PO has been fulfilled over the long term by examining the GR and payment totals.

The last two filters of the problematic order categmelateto incorrect ending
activity to the PO. In this case, there were two filters: process instances ending with Create
PO and process instances ending with GR. Both of these filters are not considered high risk
level, however, they still constitute an irregular andbfgmatic order from a process
perspective, since all process instances should end with a Release activity so that it can be
paid. There were 20 notable process instances ending with Create PO and 163 notable

process instances ending with GR. Tdlfl@resents the results of problematic order filters.
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Table 10. Problematic Order

Unusual start for a PO 6 3

Payments before all goods

176 155
are received
Ending with Create PO 20 14
Ending with GR 163 142

Third, segregation of duty category filter was applied. This category was mainly
concerned with one risk factor. The focus was on examining a segregation of duty violation
on whether there were process instances that had the same employee who créaed the
also released it. This filter resulted in 36 notable process instances that are part of 33
variants in which segregation of duty was violated. Talklepresents the results of

segregation of duty filter.

Table 11. Segregation of Duty
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SOD violation 36 33

Finally, weekend category filter was applied. This filter examines process instances
that have unauthorized activities happening on a weekend. Even if some process instances
are following the standard process flow, it still may be flagged if the timestogrtain
activities (i.e. GR and IR) is on a weekend. This could be of concern to auditors if weekend
activities are suspicious. In this case, there were 551 notable process instance that contained

activities happening on weekends. Tali¥presents theesults of weekend activity filters.

Table 12. Weekend Activity

Unauthorized weekend
551 296
activity

As a result of applying all processlated filters to the entire population of process
instances, 1,346 unique notable process instances (out of 4,142) are identified. These
notable process instances will be the beginning point for the existing angbybcatlure
element of the framework and will be filtered down to exceptional process instances. The

next section will discuss in detail the results of the existing analytical procedures element
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of the framework.

3.4.2.EXISTING ANALYTICAL PROCEDURES ELE MENT

The risk factor of the previous stage of the framework relate to process risk factors,
and not the other factors that are #pwncess mining related. This stage is of the framework
allows auditors to narrow down the number of notable process instamcdbe highly
problematic exceptional process instanées.that purposdilters for nonprocesselated
filters were developed. The development of those filters was based on the WCGW for a
standard P2P business process and auditors risk assessheeatwére also filters that
resulted from risk factors identified in the process discovery step. The filters identified in
this stage were grouped into two categories: missing values;&agl thatch. As with the
case of the processlated filters, the neprocess related filters in this stage of the
framewor k were given a risk Il evel or wei g
professional judgment. This allows for the exceptional process instances found in this stage
to be prioritized. The same mettology that was used in the previous stage for assigning
risk level for the filters was followed in this stage as well. Tdld@rovides a list of the

other process risk factor categories and filters.
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Table 13. P2P Other ProcessRisk Factors and Flters

Missing Values Missing PO value Any process instance High

missing PO value or

equals $0

Missing PO quantity Any process instance High
missing quantity value

for PO

Missing Invoice Any process instance High

missing invoice value

2-Way Match Unmatched PO and goods Any process instance High
Violation values with PO and GR values

that do not match

Unmatched PO and goods Any process instance High
quantities with PO and GR

guantities that do not
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match
Unmatched goods and Any process instance High
invoice values with GR and IR values

that do not match

Since tlis analysis is done on already notable process instances, the risk factors of
this stage are all at a level of higkk. Additionally, the filters are guided by the audit
objective, auditors risk assessment, and the findings of the previous stage ohdvedrk.

This means that if auditors find a relatively large number of notable process instances, the
filters used in this stage might be different or larger in number. This also depends on the

type of violations of the notable process instances.

Exceptional Process Instances

The main objective of this stage is to determine the outliers of the notable process
instances that are more likely to be of high risk and problematic. Therefore, the filters of
this stage were applied to the entire set déble process instances. The first category of
risk factors was to identify any process instance with missing values. The first filter applied
was for process instances missing PO values. These process instances run the risk that
either the employee did hadeclare the value of the PO or it was not recorded in the
information system. From the notable process instances, there were 252 that this filter
applied to. It should be noted that in this stage, the number of variants is not relevant since
the focus ison process instances and the tool used is not a process mining tool. This is

important because it demonstrates how event logs with added relevant information
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contributes to the effectiveness of the audit and allows for additional analysis that would

be dificult or not possible without.

The second filter applied in the missing value category is for POs with a quantity
of O while the it had a monetary amount greater than $0. This filter addresses similar risks
as the previous filter. Even thoughtheprevo f i | t er can act as a
the notable process instances should be examined for other business rules violations. There

were only 2 POs missing values for quantities.

The last filter in the missing value category is for process instan=sng an
invoice value. This filter is concerned with the risk associated with a PO having an invoice
value of $0, while its PO and GR values are of greater amounts. This might indicate errors
in recoding invoices or payments maid. In this study, thveeee 18 notable process

instances that this filter applied to. Tabké dresents the results of missing key activity

filters.
Table 14. Missing Values
Su-bategory Process I nstal
Missing PO value 252
Missing PO quantity 2

Missing Invoice 18
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Filters for the other risk factor category were applied. These filters relateddy 2
match risk. In some instances, th&vdy match business rule was not adherent to. This is
a highrisk category since having a-vizay match control ensures that errorsd an
misappropriation of assets are mitigated. First, process instances with unmatched PO and
GR values are filtered out. This resulted in 622 process instances. It should be noted that
process mining alone cannot determine if repetition in a GR activitgisative of goods
being received over installments or is a mismatch between the goods being received and
its associated PO without examining their monetary values. Therefore, additional value

analysis is required, such as the one applied in this fiteletermine that.

Second, the PO and GR quantities were tested for all notable process instances to
ensure that all goods were received from suppliers and no pending goods for completed
POs. This filter resulted in 652 process instances. The same comment for the prigeious fi

applies to this filter as well.

Finally, the last filter applied relates to unmatched values of invoices received from
suppliers with values of goods received. The risk associated with this filter is overpayment
for POs. Note that the value of goodslanvoice might not always match due to additional
shipment and other costs unaccounted for in the original PO, and therefore should be tested
for violation of an accepted variance, such as 5% over PO value. There were 353 process
instances that violatethis filter. Table 5 presents the results of missing key activity

filters.

Table 15. 2-Way Match Violation
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Subategory Process | nstal
Unmatched PO and goods values 622
Unmatched PO and goods quantities 652
Unmatched goods and invoice values 353

The application of the existing analytical procedures resulted in a total of 814
unigue exceptional process instances. Auditors might still find this number to be large and
therefore will consider focusing on exceptional process instances with mateoahism
Therefore, applying a threshold allows auditors to focus on investigating process instances
that could have a potential impact on the financial statem@&his. study applied a
threshold of $5,000 as a filtering method. The final results for exaegtprocess instances
with a materiality threshold is 457 process instances. This shows that by following the
framework, it was possible to narrow down the number of exceptional process instances to
457 out of 4,142, which is about 11% of the entire paporh of process instances. The
final stage of the framework is to rank the exceptional process instances based on a
prioritization method. The next section will discuss the prioritization element of the

framework.

3.4.3.PRIORITIZATION ELEMENT
The final part of the framework is the prioritization of exceptional process

instances. The prioritization method used is based on the risk score calculated for each
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exceptional process instance. The risk score is calculated based on three factors: the
nunber of filters violated in both the process mining stage and the other analytical
procedure stage, the weight given to each filter, and the dollar amount of tAdé&x@.

three factorsare chosen to calculate the risk score because they considaremost
important elements that auditors look for when analyangit results (frequency of
violation,importance of violated controls, anthteriality impact)In this study, the dollar
amount was normalized so that the risk score would not be in themmi(#i,000,000 =

1, $500,000 = 0.5, etc.) and therefore, easier to recognize. Taptevides a list of the

top 10 exceptional process instances with the highest risk score.

Tableddi  hReisstk Score Process I nstance

31312131 /1(3(2(3(3|3|3

88702 X X X X 11 $11,579,094 127
88814 X X X X X 14 $7,882,137 110
87646 X X X X 11 $3,137,867 35
87639 X X X X 11 $2,659,998 29

89106 X X X 8 $3,120,400 25



-87-

89465 X X X X 10 $1,507,415 15
88749 X X X X 10 $1,179,759 12
89503 X X X X X 13 $877,638 11
87640 X X X X X 14 $729,189 10
88816 X X X X 12 $686,957 8

The number beneath each filter in Tabid the weight given to that filter based
on auditordos professional judgement . The
ranked the highest in terms of risk score (127) did not actually have the highest violation
score (11). Process instance (888h&d the highest violation score (14) which is
calculated based on the number of filters that applied to it. This is due to considering the
monetary value of the process instance when ranking them, since 88702 had a PO value of

$11,579,094 while 88814 hadPO value of $7,882,137.

The process instances risk prioritization framework provides auditors the riskiest
transactions. However, auditors still need to use their professional judgment to determine
how many of the prioritized process instances they rnieeexamine thoroughly and
perform a substantive test of details on. For example, auditors may determine that they
need to perform substantive test of details on 50 process instances with the highest risk

score.

Chiu et al. (2018) discussed four differemtgpitization methods for ranking high

risk transactions. Each of the four prioritization methods found in that study emphasizes
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different aspects of the risk associated with the transadtmmexample, based on their
professional judgementuditors careitherfocus on the risk score of transactiavithout
considering the monetary valugansactional valugithout considering the number of
violations or a combination of botltHowever, this study implemented a prioritization
method using a suspicionrfation formula that considers the number of business rules
violations, the weight of each given business rule, and the monetary amount of each process
instance. This prioritization method is more objective in considering different risks

associated with thexceptional process instances.

3.4.4.FRAMEWORK COMPARISON

The process instances risk prioritization framework was demonstrated oitereal
full population of process instances found in the procurement process ofa-poobfit
nationalorganization. The full population was comprised of 4,142 process instances. After
applying the first part of the framework, which is the process mining part, it highlighted
1,346 notable process instances. However, applying the filters of the seconflithart o
framework, the existing analytical procedures, resulted in narrowing down the results of
problematic process instances to 814 exceptional process instances. After considering the
material impact of these exceptional process instances, it was suggesse a threshold
of $5,000. This resulted in focusing only on highly problematic process instances that have
a material amount, which were 457 (about 11% of the entire population). Therefore, by
using this framework, auditors can be guided to theasskand highly problematic process

instances as opposed to choosing from a random sample in a traditional audit.
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On the other handChiuet al . (2018) 6 s Biteguatbry of d e mo n s
process mining into the auditordéds risk ass
results witha corresponding transaction valoéeach process instance. The focus of that
study was purely on process mining and not on other existing analytical presed
Therefore, the process instances risk prioritization framework expandhionet al.
(2018)6s framework by adding a second stag:
of Chiuet al. (2018) study was 3,918 notable process instances quopdiation of 9,187.

That study also applied a threshold of $5,000 which filtered the results down to 1,227.

Table T provides a comparison of the results of this studyGimd et al. (2018) study.

Table 17. Results Comparison withChiu et al. (2018)

Not able Proc 1,346 32.5% 3,918 42.6%

Exceptional 814 19.7% - --

Il nstances

Threshol d 457 11.0% 1,227 13.4%

Having a secondtage of filtering that complements process mining concentrates
auditorsé focus on the process instances t

more objective way of guiding auditors to the riskiest process instances.
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3.5.CONCLUSION

This paperintroduces a methodology that provides auditors with guidance to
objectively identify and prioritize the riskiest process instances. The process instances risk
prioritization framework is based on applying process mining techniques on an event log
exttaced from the organizationds informati on
are then filtered using other analytical procedures to identify-fisrexceptional process
instances. The exceptional process instances are then prioritized basedtolagedaisk
score. This combination of process mining with other analytical procedures is unique to

this study.

The aim and contribution of this study ispmvide auditors with guidanamn the
use of process mining in conjunction with existing anadytiprocedures to identify
exceptionaltransactionghat would requirefurther investigation.This solution allows
auditors to focus on process instances that are likely to be considera@kjghduce the
risk of failing to detect material misstatemer@nd enhance audit effectiveness.
Furthermore,heidentification and prioritizatiof such risky process instances help with

the information overload problem that entails population testing.

The identification and prioritization of exceptional processances depend on the
filters developed in the different stages of the framework and the weight given to each
filter. A limitation of this study is that the results could differ depending on the filters

developed and the weights given.

Even though this stly suppors the application oprocess mining prior to other
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existing analytical procedures, future studies could examine whether the prioritized
exceptional process instances would differ if process mining is applied in the final stages
of the framework & opposed to the early stages and compare the results. Furthermore,
future work can include the implementation of the risk score methodology found in this
study to a continuous process mining solution as a way to allow or block transactions based

on theirrisk score.
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CHAPTER 4: CONTINUOUS PROCESSMONITORING

4.1. INTRODUCTION

In the wake of several highlyublicized corporate scandals, the Sarbabeley
Act of 2002 (SOX) was enacted by the United States Congress, and consequently, the focus
on internal controls has tremendously increased. SOX Section 404 requires management
to assess the effectiveness of their internal control system, and for auditors to attest to
management 6s assessment . Since its i ntr o
detection/prevention was put to the forefront and the improvement of internal controls were

of major importance to reduce any risks of fraudulent transactions.

The importance of having an adequate internal control system cannot be overstated.
Prior research Isafound that when internal controls are weak, there is an increased
likelihood of earnings manipulation by management (Chan et al. 2008; AshB&agh
et al. 2008). Moreover, effective internal control system can help companies achieve their
financial gals, prevent loss of resources, keep accurate recording of transactions, and
comply with laws and regulations by preparing reliable financial statements (Ernst &
Young 2002). Hence, maintaining an effective internal control system is regarded as highly

important to management.

With the passingof SOX and the digitization of the economy,internal control
evaluationhaschangeddramaticallyfrom being mainly usedby managemento endure
operationalefficiency, to being a legislativerequirementManagemenhas modified its
efforts and focus to comply with SOX by emphasizingthe importanceof assessing,

developing, and maintaining an effective and efficient internal control system
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(RikhardssorandKraanmergaard@006).Post SOX studieshaveemphasizedhe needfor
formal control assessmerdnd compliancemethodsutilizing computeraided tools to
comply with rules andregulationsand improve the effectivenesf the internal control
system.

Traditionally, the testing of controls has beenperformedon a retrospedve and
cyclical basis, often many months after businessactivities have occurred.The testing
proceduredhaveoftenbeenbasedon a samplingapproachandincludedactivitiessuchas
reviews of policies, proceduresapprovals,and reconciliations.With todayd seattime
economyand the advancementg technologyi,it is recognizedthat this approachonly
offers auditorsa narrow scopeof evaluationandis oftentoo late to be of real value to
businessperformanceor regulatory compliance.Therefore,the motivation behind this
studyis to reducethetime delaythattraditionallymanifeststs selfbetweertheoccurrence
of abusinesgelatedeventandits analysis.This canbe achievedby applyingcontinuous
monitoring methodsto businessprocessesThe reasonfor that is becausecontinuously
monitoring businessprocessesncreasesthe information value by investigatingevents
simultaneouslyor shortly after their occurrencISACA StandardBoard2002).In other
words, the availability of realtime dataallows for exceptionakasedo be identified and
dealtwith beforetheyleadto issueqSelig2017).Additionally, havingapreventativdocus
is fundamentato achievesustainableompliancgAgrawaletal. 2006).T o d abysiness
environmentllowsfor thead@tion of continuousanalyticalmonitoringbasedassurance,
which is anoutcomeof the fundamentatransformationin busines®perationsandcontrol
that stemsfrom the electronizatiorof firms throughthe widespreadiseof ERP systems

(Vasarhelyietal. 2004).
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Many processmining studiesin the past have focusedon implementingprocess
mining as a discoverytool for auditing and for detectinganomaliesor deviationsin
businesprocessegi.e. VanderAalst& Medeiros,2005;VanderAalstetal. 2010,201%;
Jansetal. 2011,2013,2014).However,the useof processnining ona continuousasisto
monitorbusinesprocesseandprovideassurancep our knowledgeh a s beénfoundin
theauditingliterature.This papeb sontributionto theauditingliteratureis by developing
a novel approachfor monitoring assurancehat combinesthe advantage®f continuous
monitoring with thoseof processmining. Auditors can actively detectand investigate
deviationsand exceptionsas they occur along the transactionprocessby continuously
monitoring businesgrocesscontrolsandtestingtransactionsyatherthanreactafter the
exceptionshavelong occurred Any transactiorthatviolatesa setof businessuleswould
beinterceptedor flaggedby the systemuntil invesigatedby anauditor. This continuous
monitoring usingrule-basedprocesamining approaclprovidesa high level of assurance
aboutthe operatingeffectivenes®f controlsthroughouta businesprocessBasically,this
studyis attemptingto answetrtheresarchquestionof how canthetime delaybetweerthe
occurrenceof abusines®peratiorrelatedeventandits analysisbereduced Additionally,
canprocessnining beimplementecautomaticallyor doesit alwayshaveto be manual?

The paperwill be organizedasfollows: section2 will providea backgroundand
literaturereviewon continuousauditingandassurancegontrolmonitoringandcompliance
verification, and processmining. This will be followed by section3, which describethe
methodologyand generalframeworkdevelopedn this study. Section4 will includethe
datausedto demonstratéhe methodologythe analysis,and someapplicationscenarios.

Finally, section5 will bethe conclusionfor this paper.
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4.2. BACKGROUND

Theinformationsystenmof manycorporationsespeciallylargeones canbeablend
of legacysystemsmiddleware anddifferentERPs.This complexintegrationandrealtime
natureof the transactionatlatain manyfirms increaseshe likelihood of discrepancieso
occur, whethe it be errorsor fraud This is posingsignificantchallengeso managersand
auditorsto re-engineebusinesprocesseandadoptnewtechnologieso developmethods
andtoolsto continuouslymonitorandimproveinternalcontrols.Fortunately information
systemsencompasseveralcontrol featuresthat help preventseveralforms of errors.
However,in manycasesthesecontrolsareineffectivedueto severareasonsFirst, notall
systemcontrols are switchedon by an organization somefirms chooseto keepcertain
controls switched off or deactivatedto allow for flexibility in conducting business
operationsSecondgcontinuousnonitoringandcontrolis absentHavingasystemin place
that continuouslymonitorsthe effectivenes®f internalcontrolscoud providefirms with
morereliabledatato safeguardheir assetsFinally, someauthorizedor unauthorizedisers
may havethe authorityand/orability to bypassor overridecertaincontrols(Islam et al.
2010).

Also, sincetheresponsibilityfor adoptingsoundaccountingpolicies, maintaining
an adequateinternal control system,and making fair representationsn the financial
statementss on managemenit is only logical to proposea systemthataidsthemin this
task. A modelfor continuouslymonitoring the effectivenesf internal controlswould
facilitate the transferof internalcontrol knowledgeto a managertherebysupportingtheir

decisionsfrom aninternalcontrol perspectivg Arenset al. 2000, Changchitet al. 2001).
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In addition,havingeffectiveandreliable systemghataid managersn understandingnd
monitoringtheir internalcontrolsarefeasible. Suchsystemsavethefirm time andmoney
by detectingweaknesses internal controls rapidly and maintainan effective internal

controlsystem.

4.2.1. CONTINUOUS AUDITING AND CONTINUOUS ASSURANCE

Interest in continuous auditing has been progressively increasing amongst
practitionersandacademigesearchersversinceits introductionby GroomerandMurthy
(1989) and Vasarhelyiand Halper (1991). This increasednterestsuggestghe needto
develop improved auditing methodologiesthat take advantageof new technologies,
especiallyin therealtime economy(ChanandVasarhelyi2011).Many studieshaveshed
light on the technicalaspectof continuousauditing (Koganet al. 1999; Woodroofand
Searcy2001; Rezaeeet al. 2002; Vasarhelyiet al. 2004), and others discussedthe
feasibility of implementingit in organizationsndits impacton auditpractice(Alles etal.
2002;Alles etal. 2004;Elliott 2002;VasarhelyiandHalper2002).

What differentiatescontinuousauditing from traditional auditing is its changego
three key aspectsnature,timing, and extent(Vasarhelyiand Halper 1991). continuous
auditing changedhe finature of the audid asinternalcontrol monitoringandtransaction
datatestingareusedona continuousasego evaluatena n a g e assentibn@steadof
performing manualinternal control and substantivedetailed testing periodically. This
continuousevaluationof controls and processesire the cornerstone®f their study The
secondchangeof continuousauditingto traditionalauditingis in regardgo thefitiming of
the a u d. ilnt @ continuous auditing environment, internal controls monitoring and

transactiondata testing occur simultaneouslywhich is necessaryo supportreal time
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assuranc¢Rezaeeet al., 2001). This is in contrastto traditionalauditingwhereinternal
controltestingoccursin the planningstagewhile substantivedetail testing occursin the
fieldwork stageof theaudit. Thisp a p enetidodologycombineshoth continuouscontrol
monitoring and continuous data assuranceto provide real time assuranceon the
effectivenes®f controlsfor the specifiedbusinesgprocessThethird changeo traditional
auditingis to the fiextentof theaudi. Continuousauditingallows auditorsto automatehe
testingthewholepopulationof dataratherthanhavingto rely onmanuallytestingasample.
Auditors traditionally haveto rely on samping techniquesvhentestinginternalcontrols
andtransactionatlatadueto manualt e s t labargndtsne intensivenessdowever,the
considerationof the whole population of transactionsin testing can enhancethe
effectivenessf anauditandincreasstheprobabilitythatmaterialerrors,omissionsfraud,
andinternalcontrol violationsmay be detected Chanand Vasarhelyi2011). Thesethree
key differencesof continuousauditingwith traditionalauditing are the main drivers for
adopting continuousauditing and monitoring methodologieswith processmining to
provide real time assurancdor the effectivenessand complianceof businessprocess
controls

In additionto the advantageshat continuousauditing hasover traditionalauditing
whenit comego the nature timing, andextentof anaudit,continuousauditingcanprovide
the opportunity for an audit to proactiveratherthan reactive. This meansthat instead
waiting till the end of the audit period to audit accountinginformation and allow for
maerial errors, omissions,or fraud to go undetectedor months, continuousauditing
involvestheimplementatiorof continuouscontrolmonitoring continuougisk monitoring

and assessmengnd continuousdataassurancehat allow auditorsto actively dete¢ and
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investigateviolationsastheyoccurratherthanto reactaftertheviolation haslong occurred
(ChanandVasarhelyi2011).Hence,violationscanbe interceptedandblockedbeforethe
completionof atransactioruntil investigatedy anauditorto preventerrorsor fraud.
Along with implementing continuous auditing in organizations, accounting
researcherdave urged towardsficontinuousa s s u r @iich eonsjstsof continuous
auditingandcontinuousmonitoring.Alles et al. (2003)definesit asfitecmology-enabled
auditingwhich producesauditresultssimultaneouslyvith, or a shortperiodof time after,
theoccurrencef relevante v e nHerc@&continuousassurancerovidesdecisionmakers
with assurancevera continuousstreamof data.This relieson capturinginformationthat
relateto transactionsand processeswhich are continuouslymonitoredto identify any
discrepancyetweeractualandexpectedesults.The methodologyproposedn this study
which involves continuousmonitoring using rule-based processmining techniquess a
demonstratiorof continuousassurancéor a specificbusinesgprocessThis methodology
is stemmingfrom the needto seeknewauditevidencehatauditorscanutilize to improve
auditquality. Processnining is a newtype of auditevidencethatcanbe a greatbenefitto
auditors.However,new methodsare neededo analyzethe evidencegatheredby process

mining.

4.2.2. ABSTRACTED LAYER IMPLEMENTATION FOR CONTROL MONITORING
AND COMPLIANCE VERIFICATION

Theimplementatiorof informationsystemswith only digital transactionfiascreated
opportunitiedor auditorsandresearcherto takeadvantagef electronicevidencahatwas
not available previously, to perform effective and efficient audits (AICPA 1997;

Williamson1997;Lavigne2003)Thereforemanystudieshaveproposetewframeworks
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that would be appropriate for IT centric information systems or proposed new
methodologiesfor compliancewith laws and regulations.For example, Namiri and
Stojanovic(2007)proposedanapproachfor modelingandimplementinginternalcontrols
in businesgprocessedy introducingan abstractionayer abovea businesgprocessThey
focus on application controls, which are controls that relate to each computerbased
applicationandarespecifc to thatapplication.Theobjectivesof suchcontrolsareto ensure
the completenesandaccuracyof the recordsandthe validity of the entriesmadewithin

the application. The advantageof introducing an abstractionlayer above a business

processnclude four points(Namiri and Stojanovic2007)

- Formal methodscan be used for the verification of a businesspr oces s 6 s

compliance

- This formalizationenableshe complianceto be performedautomaticallybased

onthecurrentstateof aprocess.

- Changesmadeto the controlswill not affect the designand executionof the

originalbusinesgrocesses.

- Allows nonexpertsto build on top of the domain model providedto design
controlsfor businesgprocesses.

By implementingan abstractionlayer, eachapplicdion control has at least one
recoveryactiondesignedfor it, which reactson the violation of a control. The recovery
actiondoesnot changethedesignedusinesprocesdogic, ratherit blocksthetransaction
andsenda notificationto anassignedespnsibleagent.This semantidasedapproacHor
internalcontrolcomplianceproposedn thatstudywould be a valuablebuilding block for

demonstratindnow internalcontroleffectivenesganbe assesseth aformalizedway.



- 100-

Anotherstudythatproposed differentmethodologyfor internalcontrolcompliance
wasby Borthick (2012)wherethe authorillustratedhow the stagef continuousauditing
proposedby Chanand Vasarhelyi(2011) might be implementedin a highly automated
procureto-pay procesaisingthe Krishnanetal. (2005) notationfor representingontrols
in businesprocessliagramsThestudywasbasedonthe ideathatfor auditorsto provide
realtime assuranceheymustrely on continuousauditing.An interestingpoint aboutthis
study s that it showcasedow continuousauditing can be usedto monitor and assess
internalcontrolcompliance.

Continuougmonitoringof businesprocesscontrolshasalsobeendemonstrateth a
pilot studyby Alles etal. (2006).Thestudyshowechowanindependentonitoringsystem
running on top of the enterpriseinformation systemcould perform audit tasks on a
continuoushasis.This studyfocusedon configurableapplicationcontrolsandtestedthem
by retrievingthe controlsettingsstoredin the organizationainformationsystermandverify
thattheymatchawell-definedbenchmarkThis approachs very beneficialsinceit canbe
accomplishedy just having readonly accesdo the organizationainformation system,
which providesa very strongevidencesinceit actually confirmsthatthe controlis indeed
whatit hasto be.

Thecommorthemeamongsthestudiesdiscussedboveis theintroductionof alayer
on top of the businesgprocesdo assessand monitor internalcontrolcompliance Having
suchlayer providesmanybenefits,suchas providing formal assessmerdf controlsand
changesnadeto the controlswill notaffectthe designof theunderlyingbusinesgrocess.

Thereforetheproposednethodin this papemwill rely onimplementinganabstractedayer
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on top of a businessprocessfor testing internal control effectivenessand compliance

verification.

4.2.3. PROCESS MINING AS AN APPROACH FOR MONITORING INTERNAL

CONTROL COMPLIANCE

Regulationgequiremanagemertb implementaneffectiveinternalcontrolsysten
in their organization Assessingcontrolsinvolves checking,comparing,monitoring,and
taking action when deviationsfrom the modeleddesignare found (Rikhardssonand
Kraammergaard2006). As a way to dealwith the complexitiesof t o d anyofmstion
tedhnology environment,processmining was introducedto validate information about
companiesandtheir businesprocesses.

Processmining is a tool originally developedby computerscientiststo aid in
identifying and analyzing businessprocesseqJanset al., 2013). It achievesthis by
providing techniquesandtools for discoveringprocessgcontrol, data,organizationaland
socialstructuredrom eventlogs (Vander Aalst & Medeiros,2005).

Theeventlog is thestartingpoint for anyprocessnining analyss. Thelog contains
events,andeacheventrefersto anactivity thatcanbe viewedasa well definedstepin a
process.Additionally, eachactivity relatesto a particular caseor a processinstance.
Thereforea casecontainsasequencef eventsthatis uniqueto thatcase Moreover,other
information can be storedin the eventlog, suchas the initiator of the activity or the
resourcethe timestampof an event,or financial value of a certaineventin a transaction
sequence.

Processnining of eventlogs is a methodfor understandinghe complexoperation

of businesgprocesseslhe dataanalyzedoy processmining consistsof the eventlog that
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the auditorconstructsdrom recordsmaintainedoy ab u s i nirdosmatrssystemsThe
eventlog includesinformationabouttheactivity, theidentity of thepersorwho performed
the activity, the time of execution,and othercontextualinformation.Processnining is a
uniqueaudit tool becausat focuseson the path of transactionsand not directly on the
validation of thevaluesin theassociategrocessThis makest apowerfultool for testsof
controls,suchasthosefor segregationf duties(Jansetal. 2014).Not only that,butprocess
mining canbe appliedto thewhole populationof datainsteadof a sampé asin traditional
auditingprocedureswhich increaseshe reliability of theresultssinceauditorsaretesting
all instances.

However,alongwith auditingthe pathof the transactionauditorsneedto consider
thevaluesunderlyingthetransactionsudited. Thereforefo haveacomprehensiventernal
controlcomplianceramework,it needgo includebothaspectsThesetwo aspectwill be

discussedn thiss t u dram@vgork.

4.2.4. COMPLIANCE VERIFICATION PROCESS MINING TECHNIQUES

There are three broad processmining techniquesthat deal with compliance
verification:processliscoveryandvisualization conformanceheckinganddeltaanalysis,
and logic-basedproperty verification (Caronet al. 2013). The first technique,process
discoveryandvisualzation,is concernedvith understandingherealbusinesprocessand
discoveringhow eachstepthroughoutabusinesgprocesss beingexecutedIt alsoincludes
visualizingthe different aspectf a businesgrocesssuchasinternalcontrolsor social
networks,to detectviolationsandanomaliesThe secondechniquewhichis conformance
checkinganddeltaanalysis focuseson comparingthe actualprocesdlow with a verified

modelof thebusinesprocesso detectanyinconsistencieandinternalcontrol violations,
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for exampleThethird techniquelogic-basedgropertyverification,whichis themainfocus
of this study, relatesto analyzing specific processpropertiesincludedin the business
processFor example,analyzingthe timing of a certainactvity prior to anotheractivity,
andotheractivity preconditionsThefirst two broadtechniquegrovidea generaholistic
view of the businessprocess,while the third techniqueis usedto provide analysisof

specificprocessnstances.

4.3.METHODOLOGY
Thearchitecturamethodologyor implementingcontinuousnonitoringwith process
mining techniqueds basedon implementingan abstractedayer on top of the business
processhatwould continuouslymonitortheactivitiesthroughouttransation andprevent
or flag anyviolations(Vasarhelyiet al. 2004).The eventstreamof theinformationsystem
is usedasaninputfor themonitoringlayer,whichconsistof anadaptedule-basegrocess
mining technique So, insteadof relying on "after the fact" processnining techniquesthe
systemwould flag anytransactiorthatdoesnot conformwith the approvednodelfor that
businesgrocessHence,logs can be automaticallygeneratedand processinstancesare
automaticallyminedin reattime for deviationsandassuringcompliance In addition,the
continuousmonitoring layer can supportthe implementationof not only preventative
controls,butalsotimely correctivecontrolsthatcorrectdeviationsvhentheyaredetected.
Prior to discussingthe framework, there needsto be an understandinghat to
implement such monitoring layer for continuous assurance,it requires two key
componentsan IT structurethat facilitates data gathering,and an analytic monitoring

methodologyto supportcontinuousmonitoting (Vasarhelyiet al. 2004). Thesetwo key
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componentarecritical for implementingcontinuousassurancassuggestethy Chanand

Vasarhelyi(2011).

4.3.1. FRAMEWORK
This sectionprovidesa conceptualllustration of the continuousmonitoring layer
using rule-basedprocessmining techniquesalong with examplesof rules violated for
transactionshatarepartof aP2Pprocess
Figurel3 illustratestheimplementatiorof a continuougnonitoringlayerontop of
abusinesprocesghatutilizesrule-basedrocessnining techniqueso providecontinuous
monitoringandassurancentheeffectivenessf controls.This frameworkandits different

componentsvill bediscussedn thefollowing subsections.

Figure 13. Continuous Monitoring of Business Controls Using Rule

Based Process Mining Technique
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ProcesdUnderstandingand Discovery

Priorto theimplantationof acontinuousmonitoringlayer, thereneedgo beaclear
understandingf how transaction®f the underlyingbusinesgprocessarebeingexecuted.
In a traditional audit setting,auditorsgain understandingf a businesgrocessthrough
conductinginterviewsanddoingwalkthroughs Even thoughthis providesauditorswith a
certaindegreeof understandingit is only limited to what managemenand employees
declareto themduring the interviews,andto what transactionghey observeduring their
walkthroughs.Hence,a betterand more thorough way to gain an understandingf the
underlyingbusinesgprocesss to allow the transactionatlataitself to inform the auditor
aboutall the processmethodghesetransactionare beingexecutedThis canbe achieved
by usingprocessnining asatod to conductprocessliscoveryanalysis.

Internal control processesare a set of processflows, eachcontainingrequired
control activities. The first aspectof the framework, processdiscovery, starts with
examiningall pasttransaction®f a currentbusnessprocesgo establishithe pathfor that
processThis is doneby modelingpasttransactionsisinglogs (abottomup approach}hat
would thenbe usedas a baselineto modelrequiredprocessflows for routine company

transactionskFigure 14 depictsthe stepsof procesgliscoveryandflow modeling
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Figure 14. Process Discoveryand Flow Modeling of a Business Process
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Theinformationsystenmof acompanyecordscertaintransactionactivitiesin logs
that are stored in different tables. These activities include controls over initiating,
authorizing, recording, processing.and reporting significant accounts,disclosuresand
relatedassertionsn the financial statementsThe PCAOB requiresauditorsto understand
theflow of transationsrelatedto relevantassertiongasthe onesjust mentioned PCAOB
Auditing Standard\o. 5). Thelogsusedfor procesdiscoveryshouldincludeinformation
aboutthe activity, the identity of the personwho performedthe activity, the time of
execution and other contextualinformation (Agrawal et al. 2006). However,in orderto
createan eventlog, auditorsneedto understandvhatarethe activitiesthat makeup the
examinedprocessand what casewill be followed throughoutthe processto createa
comgetetransactior{Jansetal. 2011).In addition,if theinformationsystems notprocess
aware,meaningthateventlogs canbe createdandextractedautomatically thena manual

procesmeedsto be undertakerto extractthe necessarynformationfrom multiple tables
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that constitutethe underlyingprocess For example,morethan 30 tablescanbe usedto
extractdatafrom andconstructaneventlog in anSAP ERPsystemfor the procureto pay

procesgP2P) Table18 providesanexampleof someof the tablesusedfor P2Peventlog

generation.

Table 18. Example of Tables Used for P2P Log Generation
SAPTable TechnicalCode Notes
Purchasingocumenttem EKPO Usedasthecaseable
PurchasindpocumentHeader EKKO Usedto contextualizehe

_ processanalysis.
History per Purchas®ocument | EKBE

Purchasdrequisition EBAN
ChangeDocumentHeader CDHDR
Incominglnvoice RSEG

AccountingDocumentHeader | BKPF

VendorMaster LFA1

It shouldbe notedthat knowing the requiredtablesand relationsis not intuitive.
Constructinganeventlog is atrial anderror procesantil the correcttablesandattributes
areidentified.Figurel15 providesanoverviewof themostrelevantablesin anSAP system

andtheir foreignkey relationshipgor the P2Pprocessasdepictedoy Selig (2017).
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Figure 15. Example of Relevant Tables and Foreign Key Relationships

for P2P Process
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Oncethe logs are generatedthey are analyzedto modeland constructthe path of
pasttransactios. Theseprocesdlows will beusedasa baselingor modelingtherequired
procesdlow of transactiongor theassociatethusinesprocessManagemenandauditors
canrefine the processflows to ensurethat they include adequatanternal controlsand
highlight anomaliesor violationsthat canbe of concernto managemenandauditors.An
exampleof suchprocessmodelcanbe found in figure 16 andshowsan overview of the
stepsrequiredto completea routinetransactionn the procureto pay (P2P)processThe

mostfollowed pathin thebusinesprocesdeinganalyzeds typically the idealpathfor it,
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sinceit is assumedhatcompaniesvill notallow the vastmajority of their transactionso

be executedvithout following the businessules.

Figure 16. Overview of P2P Process
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This stepallows auditorsto establishtheiid e s iofytlme tnternalcontrol systemin
thecompanyandassesds effedivenessrom astructurelevel. Thisfi pr e pr ostep s si n g «
is critical, and without it, the implantationof a continuousmonitoring layer cannotbe

effectivelyachieved.

Automatic Log Generation
Eachprocessconsistsof multiple stepsto completea transactionlf we takethe
P2Pprocesdor examplejt startswith the creationof a purchaseorderor requisition.The
purchaserderwould thenneedto besignedandauthorizedeforeit is sentto thesupplier.
Oncei t sérd,agoodsreceiptactivity andaninvoice receiptactivity needto berecorded
in the information systemprior to the purchaseo r d eeteéseand any paymentmade
againstt. Thesestepsareshownin figure 4. If anyof thecritical stepsis missing,thenthat
would indicate a violation of internal controls and a possibleindication of fraudulent
activity.
Thestepsfollowed for the P2Pprocessareloggedin theinformationsystemandan

auditorcanapply processamining techniqiesto detectviolationsandvariantsthatmaybe























































































