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Portable medical diagnostic or point-of-care (POC) devices enable the transition
from reactive, clinical-based healthcare to preventive, patient-centered management.
POC devices have been shown to have accuracy and performance equivalent of labora-
tory equipment. However, this does not remove medical practitioner’s involvement in
result analysis. The diagnostic results would be exchanged between the patients and
medical practitioners. In this framework, a trustworthy and usable healthcare requires
not only effective diagnostics but also lightweight user privacy-preserving capabilities.

On the other hand, Additive Manufacturing (AM) or 3D printing has been found
applicable in manufacturing safety-critical parts and medical implants. AM is projected
to reach 50% market potential by 2038. Due to its potential expansion, AM has become
an attractive target to the attackers. Initiatives have been undertaken to study the
impact of malicious attacks to critical components. Correspondingly, we develop an
end-to-end malicious attack detection in AM in this study.

This thesis focuses on the developing of solutions for diagnostic information and

user privacy protection leveraging the physical system designs of biomedical device and
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the malicious detection in manufacturing platform. The thesis will focus on three major
tasks: information protection, user privacy protection, and malicious attacks detection.

In information protection, we introduce a diagnostic information protection for
impedance flow cytometry. The encryption scheme is developed leveraging the de-
sign of the microfluidic device. The sensor of a microfluidic device is designed to be
mechanically re-configurable to enable the encryption of information.

In user privacy protection, we present a protection scheme leveraging functional-
ity of impedance flow cytometry. In this scheme, we perform a domain specific user
authentication by embedding the synthetic microbeads in the test device as authenti-
cation strings. This alternative method removes the authentication burden from users
and protects their privacy by preventing them from linking personal information to the
test results.

Applying the similar physical design concept, we present the solution for malicious
attack detection in additive manufacturing or 3D printing. The scheme incorporates
real-time tracking of instrument and post production material analysis to reconstruct
the physical design model for verification and detection of malicious modification. This
allows the end user to accurately verify and manage the 3D printed models in real-time.

Furthermore, we present a design of portable malicious material detection device in
additive manufacturing. The design utilizes the lock-in amplifier architecture to detect
the change of material during printing. The portable device can be used in real-time

malicious detection of material modification in traditional 3D printing.
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Chapter 1

Introduction

Healthcare management and delivery costs in developed countries are skyrocketing. In
response to this trend, federal agencies have supported diverse lines of applied research
in the use of technology for health monitoring and intervention [75] [I03]. In the market
report of 2013, the portable medical devices is expected to be worth $20 Billion by
2018 [32]. The intention is to take advantage of the state-of-the-art technologies to
compile information about medical health, securely, and in real-time, and thereby,
transition from reactive and hospital-centered to preventive, patient-centered and cost-
effective health care and management with greater focus on well-being.

Mobile-based Point-of-Care (POC) diagnostics by taking advantage of miniatur-
ized devices and mobile technology can dramatically increase the role patients take in
their own health care, and consequently reduce health care costs. POC diagnostics
refer to in-vitro diagnostic tests that do not require the involvement of laboratory staff
and facilities to make results available both to the medical professional and the pa-
tient [49) [63 BI]. The possibility of integrating POC systems with mobile platforms
has been recently demonstrated through the diagnosis of a series of conditions includ-
ing vitamin-D deficiency and Kaposi’s Sarcoma disease [81 [72] [79]. At the same time,
the recently increasing popularity of using information technologies for health care has
attracted cyber criminals to this area as well, giving birth to various types of malware
and adversarial intrusions against medical critical infrastructures. The number of data
breaches across health care sectors have increased by 30% during 2013 [59]. As a result,
while the availability of mobile-based POC diagnostics systems to the public creates
great opportunities in the health care domain, it will be associated with serious privacy

and security concerns, due to vulnerabilities on the cyber end.



As an example of specific use case, a mobile-based biomedical diagnostic device de-
sign consists of a portable diagnostic tool and mobile device for transferring information
to remote server for computation and storage. In this diagnostic device, the attacker can
leverage the compromised mobile device to access medical records and user’s private
information associating with the records. Furthermore, in current practice, medical
records and associating user’s information are protected via IT infrastructure at the
remote server. In this setting, a single point of failure would lead to exposing users’ in-
formation. Therefore, in this thread model, the attacker can use multiple attack vectors
such as compromising the link between the diagnostics device and the remote server, or
the IT infrastructure to gain access to medical records and user’s private information.

While the development of POC device helps enabling patient-centered, preventive
healthcare, it does not remove the role of medical practitioners. The users would
have to communicate the diagnostic results and user’s information with healthcare
providers. In this scenario, an ideal protection scheme is to obfuscate the medical and
user’s information prior to sending data to remote server. Within this framework, we
develop the encryption using small trusted computing base and authentication scheme
embedded within the physical design of POC device. More specifically, the deployment
of an ideal medical diagnostics solution necessitates meeting three core requirements:

i) portability and low-cost. Ease-of-use and user convenience requires a portable
solution so that the users, e.g., elderly patients with regular diagnostic/testing pre-
scriptions, can get themselves tested without having to make hospital visits. Addition-
ally, replacing legacy inexpensive (though sometimes tedious) clinical testing calls for
a low-cost solution that can be purchased and used by ordinary civilians;

i1) accuracy and performance. Due to their importance and potential life-changing
impact, the correctness of the outcome of medical tests, e.g., HIV tests, is crucial.
Furthermore, because of the same reasons, patients are often willing to pay higher cost
for more accelerated testing procedures. Consequently, the proposed solution must
satisfy both needs.

i11) usable security and privacy guarantees. Encryption and user authentication ap-

ply per medical record at the POC device while performing diagnosis. Medical and



user’s information are protected prior to sending to remote server. The POC device
increases granularity of information and privacy protection per medical record as addi-
tion to the database-wise encryption at remote server in the event of I'T infrastructure
failure. Furthermore, the development of information and user’s privacy protection
scheme should not impair the usability of the POC device.

Similarly, the rapid expansion in Additive Manufacturing (AM) or 3D printing has
become an attractive target to the attackers. With the estimation of reaching 50%
market potential in 2038 [124], AM has been found more applicable in industries for both
prototyping and production-quality manufacturing of safety-critical parts in engines for
automotive and aerospace [23], 37, 88]. 3D printing has also been employed to produce
components in defense projects [52], 56]. Apart from aerospace and automotive, AM
also has wide application in medical field. Researchers have studied the use of 3D
printing in tissues and organs fabrication, creating prosthetic, medical implants, and
anatomical models [89] [12] 121].

Works have been undertaken to understand the impact of malicious attacks to safety-
critical and medical components in 3D printing. Yampolskiy, et al. outline a taxonomy
for the potential of misusing 3D printer as a weapon [129]. The attacker can compro-
mise a 3D printer to alter mechanical properties in safety-critical components in the jet
engines. In some cases, the 3D printer itself can be turned into a weapon which can en-
danger human life. For instance, a Massachusetts 3D printing company Powderpart had
their printer exploded and inflicted third-degree burns on a company employee [109];
concurrently, the FBI has acquired 3D printers to study the feasibility of manufactur-
ing homemade explosive devices [108]. Yampolskiy, et al. further analyzes the security
challenges with metal and alloys where the attackers seek to change physical properties
of 3D printed components by manipulating the manufacturing equipment [130].

Major industries have also investigated mitigation techniques to detect the mali-
cious attacks. Boeing investigated several imaging techniques to detect voids, cracks,
or foreign materials in 3D structure [43]. Others used ultrasound, X-ray, and com-
puted tomography (CT) scan to detect cracks and bonding defects in non-destructive

inspections [104], [47]. However, these post-production mitigation techniques do not



prevent the malicious attacks from happening. While these quality control inspections
can detect the malicious attacks, the manufactured parts already compromised. The
manufacturer would have to shut down the assembly line for repair; and the product
would have to be recalled and replaced.

In detection of malicious attacks in AM, the second part of this thesis focuses on the
development of an end-to-end solution on the entire manufacturing process to detect the
attack as it happens. Leveraging the inherent acoustic signal and physical movement of
3D printer, we devise a 2-parts solution to monitor the 3D printing process in real-time
and verify the 3D printed models after printing. We further expand the thread model
in 3D printing attacks to include the attack vector where the 3D printing materials are
used in embedding malicious attacks. While the current studies do not focus on the
attack leveraging the materials in 3D printing, embedded active materials can alter the
structure of 3D printed objects when stimulated [21], [7T], [86].

To address the cybersecurity of portable devices, in this thesis, we develop the
solution consisted of three major design aspects of an ideal POC diagnostic device:
security, flexibility, and portability. We first propose an information and users privacy
protection scheme in medical diagnostic device using impedance flow cytometry.

We then propose the solutions for verification and malicious detection in additive
manufacturing with biomedical applications. Lastly, we present a complete design of
the portable, real-time malicious material detection in additive manufacturing.

Trusted Sensing for Signal Protection in Point-of-Care Device. Trustwor-
thy and usable healthcare requires not only effective disease diagnostic procedures to
ensure delivery of rapid and accurate outcomes, but also maintaining the confidentiality
of patient’s medical test results.

presents diagnostic data protection scheme for cytometry-based point-of-
care (POC) systems. Our solution consists in a biomarker detection sensor integrated
with a smartphone to provide users with easy-to-use real-time diagnostic capabilities,
thereby, reducing the need for in-person clinical visits. The proposed hardware-level
trusted sensing framework obfuscates the measured analog signals that relate to pa-

tient’s blood cell counts. The diagnostic outcome, based on the cell counts, is protected



through an encryption scheme, before sending out the data through the smartphone to
the cloud for analysis. The outcome of the analysis is then sent back to the device for
decryption and user notifications. The proposed data protection scheme is realized for
a prototype consisting of a biosensor connected to a smartphone. A smartphone app
and cloud-based service that perform the analysis have also been implemented. This
design guarantees the data protection by considering the smartphone and the cloud
server possibly untrusted: the proposed setup assumes a honest-but-curious security
model.

Transparent User Authentication through Biophysical Channels. Infor-
mation exchange between the patient and medical practitioner requires the patient and
the test results to be respectively authenticated and identified on the storage service
to ensure that the medical diagnostic results are properly stored and their access is
protected. Ideally, the information exchange between the patient and practitioner is an
automated and transparent process for the patient.

presents the domain specific solution for user authentication. Portable
medical devices reduce the dependency on healthcare infrastructure. While these de-
vices provide convenient heath monitoring features, they still require a medical prac-
titioner involvement to analyze the results. The secure authentication phase is par-
ticularly critical for medical diagnostics: patient data exposure could lead to negative
social effects. This work focuses on providing a transparent authentication mechanism
for patient blood tests performed using impedance flow cytometry. The goal is two-fold:
first, to alleviate the user from security procedures, precisely an authentication step,
while using the medical device; second, to provide a unique identifier for the test results
when stored in a remote server. This chapter describes a domain specific authentica-
tion method for impedance flow cytometry devices. We combine micro synthetic beads
of different sizes, at determined concentrations, to generate the unique authentication
strings which identify specific test results on the remote storage service. These authen-
tication strings embed in the test devices and can be used as a convenient alternative to
generic authentication method, such as logins and passwords. This alternative method

removes the authentication burden from the user and protects the patients privacy



further by preventing them from linking their personal information to their test results.

Malicious Fill Pattern Detection in Additive Manufacturing. Additive
Manufacturing is an increasingly integral part of industrial manufacturing. Safety-
critical products, such as medical prostheses and parts for aerospace and automotive
industries are being printed by additive manufacturing methods with no standard means
of verification.

develop the schemes of verification and intrusion detection that is inde-
pendent of the printer firmware and controller PC. The scheme incorporates analyses of
the acoustic signature of a manufacturing process, real-time tracking of machine com-
ponents, and post production materials analysis. Not only will these methods allow
the end user to verify the accuracy of printed models, but they will also save material
costs by verifying the prints in real time and stopping the process in the event of a
discrepancy. In this investigation, we present a use case in which an erroneous print of
a tibial knee prosthesis is identified.

Malicious Materials Detection in Additive Manufacturing. Materials in 3D
printing has yet to be scrutinized [131]. The detection of material changes is crutial in
preventing the embedding of unknown material within 3D printed object.

presents the preliminary design and evaluation of a portable malicious
material detection in additive manufacturing. The design utilizes the lock-in amplifier
architecture to detect the changes of materials during 3D printing. The portable de-
vice can effectively verify the materials being used in the 3D printer and help cutting
production cost by early detection of malicous materials.

concludes this thesis and opens discussion for potential future works.



Chapter 2

Trusted Sensing for Signal Protection in Point-of-Care

Device

1 Introduction

Based on the Gallup Poll for the Institute for Health Freedom [36], 70% of the respon-
dents were concerned about the confidentiality of their medical records [29]. Due to
increase of vulnerabilities exploited on the information technology (IT) infrastructures,
concerns about the privacy of medical records have increased among patients, as sen-
sitive information disclosure may result in undesired consequences such as insurance
premium raises and negative social affects. Medical institutions often fail to properly
protect patient information and data leaks are common. For example, in 2015, 269
unsecured health information breaches, affecting more than 113M user records, were
reported to the breach portal of the U.S Department of Health and Human Services [94].
Such information leaks would have a lesser impact if the data was protected using en-
cryption. Unfortunately, at least 47% of the medical institutions do not use encryption
on medical records [106]. Even if encryption is used, the safety of the data relies on
the safety of institutions’ I'T infrastructure. In existing models, patients have no choice
but to trust medical institutions to properly handle and store their records.
Point-of-care (POC) medical devices enable a shift from clinic-based medical tests
by enabling patients to perform medical diagnostics on their own. Even though such
solutions attempt to minimize the necessity to be physically present in a clinic, they do
not necessary eliminate the dependence on IT infrastructures. Two examples of such

dependency are:

e The test (e.g. cytometry measurements) might require computational tools and



resources to determine a diagnosis from a set of measurements.

e The patient may eventually want to share the diagnostic outcome with a health

care professional, requiring the use of an IT infrastructure.

As a result, it is critical to develop new solutions for POC devices that can guarantee
confidentiality of patients’ medical information.

This study introduces an innovative obfuscation scheme, with a small trusted com-
puting base (TCB), that is designed to protect the diagnosis obtained through impedance
cytometry. Cytometry and particle quantification have been successfully used for the
diagnosis of a wide range of pathological conditions such as cancer and infectious (both
viral and bacterial) diseases [48] [11], 83 [82), (16, 17, R0} 28] 122}, 611 [62] [125] 119] [68].

Impedance cytometry relies on identifying special characteristics of the signal, mea-
sured by the sensor, which corresponds to the impedance of the cells passing through
the channel. These characteristics includes the width and the amplitude of the peaks
observed in the signal that can be used to identify and count the number of different
types of cells that exist in the sample (e.g. the blood sample) under the test. Detect-
ing the peaks and identifying their characteristics from the measured signal typically
require computing resources. Previous work [81] B3] [72] have utilized smartphones or
remote systems to perform these computations, where raw patient data is disclosed
to the computing resource. However, general purpose operating systems and smart-
phone operating system are known to be vulnerable to failures and compromises. As
such, protection mechanisms that do not assume that local (e.g. user’s smartphone)
or remote (e.g. cloud service) computing resource is trusted are needed to protect the
confidentiality of the measurements or the diagnostic outcome against cyber-attacks.

The scheme proposed in this work relies on a novel sensor design that allows the
user to dynamically change the sensor configuration while performing measurements
on a blood sample. The obfuscation relies on the premise that each configuration will
generate a different output for a given input (i.e. a type of blood cell). The resulting
signal cannot be interpreted by an observer unaware of the user-imposed configuration

of the sensor.



The configuration parameters correspond to the encryption key. This key is similar
to a One-Time Pad, i.e. a set of parameters correspond to a specific sensor configuration,
and thus, a specific signal obfuscation. Therefore, only an observer who knows these
parameters can correctly interpret the results by reverting the changes that are due to
the sensor configuration.

Since the obfuscation takes place while measuring the signal at the sensor level, the
trusted computing base of this system consists only of the sensor itself. The threat
model assumes that the external computing resource (in charge of analyzing the sig-
nal) follows an honest but curious security model, i.e. the computing resource might
collect, share or analyze the data it receives and try to recover the information, but it
will correctly perform the operations requested. While this domain specific encryption
resembles to the One-Time Pad digital data encryption mechanism, it differs from al-
ready existing encryption and scrambling techniques by operating in the analog domain,
during the signal acquisition phase, rather than relying on a post-acquisition sequence
of transformations.

This chapter is organized as follows. reviews the previous studies related
to this work and presents an overview of the components of the POC system.
describes the design of the microfluidic device for the proposed encryption scheme.

details the signal protection mechanism. concludes the chapter.

2 Related Work and Overview

This section reviews signal encryption, medical device security, and microfluidic biomarker
detection related work.

General-purpose and traditional digital symmetric data encryption [25] would re-
quire to decipher the samples on the server side for analysis and would reveal the clear
dataset. Existing homomorphic encryption algorithms [42] currently do not provide the
calculus flexibility and performance required to deal with biomarker sensor measure-
ments. Additionally, conventional cryptography work on digital data points that would

require addition of fairly complex analog-to-digital circuitry.
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Figure 2.1: A conceptual representation of the biosensor configuration and operation.
(1) Multi-electrode excitation: Input electrodes commonly are connected to an AC volt-
age source. Output electrodes are connected to a matrix switch that is controlled by a
microcontroller. The microcontroller randomly activates different subsets of electrodes,
resulting in the creation of multiple peaks for each cell that is passed through the chan-
nel. (2) The obfuscated signal is sent to the untrusted computing resource for analysis.
(3) The analysis results are sent back to the sensor microcontroller that recover the
actual cell count and emits the diagnostic.

For analog signal protection, the past work has proposed signal scrambling tech-
niques [132] that implement a limited set of transformations using a key. Those tech-
niques do not consider adversarial settings, and hence, are reversible by potential at-
tackers on the server. In the medical field, INTRAS proposes a key exchange and
data encryption method based on interpolation and random sampling as an alterna-
tive symmetric encryption technique for electrocardiogram physiological signals [14].
These techniques are implemented in software, and require powerful processors to en-
crypt fine-grained analog signals once original measurements are acquired by the sensor
hardware.

The solution presented in this work reconfigures the sensor hardware such that the
acquired measurements are already encrypted. This eliminates the need for powerful
computational and memory resources as large trusted computing bases. Hence it brings
down the size, complexity and cost of the device, while improving the overall security.
To the best of our knowledge, this work is the first physical based encryption scheme for

cytometry that do not rely on any software-based analog or digital signal manipulation.
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Flow cytometry has been studied extensively as an alternative to impedance cy-
tometry for diagnosing and monitoring diseases such as HIV, malaria, and tuberculo-
sis |11, 83, [44], 82, 117]. For instance, [11] has shown the high correlation of CD4+T-
lymphocytes counts by flow cytometry and the standard of Coulter cytosphere assay.
White blood cell counts have also been studied to characterize Plasmodium falciparum-
infected patients, Plasmodium vivax-infected patients, and the uninfected patients [83].
However, the technique is expensive and requires highly trained technicians adhering
to the strict protocols. These challenges call for the design and development of cost-
effective disposable testing solutions without sacrificing the sensitivity[30]. Microfluidic
protein quantification also has been conducted using a mobile platform [33] 81, [72].
The protein is aggregated with gold nanoparticles and detected with LED light. The
results from the experiment are stored in text file and distributed over the network via
Google Drive. However, for sensitive medical information, such as HIV diagnosis, the
confidential results should be kept secured for patient’s privacy. Our proposed method
allows for higher diagnostic accuracy through single-cell and single particle detection,
but also for improved domain-specific embedding security at the physical sensor level.

Impedance cytometry consists in measuring the impedance of different types of cells
to estimate the count for each type of cell in the sample under the test (e.g. patient’s
blood sample). In combination with a capture chamber, impedance cytometry can be
utilized to estimate the number of cells of interest that are captured in the chamber, by
measuring the difference in cell count before and after chamber. Accordingly, two main
information need to be protected in the measured data: the type of the cell passing
through the channel, which can be characterized by the amplitude and the width of
peaks observed in the measured signal, and the cell count or difference in cell count
when using a chamber, in the sample under the test. Therefore, to protect a patient
diagnostic, a cipher would have to protect three main sensitive features in the acquired
signal: the number of peaks, the amplitudes of the peaks, and the width of the peak in
every measurement.

presents the general principle for the proposed obfuscation scheme. The

sensor is composed of a channel along which the sample is passing through, and a set
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of interleaved electrodes (multi-electrode) placed on top of the channel. Depending
on the number of electrodes that are interleaved, the sensor generates different peaks
patterns associated with each cell that goes through the channel. A microcontroller
controls the electrodes and can either activate or deactivate them. Therefore, multiple
peak patterns can be generated for each cell going through the channel.

In addition to the number of electrodes, other design parameters of the sensor can
also be used to further protect the information related to impedance measurements and
obfuscate the characteristics for each generated peak. For example, an amplification
factor, i.e. a gain from the lock-in amplifier, applied to each activated electrode can
be used to alter the amplitude of the peaks. Additionally, the flow rate of the fluid
passing through the channel can be modified to generate peaks with varying width
for each cell. While all or a combination of these sensor parameters can be used to
implement the obfuscation scheme, this work mainly focus on the peak count protection
by changing the number of electrodes activated in the sensor. The goal is to obfuscate
the true number of cells that pass through the channel. This number of cells is a
crucial parameter for disease diagnosis. For instance, the white blood CD-4 cell count
is currently the strongest indicator of human immunodeficiency virus (HIV) progression
in lab tests [92] 93], 84]. To evaluate the encryption of the signal characteristics related
to the peak, we rely on simulation, where we investigate numerous configuration for
sensor setup.

The close coupling between the signal acquisition and the encryption process allows
our setup to have a very small TCB. The TCB includes the sensor, which physically
manipulates the sample under the test (e.g. patient’s blood sample), and the com-
bination of a microcontroller and a multiplexer responsible for the encryption of the
impedance cytometery measurements. No other component has access to the cytometry
information. The proposed solution does not trust the smartphone or the remote server
that perform the peak analysis, since they only manipulate obfuscated measurements.
This model does assume that the computing resource (smartphone or server) correctly
perform the peak analysis procedure and do not alter the results, hence the honest but

curious security model.
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Figure 2.2: Model of operation of planar electrode pair. The electrode-electrolyte

interface is modeled by the double layer capacitance. The electrical impedance in the
channel fluctuates as the cell/bead passing between the measurement electrodes.

3 Cytometry Sensor Design

In this Section, we present the design and the fabrication process of the core components

of the impedance cytometer.

3.1 Biosensor

The biosensor is integrated in the microfluidic system and acquires data by monitoring
the electrical impedance across the channel. The sensor measures changes in complex
impedance between the electrode pair. shows the electrical model of the
sensing electrode pair in the microfluidic channel. The input electrode is excited with
a continuous AC signal at a fixed frequency. The output electrode is connected to a
lock-in-amplifier that converts the current to voltage, and locks into the AC excitation
frequency. As the cell passes over a given electrode pair, a partial occlusion of ions
passing between the two electrodes causes an increase in the electrical impedance. These
voltage variations in the output of the lock-in-amplifier correspond to the cell passing

through the microfluidic channel.
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Figure 2.3: Microfluidic channel design. The measurement pore (narrow channel at the
center) has a width of 30 um and a length of 500 pm. The two circles depict the inlet
and outlet of the microfluidic channel.

The system shown in corresponds to a series of capacitors and a resis-
tor [30]. The resistor represents the resistance of the fluid and the ionic current passing
across the sensing electrodes. The parasitic capacitance (Cp in results from
a double layer of ions forming at the electrode, i.e., the electrolyte interface. When a
voltage is applied to the input electrode, a layer of ions accumulates at the surface of
electrode. The electric field from the electrodes is screened by the free ions in the double
layer, similar to a parallel plate capacitor. This system of capacitors and resistors in
series will have a distinct capacitive-dominant region and resistive-dominant region in
response to a range of applied frequencies. At low frequencies (<10kHz), the system
response is dominated by the electrical characteristic of the capacitors, and thus the
measured impedance is relatively high (MQ range). At higher frequencies (>100kHz),
the capacitors are short circuited, resulting in resistive-dominate impedance. The op-
timal frequency regime to operate is where the resistance is dominant, since we are
interested in measuring changes in ionic resistance that results from the presence of
cells between the electrodes. Each cell passing through a pair of electrodes results in a

single peak in the output voltage.

3.2 Microfluidic Channel

Figure 2.3]illustrates the design of the microfluidic channel. The microfluidic channel

directs the cells in the sample through the electrode pairs. The measurement pore,
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which is a narrow channel at the center, helps to single out and deliver cells in the sam-
ple, in succession, to facilitates the counting and the modulation of the number of peaks
generated for each cell. The wide regions at both ends of the measurement pore allow
the cells to disperse before entering the measurement pore of the microfluidic channel.
The two circles depict the inlet and outlet of the channel after the polydimethylsiloxane

(PDMS) is removed using biopsy punchers.

3.3 Multi-Electrode Signal Acquisition

As shown in[Figure 2.1] the sensor uses multiple electrodes with inputs shorted together,
and outputs independent of one another. This setup generates multiple consecutive
peaks as each cell passes by. The individual electrode outputs are the core components
of this analog signal encryption. Output electrode signals can be selected or discarded
through the multiplexer. The selection of the electrodes (selected or discarded) follows
a (pseudo-)random selection process similar to a cryptographic one-time pad. Indepen-
dent output electrodes can be randomly switched on or off via the multiplexer chip.
As a result, for each cell passing through the channel, this setup can generate multi-
ple peaks up to the total number of electrodes, resulting in the possibility of creating
random patterns of peaks for each cell passing by. Therefore, a potential eavesdropper
without access to the encryption key will not be able to discern the true number of cells

that have passed by.

4 Sensor-Based Analog Signal Encryption

This section describes the signal encryption scheme. This design provides a symmetric
encryption scheme that solely relies on the choice and secrecy of a key to protect the
encrypted measurements. The ciphertext is an analog signal. Since the encryption
is only based on the biosensor setup, this solution does not require software-based
encryption of the digitalized measurement. As discussed in in addition to
multi-electrode signal acquisition, two extra design parameters can also be considered

to protect the signal confidentiality: a per electrode gain, that permits the generation
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of peaks of different amplitude for a same cell passing through the channel, and the

sample flow rate, that distorts the peak width.

4.1 Cipher Design and Security Analysis

The strength of this signal encryption scheme relies on the biosensor’s reconfigurability
to generate various signal measurements, possibly with different amplitudes and shapes
for a single cell passing through the channel. The sensor configuration is determined
dynamically by the randomly generated key on the biosensor microcontroller. The
biosensor design hides the information carried by a signal from the external untrusted
entities by generating multiple signal peaks of different shapes.

A cell passing through the electrodes consistently creates voltage variations (peaks)
between the electrodes. As an example, shows such a variation obtained from
our experiments. The counting of the observed peaks carries important information and
can be used to infer a medical diagnosis. This cipher leverages a specific sensor design
and a custom protocol to multiply and transform a signal acquired from a single cell
into a random sequence of signals unrelated to the cell properties. Only the random
sequence issued by the microcontroller, which defines the sensor configuration at the
time of data acquisition, can decrypt the values behind the sensor measurements. To
randomly clone a single peak signal into multiple peaks signal, the sensor activates and
uses multiple electrodes that are selectively powered on or off in such a way that the
biosensor generates a random succession of electrode order. The response of such an
electrode configuration causes the number of peak counts at the output to be larger
than the actual number of cells passing through the micro channel as in
Therefore, the resulting multi-peak signal conceals the actual number of cells passing
through the channel.

The resulting encrypted signal hides the true number of cells, but still carries in-
formation about the cells. Specifically, the amplitude or the width of a voltage drop
can reveal information about the composition or shape of the cell. To protect both
information, the cipher design can leverage two more parameters. First, randomly cho-

sen voltage gains can be applied to individual electrodes such that none of the peaks
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Figure 2.4: Normalized signal measurement of single synthetic micro bead in the mi-
crofluidic channel. As the micro bead passing the microelectrode pair embedded in the
channel, it changes the impedance between electrode pair. The change in impedance
creates the voltage drop measurement in microfluidic channel.
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Figure 2.5: Representative normalized encrypted cytometry data for the measurement

of a red blood cell. Multiple output electrodes are activated by microcontroller to
generate multiple peaks for for single cell measurement.
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carries the amplitude of the original signal. This gain information can be incorporated
as part of the encryption key. Similarly, a modification of the flow rate in the channel
results in peaks of arbitrary widths for cells of identical type. By leveraging these three
parameters (the number of active electrodes, the electrode amplification factor and the
fluid flow rate in the channel), the microcontroller can generate any number of peaks of
any shape. These transformations allow the sensor to conceal the sensitive information
and to later recover them thanks to the parameters embedded in the key.

The specific sequence of electrodes turned on or off, the set of output gains applied
to electrodes and the fluid flow rate in the micro channel constitute the encryption key.
To preserve the initial signal’s confidentiality, every peak p associated with a cell would

have a different set of chosen parameters, or key K, such that:

Kp = (EvamSp) (2-1)

where E, is the binary vector representing the sequence of on/off electrodes, G, is the
sequence of electrodes gains, and S), represents the immediate flow speed in the channel.
Such a design choice would lead to a key size of length L = cK), for ¢ number of cells
passing through the channel. Such a setup is comparable to the perfectly secret one-
time pad encryption scheme [I01]; every signal peak is encrypted with its own randomly
generated key. The key length varies linearly as function of the number of cells. Such
an encryption algorithm would ensure a perfectly secret encryption since it can produce
any resulting shape for a given original signal[Figure 2.6]illustrate this point: the origin
signal is acquired with a sensor using a single pair of electrodes. The curves Key #1
and Key #2 represent the encrypted signal obtained by using two different encryption
keys that control the number of electrodes on (4 for Key #1 and 3 for Key #2), their
respective gain and the flow speed on the channel.

In practice, applying a different set of parameters per cell measurement is challenging
as it increases the key size, and would require the biosensor to be aware of every cell
entering and leaving the channel. We observed that multiple cells can pass through the

channel with a distance interval inferior to the distance between the first and the last
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electrode. Thus, two or more cells may appear among the electrodes simultaneously;
this complicates the signal encryption and decryption procedures. Consequently, the
final encryption mechanism implements an alternative scheme that periodically changes

the encryption parameters every time unit:

K(t) = (E(t), G(t), 5(1)) (2.2)

This cipher has the key