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ABSTRACT OF THE THESIS
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Thesis Director:

Prof. Yingying Chen

With the widespread use of machine learning techniques in many areas of our life (e.g.,

recognizing images, videos, and voice commands), their security vulnerabilities have

become an increasing concern of the public. For instance, a deep neural network (DNN),

as a popular class of machine learning techniques, has been proved defenseless against

deliberately designed adversarial attacks. Existing studies mainly focus on feeding

adversarial images to fool an image classi�cation system. They can make the system

misclassify the images as any target object by adding carefully-crafted perturbations.

In this thesis, we propose an adversarial attack against automatic speech recognition

(ASR) systems (e.g., Siri and Google Assistant). We demonstrate that an adversary can

embed malicious voice commands into regular songs, and these embedded commands

can be recognized by the ASR system but go unnoticed by humans. Particularly, we

use a genetic-based algorithm to craft the original song with the probability density

function (PDF) identi�er of the malicious comments, allowing the crafted song to be

recognized as the embedded comments. Evaluation demonstrates that the commands

in the crafted songs can be successfully recognized by the ASR system (e.g., Kaldi)

with an average success rate of over 58%. By calculating the covariance between the

crafted song and the original one, we show that the similarity between them is over
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95%, making it hard to be noticed by humans.
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Chapter 1

Introduction

A voice assistant is a system which can listen to a human’s command and assist with

various tasks. It can perform a variety kinds of actions (e.g., turning on/o� lights,

answering questions, playing music and broadcasting the weather reports, etc) after

hearing a speci�c wake word. Many smart devices we use in our daily lives have

been integrated with voice assistants. They are on our smartphones (e.g., Siri, Google

Assistant), standalone smart speakers (e.g., HomePod, Amazon Alexa), and various

IoT devices in our smart homes. Moreover, speci�c functions/operations in vehicles,

as well as in retail, education, healthcare, and telecommunication environments, can

be operated by voices. A survey [1] conducted in May 2017 indicates that 46% of

Americans have used voice assistants, with 42% having used them on smartphones,

14% on computers or tablets, 8% on stand-alone devices and 3% on other devices as

shown in Figure 1.1.

Figure 1.1: Voice Assistant Widely Used [1].
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Meanwhile, the number of people using voice assistants on smart speakers is still

growing. According to the Voicebot Smart Speaker Consumer Adoption Report 2018 [3],

almost 10% of people who do not own a smart speaker plan to purchase one. If this

holds, the user base of smart speaker users will grow 50%, meaning a quarter of adults

in the United States will own a smart speaker.

Since voice assistants have already played an essential role in our daily lives, it be-

comes imperative to resolve their security problems. Can we ensure that they are always

working accurately, and will there be potential dangers hidden inside its prosperity and

convenience? What if the voice assistants misunderstand what users are saying, e.g.

when the owner wants it to dim the light, but it triggers the �re alarm instead?

Particularly, a typical voice assistant system consists of three main parts: voice

capture, speech recognition, and command execution. In this thesis, we will provide a

proof-of-concept attack against speech recognition system. Speech recognition is basic

and essential to automatic speech recognition (ASR) systems, and we demonstrate

that an adversary can embed malicious voice commands into regular songs, and these

embedded commands can be recognized by the ASR system but are unnoticeable to

humans. This is a serious security concern for voice assistants. In Chapter 4 and 5,

we will explain our attack approach in detail and in Chapter 6 we will provide with

evaluations. Speci�cally, we use the gradient-independent genetic algorithm to do the

attack approach and reach an overall success rate of 58%. By calculating the Pearson

Correlation Coe�cient (PCC) between the crafted song and the original one, we show

that the similarity between them is over 95%, making it hard to be noticed by humans.



3

Chapter 2

Related Work

There are some existing attacks against ASR systems, but most of them are focused on

attacking DeepSpeech, which is a state-of-the-art speech recognition system developed

using end-to-end deep learning [13]. End-to-end allows it to directly convert the complex

input data (e.g. the raw audio) to the simple output (e.g. the readable text). It skips

composing words with phonemes and does not use Hidden Markov Model (HMM) at all.

Instead, it uses Connectionist Temporal Classi�cation (CTC) loss function to score the

transcripts produced from the Deep Neueral Network (DNN). So the target for attacks

against DeepSpeech is clear and easy to understand; just minimize the loss function

between the adversarial sample and the malicious command. Indeed, many attacks

successfully attacked DeepSpeech [9] [5] [28], but after manually testing all available

samples generated by these attacks, we found that none of them can be recognized as

the embedded command by Kaldi. Kaldi is a speech recognition toolkit which is widely

used in research area. Besides, Kaldi has a better accuracy compared with DeepSpeech

- Kaldi provides Word Error Rate (WER) of 4.28% whereas DeepSpeech gives 5.83%

on Librispeech clean data [21]. Moreover, DeepSpeech has been implemented using

TensorFlow [4], which is highly popular among deep learning areas, making attacks

against DeepSpeech easier and much more convenient.

Hidden Voice Command [8] is another attack approach, but it is based on GMM-

based acoustic models and is harmless against modern DNN-based systems. Dolphin

attack [33] successfully embedded commands into ultrasonic, which is inaudible for

humans, but the device is too expensive and can be eliminated by enhanced hardware

such as a microphone.
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CommanderSong [32] and Adversarial Attacks Against ASR Systems via Psychoa-

coustic Hiding [26] were the only two attack approaches against Kaldi until now. The

latter mainly focused on using psychoacoustic hiding to make the attack more stealthy

but did not concentrate much on how to fool the DNN system. CommanderSong raised

the idea of embedding malicious commands in songs and this idea highly inspired our

research. By using a gradient algorithm (genetic algorithm), we successfully crafted a

song which can be recognized as the malicious command.
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Chapter 3

Background

3.1 Speech Recognition

In this section, we will describe the overall process of speech recognition and an impor-

tant model which is closely related to the attack: Hidden Markov Model (HMM) [24].

3.1.1 The Overall Process of Speech Recognition

Automatic speech recognition (ASR) is a technique which aims to let a machine under-

stand what a human is saying, more speci�cally, given an audio input (e.g. a recording)

and transfer it to text. Figure 3.1 shows the overall process of speech recognition which

can be regarded as two parts: extract the features from the raw model then use acoustic

modeling and language modeling to decode it to text.

Figure 3.1: The Overall Process of Speech Recognition.

The feature extraction is also called \audio preprocessing" in the research area. It

can convert the raw audio data per frame (e.g. 12ms) to a multi-dimension vector.

These vectors are independent with each other while being salient, thus they must

contain essential information which is useful for decoding. There are many existing

ways of preprocessing, such as Mel Frequency Cepstral Coe�cient (MFCC) [20], Linear

Predictive Coe�cients (LPC) [16] and Perceptual linear predictive (PLP) [15]. In this
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thesis, we choose MFCC because it is most widely used in open source speech recognition

tool kits.

The acoustic model is used during the acoustic feature extraction. The outputs

are acoustic features, phonemes or tri-phones, something that can be connected to the

atomic parts of a speech. By linking them together we can get a small unit composing

the speech, like a single word. Acoustic model is based on deep neural networks.

The language model, simply referred to as "grammar", de�nes how words can be

connected with each other. In some cases, it can be de�ned by a set of rules, e.g. in a

helpdesk menu navigation system or when you want to understand simple commands.

In more generic cases however, such as speech transcription, a statistic approach is

more often used. In the latter case, the language model is a large list of word tuples

(n-grams) with assigned probabilities. For instance \good" has a higher possibility of

aligned with \morning" or \afternoon", instead of \breakfast" or \lunch".

As for how to use the two kinds of models, we will discuss in Chapter 4.

3.1.2 Hidden Markov Model (HMM)

Hidden Markov Model (HMM) is a statistical Markov model in which the system being

modelled is assumed to be a Markov process with unobserved (i.e. hidden) states. It is

a fundamental and essential concept in speech recognition. A HMM has several states

ranging from 1,2,...N and there exists a unique transition probability between each pair

(e.g. pi;j is the probability of transition between state i and j).

In speech recognition problems, we stipulate each word is composed of several

phonemes, and phoneme is the smallest unit. For each phoneme, there exists several

HMM-states, and a series of the transitions between these states can de�ne a phoneme.

Given a sequence of features extracted from the raw audio (e.g. MFCC feature), the

acoustic model and language model can produce the most likely sequence of HMM-

states, which then can be transferred to words and sentences. By crafting the original

song, we can generate a HMM-state sequence which can be assigned to the malicious

command and successfully fool the ASR system but remain inconspicuous to humans.

We will explain the HMM topology in Kaldi and the way to craft the original song
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in Chapter 4 and Chapter 5.

3.2 Threat to Deep Neural Network

Deep neural networks (DNN) [14] are highly useful and reliable in image recognition

and speech recognition. They can reach an assuring result by implementing a complex

computation where all parameters have been optimized after guaranteed training and

iteration, while their 
exibility and variety can make them distinguished in many areas:

from image recognition and colorization to the prediction of time-series problems.

But researchers have found that they are vulnerable to carefully-designed adversarial

samples. An adversarial sample is an input which is designed in order to fool the DNN

system. Although the convincing learning ability of DNNs can make them achieve

an overall high-level performance, it also causes them to learn unreasonable examples

which can lead to a confusing and unsatisfying result [27]. When handling with image

classi�cation problems, they misclassify samples which di�er only slightly from the

original image and di�erent DNNs with di�erent structures trained on di�erent datasets

can misclassify the same adversarial sample. This has been demonstrated [12] and the

example is shown in Figure 3.2.

Figure 3.2: Adversarial Samples Against Image Recognition [12].

These samples can be generated by adding small perturbations to the original input,

and these unnoticeable noises can mislead the network to do a wrong classi�cation but
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will not capture human’s awareness. As we can see, the di�erences between two pandas

are impossible to be noticed by a human’s eyes, but the DNN makes a mistake with a

high percentage of con�dence. This brings in serious security concerns, e.g. a vicious

attacker can mislead an automatic driving system to misdeem a stop sign as other

denotes, which may cause serious tra�c accidents [22].

Much work has been down on image inputs, but few have focused in other domains,

such as audio. We investigate adversarial attacks that can also be done on speech

recognition: we aim to embed malicious commands in a song in the form of adversarial

samples that a human interprets as an ordinary song while the automatic speech recog-

nition (ASR) system (e.g. Apple Siri) can decode it as the malicious command such as

\Hey Siri unlock the phone" which is shown in Figure 3.3.

Figure 3.3: Adversarial Samples Fool the ASR but Remain Unnoticable to Human.

The main reason is that image itself has less background distribution, but a small

perturbation to voice commands may be easily be recognized as just simple noise and

then �ltered by well-trained ASR systems, which makes the attack powerless. So our

attack focuses on two points: �rst is to ensure the adversarial sample can successfully

mislead the DNN system without being �ltered out; second is to disguise the sample

so that it has little di�erence with the original input, making it hard for a human to

notice. We aim to attack Kaldi, which is a popular open source speech recognition

toolkit in research area.
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Chapter 4

Kaldi Speech Recognition Toolkit

In this chapter, we will give a brief introduction of Kaldi and explain its principle.

4.1 Introduction to Kaldi

Kaldi is an open-source toolkit used for speech recognition based on DNN-HMM. It’s

written in C++ and licensed under the Apache License v2.0, developed by the re-

searchers at John Hopkins University [23].

Kaldi is one of the most popular ASR systems among researchers, and it’s used

by major companies like IBM [6] and Microsoft [31]. Recent studies also have proved

that Kaldi is also used in commercial products such as Amazon Echo. Compared with

other open-source speech recognition toolkits like Sphinx [19], developed by CMU and

HTK, not only does Kaldi have an overall better performance, it is also more popular

in research areas (it has a citation of 2792 according to Google Scholar and 5539 stars

on GitHub whereas Sphinx has a citation of 1073 and 1099 stars on Github). As

mentioned above, there are few attacks that focus on Kaldi, and other attacks based

on other toolkits all proved powerless against it.

4.2 HMM Topology and Transition Model

In this section we will discuss the HMM topology and the transition model in Kaldi.

From Figure 4.1 we can see that phoneme is the smallest unit composing a word.
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Figure 4.1: Phonemes Composing Words.

For each phoneme, there are three HMM states and a series of transitions among

those states can con�rm a phoneme. Figure 4.2 shows the HMM topology for each

phoneme in Kaldi:

Figure 4.2: The HMM Topology of Kaldi.

The three HMM states can be referred to as HMM state 0,1 and 2. At HMM state

0, it has an equal possibility of transfer to state 1 or 2, and at HMM state 1, it has a

fair probability of transfer to state 2 or self-loop.

The transition model contains three major elements: HMM state, pdf-id and transition-

id. Now we will state the concept of pdf-id and transition-id.

A transition-id is used to index a speci�c transition between two HMM states of a

same phoneme, and a sequence of them directly determines which phoneme is the �nal

decoding result. From a sequence of transition-ids, we can get the information about

the transition between HMM states and further identify a speci�c phoneme.

To con�rm the most-likely sequence of HMM states, we need to use the pre-trained
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probability density function (p.d.f) of the DNN-based acoustic model to calculate the

probability of all HMM states of the acoustic input signal. The p.d.f is indexed using

pdf-id, and for each pdf-id, they are mapped with a speci�c HMM state while also

connected with a transition-id. Therefore, the output of the DNN are probabilities of

each HMM state at each frame. It’s a m�n matrix where m represents the total number

of frames of the audio input while n is the total number of pdf-ids of the acoustic model.

The number at ith line and jth column means the probability of pdf-id j at frame i.

Table 4.1 states the relationship between HMM state, pdf-id and transition-id

clearly.

phoneme HMM state Pdf-id Transition-id Transition

n B 0 307
36045 0 to 1

36046 0 to 2

n B 1 1692
36449 self-loop

36450 1 to 2

ow E 0 2725
39583 0 to 1

39584 0 to 2

ow E 1 89
39707 self-loop

39708 1 to 2

Table 4.1: Transition Model in Kaldi.

Figure 4.3 is the decoding result of decoding the word \no".

Figure 4.3: The Decode Result of \No".



12

Although the transition-id is calculated from the likelihood of pdf-id, after we ob-

tained a speci�c sequence of transition-id that can determine the phoneme, we can

retrodict the sequence of pdf-id referring to the transition model in Table 4.1. So for

the phoneme \n B", the pdf-id sequence should be

[307; 1692; 1692; 1692; 1692; 1692; 1692; 1692; 1692; 1692];

and the pdf-id sequence for phoneme \ow E" should be

[2725; 89; 89; 89; 89; 89; 89; 89; 89; 89]:

Therefore, if the output posterior probability matrix of an audio input has a high

possibility generating the pdf-id sequence above, then it will also have a high possibility

of decoding result of \n B" and \ow E", which then leads to the word \no". Thus the

target of the attack is to add small perturbations to the original song and crafting a

song that can generate the target pdf-id sequence.

In this thesis, we use the pre-trained Aspire Chain Model as the decoding model. It’s

trained on Fisher English and has been augmented with impulse responses and noises

to create multi-condition training. It has the best overall performance comparing with

other models provided by Kaldi.
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Chapter 5

Attack Approach

In this chapter, we will describe the way we generate the crafted song that can reach

the same decoding result with the original song while maintaining a high similarity.

The overall process of the attack approach is shown in Figure 5.1.

Figure 5.1: Overall Attack Process.

5.1 Making Original Song Recognized as Malicious Command

As we discussed in Chapter 4, in order to decode the crafted song as the malicious

command, we need to ensure the posterior probability matrix generated by the song

has a high probability of producing a speci�c pdf-id sequence. This pdf-id sequence

can then transfer to a transition-id sequence that can identify a particular phoneme.

After getting a clear comprehension of the decoding process of Kaldi, before we begin

to generate the sample, we need to use Kaldi to achieve the following goals, described

in the sections below.
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5.1.1 Derivation of Malicious Command’s Pdf-id Sequences

First, we get the decoding result of the malicious command, which is a sequence of

transition-ids. Then according to the relationship between the transition-id and the

pdf-id provided by the transition model, we get the pdf-id sequence of the malicious

command. Before generating the crafted song, we �rst get the target pdf-id sequence

p.

By digging deeper into the transition model, we found that even if the phoneme,

the HMM state and the transition are all the same, there exists di�erent transition-ids

and pdf-ids at the same state. The results are shown in Table 5.1:

phoneme HMM state Pdf-id Transition-id Transition

ow E 1 57
39705 self-loop

39706 1 to 2

ow E 1 89
39707 self-loop

39708 1 to 2

ow E 1 129
39709 self-loop

39710 1 to 2

ow E 1 134
39711 self-loop

39712 1 to 2

Table 5.1: Di�erent Transition-ids Represent Same Stage.

Given the transition-id sequence

p = [39583; 39707; 39707; 39707; 39707; 39707; 39707; 39707; 39707; 39707];

if we replace 39707 with 39705,39709 or 39711, the �nal decoding result will still be the

same. We can replace a transition-id with any other transition-id, as long as they have

the same phoneme, HMM state and transition. By replacing same-stage transition-id,

we can get a total di�erent pdf-id sequence. For example, transition-id sequence

[39583; 39707; 39707; 39707; 39707; 39707; 39707; 39707; 39707; 39707]
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refers to pdf-id sequence

[2725; 89; 89; 89; 89; 89; 89; 89; 89; 89];

but the transition-id sequence

[39583; 39707; 39705; 39705; 39707; 39709; 39711; 39709; 39707; 39711]

will also be decoded as phoneme \ow E" while the pdf-id sequence related to it is

[2725; 89; 57; 57; 89; 129; 134; 129; 89; 134]:

Di�erent pdf-id sequences may di�er signi�cantly from each other, but they will

lead to the same �nal decoding result. With a speci�c transition-id sequence of the

malicious command and the transition model, we can derive thousands of di�erent

pdf-id sequences that can be regarded as \target pdf-id sequence". We store all these

quali�ed sequences in a list, which will be used for the scoring segment in the genetic

algorithm.

5.1.2 Most Likely pdf-id Sequence Derivation

Second, we use Kaldi to decode the original song and get the posterior probability

matrix calculated by DNN. From the matrix, we can get the highest-probability pdf-id

sequence of the original song. As we mentioned in Chapter 4, the matrix has m lines,

and n columns, where m represents the number of frames and n represents the total

number of pdf-id. Suppose there is a matrix A, and we let ai;j be the element at the

ith row and jth column. Then ai;j means the probability of pdf-id j at the frame i.

For frame n, we can get the highest probability pdf-id pn which equals to

pn = argmax
j

ai;j :

Then for each frame, we can get the pdf-id with the highest probability. By connecting

them together, we can also obtain a sequence of pdf-ids, which means the most likely

pdf-id sequence of the original song based on the calculation of DNN.
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We set function f to represent the relationship between an original song and the

most-likely pdf-id sequence. That is

f(x(t)) = p;

where x(t) means the original song and p is the pdf-id sequence.

5.1.3 Calculating the Distance Between Two Sequences

So now we have two pdf-id sequences: one is the most-likely sequence of the original

song, while the other is a certain sequence of the malicious command. In order to

recognize the original song as the malicious command, we come up with an idea: by

adding noises to the original song, we let the most likely sequence of pdf-id generated

by it be close, or even equal to the pdf-id sequence of the command. We minimize the

Euclidean Distance between the two sequences. The distance L is calculated using the

formula below:

L(a; b) =

vuut nX
i=1

(ai � bi)2;

where a is the most likely pdf-id sequence of the original song and b is one of the pdf-id

sequences of the target command.

We aim to minimise the distance between the two sequences. We try to �nd the

x(t) which equals to

argmin
x(t)

L(f(x(t)); b):

Thus, the crafted song x(t) can be recognized as the malicious command. We use

the gradient-independent algorithm, genetic algorithm to generate the crafted song.

5.2 Generating Adversarial Sample based on Genetic Algorithm

In this section, we will give a brief introduction of Genetic Algorithm and explain every

step of it in detail.
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5.2.1 Background of Genetic Algorithm

The genetic algorithm is a method used for solving optimization problems based on the

principle of natural selection. It’s commonly used to generate high-quality solutions by

relying on bio-inspired operators such as mutation, crossover and selection [25]. At each

step, the genetic algorithm selects individuals which have a better performance from

the current population to be parents and uses them to produce children for the next

generation. For each generation, it only keeps individuals who have the best score and

pairs them with other children to produce the next generation. Over successive genera-

tions, the population \evolves" toward an optimal solution. It is instrumental in solving

a variety of optimization problems that are not well suited for standard optimization

algorithms, including problems in which the objective function is discontinuous, non-

di�erentiable, stochastic, or highly nonlinear. Figure 5.2 shows the process of genetic

algorithm, and the pseudocode of the genetic algorithm is shown in Algorithm 1.

Figure 5.2: Process of Genetic Algorithm.
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Algorithm 1 Genetic Algorithm

Input: Audio Input X, Target Sequence Y

Output: Adversarial Sample X
′

1: function Genetic(X; Y )

2: poulation addNoise(X) � populationSize

3: while iter < maxIter and L(f(x); y) != 0 do

4: for each individual X in population do

5: scores getScore(X; y)

6: end for

7: bestSample population[argmax(scores)]

8: children Mutation(Crossover(population))

9: newP opulation best + children

10: MutationP  newMuatationP

11: iter  iter + 1

12: end while

13: return bestSample

14: end function

Now we will explain the process of the algorithm in detail.

� Given an original input, we generate a number of populationSize samples by

adding random noise in it. populationSize is the size of the population for each

generation.

� When the iteration time is smaller than the maxNumberOfIteration, we cal-

culate the score of each individual in the current population. We only keep the

individual who has the best score.

� Using crossover and mutation based on natural selection, we generate the amount

of populationSize � 1 children and make them and the best-score-individual as

the next generation.

� Keep iterating until one of the individuals reaches the best solution or reaches the




