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ABSTRACT OF THE THESIS  
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Thesis Director: 

Weihong Guo 

 

 

 

 

New Jersey is known as the Garden State for its dynamic, thriving food production industry 

that runs the gamut from vegetable growing to sophisticated manufacturing operations. 

Today New Jersey has a thriving $126 billion food industry and agriculture sector that 

grows every day. With such a vast and complex system, the food supply chain in New 

Jersey is vulnerable because a single disruption to one element could spread out and bring 

huge impact to the entire system. Such a ripple effect may have a tremendous impact on 

not only the stateôs economy and job market, but also the stateôs security, vulnerability, 

and resiliency. Food supply chain risks may occur naturally, intentionally, or accidentally. 

No matter how a risk originates, it may propagate along the connected members and then 

impact the entire network. Hence, it is critical to identify the risks in the New Jersey food 

supply chain and analyze their impacts. Understanding how risks propagate through the 

network will provide us with important insights into vulnerability assessment for the 

critical assets in the New Jersey food supply chain. Risks can then be better controlled, 

mitigated, and prepared for. 
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This thesis first introduces the current status of the New Jersey food supply chain 

and then reviews the existing studies on supply chain risk modeling and propagation. To 

identify the critical assets in the New Jersey food supply chain and their relationship, the 

important nodes, links, risks, and failure probabilities are analyzed. The New Jersey food 

supply chain is then configured with 293 nodes. A new model for risk propagation is 

developed based on the traditional virus propagation models. The proposed model is then 

implemented in simulation for the New Jersey food supply chain network. Simulation 

results demonstrate how risks propagate through the network and which assets are the most 

critical ones in the New Jersey food supply chain. Future efforts will be devoted to more 

simulation analysis and improving the risk propagation model.  
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CHAPTER 1 

Introduction 

 

New Jersey (NJ) is known as the Garden State for its dynamic, thriving food production 

industry that runs the gamut from vegetable growing to sophisticated manufacturing 

operations. Home to some of the worldôs leading food companies, New Jersey has a long, 

rich history in the food industry. Strategically located in the heart of the Northeast corridor, 

New Jersey provides easy access to one of the most affluent consumer markets in the world. 

A distribution center in central New Jersey can serve more than 22 million consumers who 

collectively have nearly $800 billion in disposable income and live within a two-hour drive. 

The Port of New York and New Jersey, the third busiest port in North America and the 

largest on the East Coast, makes it easy to import and export food products. According to 

the United States Census Bureauôs 2012 release, New Jersey is home to more than 50,000 

food manufacturing companies, R&D facilities, distribution centers, retailers, and farms ï 

employing more than 440,000 people [1]. Today New Jersey has a thriving $126 billion 

food industry and agriculture sector that grows every day. With such a vast and complex 

system, the food supply chain in New Jersey has a tremendous impact on not only the 

stateôs economy and job market, but also the stateôs security, vulnerability, and resiliency. 

However, the New Jersey food supply chain is vulnerable because the network is 

so vast and complex that a single disruption to one player would spread out and make huge 

impact on the entire network. Such a ripple effect [2] may also threaten the stateôs economy 

and politics. A disruption to food supply chain may be caused by internal risks, external 

risks, or natural disasters.   
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No matter how risks originate, they would propagate along the connected members 

and then impact the entire network. For example, when some serious machine failures 

occur in a food processing plant, the manufacturer may not be able to meet its planned 

throughput. Due to the shortage in finished goods, the manufacturer may not get enough 

payment from retailers to buy raw materials from suppliers. So, it would bring financial 

risks to the vendors, who have no money to support their business and may go into 

bankruptcy. In this way, a single risk would expand explosively to the whole network and 

may eventually go beyond control. For example, due to a severe flood, the output of 

agricultural products may be severely reduced and the food supply may not meet the 

demand. This is a direct impact. Meanwhile, due to shortage in supplies and possible 

damages to major transportation, food processing may not be able to continue. As the 

manufacturer could not get payments from retailers, financial risks and management risks 

would emerge and might result in labor strike or other societal issues. These indirect risks 

could spread out to the entire supply chain network and even destroy the industry.  

Hence, it is critical to identify the risks in the New Jersey food supply chain and 

analyze their impacts. It is also of great importance to assess the vulnerability of the critical 

assets in New Jersey food supply chain, so that risk mitigation and preparation strategies 

can be better developed.  

1.1 Background 

A food supply chain refers to the processes that describe how food from a farm ends up on 

our tables [3]. The processes include production, processing, distribution, consumption and 

disposal. The food reaches us via food supply chains through which food moves 

systematically from producers to consumers while the money consumers pay for the food 
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goes to people who work at various stages along the food supply chain in the reverse 

direction. Every step of the supply chain requires human and/or natural resources. A food 

supply chain network is a complex structured map that describes the food flow and 

associated members from farms to the end customers. Figure 1.1 is an illustration of a food 

supply chain network. The four essential components that are responsible for moving the 

goods from the beginning to the consumers ï farms, marketers, food processors, and 

wholesalers/ distributors ï are shown in blue.  First, raw materials such as crops are 

cultivated and harvested by farms and then moved to marketers, waiting for further 

processing at food manufacturer plants. After food processing, finished goods are shipped 

to distribution centers who will distribute the goods to final destinations: retailers who will 

arrange further sales at local supermarkets, caterers who will turn food into dishes at 

restaurants, and consumers who will buy them directly. In New Jersey, imports and exports 

are also involved in the network, since the Port of New York and New Jersey is the largest 

port on the East Coast, making it easy to import and export food products. 

New Jerseyôs strategic location and strong transportation infrastructure provide an 

easy access to one of the most affluent consumer markets in the world. Hence, the food 

items produced in New Jersey not only need to meet the local demands, but also need to 

serve other states. Meanwhile, the goods imported from other places are also distributed to 

in-state consumers.  
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Figure 1.1 Illustration of food supply chain network [4] 

The performance of a supply chain network is usually measured by metrics such as 

the rate of on-time delivery, cost-profit ratio, qualification rate, and demand-supply ratio, 

which are affected by the occurrence of risks. Moreover, since food is a necessity in 

everyone's life, keeping the food supply chain running steadily without major disruption is 

the target for decision makers. Therefore, with supply chain disruption cases like Hurricane 

Sandy that affected the Port of New York and New Jersey in 2013 and delayed a lot of 

shipments for months [5], decision makers have realized the criticality of food supply chain 

risk management.  

Food supply chain is unique comparing to the supply chains in other industries. The 

food supply chain not only suffers from common risks in all supply chains such as financial 

risk and natural risks, but also needs to handle risks unique to the food industry such as 

food safety and food deterioration. All activities related to food production and handling 

including cultivation, food processing or even transportation may be vulnerable. Food 

supply chain risk is one potentially negative influence of one or more components, which 

may spread outward to the entire network. Food risks would have serious impacts on the 
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health and safety of consumers. Therefore, it is important to analyze the risks in New Jersey 

food supply chain and develop strategies to prevent or mitigate the risks. 

Based on the risk occurrence mechanism, there are three types of food supply chain 

risks: natural disasters, accidental risks, and intentional risks [6]. Natural disasters are the 

risks caused by earthquake, flood, tsunami, mud-rock flow, volcanic eruptions, etc. that 

make the components in the network not working properly. Natural disasters would cause 

irreversible destruction to all members in short term. For example, heavy snow in winter 

tends to last long and may seriously affect agriculture. Since the farm crop yields would 

dramatically decrease, the manufacturer would reduce its production outputs and then 

affect the entire supply chain. Accidental risks are the risks that happen by accident. The 

main accidental risks are quality risks caused by the high defect rate of products, 

management risks caused by defective organization structure, technology risks caused by 

deficiency of advanced manufacturing technique or equipment, and capital risks that result 

from shortage of funds or overdue payments. This kind of risk cannot be avoided but can 

be mitigated after they occur. It is also desirable to correctly identify these accidental risks 

so that preparation plans can be made in advance. Intentional risks are the risks that are 

caused and planned intentionally by human beings. They are mainly the societal risks (such 

as labor strike, riot, terrorist attack), legal risks (such as the influences of law amendment), 

and, more recently, cybersecurity risks. These risks will result great financial loss and 

negative social impact. But they can be prepared for, controlled, and even be avoided by 

taking preventive actions.  For example, if the Port Authority had reinforced better 

communication with the port workers in NJ to satisfy their needs, the labor strike in 2016 

might not have happened.  
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In sum, the New Jersey food supply chain is vulnerable due to its complexity and 

the existence of various risks. It is even more dangerous when multiple units are affected 

by risks at the same time or when risks propagate throughout the network.  

1.2 Problem Description 

The Department of Homeland Security (DHS) has defined 16 critical infrastructures for 

the nation to strengthen and maintain their security, functionality and resiliency [7]. 

However, DHS did not define the specific critical assets in each state. In alignment with 

the DHS, New Jersey Office of Homeland Security and Preparedness is interested in 

identifying the critical assets within New Jersey so that they could prepare, plan, allocate 

resources to ensure the functioning of NJ supply chains. Since the food industry plays an 

important role in New Jersey, NJ Office of Homeland Security and Preparedness prioritizes 

the food supply chain network as the first system to be investigated. We are motivated to 

develop a systematic approach for risk analysis and management for New Jersey food 

supply chain network. Our work is timely to provide NJ Homeland Security with insights 

into the risks in NJ food supply chain.  

In order to identify the critical assets of the food supply chain network, we first 

need to establish the supply chain configuration. Such a configuration consists of the 

major players in the food industry and their relationship, represented as nodes and links, 

respectively, along with risks and failure probabilities. Since the food supply chain is vast 

and complex, no existing configuration on NJ food supply chain network can be found in 

literature.  

To ensure that all assets in the food supply chain function smoothly and that the 

network is robust to disruption, we need to know what the potential risks are and understand 
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how they impact the assets.  Ideally, all assets within the network should be in good health 

condition. Any underlying possibility that would deteriorate the assets or the network must 

be identified and eliminated in time. An effective method for identifying the risks and 

vulnerable assets is in need.  

Furthermore, we also need to understand how different assets in NJ food supply 

chain interact with each other. All nodes in the network are directly or indirectly connected. 

Thus, risks always propagate along the linkage relationship and create a ripple effect. 

Understanding the relationship between assets and how risks propagate through the 

network will provide us with important insights into the vulnerability of critical assets. 

After understanding the risks and their propagation mechanism, simulation can be 

developed to mimic how the NJ food supply chain performs under various risks. By 

analyzing the simulation results from different scenarios, we aim to develop risk mitigation 

plans and preparation strategies.  

1.3 Thesis Outline 

This thesis is organized as follows. Chapter 2 reviews the existing studies on supply chain 

risk modeling and risk propagation. Chapter 3 builds a NJ food supply chain configuration 

by defining the important nodes, links, risks, and failure probabilities. Chapter 4 proposes 

a model for risk propagation for New Jersey food supply chain based on the traditional 

virus propagation models. The proposed method is implemented in simulation and Chapter 

5 shows the simulation results that demonstrate how risks propagate through the network 

and which assets are the most vulnerable ones in the NJ food supply chain. Finally, Chapter 

6 concludes the thesis and outlines future efforts.   
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CHAPTER 2 

2 Literature Review 

 

There is a vast body of literature on supply chain risk identification and assessment. The 

literature on the following two topics are reviewed in this chapter: (1) supply chain risk 

modeling by integrating the supply chain elements and risk factors into the network, and 

(2) risk propagation modeling to assess the influence of risk dissemination.  

2.1 Supply Chain Risk Modeling 

Supply chain risk modeling has been studied based on two main aspects: (1) the element 

structure of the supply chain and (2) risk factors.  

For the supply chain element structure, many studies aim to construct the supply 

chain based on the roles of components in the network. A typical supply chain consists of 

five major elements: supplier, manufacturer, distributor, retailer, and customer [8]. Figure 

2.1 shows all the elements in the supply chain. These elements in the network connect with 

each other and may impact each other. For example, Vrijhoef and Koskela [9] studied the 

roles of supply chain management in construction. Chiu and Kremer [10] studied supply 

chain network models by focusing more on specific industries and investigated the five 
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layers supply chain structure to find out the critical layers for the bicycle industry.  

 

Figure 2.1 Supply chain elements [8] 

Moreover, some researchers developed quantitative methods to construct the risks 

in supply chains. Thaheem, Marco and Hurtado [11] reviewed the quantitative analysis 

techniques for construction project risk management. Ouabouch and Amri [12] built a 

Supply Chain Risk Factors (SCRF) matrix based on the data collected from a sample of 

Moroccan Pharmaceutical Industry, and identified the critical risk factors which should 

retain main attention in that industry. Figure 2.2(a) shows the probability of and impact 

values of each supply chain risk factor in pharmaceutical industry. The most critical risks 

are the ones on the top right of the matrix in Figure 2.2 (b), which have the highest 

probability and the greatest impact.  



10 

 

 

 

Figure 2.2 (a) SCRFs probability and impact values (b) Supply chain risk matrix for 

pharmaceutical industry [12] 

 
Wagner and Neshat [13] developed a Supply Chain Vulnerability Index (SCVI) to 

measure the vulnerability of supply chain. In order to calculate the index, they proposed a 

4-step algorithm which consists of finding graph nodes, finding graphôs weighted and 

directed edges, calculating adjacency matrix permanent, and comparing different SCVIs. 

In their model, the adjacency matrix of a simple graph is a matrix with rows and columns 

labeled by graph vertices, with a 1 or 0 in position (ὈȟὈ) according to whether Ὀ and Ὀ 

are adjacent or not. Figures 2.3 (a) and (b) illustrate the weighted directed graph and its 

adjacency matrix. The three nodes and edges represent the vulnerability drivers and the 

interdependencies between them, respectively. When the risks happen, they can transfer 

from one node to the others along the edges if they are connected. Such relationship can 

also be presented in the corresponding adjacency matrix.  
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Figure 2.3 (a) Supply chain weighted directed graph for risk factors (b) Supply chain risk 

factor matrix [13] 

 Singh and Acharya [14] developed an influence matrix to investigate the supply 

chain flexibility by using an expert evaluation method for a fast-moving consumer goods 

company. They designed questions and asked the experts to evaluate the mutual 

relationship using a scale from 0 to 4 (0 for no influence and 4 for very high influence). 

After collecting the answers from various firms, they created an initial direct-relation 

matrix (Table 2.1) which represents the influence score between any of the two elements 

in the supply chain.  

Table 2.1 Direct influence matrix [14] 

 

2.2 Supply Chain Risk Propagation 

In todayôs dynamic and connected environment, a decision taken by one firm in a supply 

chain network has direct and indirect effects on other companies. The effect from a risk 
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source can be followed outwards incrementally, affecting the other nodes in the network. 

This is known as the ripple effect. Since the node in a supply chain network has direct or 

indirect connection with each other, it is generally believed that risks can spread out 

throughout the entire network after a certain period and affect the performance of the entire 

network.  

The most widely used method in risk propagation is Bayesian network modeling. 

Bayesian network theory is used to analyze multi-echelon network faced with simultaneous 

disruptions. Chen, Xi , and Jing [15] built a Supply Chain Reliability and Resilience (SCRR) 

model based on a small chain of simple buyer supplier relationship, and demonstrated the 

modeling feasibility based on Bayesian Network. Ojha et al. [16] modeled supply chain 

risks propagation as a cascading effect in the entire network. Figure 2.4 shows the 

dependency of several risks for the suppliers in a supply chain network. Similar networks 

of the risk factors for manufacturers, distributors, and retailers were also provided in [16]. 

However, the Bayesian network theory emphasizes more on the risks factors themselves, 

as it describes how a risk flows and triggers other risks in the network. Also, it treats risk 

propagation as a one-way cascading problem. In most cases, however, the participator 

usually spreads the risks in multidirectional ways to its neighbors. For example, a labor 

strike of a manufacturer would not only affect the goods supply to the downstream 

distribution center and retailer, but also bring payment issues to the upstream suppliers.  
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Figure 2.4 Network of risk factors for suppliers [16] 

Some existing studies focus on how members in the network spread risks along the 

links that connect these components, even if the components are in different stages. Figure 

2.5 depicts a general supply chain network with multiple layers made by Vorst et al. [17]. 

Each player in the network is represented as a node in its layer. A connected link between 

two nodes indicates that risks can propagate along the link to influence the performance of 

the network. William and Stephen [18] considered the network relationship between 

enterprises and built dynamic models in conformity with the propagation characteristics of 

risks between firms. Then they analyzed the risk transmission path, influential factors, and 

proposed risk control strategies. From a system perspective, what happens between two 

companies does not solely depend on the two parties involved, but on what is going on in 

a number of other relationships [19]. Therefore, the analysis of a supply chain network 

should preferably be evaluated within the context of the complex food supply chain 

network.  
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Figure 2.5 Schematic diagram of a supply chain [17] 

Some researchers developed risk propagation models by extending the propagation 

models from other fields. Yang and Zhang [20] developed an SIR risk propagation model 

for supply chain risk management based on the susceptible-infected-susceptible (SIS) 

model in biology. The SIR risk propagation model describes how the states of nodes in 

supply chain change among susceptible (S), infected (I) and recovered (R). It can reflect 

the propagation of risks in supply chain network to a certain extent, but does not consider 

all the states that the real supply chain may have. For example, it assumes the recovered 

nodes will be immune to the risks forever, but in real life, companies cannot resist the same 

risks all the time. There are also studies on introducing more indicators to analyze the 

complex food supply chain. Li, Du, and Zhang [21] used SIR Model to analyze the status 

change for agri-food supply chain based on [20]. It was assumed that when a node was 

affected by risk, it would spread the risk to its neighboring node with probability ‌. 

Simulation experiments were conducted for three scenarios with ‌ πȢχυȟπȢυȟπȢςυ. The 

result is shown in Figure 2.6., where the vertical axis is the risk interference density ὰὸ at 

time t. All three curves in Figure 2.6 first sharply increase and then gradually decrease. 



15 

 

 

These results indicate that although the ‌ value is different, their trends of risk spread are 

the same. Figure 2.6 also indicates that there are three stages in risk propagation: in the 

initial stage, the risk only affects its originating node and propagates slowly; in the middle 

stage, the risk can no longer be contained in one node and starts to spread to neighboring 

nodes and further nodes in the network; in the last stage, the network reaches dynamic 

stability because of the immune mechanism. Therefore, risk propagation can be controlled 

by improving the anti-interference ability in the supply chain network. This model of risk 

interference trend demonstrates that all the risks could be covered at the end due to the 

immune mechanism, although they outbreak very quickly at first.  

 
Figure 2.6 Trend of risk interference density over time for agri-food supply chain network 

[21] 

2.3 Summary 

In summary, there are a lot of literature on modeling supply chain risks. However, there 

are some limitations in the existing methods. Most of the current studies focus more on 

material supply and manufacturing process, rather than specific assets in the food supply 

chain. Moreover, the widely used Bayesian network theory focuses more on risks rather 

than how participators in supply chain are affected. Furthermore, although some authors 



16 

 

 

take the geographic distance as a factor when dealing with supply chain cost problems [22], 

they seldom quantify such a factor. Finally, in most literature the transportation 

components are regarded as links. In order to evaluate how risks affect transportation 

infrastructure, these components should be modeled as nodes instead of links.   
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CHAPTER 3 

3 Configuration Modeling of New Jersey Food Supply Chain Network  

 

In this section, we build a configuration of New Jersey food supply chain network by 

identifying its components and links. Then we define the risks and failure probability for 

risk analysis and management. Section 3.1 introduces the five types of components: 

suppliers, transportation, manufacturers, distribution centers and retailers. To connect 

components into a network, the links connecting each pair of components if they have 

business relationship are defined in Section 3.2. The main risks and failure probabilities 

are described in Section 3.3. The network and risks are then integrated to construct the 

configuration of NJ food supply chain. 

3.1 Identification of Key Components in NJ Food Supply Chain Network 

There are five types of key components in New Jersey food supply chain: suppliers, 

transportation, manufacturers, distribution centers (DCs) and retailers. We choose 293 

components to constitute NJ food supply chain network, including 60 suppliers, 148 

transportations, 45 manufacturers, 17 DCs, and 23 retailers.  

Suppliers: Food suppliers are the organizations including farms or fisheries that provide 

edible raw materials to manufacturers or end customers. For food supply chain, the vendors 

who offer meat, crops and sea food are the sources and starters of the whole chain. In New 

Jersey there are nearly 10,300 farms and hundreds of large fishery suppliers ð a huge 

number that could not be identified easily. Instead, we divide them into six groups 

according to their regions and select several big farms as representatives. As shown in 

Figure 3.1, the six regions are Delaware River region, Gateway region, Greater Atlantic 
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City region, Shore region, Skylands region and Southern Shore region. Most of the farms 

are concentrated in Delaware River region, Shore region, and Skyland region.  

 

Figure 3.1 NJ supply chain network ï suppliers 

Transportation (Roads, Railway, Bridge, Port, Airport): In order to find out the critical 

assets in NJ Food supply chain, we consider transportation as nodes instead of links. 

Transportation is important, as it connects all other components in the network. In New 

Jersey supply chain, the major transport modes are in-state and interstate roads, bridges 

and tunnel, ports and airports. They are funded and maintained by the government to keep 

their normal functions. Among them, roads and railways are more critical than the others, 

as according to the report of New Jersey department of transportation, on a tonnage basis, 

about 84% of food is moved by road and 11% food is moved via railway in New Jersey 

[23]. Figure 3.2 shows the transportation nodes in this study. There are 11 interstates roads, 

44 inner state roads, 11 US roads, 50 bridges, 25 railways, 20 ports, and 12 airports in NJ.  
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Figure 3.2 NJ supply chain network ï transportation   
















































































