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ABSTRACT

ImprovisedExplosive Devices: Assessing the Global Risk Use in Terrorism

Purpose:

Methods

Results:

Conclusions:

Keywords:
Modeling

By MICHAEL A. SANTASPIRT

Dissertation Director: Leslie W. Kennedy

The purpose of thistudyis toinvestigatethe risk of mprovised

Explosive DevicglED) employment at the national level, the subnational
level, and thestreetlevel, and to investigat@enovativeapplicatiors of

Risk Terrain Modelindor IED risk analyses across these different levels
of study.

This study utilizes three separateplications of the Risk Terrain

Modeling technique to determine the riskiBD emplacement at three
separate analysis extents. Each level of analysis utilizes Geographic
Information Systems to build composite risk maps from different types of
risk factos that are associated withD emplacemeniMultivariate

regression analysis is used to determine the association and significance of
the risk factors as they relate to the outcome events.

Composited global level risk factors associated witinssive

environments are posiely associated with increaséelD emplacements.
Countries at highest risk tED emplacements, as determined by the

global level model, can be composited with areas of operation for terrorist
groups and densely populatedas¢o identify microplaces for further

study. Those microplaces can be assessed for risk using RTMDXx.

The present study established a link between country level risk factors
related to permissive environments enabled by state fragilityeebd
emplacements at the street levad. such, there are policy implications for
strategic action to reduce state fragility and the establishment of
permissive environments to curtail explosive violence. Furthermore, the
identification of risky areas fdED emplacement can drive risk reduction
techniques at all three levels of analysis.

Improvised Explosive Devices, Crime, Terrorism, Risk, Risk Terrain



ACKNOWLDEGMENTS

| am grateful to all that assisted in the creation of this warkhfe support that
they provided along the way. | am especially thankful for my committee for the genuine
interest that they showed in this work and for the many, many insightful suggestions that

they made.

In particular, | am thankful for the advicedcaguidance of Les Kennedy, my
advisor, for his patience, understanding, and critical eye. | am thankful fasgtstance
of Joel Caplan, Norm Samuels, and Grant Drawve, my committee members, who were
always available and willing to read another draftodook at another map, or to
provide another article that | may not have seen yet. The work that they have done in
support of the technigqgues used in this stu
looking forward to its continued evolution and adopti would also like to thank Alex

GiménezSantanawho provided excellent support with RTMDx and its many features.

| am further thankful for the guidance of Tim Carey, my mentor, for insisting that
| take on this challenge, and for the support of my friends and colleagues at the US Army

who provided emotional and materiadcking

I am finally thankful for my familyFor my parents who conditioned me to
continue to work through adversity, for my brothers who always challenged me to be
better, and especially for my wife, Christina, and for my children, Alyssa and Chase, for

enduring this with me and never waveringheit suppori thank you all.



TABLE OF CONTENTS

AB S T R A T e e arr e e e e il
ACKNOWLDEGMENTS ... e e ii
TABLE OF CONTENTS ...t eree e e e e e e e nnanes v
LIST OF FIGURES. ... .ot e Vi
CHAPTER 1: INTRODUCTION.....ccitiiiiiiiiiiiis st eeees e 1
CHAPTER 2: LITERATURE REVIEW.......oooiiiii e 8
CHAPTER 3: METHODOLOGY......cciiiiiiiiiiiiiiiii e 60
CHAPTER 4: RESULTS ... teee e 85
CHAPTER 5:SUMMARY AND CONCLUSIONS.........ootiiiii v 127
REFERENCES..... ..t e 140



LIST OF TABLES

Table 1: Descriptive Statistics for IED Events in 2015............ccccoovvivieeeeee e, 87
Table 2: Correlation of Risk Factors to Outcome EVenis...........ccccevvvvvieemeeeeeeenn. 104
Table 3: Ordinary Least Square Regression for Risk Score and IEDsE2@bS......105
Table 4: FTest Two Sample for Variances for Risk Score and Evbnts, 2015......105
Table 5: tTest: TweSample Assuming Unequal Variances for Risk Score and IED

EVENLS, 2005, ... e an e 106
Table 6: IMP Prediction Profiler for Risk Score, 2015............ooooiiiiiiiceee e 107
Table 7: Ordinary Least Squares Regression for 2015 Risk Score and 2016 IED Events to
Determine Predictive Validity..........coooeiiiiiiiii e 107
Table 8: RTMDx Output for Relative Risk Factor Value in Kabul, 2015.............. 119


file://///pdn/Users/michael.santaspirt/Private/My%20Documents/School/Dissertation/Michael%20Santaspirt%20-%20Final%20Dissertation%20Draft%20(2019).docx%23_Toc27487057
file://///pdn/Users/michael.santaspirt/Private/My%20Documents/School/Dissertation/Michael%20Santaspirt%20-%20Final%20Dissertation%20Draft%20(2019).docx%23_Toc27487059
file://///pdn/Users/michael.santaspirt/Private/My%20Documents/School/Dissertation/Michael%20Santaspirt%20-%20Final%20Dissertation%20Draft%20(2019).docx%23_Toc27487060
file://///pdn/Users/michael.santaspirt/Private/My%20Documents/School/Dissertation/Michael%20Santaspirt%20-%20Final%20Dissertation%20Draft%20(2019).docx%23_Toc27487060
file://///pdn/Users/michael.santaspirt/Private/My%20Documents/School/Dissertation/Michael%20Santaspirt%20-%20Final%20Dissertation%20Draft%20(2019).docx%23_Toc27487062
file://///pdn/Users/michael.santaspirt/Private/My%20Documents/School/Dissertation/Michael%20Santaspirt%20-%20Final%20Dissertation%20Draft%20(2019).docx%23_Toc27487062

LIST OF FIGURES

N a

Figure 1: IEDs made from military grade munitions (source: Wikipedia)............... 15
Figure 2: IEDs utilizing homemade explosives in plastic containers (source: SPC lan
SChEll, US AIMMY). .t eree s s e e e e e e e e e e e e e e eeannneaeeeeeeas 17
Figure 3: Bomb Threat Staradf Card (source: National Counterterrorism Center).77
FIQure 4: PAL FOIMUIA. .......uiiiiiiiiiiiiieee e 81
Figure 5: IED EVENLS, 2015, .. ..uuuiiiiiii e e et eene e e e e e e e e e e eeeaanannnnns 86
Figure6: Global Base Map...........ccoiiiiiiiiiieieeee e 38
Figure 7: Global Base Map without Internal Boundaries............cccceevveeieeerecveennnnnn. 90
Figure 8: Kabul BasS@ Map........cciiiiiiiiiiieiiiieeme ettt teene e e en e 91
Figure 9: Casablanca Base Map............ccooooiiiimmmniiecii e 92
Figure 10: Countries with Terrorist Organizations Operating Within Their Borders, 2015
............................................................................................................................... 94
Figure 11: Countries with Interstate Viak®e, 2015..............oevvveiiiiiiicceeeeeinn 96
Figure 12: Countries with NeState Violence, 2015............ccoovviiiiiiiicccrreeeeeeiiiiiines 97
Figure 13: Countries with Or®ided Violence, 2015.........ccccooeeeeiiiiiiieeeiiee e 98
Figure 14: Countries Scoring More Than 90 Points in the Fragile States Index, Xll5
Figure 15: The ®bal Risk of IEDS, 2015........c.oiiiiiiiiiiii e 101
Figure 16: Highest Risk Countries, 2015...........cooiiiiiiiiiieemiiieeeeeeeceeeee e 102
Figure 17: Highest Risk Countries (Detail), 2015............cccuvviimiimmmiiiiiiiiieeeeeee 103
Figure 18: Population Density, 2015.........ccouiiiiiiiiiiiicce e 109
Figure 19: Example of Terrorist Operational AreaMapfeQeb i da ( sour ce:
CounterterroriSM CENTEL). ... ..uuiiiiiiie e 110
Figure 20: Example of Terrorist Operationa
(source: National Counterterrorism Center)...........ooovvvvvvvvviemmereeeeeeeeieiiee e eea 111
Figure 21: Terrorist Group Operational Areas, 2015.............ccovvvviiccciiiiie e, 112
Figure 22: Terrorist Group Operational Areas (Detail), 2015..............ccovvvviemenns 113
Figure 23: Composite Risk Map of Terrorist Operational Areas and Densely Populated
Areas in Highest Risk Countries, 2015...........coooiiiiiiiieee e 114
Figure 24: Composite Risk Map of Terrorist Operational Areas and Densely Populated
Areas in Highest Risk Countries (Detail), 2Q15.........cuuviiiiiiiiiiiceeiiiiiiieeeeeeeeeeeen 115
Figure 25: Composite Map of Terrorist Operational Areas and Densely Populated Areas
in Afghanistan, 2015...........cooooiiiii e 117
Figure 26: RTMDx Output Map for Highest Risk Places in Kabul, 2015............. 119
Figure 27: RTMDx Output Map for All Relative Risk Scores in Kabul, 2015......120
Figure 28: PAI Output from RTMDX........cooiiiiiiiiiiieeee e 121
Figure 29: Area 50m Around Government Facilities in Casablanca,.2015......... 122
Figure 30: Area 50m Around Malls in Casablanca, 2015.............ccccccevvmeveennnes 123

Vi



Figure 31: Area 50m Around Schools in Casablanca, 2015.............cccccccvceeeee.
Figure 32: Composite Risk Map of IED Risk in Casablanca, 2015.....................
Figure 33: Composite Risk Map of IHRIsk in Casablanca (Detail), 2015.............

Vii



CHAPTER 1: INTRODUCTION

At some pointluring the 8 century, Chinese alchemists searching for the
secret ingredient for an immortality elixir happened upon a volatile mixture of saltpeter
a form of the oxidizer ammonium nitrateand charcodlced with sulfur. After working
through at leaghirty-five different previous mixtures with no results, they were
surprised to see that this latest iteration burned their hands and faces and reduced the
house in which they were working to cinders (Kelly, 2004hile this mixturedid not
grant immortality, it did make for some fantastic fireworks displaysak soon after the
invention of this mixture that it was weaponized with fuzing and basic ballistic
applications (Gray, et al, 1982). Flamethrowers andmarsonnel minesoflowed
initiating an unceasing development cycle of explosive weapand/with it explosive

violence.

This was therigin of gunpowder, the first chemical energy explosivevas a
watershed momer the history of mankind that changed warfare fereand led
directly to the reorganizing of social structures throughout the world, including the
decline of feudalism in Europe and the rise of the centralized rstad®  ates 2000).
The world as it exists today, including the millions of lives laghie wars thatvere
characteri zed by prdfaratipnovastsieaped by the acoiqerstat t

mixing of common ingredients by men searching for eternal life.

As long as there have been explosives, there have been Improvised Explosive
Devices (IEDs)Since the invention of gunpowder in tH&&ntury enterprising
individuals have been repurposing explosive materials for their own @amdl& should

not be shocking that more than 1100 years after ammonium nitrate was used to make the



first gunpowderthe very same basic chemistry availed itself to Timothy McVeigh, who
used it to bomb the Murrah Federal Building in Oklahoma City in 1995 (Oxley, et al,

2002)

Though they have gone by many names, IEDs have existed in innumerable
configurations from thenines described by Yaté¢2000)during the Song Dynasty to the
14" centuryChineseédf Gr ound Thunder Expl osi-omated a prin
landmine (Needham, 198@oc al | ed A L a remhergédn the Anckrocan Cwil
War and railway bombs we employed to deny fording sites by the British in World War

| (Schneck, 1998) and the Belarusians in World WaBib¢kfish, et al, 1970).

Simplistic but deadly boobirapped minesnade from scavenged materials like
ration cansurfaced in Vietnam durg the conflict there (Magner, 196&)ge improvised
nature ofwhich echoed the French experience confronting the insurgency in Algeria in
the 1950s and 1960s (Ouellet, 2008). In Northern Ireleenrdpombsontinue to be used
as weapons for assassinatamd disruption of ordgiHorgan, 201}, and though their
historical use and success there likely influenced the current IED employments in Iraq
and Afghanistan, the tactics, techniques, and procedures (TTPs) used in those conflicts

have migrated back toeland, bringing the development cycle full circle.

In Irag and Afghanistarthe IED has been the marquee weapon for the
insurgencies and violent extremist orgati@ans operating in those are@sd.the 480
deaths documented by the website iCasualtigstor the totality of Operation Iraqi

Freedomnup to this pointnearly 1900wvere attributed to IEDs. This accounts for more

L http://www.guardian.co.uk/uk/2012/feb/13/northémand manaccuseded
2 http://icasualties.org/Irag/Fatalities.aspx



than two thirds of hostile deaths among Coalition Forces during the campaign. In
Afghanistan, where there were nearly 14,500 IEBnés in 2012, IEDkave accounted

for more than 60% of United States combat casualties (Barbero, 2012).

In addition to casualties of war, IEDs continue to negatively impact the health and
safety of civilians, making the isso&|IED violenceparticularly prescient for
practitioners of human security. In a report from the United Nations Secfetamgrad s
Office before the Sixtyseventh session of the General Assembly and Security Council on
December 8, 2012, Secretareneral Ban kimoon eplained that IEDs were the
leading cause of civilian casualties in Afghanistan, accounting for 967 deaths and 1,590
wounded in just théhree month period from thé'df August to the 3tof October in
2012 (Kirmoon, 2012). The website iragbodycount®org whi ch hai |l s i tself
largest public database of violent civilian deaths since the beginning of Operation Iraqi
Freedom in 2003 accounts for anywhere betwls3h)078 and 204,33documented
violent civilian deaths as &eptember 11, 2018,many of which can be attributed to
IEDs. On February 2B, 2013, the White House issued a policy statement for countering
improvised explosive devices citing the responsibility to provide for the safety and

security of American citizefls

IED use and its consequences are not limited to active theaters of war Asther.
violent groups dedicated to crime, terror, and violence conveegpecially in Africa
and the Middle East their propensity to use IEDs increases, as do the avenues for

sharing knowledge about the devices and how to acquire, build, and operate them. These

8 http://www.iraqbodycount.org/
4 http://www.dtic.mil/dtic/tr/fulltext/u2/a574504.pdf



flows of precursor materials and technological kdmw are enabled by the processes of

globalization making the threat of IED use a truly global conundrum.

Statement ofthe Problem

IEDs are ubiquitous across time and space. They have existed since the
discovery of explosive chemistry and hdikely surfaced in some form and under some
name in every recorded violent conflict. They are currently at use in most countries

around the world.

IEDs exist at all points across the spectrum of conflict from pipe bombs used for
pranks andlisruptive purposes in the otherwise domestically tranquil United States to
i mprovi-pepgplpdt@emi nes in the criminally cont
the failing and failed states of the African continent and theuwlivarzone of

Afghanistan.

They are cheap, costing at most a few hundred dollars to manufactdrare
easy to make, consisting lotcal orhousehold items, discarded and salvaged refuse, and
oftensimple fertilizers common to the miorural and agrarian societies or leftover

munitions from fallen regimes and wars long sipessed

They are massively deadly, killing scores indiscriminately, but can be as precise
as a weHplaced bullet when designed for assassinations. They are dangerous to military
and civilian populations alike whether inside or outside of active combat zonestelo d

despite billions of dollars and decades of organized effort spent on technologies to defeat

5> See, for examplbttp://www.npr.org/2011/12/18/143902421/inirag-fighting-animprovisedwar and
http://www.wired.com/dangerroom/2011/09/iedcost/



http://www.npr.org/2011/12/18/143902421/in-iraq-fighting-an-improvised-war
http://www.wired.com/dangerroom/2011/09/ied-cost/

them, they have resisted any attempttader them ineffectivel'hey are enabled by
globalizationsuch that wherever the internet can reachtamcan infomation on their

design and emplacement.

IEDs disrupt order at the local level and influence policy and governance at the
global level. Every country in the world experiences asttsome risk of IED

employment, but that risk has not yet begeantifiedoutside of micrdevel analyses

Purpose of the Study

The purpose of this dissertation is to tisetechnique o&lobal Risk Terrain
Modeling (GRTM)pioneered by Kennedy and Caplan (20tb2)letermine the risk of
IED employment at the national ley#ie subnational level, and the micilevel,and to
investigate the application of GRTM for IE3k analysesicross these different levels of

study.

GRTM is a suldiscipline of Risk Terrain Modeling (RTM), a criminological
technique where crime risk f@es are overlaid to create composite risk scores suitable
for display on risk maps showing places where crime is likely to occur (Caplan, et al
2011). Areas of interest are divided into raster grids composed of small cells with risk
scores based on theegence or absence, proximity, or density of known spatial risk
factors. These scores can be then be weighted or adjusted to help determine the relative
risk that one area poses versus anoffiee. basic tenets of RTM will provide the

technical basis for th study.

Every country in the world experiences some risk of IED employment;

determining where that risk is highestwid be useful to policy makers, law



enforcement, and first respondérsoth civilian and military realms. Explosive

Ordnance DisposaE(OD) teams and other orgarfd zafti ons
IEDs could benefit from more optimal resource allocation to areas of greater risk, as risk

must be continually balanced against resources. For examplepéd hull Mine

Resistant AmbushrBtected (MRAP) vehicledeveloped after the South African

involvement in the Rhodesian conflict (Russel, 2008)e not acquired prior to the

engagements in Iraq and Afghanistan partially because they were cos#isdhbgcause

the risk of IEDs was not properly accounted for in those counBexause of their

propensity to save lives over other available vehickessMRAP acquisition has since

been called the single most important military acquisition progmaiecen time, evenat

a cost of tens of billions of dolla(&AO, 2008)

This study uséthe GRTM process to answer some critical questions about the
risk posed by IEDs at the national levile subnational level, and the micilevel,and
to investigate the applicability of GRTEEtross these levels of studiydetermind what
the risk factors for IED emplacement are and how taybeoperationalized. Ibuilt a
GRTM model based on those risk factors to determine which countriastaeshighest
risk of IED emplacementwhere that risk manifestand how it changes across space and
time. Based on that model, it determihg&hat correlation exists between historical
patterns of IED use in those countries assigned risk scores by ded and finally

determiné whether or not the model is predictive and at what level of confidence.

Significance of the Study

6 A term used in the EOD community to mean safe removal of an emplaced device, or failing that option, a
controlled detonation.



This study determirebwhich placesare most at risk of IED emplacement. While
IEDs have been the main casualty producers indh#icts in Iraq and Afghanistan,
their minimal cost and low barriers to entry (contrasted with, say, nuclear weapons which
receive more attention in the literature) make them dangeraikanareas without the
benefit of the attention of deep pocketedethse departmenés well If therisk of IEDs
can be more accurately accounted for and if risk factors can be identified, national
governments, negovernmental organizations, local police forces, and others rebfgonsi
for counteflED work can more effectively dedicate resources to their local IED issues
and set about attending to those risk factors so that future IED risk mightid¢peted
Any successful attemyo part or in wholdo defeat the threat of IEDs caave military
and civilian lives and avoid costly property damage, both of which can contribute to

national andylobal security.

Furthermore, GRTM is a relatively new and exciting methodology that provides
value to the agencies tasked with IED defeagrams especially the United States
Departnent of Defense Joint ImprovisdthreatDefeat Organization (DIO), above their
current predictive models that rgdyimarilyon fA h ot s p dGRBM ismiggops, n g .
proven, and costffective.If the GRTM procesand product are found to be satisfactory
at the national level, the process can be scaled toatitnal andnicro-level
applications for countdieD work, having already beeastablished in user other

criminological applications.



CHAPTER 2: LITERATU RE REVIEW

This section discusses relevant published literature and data related to RTM and
IEDs. The pertinent discourse around RTM and IEDs begins with a discussion of the
general tenets of terrorist activity, how it relates to insurgencies and other environments
in which IEDs may be used, how crime and terrorism intersect, and finally how 1&Ds

criminal events with associated rislare defined, used, and modeled.
Terrorism

There is no universally agreed upon definition of terrorism, and the closest idea to
consensus is describing terrorism as the reliance on violence to further politisal goa
(Crenshaw, 1992), but the lack of definitional clarity does not preclude it as a topic of
serious study (Laqueur, 1977There have been many, many studies of terrorism in
general both before and after the watershed events on Septefib200when
terrorists caused thousands of casualtiééew York, Pennsylvania, and Washington,

D.C., and while public acknowledgment of the scourge of politically motivated violent
terrorism may have increased in the wake of that ttk@amount of global terrorist

activity T as measured in time series anetyisstayed mostly consistent (Enders &
Sandler, 2004). There was, however, a structural shift in the way that terrorists chose to
attack their targets. They moved away from kidnappings and hostage crises add towa

explosivedevices

Since the initial studies in the aftermath of Septemb®&r drhpirical and
analytical study of terrorism has grown dramatically, but with the caveat that good data

on terrorist activity are hard to come by (Sdferhtenstein, et al 2017)ikewise, causal



relationships for terrorism can be difficult to establ®nhe useful framework found that
preconditions, if not direct precipitants, could be established that could set the stage for
terrorism over the long run, with the most useful factor being a permissive environment
wherebodies of governance were unwilliog unable to prevent acts of terrorism
(Crenshaw, 1981Rermissive environments leading to terrorist activity were most
commonly associated wifliled or failing states experiencing some type of war or other

political turmoil (Coggins, 2014).

These panissive environments manifest as social disorganization or political
instability typified by rapid social change and divergence from social namch&aws
(Fahey & LaFree, 2015) creating Aterrorist
(Korteweg, 2008).This makes it easier to commit acts of violence, particularly terrorist
acts, which require planning, manpovessignmentresourcing, and other activities that

could potentially be discoverenhd interdictedn well governed environments.

Terrorism, Insurg ency, and Counterinsurgency

As long as people live under the rule of sovereign governments, rebellion and
insurgency will be employed as a strategy of resistance (Weinstein, 2006). This has been
happening for some time and has not been exclusively the result of any conception of a
new international system, but rather a symptom of a series of protracted conflicts (Fearon
& Laitin, 2003). Insurgency may be a force for ostensible good, producing positive gain
for organized society, or it may be avaricious and opportunistic, as in thefdhe
subversion of the Malian rebellion by both the state military and the Islamist and

terrorist groups in the north. Most wars of the kind typified by insurgencies are fought by
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irregular rather than conventional means (Kalyvas, 2006). Incréadinig type of

irregular warfare has been characterized by IEDs.

O6Neill 6s definition of insurgency i s

o

AA struggle between a nonruling grou

authorities in which the nonruling group consciously uses
political resources (e.g., organizational expertise,
propaganda, and demonstrations) and violence to destroy,
reformulate, or sustain the basis of legitimacy of one or
more aspects of politics (1990).

The distinctions that Hoffman (2006) makes between insuigeaad terrorism
are instructive as well. Whereas insurgencies and terrorism can both be categorized as
forms of political violence and are commonly equated with one another due to
increasingly similar tactics and methods, they are not synonymous. Inci@gare
mostly concerned with taking and holding both territory and popular opinion, and attempt
to do so in the open with armed units. Terrorist groups do not function the same way, as
they are generally uninterested in seizing territory and usuallg duect, protracted

engagement with legitimate military forces.

The insurgencies in Irag and Afghanistan saw a continual blurring of the line
between insurgent and terrorist operations. The movements in both countries resorted
more and more to clandas#i guerrilla tactics more typically associated with terrorist

groups while still maintaining their political aspirations. In addition, the willingness to
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target civilians was more commonplace, and
letterdd i caddaar in the way that terrorist operations are meant to (Johnson, 2007).

One of the most important features of insurgency is its focus on taking and
holding territory. Insurgencies by nature seek to establish themselves (Lofland, 1996).
For national evolutions, taking territory is an imperative. Mobile warfare is difficult and
leads to capture and defeat. Only those movements that are able to take and hold land can
effectively fight for their grievances (McColl, 1968). In Afghanistan, the abilithef t
Tali ban insurgency to take and hold I and h
government 0 where each district with Talib
governor recognized by the central government, but also a Ta#sgned shadow

govenor to maintain influende

Aside from furthering the cause of undermining the ruling group by reducing its
area of influence, taking territofyespecially populated, urban and suburban aréas
the effect of prolonging insurgencies by offering coaed deterring traditional military

forces (O6Sullivan, 1983) .

The disparity between insurgent forces and the traditional military forces that
oppose them is one of the defining characteristics of asymmetric warfare, irregular
warfare, and the generaltckall terminology of counterinsurgency operations (referred
to colloquially as COIN). Generations of practitioners have struggled with the proper

application of force in quelling insurgencies, and for hundreds of years the accepted

" Night letters are inthidating Taliban propaganda letters delivered under the cover of darkness to
individuals or organizations suspected of assisting Coalition Forces in Afghanistan. They often threaten
death.

8 http://articles.washingtonpost.com/2002-08/world/36804633_1_kandahistamicemiratekhalid-

pashtoon



http://articles.washingtonpost.com/2009-12-08/world/36804633_1_kandahar-islamic-emirate-khalid-pashtoon
http://articles.washingtonpost.com/2009-12-08/world/36804633_1_kandahar-islamic-emirate-khalid-pashtoon
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method was war by attion (Findley and Young, 2007). Attrition seems to favor the
ruling military force at first. It is usually larger, well equipped, and able to mobilize
freely. However, the nature of counterinsurgency is reactive. It cannot exist without
insurgency. Thensurgents maintain the strategic advantage and dictate the pace and

location of the conflict (Galula, 1967).

This idea of attrition has only recently been supplanted in theory by a gentler,
Ahearts and mindso appr oac populatioataugatc count s
between the government and the insurgents. Winning hearts and minds has become the de
facto motto of late period counterinsurgency, buoyed by the popular rise (precipitous fall
notwithstanding) of retired General David Petraeusauthorof the joint US Army and
US Marine Corps Field Manuat24, Counterinsurgency (2006). The manual, which
attempts to establish doctrine for military operations in a counterinsurgency environment,
states that the trend in counterinsurgency has indeed tiggorafor far too long, and
that the trend should be reversed. It accepts that attrition was based on a paradox, that the
more force a ruling party used, the less secure it often turned out to be, and that the best
weapons for counterinsurgency ofted dt harm, but rather established and maintained
relationships. In fact, the force structures of modern militaries could be seen as fueling,
rather than deterring insurgencies based on their inability to collect information at the

local level and apply mards and punishment accordingly (Lyall and Wilson, 2008).

Il ndeed, AA successful counterinsurgency
intelligence infrastructure endowed with human sources and deep cultural knowledge
(Cassi dy, 200 6lationshipgthaecapture dearts and médse e

relationships between those seeking to hold land and those with intimate knowledge of
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the I and i1itself. Petraeusds doctrine has
Army and resignation from pulsliservice, but it lent credence to a popularly accepted

belief that traditional forces were at a loss against the guerrilla tactics practiced by
insurgencies, including the rampant use of IED&at more was written about
counterinsurgency in four yeararthg the conflict in Iraq than during the previous forty

years attests to that (Kilcullen, 2006).

The future of insurgency almost certainly holds the increased use of IEDs (Jones

and Johnston, 2013). Since insurgencies end either by government losspgmter

victory, stalemate or negotiated settlement, or inconclusively if at all (Connable and
Libicki, 2010), those attempting to defeat IEDs should choose tactics that force their
desired endgame. In most cases this will be governments working towardsathei

victory, and since that outcome is likely to be enabled by a counterinsurgency model,
having knowledge of areas at risk of IEDs would fill the requirement for intimate
knowledge of the contested terrain that so characterizes successful countaeragysurge

operations.
Crime, Terrorism, and Insurgency

The study of crime compares favorably to the study of terrorism because terrorism
is inherently criminal in nature (LaFr&Dugan, 2004). Crime and terrorism enjoy a
particular nexus despite their differing aims of illegitimate economic enterprise and
violent political aspiration respectively (Shell@yPicarelli, 2002; Picarelli, 2012), and a

study of Mexican drug cartels aiiddle Eastern terrorist groups confirmed that, aside

9 See Schneller (2010) and Kaplan (2013) for example.
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from political motivation, the two groups shared many commonalities in their operations
(Flanigan, 2012). Many more similarities between crime and terrorism make the topic of
their intersection rifedr study (Mullins, 2009). Volumes have been written on the
intersection of crime and terrorism focusing on all manner of topics from funding
(Hardouin and Weichhard2006) to tactic sharing (Oehme Ill, 2008) to weapons
proliferation (Curtis and KaracanQ@2), with the concession that crime is often

financially motivated while terrorism is generally driven by ideology (Griffiths, et al

2017).

At some level, terrorism may be seen as an extension ofriediomal criminal
enterprise (Makarenko, 2004). A®ts of both criminal organizations and terrorists,
IEDs sit right on top of this nexus. In Afghanistan, for example, funding from illicit
opium farming is used to recruit fighters, acquire weapons and components, and pay
bribes (Piazza, 2012). The gainfoafied by the drug funds are then protected with IED

emplacements near drug production locations and the cycle continues.

Insurgencies and criminal gangs have been compared, as well, as both contribute
to systemic instability and challenge the authoritgavernments (Manwaring, 2005). In
Medellin, Colombia, for example, the weakened state infrastructure has created
conditions where the criminal groups, insurgents, and counterinsurgents have all made
arrangements to provide security for themselves imlisence of a legitimate police
force, just as criminal gangs in ungdesourced urban areas have done (S&nin

Jaramillo, 2004).

Improvised Explosive Devics
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The North Atlantic Treaty OrganizatidhlATO), in its glossary of terms and

definitions, defines an IED as:

Ai[la] device placed or fabricated i
incorporating destructive, lethal, noxious, pyrotechnic or

incendiary chemicals and designed to destroy, incapacitate,

harass or distract. It may incorporatéitary stores, but is

normally devigd from noAmilitary component¢§NATO,

2010).

This is the definition commonly used by NATO members and the military and
law enforcement communities that they interact with, and it includes language on the
capabilities of the devices as well as their intent. This is likely intentionatadgional
measures of threat are commonly conceptualized as some combination of capability plus

intent(Little and Rogova, 2006).

Figure 1: IEDs made from military grade munitions (source: Wikipedia)
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Despite this seeminglyarsimoniouglefinition, there is some disparity among
descriptions of IEDs in the literature. Gill, Horgan, and Lovelace (2011) attempt to
provide a content analysis of the many different definitions of IEDs encountered in
contemporary writings and include a brie$tiory of the term itself, citing the first
recorded instances of the descriptor Al mpr
in the 1970s following the conflicts o r i tinrNortlndsn Ireland. Despite the long
history of improvisation in destrtige explosives, this seems to be the genesis of the
current nomenclature. The authors, citing a lack of coherence jpoghugar definitions,

propose their own:

AAn explosive device is considered a
of the following® explosive ingrediet, initiation,

triggering or detonation mechanism, delivery system

modified in any respect from its original expressed or

intended function. An | EDG6s componen
any or all of military grade munitions, commercial

explosives or homemad&pmosives. The components and

device design may vary in sophistication from simple to

complex and IEDs can be used by a variety of both state

and nonstate actors. Nostate actors can include (but not

be limited to) terrorists, insurgents, drug trafficker

criminals and nuisance pranksters (Gill, et al, 2011).

This definition is more thorough and includes descriptions of the critical components
of an IED. However, it disregards an important componéhé power supply. This
component is accounted fior the jointly produced Weapons Technical Intelligence
(WTI) IED Lexicon authored by DO (then the Joint Improvised Explosive Device
Defeat Organization, or JIJEDD@nd the United States Defense Intelligence Agency
(DIA). This document, the result of gamenentindustry collaboration, is intended to

provide a conceptual framework and operational vocabulary to address the worldwide
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IED threat (JIEDDO, 2012). Though the document is exempt from the Freedom of
Il nf ormati on Act (FOI A)e aOnd ynda r kietd dfioFeosr cOfnft
references to items that appear in publicly releasable documents including a definition of

improvised weaponderived from the NATO IED definitioand a discussion of the five

critical components common to most modern IEDs.

Figure 2: IEDs utilizing homemade explosives in plastic containers (source: SPC lan
Schell, US Army)

A listing of the components also appears in the publicly available United States
Department of Homeland Security (DHS) IED faheet®. These are the container,
which holds the explosiveand often the other components, the main charge which

provides the explosive impulse, the switch which supplies connection (usually electrical),

W http://iwww.dhs.gov/xlibrary/assets/prep_ied_fact_sheet.pdf
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the initiator, which begins the explosive chaing #me power supply, often a battery,
which stores or releasesergy to the complete devidsccording to a model developed
by Liu and Pond (2016), IEDs exist in one of four states: construction, emplacement,
detonation, and found devices. This study iscesned with IEDs that are in the

emplacement state.

IEDs and Terrorism

IEDs are the preferred weapons of terrorists and generally follow trends in
terrorist activity, but not every IED event is a case of terrorism and not every case of
terrorism involvesan IED. IED events and terrorist events do share many similarities,
however. Terrorist events are the result of planning and execution by individuals
(Kennedy, et al 2011), as are IED events; they do not simply happen spontaneously or by
pure opportunityTerrorism is likewise a local event, with most terrorists living no more
than 30 miles from the site of their intended event and conducting their planning

activities within the same space constraint (McGatrrell, et al 2007).

Because an IED must be emplaegdhe site it intends to target, it, too, is likely
to be prepared nearby to minimize the risk of discovery and interdiction. In the case of
larger IEDs, it may be too physically taxing to transport them far. IED emplacements are
by their very nature I@ad events. The device and the target must physically occupy the
same space at the same time for the event to be successful. Just as with terrorism in
general, the lack of a definitive definition for IEDs does not preclude determining how

IEDs and terrorisnare related.

IEDs and Crime
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IED attacks conceptualized as the outcomes of the utilization of explosive
weapons are inherently criminal events (Brehm, 2012). In fact, when Weapons Technical
Intelligence (WTI) teams investigate IED blast sites, they theah like forensic
investigations of crime scertésLike crimes they are not random (Siebeneck, et al 2009),
but rather are the product of structured interactions between individuals and systems that

cluster in space and time (Kennedy and Van Brunsch61,)20

Certain crimes exhibit seasonal trends. Property crimes, for example, are driven
by pleasant weather (Hipp, et al 2004), and weather patterns can affect violent crime as
well (Sorg & Taylor, 2011). They are the result of an interaction between makiamd a
weather system. Likewise, there is a seasonal component to IED violence, especially in
Afghanistan. Thesec al | ed A Fihtfiond ovsad he spring t he
the first snow when outdoor movement becomes difficult and the grotnodesn solid

enough to preclude IED burial.

In addition to seasonality, there are other temporal characteristics to IED attacks
that exhibit themselves at different levels of analysis. The distribution of IED attacks in a
given area varies not only ovgpace, but also over time (Townsley, et al 2008). These
temporal trends will decay over time similar to the spread of disease or crime
(Braithwaite& Johnson, 2012). This means that risky places for IED attacks will vary
over time. For a Risk Terrain Modglis is important because the relative transitiveness
of terrain features will influence the fit of the model. While certain terrain features may

be more likely than others to move or decline in influence in the short term, others may

11 hitps://www.jieddo.mil/article.aspx?ID=803
12 hitp://www.npr.org/2011/03/18/134652285/withringcomesfighting-seasorin-afghanistan
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not be. One of thetrengths of RTM is the ability to respond to these changes and adjust

risk accordingly based on the geospatial information available.

IEDs used by criminals do not necessarily have to be part of a larger group or
cause. They may be the work of individuaith vendetta® or petty actors playing
pranks*. Often IEDs will be hidden inside valuable items and left in the open for victims
to find'® where they will function, playing on the greed or curiosity of the vi¢tifhese
types of attacks are generally detralized outliers and not part of a larger pattern of

attacks by a dedicated group.

IED Operation and Activation

Explosive devices likéEDs cause damage via blgsessurer fragmentation, the
former occurring when large amounts of air are moved at great speeds by way of
explosive forces and the latter occurring when fragments either packed in with the
explosive or created by the destruction of the container are expetiad the explosion

(McGrath, 2000).

IEDs are activated by switches that are usually simple in natitirean be
configured with escalating levels of complexity depending on the intended emplacement
and the materials available to the bomb makbey carbe operated on command by an
individual rubbing two wires together, pushing a button wirelessly linked to an initiator,

or with specially configured tonal relay devices. IEDs can also be operated by the victims

13 http://www.telegraphindia.com/1121005/jsgérdta/story 16054408.jsp#.UQIDNqt9Ps0
14 http://www.tillamookheadlightherald.com/news/article 713054626 11e29aa3001a4bcf887a.html

15 hitp://www.nytimes.com/2012/06/29/us/phoesriearattledby-boobytrapped
flashlights.html?ref=improvisedexplosivedess& r=0
16 hitp://publicintelligence.net/atfriminakbombers/
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of the IEDs themselves, whether by old fagleid tripwires, pressure plates, or even
photocells. IED activation systems are limited only to the physical constraints of the

explosive traifMostak& Stancl, 2006)

How IEDs are builend useds a function of the materials available to the bomb
makerand thestrategic, operational, and tactigalals of the groups using them. In
countries like Iraq where military grade munitions were readily available following the
collapse of the governmeand dismantling of the militarynortar bombs and artillery
shells were repurposed as IED casesthad@xplosive fills were used as main charges. In
Pakistan and Afghanistan where fertilizemanufactured andbundant, homemade
explosives from nitrateich materials are prevalenh countries with active mining or
construction industries, IEDs may be made outiliéred commercial explosives like
TNT and detonating cord.ikewise,Radio Controlled Improvised Explosive Devices
(RCIEDS may be prevalent in countries with robust deliyphone networks and an
absence of jammers. In rough or undeveloped terrain IEDs may be buried more
effectively, but in cities or other areas where digging would be obvious they may be

surfacelaid and camouflagebly rubble or detritus

I[ED Data

Thereis a lack of available, highuality data on IED events worldwide (LaFree
& Legault, 2009) and many countries lack the ability to properly track official statistics
on terrorist and IED events (Ackerman & Pinson, 20¥#)at datasetsdo existare
segregated into multiple databases with different methodologies for collecting and

sorting, and with various levels of accessibility to the general public. With the emphasis
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on IED defeat by th®epartment of Defens®(D) and the funding available asesult,

many private contractor organizations have begun to collect and analyze their own data
for profit. This adds levels of complexity to an already messy data picture. Even the data
that United States military organizations collactmassive, diversencomplete, and

noisy (NRC, 2007)This makes it very difficult to accurately analyze IED threats and
trends with any level of confidencalthoughsomeprevious efforts have been made

(Buchalter and Curtis, 2003)

Primary event data sources are diveas®l each source has attributes that make it
attractive for its intended audiences even if the degaessy, duplicitous, or otherwise
less than perfecin addition, most available data sets that include IEDrimé&tion are
terrorism data set$£D violence is not always analogous to terrorism even though IEDs
have become the preferred weapon of international terranst$ollow many of the
general trends of terrorist activity (LaFr&d_egault, 2009) Determining which IED
events may have been é&xded from terrorism data setsd why becomes an important,

time consuming task.

The Global Terrorism Databd$éaponsored by the University of Maryland is an
opensource collection of terrorist events including information on explosive device
violence athe global level from 1970 through ZBand whether or not the event in
guestion was definitely or only maybe caused by an |B@)aarecoded, andrnual
updates to the data are plann€de database contain®re tharnl00,000 eventsnany

of whichare domestic caseBhese datarebe used to provide the statistical annex to the

7 http://iwww.start.umd.edu/gtd/
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Uni ted States Department of Stateds congre

terrorisni®,

It is possible, however, that domestic events may be overrepresented as a
percentage of the global total due to the more readily available nature of domestic
reporting and the propensity for local law enforcement to document every potential
explosive device as an IED event due to stringent terrorism laws. For example, two
teenagd Virginia college football players were suspended when atsmttla prank in
which no injuries were incurred was categorized as an IED*8v&hts tendency to over
report domestic IED events is likely to be shared by any database using open source

repating.

Thelnstitute for Defense Analyses (IDAADefense contractpalso maintains a
global IED event databa®eThis database contains classified military information and is
the primary data source of choice fobd. It can commonly be seenrigference lists on
JIDO briefings and its aggregate data occasionally occurs in other analyses of the IED
issue IDA commonly sends its personnel to active combat zones to help collect and
refine its data, but the final product that it produces is notabtaito the public and thus

relatively useless to those withdbie appropriate clearances andettered access.

The TRITON report byAllen Vanguard! collates, corroborateand assess

terrorist incidentérom around the worldcongealing intasheworldd s | ar gest open

18 http://www.start.umd.edu/start/announcements/announcement.asp?id=438

19 http://www.wjla.com/articles/2012/1 2A4rginia-techwalk-on-footballplayerschargeewith-detonating
explosivedevice82690.html
2Ohttps://www.ida.org/researchareas/forceandstrategyassessments/irregular%20warfare%20planning%20an
d%20experimentation.php

2L http://reports.nm®nline.org/ViewProduct.aspx?ProductlD=474
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database of terrorist incidenihe database is proprietary and not publicly accessible,
and although it is not classified like the IDA database,atssused by JIDO and

government organizations just the same.

TheWorldwide Incdents Tracking System (WIT%) populated and published by
the United StateNlational Counterterrorism CentdlCTC) maintainedhe US
Government 6s authoritative dchlsivalypfeom epeno n
source datdt waspublicly avaibble,and used to providan accessible, Internbased
database to a variety of consumdéxst, was discontinued in April 2012.dfferedsorting
and visualization functions that alledit to filter out only IED events, among other
characteristicsBecause of its accessibility, WIMasone of the easiésglata sources to
use and offerethvestigators the luxury of repeatability that-fmay or otherwise closed
systemgannot. WITS, however, us@dmore restrictive methodology for cataloging its
evens than most other databases agdtnbt consider attacks againgiling combatants
to be act of terrorism and thus excluddétem from the data set. ThusanylED events
in Irag and Afghanistawerenot capturedThis resultedn extremely conservative

estimates of worldwide terrorist activity and by proxy explosive violence from IEDs.

TheRAND Database of Worldwide Terrorism Incidetitiésts about36,000
incidents of terrorismvith coding and metadata detailske the IDA data and the
TRITON report,the RAND dataareavailable through subscription aatesearchhle
and interactive. Data exiBbm 1972 to 2009 with further data being collegtaithough

nothing further than 2009 has been released

22 http://www.nctc.gov/site/other/wits.html
23 http://www rand.org/nsrd/projects/terrorisimcidents.html
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One of the most comprehensive, and yet most baffling sources of data are the so
called Iraq and Afghanistan War Logs released bydgae information organization
Wikileaks and reported on extensively by the New York Tirhése UK Guardiaf?, and
many, may other news outlets. The Wikileaks data, a total dump of more than 90,000
mostly classified reports from a miity reporting system, represgmbbably the most
comprehensive and most accurate reproduction of IED events in Iraq and Afghanistan for
the period of time that the dataasecollected becausheywereculled directly from
soldier initiated reports on observed and experienced IED eVdmdargest classified
leak in United States military histoat that point in timethe documents were a&éasure
trove for researchers as they included date and time stamps for events, as well as grid

references for locetn accurate to with one meter.

Unfortunately, the data caed with themsignificant ethical concerns. Because
the data wreclassified at the time afisclosure and notrpperly declassified before
entry into the publidomain, they remaedclassified with all of the protections afforded
to classified information. The DoD has directed all of its personnel, including asdociate
contractors and academic researchers, not to access tieatatadirect requests for
unclassified or redacted versions of the dataset have been.dafhigelthis potentially
applies some level of protection to the information and the systems thatadssed on,

it eliminates a potentially important source from further consideration.

IED Trends

24 http://www.nytimes.com/interactive/world/wdogs.html
25 http://www.guadian.co.uk/world/thevar-logs
26 http://www.public.navy.mil/usff/Pages/wikileaks.aspx
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States as political entities hold a monopoly on the legitimate use of physical force
or violence (Weber, 1919). While IEDs do not necessarily threateartlasigement
since their use is almost alwagensideredllegitimate (Moyes 2009)they do disrupt the
order that states generally choose to exest those that could use weapoouyside of

social contracts in the tradition of LockE962)and Roussea{i1920)

Thetrend in the use of IEDs, especially by terrorist groups,sgmptom of that
disorder. Nuclear weapons, for example, are difficult to acquire, difficult to control, and
difficult to use.They exhibit severlogistical limitationsfi T h e thaveviersnp limit to

the ingenuity in improvising bombs, grenades and mortar€lutt¢rbuckl 9 9 3 ) 0

IEDs do not suffer the same limitatioas nuclear, or even other larger platferm
based conventional weapoi$eir components cannot be tracked reliably, they do not
exhibit readily traceable signatures like fissile material, and their cost is comparably
negligible.For these and many other reasons they have become incredibly popular
weapons for those that woudlisrupt order. This includes not only terrorists and their

groups but drug cartels and criminal enterprises, as well.

IED events do not occur in a vacuum. They are the result of a specific set of
contextual constraints that manifest themselves in viofgnytsical action. In Israel, for
example, nearly 100 suicide bombings occurred between 1994 and 2003, most in direct
response to Israeli aggression towards Palestinian interests (Niva, [Bd88)el and the
Palestinian territories, the suicide vbstamethe IED of choice just like the car bomb

had in Northern Ireland.
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In the United States, the predominant configuration is the pipe .bbOmalse are
smallmetallic or plastic tubes commonly filled with black powder and outfitted with
simple fuses. They ere present in many of the marquee IED events in the United States
including the Unabomber events, the 1996 Olympic bombing, and the Columbine High
School violence in Littleton, Colorado (Oxley, et al 2001.) Pipe bombs do not, however,
appear in any greaumbers outside of the United Statakhough the spread of lethal
knowledge concerning their design and use, mostly attributed to the publication of a
manual for their construction in the English language terrorism peridoiadat, has led

to anincrease in their prevalence

The cycle of explosive violence of the kind associated with IEDs is not new.
Landmine warfare, a distinctive calling card of the battles of the edflg&ttury,
permeated the existence of many people to the point theidiseriminate nature of the
devices and the difficulty in rendering them safe whether by identification and clearance
or reduction became a global security issue (Matthew, et al 2006). That legacy of
violence has carried over into the current IED probdetrwhich is at once reminiscent of

and more multifaceted than the landmine threat.

Unlike landmines, IEDs are not constrained to burial in dedicated fields. They can
be emplaced anywhere, at any time, in any type of configuration imaginable to the IED
maker. In 1920, a wagon cddaded with dynamitevas used as an IEiD New York
Ctypr esaging the car bombs so prevalent dur
(Davis, 2007)and beyondThose devices, along with an array of sophisticated remotely

triggered IEDs and even a homemade missile system described by Oppenheimer (2009)
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show the depths of ingenuity that shape IED tremdslead to global adoption of these

types of weapons

In particular, Jihadist groups like Al Qaida have adopted IEDs as taggeg@lons
with strategic implications to further their causes (Bales 2009). In a declassified National
Intelligence Estimate from 2006, violent Jihadism was recognized as the primary threat to
United States interests and its success a factor in the diretttwbal terrorism. IEDs

play a major role in that success.

Trend reporting shows just how deadly IEDs can be. fustiMarch to May
2012 there were 1,152 people killed in 758 IED events worldv@itie¢cia 2012). This
included Vehicle Borne IEDs (VBIEDS) like the aforementioirésh car bombs and
suicide IEDs as welMany of these events were claimed by Jihadist organizations and Al
Qaida affiliates, but others were simply the work of criminals or iresusgDuring just
the first half of 2017, the IED Monitor published by Action on Armed Violence identified

7,784 deaths and injuries from IEDs. Most were civilians (Overton, et al 2017).

The trends in IED use do not exclude the United Stekederwater mes or
boats outfitted with IEDs (like those that attacked the USS Cole) could threaten not only
externally accessible ports but also internal waterways and shipping lanes (Truver, 2008).
There is a considerable threat from Mexican drug cartels as wtlkyabave been
known to use IEDs and have recently adopted the TTP of detonating car bombs as
weapons of intimidation and assassination (Fimiani, 2011). As the cartels expand their
geographic influence into the United States, the porosity of the solhveter creates a

legitimate VBIED threat in U.S. territory.
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JIEDDO/JIDO

JIDO, the United States Department of Defense (DoD) organization tasked with
synchronizing efforts to defeat IEDs across the globe, began as aJsitedl States
Army-led task forcen 2003’. By 2006 it was elevated tojoint task force reporting
directly to the Secretary of Defense. It was formally establitedin 2006 via DoD
Directive 2000.19. Since 2006, JIDO hageen in the practice of releasing annual
reports timed to thfederal government fiscal year, although those reports ceased in

2010.

Thereports descrilethe contemporaryED threat, providd aggregated statistics on
attacks, and offexd modest predictions about the futuBecause JIDO trackeadl IED
reports aound the world, regardless of intent, gcalr scope, it was more reliable
source for aggregated statistical information than organizations that may only track
terrorist activity or criminal dovity. By its very nature it wadedicated to the study of
the IED. The reportalso include budget expenditures, and descriptions etalbed

ALi nes of Operdaduntesl nNEOD tihnaitt iiantcilvuedse wi t h

titl

Net wor ko, fDef eat t he Deviceo, andofAiTr ai n

effort mainly describe the projects thad@ assignedunding and resourcing to and

serval as a way of categorizing their effort in accordance with the WTI lexicon.

Since 2010, DO has not issued an aralueport. Instead, in 201200 released a
strategic plan to outline its efforts from 2602216 (JIEDDO, 2012b). This was likely

done to account for the continued existence of the organization past the planned

27 https://www.jieddo.mil/about.aspx
28 https://www.jieddo.mil/content/docs/20060214_DoD_Directive_JIEDDO.pdf
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American withdrawal from Afghanistgmhere the IED problem has been thesino
acute)in 2014. Because DD conceives of IEDs as a global threamiist establish a
strategic vision beyond the battlefields in Iraq and Afghanistan to ensure its continued
relevanceThe statements made by its Directors comparing IEDs to tradldetial
components of warfare like artillery and claiming that IEDs will persist far into the
future?® reinforce this as do studies of the longevipd efficacyof masscasualty

bombings (Quillen, 20Q2Arnold, et al 2003 This foresightis prescient iyen the state

of financial uncertainty surrounding many government programs, especially those with

multi-billion dollar price tags operating under supplemental resourcing.

The esthlishment and operation of JDhas been contentious. At least feaparate
United States Government Accountability Office (GA@ports have cited DIO as an
organization without a proper strategic plan (2007), transparency (2Biljty and
coordination of its efforts (2009), or internal control (2010)August D12the GAO
reported that DO was still not exercismproper oversight over the DQfdunterlED
mission (2012). Criticism has extended past the GAO and into the joint services, where
student theses in the War Colledpesve been published citingJIDasair oad bl oc k 0 i
the countedED fight (Ellis, et al, 2007) androposing alternative decision models for

proposal selection (Dawley, et al, 2008, and Willy, 2009).

Congress itself has also commented onhamly the inefficiency of DO, but also its
ability to accomplish the singular task of aisginal namesake, which wés defeat

IEDs. In a report from the House of Representatives Committee on Armed Services

29 Seehttps://www.jieddo.mil/news_story.aspx?ID=14&6d
http://www.janes.com/products/janes/defeseeurityreport.aspx?id=10659707 36 example.
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Subcommittee on Oversight and Investigationgai$ concluded that despitdDdé

claims of Imited the effectiveness of the IED as a weapon of strategic influemes

unclear just how well O was doing in accomplishing its main mission (2008)s is

hardly surprising, as evidence has shown that there is a dearth of evaluation research on
counterterrorism interventions like DIO, and what little there is shows that intervention
strategies may actually increase terrorism events in the short term and possibly have no

effect in the long ternfLum, et al 2006).

In 2015, after nearly a decade of work, JIEDDO vextristened as the Joint
ImprovisedThreat Defeat Agency (JIDA), expanding the scope of its mission from just
IEDs to all improvised threat, and cementing its place as a permanent combat support
agency othe Department of Defenséust a year later, the organization rebranded as the
Joint ImprovisedThreat Defeat Organization under the banner of the Defense Threat

Reduction Agency (DTRA).

Defeating IEDs

JIDO is not the only organization interested in IEDs, their effects, and ways to
eliminate them as threatening devices. A host of other government, industry, and
acadent entities have published on their attempts to defeat IEDs using a myriad of
approaches. Tt IEDs are still ubiquitous speaks volumes about the level of success that
they have had against this difficult, seemingly intractable prolsma.can no more
defeat an | ED than one can Adefeato a bag

cap, or a garage door opeiieall common components of IEDs.
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In 2007 the National Research Council of the National Academies published a
volume caled Countering the Threat of Improvised Explosive Devices: Basic Research
Opportunitiesthat outlined in detail a number of directed efforts that could be undertaken
to better understand and interrupt the effects of IEDs and the people that make and
emplaceghem. The committee that drafted the volume was culled from universities like
Yale and Princeton, private firms like Google and the Institute for Defense Analyses, and

even the United States Postal Inspection Service.

They concluded that the best appiloémr countering IEDs around the world would
be tolimit the effectiveness of the people that employed them at various points
throughout the threand supplychain, from conception of the device through component
acquisition and buildingand finally toemplacement. The areas for research that they
suggested such as the study of the relationships between humar®serdaine I1ED
threat, or the need to use data acquisition, fusion, and analysis of varying information

sources, have appeared in subsequerksvan the subject.

The National Consortium for the Study of Terrorism and the Responses to Terrorism
(START) published a workshop report in 2008 identifying the human and social forces at
work in the spread of the IED threat. Citing the National Res&2ocimcil report, the
START report further identified the need for Spalemporal modeling in identifying
aspects of IED adaption, including comparisons of locations that have been targets of
IED attacks with locations exhibiting similar terrain featuidsere have been many such

studies performed since.

30In the volume, human terrain is described as the political, soalairal, and economic environment.
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While many reports like the National Research Council and START reports have
advocated for areas of study related to IED defeat, some groups have actually conducted
that work and assessed their succBssause IEDs are composed of five main
components, and because those components are often composed of many subcomponents
and systems, there have been efforts to disrupt the supply chains of these critical items.
Because of the nature of the items in questidnch are often common household goods

or duatuse in nature, this has begute difficult.

The fertilizer that has been used to make the horage explosives used as the main
charge for many IEDs in Afghanistan and Pakistan has been targeted as a critical
component worthy of interdiction. In 2010 a United States Senate Resolution called for
themonitoring and regulation of ammonium nitrate in South and Central Asia as a way to
control a legitimate item used in a majority of IEDs in the region (Goodman, 2010).
Despite this Resolution, and despite hundreds of tons of ammonium nitrate seized by

United States and Afghan troops, the nundfdEDs using the fertilizestill increaseéf-

The fertilizers and precursors used for making IEDs are often stored in weapons
caches along with other illicit items like small arms or grenades. As such, locating and
interdicting weapons caches is often seen as valuable in attempting to defeat IEDs by
reducing their numbers and the places they might be stored in. From the perspective of
the IED user, the best cache sites are those that are secure from interdicéissiplecto
the IED user and his associates, and that provide easy distribution to emplacement sites

(Shakarian, 2011). Identifying areas that fit these terrain considerations could possibly

31 http://articles.washingtonpost.com/26a8 18/world/35493152_1 ammoniunitrateafghantroops
afghanforces
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help increase levels of IED caches discovered thus potentiaiigaieng the amount of
IEDs that are finally emplaced and detonated, although that has not been refldcted

any significancen overall attack levels.

Technical approaches to defeating IEDs have had limited success,andell
although Google listaundreds ofpatents for devices designed to defeat IEDs, very few
have had operational successHss is partly because IEDs are so difficult to detect, both
before and after they are emplacBétection of IEDs is based on detecting the
component partgenerally by some type of signature inherent in the compatsetit
For IEDs using metallic parts, a simple metal detector will suffice, but the adaptive nature
of IED builders hasedto nonmetallic IEDs that account for that tactic (Nakatsu, 2012).
Explosive detection isftenaccomplishedby vapors or traces, or by detection of bulk
guantities by other methotlke radar or xray (Schubert and Kuznetsov, 2008)any
methods of vapor and trace detection have been attempted, but because of low vapor
pressure thg are not adaptable to tkeandoff distances required for safe interrogation
of explosive items (Simmen, et al 201k fact, most vapor pressure detection methods
for other organic compounds have proven unsuccessful for the explosives lE@d in
(Marshall and Oxley, 2008urthermore, they require some prior knowledge of a target
area for interrogatigrmeaning that to detect an IEiDe must already know where it is
likely to be.Outside of active war zones, this is often not the case.pomising
technique utilizes common WiFi signals to deteetalbed suspicious items, including
IEDs, in baggage, but the application is limited to security checkpoint configurations and

thus less appropriate for general emplacement areas (Wang, et)al 2018
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One technological method that has had considerable success, however, was the
jamming ofRCIEDswhich use radio transmitting devices like cellular phonesaor
alarm key fobs to send a signal to the IED to detonate on comifla@dlnited States
Army ordered thousands of jamming devices for the RCIED threat in Irag to cover the
range of frequencies employed by RCIEDbut areas without major, interested military
presences with the resources to afford expensive equipment like jammers will still suffer
from RCIEDs. This has been the case in places like Colombia where they are used
extensively by drug cartels, and in the Philippines, Thailand, and Ind&h&sian in
areas where RCIEDs are present and jammers are called in to defeat them, simple models
show that the groups emplacing the IEDs can adapt readily to the presence of that

technology rendering it ineffective in very little time (Dayton, 2009).

Mosttechnologicaimethods have had limited success to the point that {smiffing
dogs and human visumspection have been called more reliable (Erwin, 20418 even
moths and ratkave beemronsidered as borrdniffers (King, et al 2004As such, a
number of studies have been undertaken to enhance the effectiveness of visual detection
of IEDs and landmingype weapons in order to provide trainitigcause IEDs must be
detected before detonation lest they have lethal consequences (McNeese, ét al 2017
Visual indicators enabling the location of buried explosive threats were identified
(Schweitzer and Bodenhamer, 20@rnd Szalma, et al 20§, -and critical skills like
vigilanceand timeon-targetfor visual threat detection were further defined (Zimmmaen

and Mueller, et al 2012). Cognitive models were built (Ashworth, 20113 @amguter

32 http://www.wired.com/dangesom/2011/06/iragivisible-war/all/
S3nttp://www.oss.net/dynamaster/file_archive/051011/04e118e54862864b03a0e192¢cc8/0SS%20Rem
ote%20IED%20Initiation%20Updated%20Final.pdf
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basedraining was recommendddr Unmanned Aerial System (UAS) operators (Cooke

et al, 2010pased on success in increasing the performanceayf mnachine operators
found in airports (Hardmeier, et al 2010). Still, the Army Research Institute, whose work
in 2009 spurred many of the further attempts to understand visual search for IEDs,
understood that some of the skills that helped identify IEDs visually could not be
trained”, despite the best efforts of researchers seeking to understand what made one

individual able to see indicators of buriedhiddenthreats that another could not.

Aside from the technical limitations to IED defeat, there are social and contextual
limitations as well. Technical solutions are expensive and time intensive. IEDs are cheap
and adaptive. By the time an IED defeat solution is conceived of, built, tested, a
fielded, the IED networks have likely already moved on to different device
configurations that can thwart the new technolagyact, groups that use explosive
weapons cavolve with the societies thattempt their defegRoach, et al 2005)or
thisreason and others, insurgent activity including IED use is considered tdyharaic
Red Queen activity where an adaptive Red Queen stays just steps ahead of a reactive
Blue Kingi a regular mathematic relationship that offers insight into the patterBE®o
groups (Johnson, et 2011and Johnson, 20)2]Just like in the Lewis Carroll story from
whence the concept draws its name, thedidles are engaged in a dynamic, literahs

race and it takes all the running they can do just to stay in place.

[Il'icit Information Sharing

34 Seehttp://www.nytimes.com/2009/07/28/health/research/28brain.html?pagewantetdsaibing a
limited distribution report.
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Terrorists and others that use IEDs use the internet to recruit team members,
collect information, and spread that information to sympathetic parties around the world
with relative anonymityfHolt, 2012). Theyare enabled by information sharing
technology in much the same way that the rest of the world is. Whereas documents like
theTerrorist Handboolor theAnarchist Cookboolwere mythical tomes whispered about
in hushed tones before the dawn of broadbandemiivity, now the recipes and methods
for building explosive devices are as readily available as recipes and methods for baking
cupcakes. Even the official Al Qaida English language magazspére published a
crude recipe f or anakdaBbmbunrthe KitchendiYourheadl|l i ne
Mo n¥dthat was later cited as inspiration for the device configuration in the Boston

Marathon bombings in April 20£8and several subsequédrnigh-profile attacks

In a way, the living archive of the internet is a necessary mechanism for the
evolution of IED methods, especially when suicide bombings are considered. Whereas
IED expertise could potentially be lost when suicide bombers detonate themselves, even
if they were not integral to the construction of the device itself, the Web becomes a
journal of their methods enabling evolutionary and incremental improvements over the
IED versions that had come before (Kenney, 2010). The poor tradecraft that in the past
would have been passed down through generations of traveling foreign fighters like an
oral history is now archived forever for research purpdsesney further argues,

however, that merely learning about making IEDs through reading about them online is

35 http://www.dailymail.co.uk/news/articl2219384/FederaReservebomb plot-QuaziNafis-inspiredal-
Qaedaterroristmagazine.html

36 http://www.dailymail.co.uk/news/articl2313782/Dzhokhail sarnaevBostonrMarathonbomberadmits
learnedbuild-bombInspiremagazine.html
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no repl@ement for the technical and experiential learning gained through physical acts,

possibly explaining a number bigh-profile interdictions and thwartings.

In addition,hesec al | ed A Dar k Webo, the areas of
accessible by searchgine crawlers or bots because they reside in hidden databases, or
behind paywalls or other security features have in fact become a rich source for the study
of how IED information is shared (Chen, 2012, 2009, 2008a, 2008b). laréziof the
web, socialmovementesearch can be conducted with respect to the flow of information

between and across communities of IED builders and their associates.

Risk

Because IEDs are not manufactured to any standard, and since their targets can be
So varied, there is uadainty about their use and the amount of damage they will cause
when initiated. To deal with this uncertainty, probabilistic risk models are necessary
(Stewart, et al 2012). Risk can never be zero; there is always a chance that something bad
will happen(Kennedy& Van Brunschot, 2009), and so risk must be assessed and
managed. Just like the risk in crime can be assessed and managed, the risk in IEDs can be
assessed and managed. Unfortunately, risk assessment and management has a cost, and
resources canntie allocated to risks ad infinitum. Risk and resources must be balanced

(Kennedy& Van Brunschot, 2007).

To balance risk and resources it is imperative to have some insight into how,
when and where risks may manifest. This is risk assessment. Risk models have already
been applied to cases of terrorism (Cumndinsewis, 2003). In the case of IEDs, this

would mean predictions about how, when and where IED events would occur. Dahl
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(2011) showed that insight into terrorist activities through intelligence gathering and
traditional law enforcement initiatives was instrumental in foiling most thwarted terrorist

plots That insight would be gained through some structured, probabilistic technique.

Analytical Models

Understanding that the nature of the IED problem set does not lend itself to
technol ogi cal s ol uahduoderstanding that thétsahiEdl methods bul | e
of interpolating data about IEDsthat is, human intelligence and signals intelligeince
cannot account for the entire picture of the IED emplacement cycle, it stands to reason
that a more considered application oflecled data and analgsof thosedata might
impart more meaning than information standing alone (Childress and Taylor, 2012). To
that end, many models have been conceived of and built to illuminate the IED issue. Each
model utilizes a set of assumptions and a set of datag¢oee if there is information

about the problem to be gleaned.

Many models have attempted to understand the social context of IEDs, citing their
nature as products of Ahuman ingenuity and
By understanding the man motivations and networks behind IED usseights can be
gained into the ways in which the deviceswased and the permissive environments that

enable them.

In a study of terrorist events using IEDs from 1970 through 2004 using data gathered
for the Global Terrorism Database, LaFree badault(2009) arrive at a number of
conclusions based on trends in their data: IEDs generally follow trends in terrorist

acivity although they areomewhatifferent than other terrorist bombings, they are not
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necessarily correlated to death rates in countries experiencing IED everitgtand

suicide IED events are on the rise. Beyond that, however, there are concessibies that
data on IEDsrepoor and there is still much work to do in understanding why IEDs are
chosen by terrorists and others in their attempts to cause damage (beyond the fact that

they seem to be effective).

Of particular note was the conclusion that I&fflcacy is variable. Some IEDs in
some places were particularly lethal while others in other places were not. The authors
cite variations in the intended use of the devicesme are meant to be spectacular
shows of force but not necessarily lifgeataing like fuetenhanced explosions that
create amazing fireballs but little elséut also the capacity for the local law
enforcement or military presence to prevent or mitigate attatksldition, the level of
competency of medical first respondersafify) may account for decreases in explosive
device eficacy. Models assist in this type of work as well, and Raytheon has developed a
system specifically designed to responthi needs of decision makers in the wake of an

IED event in a metropolitan aagDawesaret al2010).

LaFree& Legaultrefer to the gains to be realized from using their and other data on
IEDs to understand the social context of IED usethactircumstances behind their
effectiveness. In particular, they refer to the work of Joh&s@mnaithwaite (2009, 2012)
who useGeographic Information Systems (GIS) apédcetime modeling to understand
insurgency and counterinsurgency in Iraq. By usimpvel spatidgemporal
methodology, the authors are able to show that IED use mimics crime (and disease) in its
tendency to cluster in space and time and then to decay. By studying IED use in Iraq

against hardened targets and the counterinsurgency regpahese IED events, they
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were able to observe elevated risk of repeat actions in a limited time window in places
already used for IED emplacementbis was likely because of the constraints imposed
on insurgent behavior with regards to time and sgagealso on the resources required

for IED emplacement.

The RAND Corporation, tasked with determining which scarce resources in Iraq
could be dedicated to the countED mission, turned to hotspot identification in order to
gauge which areas of IED actiyiwould benefit most from the considered application of
snipers, quick reaction forces, and detectors (Keefe and Sullivan, Zbislspatially
oriented technique aligned events that had already occurred with the assumption that they

were likely to occurgain in the same places.

Other spatiecemporal models have attempted to reduce the complexity of the IED
problem set by limiting the spatial characteristics of the model based on the observed
characteristics of IED attacks. Benigni and Furrer (2008, 2012) do this by limiting the
places that IED attacks can occur in their models solely to roads, because that is where
most IED attacks actually occur. This reduction of complexity addresses what may be
considered highisk places for IED events but has more applicability to the problem
spaces in Iraq and Afghanistan, which the authors were addressing directly, rather than to

all countries.

Further models have taken the concepinoiting the IED risk space to th&ngle
dimensionof roads and used it to develop optimized routing paths for IED reduction
convoys called Route Clearance Teams (RCTs) whose mission is to traverse IED riddled

roads to make them safe for further travel. Kolesar, et al (2008, 2012) use time series
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analysisof completed attacks to optimize routing for these scarce agisets IED risk

was defined as the number of IEDs an RCT could expect to find on a given road based on
historical patterns of attack and the rate at which insurgents could reseed those lanes o
travel with IEDs once they had already been cled®egset& Reber (2009) apply a

similar methodology to Unmanned Aerial Systems (UASs) tasked with the same mission
recognizing that the aerial platforms themselves were at limited risk due to theemcdist

from the ground

CounterlED models are natompletelylimited to devices emplaced in or around
roadways. VehicldBorne IEDs (VBIEDs) and suicide bombers can also be modeled
when they depart from road networBsnstock& Minukas (2010) show how muttie
sensor inputs can be combined and modeled to enhance detection of individuals wearing
suicide IEDs, andlacintosh, et al (2010) describe an experimental setup of a number of

counteflED technologies to achieve the same result.

Sequence analysis addtection can biurtherused to help identify how constraints
influence IED emplacements. There are a number of events that must take place in the
journey that an IED makes from disassociated spare parts to casualty producing explosive
device including fnancial transactions to buy supplies and physical efforts like digging
holes Through data mining and modeling, sequencesaasactionaévents that can
possibly predict IED events can be discovered, although the particular sequences are

dependent upothe specificenvironment andkerrain in question (Stafford, 2009).

The National Ground Intelligence Center (NGIC), the United States Army production

center for intelligence information, publishetina-partseries on constranitased
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analytic procedure®f investigating the social context of insurgencies that used IEDs in
complex environments (2009, 2010). The study claimed that personal behavior choices,
and in this context IED events, were the result of changes in social networks that
influence individal choices based on constraints on capability and intaese

constraints comprise a social terrain whereby actions become more or less tenable; in this
case, a social terrain of permissiveness enables IED activity. Thus, targeting those
restraints on deavior becomes a more attractive proposition for defeating IEDs than

targeting individuals themselves.

In addition, NGIC has been tasked with creating a-k&Sed web repository that
soldiers can use to visualize IED locations on the battlefield (HL2882) although that
system has not been field€dine such system that has been released, albeit with less
tactical considerations than the proposed NGIC system and more of a public data
analytics bent is the Basic Ordnance Observation Management Syst&@M@Owhich
offers GIS based visualization of IED events (Murdock, et al 2@t)resent the

system only aggregates IED events from Iraqg.

In permissive social terrains, the IED threat can develop and evolve on its own terms.
In Afghanistan it washeorized thatasoal | ed Al raq Effecto, wher
transporting lessons learned from the Iragi battle space to Afghanistan, was behind the
evolution of tactics. Barker (2011), in a study of events in Southern Afghanigtan a
Western Palstan, scrutinizethis. Rather than citing the influencelddq in particular,
Barker foundhat TTPs accelerated due to improved information shéasgescribed by
Chen and Kenney) and a general coalescenickeological or strategiobjectives. This

was supported by observations of increased IED violence in areas with significant
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populations (where mass bombings would affect more people) and areas heavily
trafficked by coalition forces (where IED campaigns would have higher ratetitafy

effectiveness)during the period of study

Some types of modelg methodssuch as Bayes netshich are graphical
representations of variable relationships that provide mathematical modeling capability,
can account for both the technical constraints imposedDmu#e as well as the social
constraints (Whitney, et al 2009). By incorporating these constraints into a threat model,
a process model, and a detection layer on the process model, technical and social
precursors to IED activity can ldentifiedand potentially interdictedzurther
mathematical models have been able to predict general levels of violence and conflict

volatility, although not specifically IED violence (Zampnhitangion, et al 2012).

The model proposed by Whitney, et al, focuses edED group and the constraints
imposed upon it by its physical and social limitatiofsere are other models
(Brueckner, et al 201@rown, et al 2004that look at the intended targets of the 1&D
the terrain surrounding potential targ&igylean sora information aboutie impending
attack, because attack cannot take place without a target and that target must occupy
some physical space. By looking at historical patterns of target movement and the future
presence of persistent targets of high valmeay be possible to predict where some IED

events may occur.

One method of modeling, Regi®ased Geospatial Abduction, has been used to
identify weapon cache sites related to IED eveaa&nspatial Abduction identifies when

a likely set of feasible ganatory locations is compatible with domain knowledge about
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an issueUsing the method that they pioneer8takarian and Subrahmanian (2011)

were able to infer unobserved geographic phenomena based on the observations and
constraints of known evenitsn this case, cache sites coupled to IED emplacements in
Baghdad, Irag. While this method does not attempt to predict or prevent IED events
themselves, it does establish a legitimate linkage between IED events and the terrain in
which they occur by recognig that the precursor materials for IEDs must by necessity

occupy a space related to the final IED event.

A fault tree failure model to identify IED placement variables that could be used in
countering IEDs was developed by Bennett (2009) and publisheedeidacted version to
eliminate subject matter deemed sensitivdIiDO. While most of the useful information
including the data analysis and subsequent conclusions were eliminated from the publicly
available document, the discussion of the applicability of GIS and fault tree models to the

IED problem reinforced much of whatdhalready been published on the matter.

Porter and Reich (2012) attempt to use temporally weighted kernel density models to
predict the next event in a series of criminal or terrorist events like an IED emplacement
by building on the work of Johnson andaBhwaite (2009) among others and the
observation that these type of events cluster in spaee They were able to show that
past events influenced the location of future events within temporal and spatial
bandwidths, and drew on the work of Brantinghemd Brantingham (1993, 1995) to
speculate on the reasons whgpecifically that perpetrators may have limited awareness

of available targets or that attractive targets may cluster in Sespectively.
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Combining the multiple methods of modeling f@teiction purposes can potentially
increase their accuracy and decreasentimberof false positives generated by detection
related models. Johnsé&nAli (2012) published a literature review of many papers
regarding IED detection models to determine tloatlinations of different techniques
coupled with detection technologies could have positive effects on detection levels by
looping systems and incorporating redundandesentire special eddn on modeling
and simulation foCountefrlED systemsvas dudo be published by the Journal of
Defense Modeling and Simulatina publication representing a grémihdustry within
the DoD, in late 2012, although just one article wiéisnately released, and not until the
next yeafi again using a Bayesian netwakalsis to predict emplacements (Gt al

2013).
RTM

RTM is aspatialtechnique that applies contextual information relative to risky
outcomes to estimate future risks, providing statistically significant predictions about
risky behavioithat are mor@recisethan retrospective hotspot mappii@aplan, et al
2011 Drawve, 2015 RTM is enabled by GIS in that it affords visual representation of
variables correlated to risky outcom@&sis allows for the exploration of visual narratives
that tell the stor of spatial influencé that is, the influence that characteristics of a
location have on the location itself (Caplan, 2011.) Just as RTM has been applied to
crime (see Caplan, et al 20Ehd Moreto, et al 2013nd terrorisn{see Rusnak, et al

2012;Rodiguez, 2010and Onat, 2016it canalsobe applied to the IED probleas a

37 http://scs.org/specialissues?g=node/174
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phenomenon that intersects hofrhis is especially useful since resource allocation
strategies for risk management that are based on places can be more efficient than
strategis based on individuals (Kennedy, et al 20bt)in the case of IEDs, on the
precursor materials and supply chaiR$M can then guide interventions based on
environmental factors or conditions that are more aligned with the realities of-defeat

minded orgaizations (Drawve & Barnum, 2017).

Although RTM by itself is potentially a moprecisepredictor of risky outcomes
than hotspot mapping, there is utility in a combination of those techniques along with an
integration of nearepeat analysis (Caplan, etal 20b2¢ c ause @At omorr owds
incidents are likely to continue to occur atyesteéday hi gh cri me areas (|
2016)0 A joint utility model would have particular advantages in assessing IED risk
because IEDs exhibit risk factors that make them suitable for RTM, and because they are
also prone to neaepeats (Johnsafa Braithwaite, 2012), such as with the reseeding of
previously used holes described by Kolesar (20A2jthermore, it is possible that IED
events may be part of microcycles, localized bursts of violence described by Behlendorf,

et al (2011).

An RTM study of IEDs$ beholden to the propositions laid oufiff heory of
Risky Place¢Kkennedy and Caplan, 2012). Namely, that all places are risky although
some are riskier than othersime will emerge in areas of high vulnerability based on
spatial influence; and thefett of risky places on crime is a function of that vulnerability
throughout a specific landscajeh at | andscape, described as
backcl ot ho RBrarBrgleam {1998)a@rid &urther described by Barnum, et al

(2017) as a kaleidoscopewhich the spatial influence of place features pattern and
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interact across different locations, can be conceptualized as the permissive environment
alluded to by counterterrorism practitioners when describing the totality of ipdesesl
influence that décts IED emplacementalthough the Brantinghams were referring to

the environmental backcloth in the context of microplace analysis, where the influence of
a neighborhood, for example, could impact the way in which crime clustered, the global
environmenal backcloth seems to exist as well, where countries exhibit certain socio
political or cultural characteristics that can influence IED rdle RTM Manual (Caplan

& Kennedy, 201Q)The RTM Compendium (Caplafa Kennedy, 2011)and Risk Terrain
Modeling: Crime Prediction and Risk Reduction (Caplan & Kennedy, 2616}
specificmethods to apply these propositions to spatially oriented problem sets utilizing a
ten step proces$he Global Risk Terrain Modeling (GRTM) Manual (Kennedy, et al
2011) further edborates on applying RTM to global issues like IED® proper

application of this process comprises a good portion of the methodology of this study.

Conjunctive Analysis of Case Configuration

There are certain analytical techniques that can furtherdglte the results and
conclusions derived from RTM. Once is Conjunctive Analg§i€ase Configuration, or
CACC. A caseoriented rather than variabtgiented approach assessing multiple causes
for the same outcome (Hart and Miethe, 20@ACC exploreselationships between the
spatial influence of identified risk factors and the effects that they can have on criminal
activity by categorizing the behavioral settings configurations in specific geographic
areasand judging which were more influential on @mtcome event. In this way, social
contexts can be identified that predict behavioral outcomes (Caplan, et al 2017). For IED

analysis, CACC and RTM can help to identify the minimum areas required for
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intervention against IED emplacement, which can presessources and promote

efficiency.

Multi -Level Analysis

Identifying IED emplacements at the midevel means investigating the
potential additive and integrative effects of variablessix factors at the mactevel,
and a long history of empirical investigation shows that crimes concentrates at different
spatial scales (Rosser, eta al 20M)ltilevel analysis in criminology has been
investigatedsince the 1980s (Sampson & Wooldredt@87) and was further refined
decades later (Wilcox, et al (2003) to show that criminal opportunities are present in both
individual and place analysis. Lim & Chun (2015) describe crindeaisionmaking
processes in which offenders are hierarchicalair tlarget selection, moving from large
areas of potential opportunity to individual level targets when they finally commit their
crimes. In the case of IED emplacements, it then makes sense that multilevel analysis
could help to explain IED events. Emptas must be active in a general area based on
their affiliation, if any, select a large area of operations where potential targets cluster in
space and time based on their ideology or objectives, and then choose a specific target to
effect taking into acamt the variables that contribute to the success of their chosen

mission.

In developing the concept of an aggregate neighborhood risk of crime or
ANROC, Drawve, et al (2016) worked toward the integration of mbsxrel social
correlates to crime and Yence with RTM procedures due to the relative lack of

descriptive social characteristics in spatial risk assessment. It makes sense to aggregate
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these factors at the maelevel rather than the micilevel, as social risk factor data may

not neatly align wth or be relevant to micrplaces.

Risk Factors for IEDs

An RTM study begins with the discovery of risk factors for the behavior in
guestion. lIdentifying and evaluating risk factorgngerative so that maps and models
can be builtbecause riskipehaviors manifest near places that exhibit risk factors
Because IED events share so much in common with terrorist events, many terrorism risk
factors are likely to be IED risk factors as well. However, simply using terrorism risk
factors would miss thasks associated with IEDs that are more similar to crime risks,
and so crime risk factoshouldbe usedn addition Thispotentiallyleaves a rather large
set of risk factors that is unwieldy to work with and not particularly insightful. The risk

factorsshouldbe reduced to only the most important

Krieger and Meierrieks (2008) identified a number of determinants of terrorism
all rooted innational levekociopolitical and socieeconomic phenomena like economic
deprivation, modernization strain, lackiostitutional order, and other®kafor and
Piessg2017)extended their analysis to fragile states and found that specific targets like
government establishments, religious centers, diplomatic centers, tourist areas, and
private property attracted terrorist activity including bombi&isilarly, Piazza (2006)
identified social cleavagesr grievance pointgs critical to the formationfderrorism.

This does not mean that individuals who are poor or otherwise deprived will become
terrorists or support terrorisinquite the contrary, in fact, according to Krueger and

Maleckova(2002). It does indicate, however, that an environment tioatqtes these
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determinants will have higher likelihood of terrorist actiatyd by extension IED

attacks

These determinants all coalesce to create a permissive environment for terrorism
at the national level and, taken together, add up to what praetgioalli ungover ned
territoryo (Rabasa,fs2 @0 2]}jRdétaerng, 20l®;de@maglo mmo n | y
and Robinson, 2012 fragility. These wealkr fragilestates enhance the potential for

political violence (Schock, 1996).

TheFragileStates Indexformerly the Failed States Indepyiblished byThe
Fund For Peac&is an interactive report comprised of feature articles and a scored map
depicting what &onflict assessment toobmposed of 12 differemualitative and
guantitativeindicatorsdetermires to bdragile states. The Index ranks all the nations of
the world according to a detailed methodofSgfter the ingestion and analysis of
thousands and thousands of pieces of eqmemce information. The result is a graphical
depiction of which statgsrovide the most permissive environmeifiaisterrorism and
IED use, among other ill&ach country is scored on a scald. @0 points based on the
interplay of the 12ndicators although the scores do not indicate any strength or

direction inthe relatimshipsbetween the features.

Fragilestates, in presenting a permissive environment for terrorism, contribute to
the contagion effect. The contagion effect occurs when terrorists see the efteghts of
terrorist events and learn from them (CrensH28@,7) resulting in a situation where any

destabilization in one country can cause collapse in a neighboring country (De Blij &

38 http://fundfopeace.org/fsi/
39 http://fundforpeace.org/fsi/methodology/
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Muller, 1994) These learned behaviors then spread to other areas, enabled by technology
and media until security norms erodelafolence becomes routine and imitable.

Bombings, in particular, exhibit strong contagion effects (Midlarsky, et al 19@ti)e

there is some evidence that fragile states within terrorism hotspots are likely to exhibit

terrorism contagion, the effect oedl is rare (LaFree, et al 2017).

GiménezSanta (2012),working under the auspices of the Rutgers Center on
Public Security, defined risk factors to be used in RTM for fragile states as poverty rate,
Gross Domestic Product per capita, GINI index, arowdlicts in neighboring countries,
infant mortality, trade openness, militarization, state led political discrimination,
institutional multiplicity, bad governance, political repression, political transition
processes, social exclusion, gender inequaditk of social cohesion, weak civil society,
legacy of colonialism, and global economic shosksst of these characteristics are

rolled up into the calculations for state fragility under the FSI.

While fragile states may provide an enabling environment for terrorism and
crime, and thus for IED use, they do not completely explain the problem (Newman,

2007). Other variables arequired for analysis

Like terrorist attacks, every IED attack must have an intetatget. The choice
of targets is not random, but rather informed by deliberate decision making by a rational
actor (Crenshaw, 1981)hese decisions are often driven by information presented by the
target itself, such as levels of protection (SandlerLaapén, 1988) opropensity for
retaliation.For example, Chechen rebels attacking targets in Russia and Chechnya would

kill more civilians in Russia than in Chechnya to avoid losing popular support for their
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cause (McCartan, et al 2008)kewise,in Afghanistan, the Taliban have repeatedly
decreed that civilians should come to no harm as a result of their IED campaign against
the International Security Assistance Forces (ISABIthough this decree has never

been realizeth practice it shows a delibeta thought process.

Targets for IEDs areftenmilitary, governmental, or civiliaso anywhere
military facilities are located, government buildings reside, or civilians gather could be an
IED targetFor exampl e, during the Atroublesodo in
Republican Army developed an arsenal of IEDs that it used against government and
civilian targets alike (Tench, et al 2016). In reality, these types of tageititutemuch
of the planet. At the national level, every country will have government and military
facilities and congregating civilianshis makes targets difficult to operationalize as a

risk factorat that level of regard

Government facilities are more attractiaegets for terrorists and insurgetitan
for criminals(who would rather not have that type of attentias}heir destruction
contributes to the exhaustion of the economic, political, and psychological resources
required to govern (LaFree, et al 201/2)t they are ubiquitous. Every country has some
sort of governance structure and some physical places where elements of that structure
are locatedusually around a capital cityhis would mean that every country and every

capital city were at risk of IED#t some level, of course, this is true.

Instead of operationalizing a risk factor that assumes government facilities as IED

targetsand thus assumes all countries, it would be better to instead assume that any active

40 http://armedgroupternationallaw.org/2012/08/21/mullamarurgesthe-talibanto-avoid-civilian-
deathsa-causeto-celebrate/
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insurgency will use IEDs and buildrigk factor around their presence. Thus, countries
with active insurgencieasr other bad actors aligned against the stegékely at higher

risk of IED events than countries without.

Terrorist groups likewise Wiattack government structureand so their presence
and area of operations presents spatial risk. Where terrorist groups operate, we can expect
to see IEDsTherefore, countries with active terrorist or violent extremist groups will be
at higher risk than those without. The Unitedt&aDepartment of Statpartnered with
the Director of National Intelligence (DNmaintains data on who they consider to be

active terrorist groups around the world and where they operate

This leaves militaryargets, which are attractive to terrori€iavares, 2004
insurgents Thorton, 1964, and criminalgCarr, 1996) especiallywhen the military
activity threatens the criminal enterpridéil{ and Townsend, 2007 Thus, countries
with ongoing military operations can be said to be at highethak countries without.
In fact, countries with military deterrence programs for coutgerorism and counter
IED actually drive innovation in terrorist TTPs including IED desinch exacerbates

the issugFaria, 2006).

For the purposes of this studyngoing military operations comprise both actions
by a national military either at home (where military structures could be at risk of
transnational terrorism) or abroad (where daily operations are at risk), and sustained

violence by large, militarized p@es. This includes militia violence, mobilized factions

41 hitps://www.dni.gov/nctc/groups.html
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engaged in intratate violence, and paramilitary groups supporting any cause through

violent action.

The Uppsala Conflidbata Prograftt (UCDP)annually collects data on armed
conflictsand ongoing nhitary operationsaround the world and makeo#edaa
available to the public. The data includistinctions like intetstate wars, intrastate
conflicts, and instances of os@led violence within nationilitaries, insurgencies,
terrorists, and criminals all find niches in these types of conflictsiraedch of these

conflict categories there is the likelihood for IED use.

Countries at war abroad may experience IEDs as part of a political resistance
movemeniat home Countries battling within their own borders will see IEDs emplaced
by insurgentsand there is a significant overlap between terrorism of the kind typified by
explosive violence and civil wars in general (Findley & Young, 20ltRareas \Wwere
there is onesided violence IEDs may be the omlgymmetriaecourse of the oppressed
(DeGregory, 2007More than simply a permissive environment, active warzones create

concrete opportunities for IED use and thus IED risk.

There are geographic colaes of conflict. Rough terrain aggravates state
weakness because it is difficult and expensive to create and maintain infrastructure to
govern remote, sparsely populated, and difficult to reach areas (Fearon and Laitin, 2003).
Collier and Hoeffler (2001find that there is a statistical relationship between rough
terrain and conflict onset. In studying the severity of those conflicts, however, terrain was

found to have no explanatory power (Lacina, 20B®ugh terrain and sparse populations

42 hitp://www.pcr.uu.selresearch/UCDP/
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did not corréate to more violence in part because there Viexertargets of opportunity.

In Iraq, for example, IED violence was concentrated in cities (Townsley, et al 2008) and
not in less governable areas like deserts beaatiise werewhere insurgents lived,

where Coalition Forces (CF) patrolled, and where attractive, high value targets full of

civilians, military, and government personael facilitieswere located.

Certainothercharacteristics of the IED problem set may not be useful if identified
as risk factors. For examplégre are many diérent types of weaporaailable to
terrorists, insurgents, and criminals (Smith, 1993), but overwhelmingly the weapon of
choice is exjmsivein nature. The choice of explosive weaponry and IERsi\&n more
by the goals of the group action than by the availability of the weaponry (Jackson and

Frelinger, 20080nat & Gul, 2018

Although ungoverned territory and failed states may predinvironments where
weapons and the means to make them are more readily available, if a group has the desire
to use an IED it will do so regardless of whether orceotainprecursor materials are
easy to obtain or no¥hen military or commercial expdives are not available,
homemade explosives will suffic. list of items identified by the United States
Department of Homeland Security (DHS) Bomb Making Materials Awareness Program
highlights a number of household items like injury cold packs or hydrpgroxide that
can be transformed into explosifesor this reason, a risk factor based on availability of

IED precursors is unlikely to have any great effect on risk calculation.

43 hitp://www.dhs.gov/bomimaking materialsawarenesgrogram
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IED components are available everywhere and at variable levels of cost and
sophisticationGlobalization has ensured a limitless supply chain for precursors and
componentslf controlling for a specific type of device this may dasefuldistinction
to create a risk magpecificallyfor RCIEDs at the subational level it would be critical
to know where cell phone towers were located, or which shops sold mobile phones or
electronics that were near possible target sites. At the national level, howsver, th

distinction is less relevant.

Some work has already been done to determine the most important geographical
risk factors for terrorist attacks including IED attacks at the r&vel. The acronym
EVIL DONE, for example, conceived by Clarke and Newn006) describes potential
terrorist attack locations in terms of their qualities of being Exposed, Vital, Iconic,
Legitimate, Destructible, Occupied, Near, and Easy. Iconic and legitimate targets have
been shown to be particularly enticing for IED attask€ominaga (2018) identified
three risk layers for terrorist activity locations related to suicide IED attacks: physical
geographic factors like rough terrain, gg@mographic factors like population density
and poverty, and governance factors like tlspoase capacity of state militaries and
local government8Berrebi& Lakdawalla (2007) found that politically sensitive areas in
Israel were subject to IED attacks, but not other areas without the same considerations.
Onat (2016) and Onat & Gul (2018) fluer described risk factors for terrorism to include
places rich with civilian targets, like businesses, and places driven by the ideology of
attackers, like military and government facilities, although the later ideological study was
limited only to locatbns in TurkeyAn earlier Turkish study identified civil service

institutions, schools, tourist sites, transportation and telecommunications service
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facilities, businesses and army bases as targets (O¢idig&m, 2010). A descriptive

study byGuo, et al2013) identified transportation targets like planes and buses, event
targets like sports fields and churches, offielated targets like government buildings

and police stations, housing targets like apartment buildings and motels, and institutional
targets like universities or hospitals, with the most injuries and deaths occurring during

IED events at officeelated target locations.

Prior to determining which risk factors for IEDs should be included in the RTM
study, it is important to note that diféant risk factors and different operationalizations of
those risk factors will operate differently at different levels of analysis. At the national
level, the presence or absence of a risk factor in the country in question would be
sufficient to indicateisk from that risk factor for the entire country since continuous data
is not being used. This is a binary situation. At thersational level, the density of risk
factors could more likely explain risk than the mere presence or absence of a particular
risk factor. Population density, for example, could show where potential targets aggregate
and allow for a focusing effecthe density of government or military facilities could
present a more target rich environment as well. Areas of operation of terrorist or
insurgent groups, as well as areas in which armed conflicts are actively occurring likely
present areas of higheski These areas can be distributed throughout or across wide
areas without regard to national boundaries but would likely be too broad to be

considered at thmicro-level.

At themicro-level, risk is more likely to be characterized by the distance to or
from certain risk factorsalthough density can also be importair area immediately

surrounding a government facility is likely at higher risk of an IED emplacement than
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some other facilities without official affiliatigrand places where those typedadilities

cluster are likely at higher risk than other areas, although there could be mitigating effects
from protection and defense schemes for high value or iconicahgets could

contribute to a displacement effect as attackers choose softer targetsose that are
hardened by governments (Brandt & Sandler, 204lH)ough there is some evidence that
hardened targets may still be attractive to terrorists and other IED emplacers due to the
propaganda value derived from attacks whether successfat @rastings & Chan,

2013) Hsu& McDowall (2017) did not find evidence that hardened targets attracted

more terrorist attacks, or that attacks against hardened targets produced more casualties,
although their research was focused mainly on airp@diol routes used by military

vehicles are likely at higher risk than civilian roytasd Braithwaite and Johnson (2015)
identified coalition forces areas of operations, road networks, and heavily populated areas
as attractors for insurgent IED attacks imgBdad during the Iragi insurgency between

2003 and 2011Potential target sites within a certain range of known residences of IED
makers or emplacers would be at higher risk than areas further away because there is
likely a limit to how far emplacers awlling to transport explosivewithin their area of
operationsAll of these factors should be considered when determining how to build the
model, because risk factors can be operationalized differently at varying levels of
analysis in order to give a mocomplete, more valid picture of the risk associated with

IEDs.
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CHAPTER 3: METHODOLOGY

The methodology used to investigate the global risk of IEDs was Global Riskin
Modeling (GRTM) Because the illicit use of IEDs is by nature a criminal act, because
criminal acts are associated with geographical risk factors, and because that risk can be
modeled, it makes sense to employ GRTM. Researchers have attempted to use
forecasting and modely methods to predict IED risk at the subnational level using
hotspotting and other techniques, but those techniques exhibit certain identifiable flaws
that limit their utility. GRTM attempts to account for some of those flaws to offer a more
valid model br prediction. Hotspotting, for example, only considers places where risky
outcomes have occurred in the past and not places where they may occur in the future,

thus limiting the predictive value.

GRTM wascombinedwith aspects of mulievel analysis This multtlevel analysis
comprised the creation and testing of hypotheses at three different levels of analysis:

global, subnational, and street level.

Global Level:

Hi: There is a positive relationship between the composite risk score and IED events

in 2015.

Ho: There is no relationship between the composite risk score and IED events in

2015.

For thishypothesisthe dependent variablesreglobal IED events in 2015, and the

independent variabasthe composite risk score consisting of five saiables:
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Presence or absence of a terrorist group operating in a country, presence or absence of
interstate violence in a country, presence or absence edtateviolence in a country,
presence or absemof onesided violence in a country, and whether or not a country
scored 90 points or more in the Fragile States Index for 2015. To test this hypothesis,
several statistical methods were employed including statistical correlation assessments,

ordinary leat squares regressionstdsts and ftests, and a prediction profiler model.

Subnational Level:

Hi: Densely populated areas where terrorist groups operate in the riskiest countries
(as identified by the global level analysis) are at higher risk ofd&hts than other

places.

Ho: Denselypopulated areas where terrorist groups operate in the riskiest countries

are not at higher risk dED eventghan other places

For this hypothesis, the dependent variables were global IED events in 2015 and the
independent variable was a composite risk map of densely populated areas where terrorist
groups operated in the riskiest countries, as identified by the global level analysis. To test

this hypothesis, the steps of RTM were followed as indicated below.

StreetlLevel:

Ha: Microplaces in cities identified in the subnational level analysis where certain risk

factors cluster are at higher risk of IED events than other places in those cities.

Ho: Microplaces in cities identified in the subnational analygisre cerin risk

factors cluster are not at higher risk of IED events than other places in those cities.
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For this hypothesis, the dependent variables were IED events in cities identified in the
subnational analysis in 2015, and the independent variables weltas fairports,
bazaars, bus stops, cafes, embassies, government facilities, guest houses, hospitals,
hotels, roads, malls, markets, media facilities (including places associated with
newspapers, radio, or television), military facilities, mosques dret ptaces of worship,
police facilities, police stations (distinct from other police facilities like checkpoints and
armories), restaurants, schools, stadiums, temples, tourist sites, and univécsiess.

this hypothesis, the steps of RTM were folemhas indicated below.

This study assesdthe global risk of IEDs alifferent scaleand developed and
tested hypotheses for each level of ana)yspscifically the national, sutational, and
streetlevel, by creating Risk Terrain Modefor IED use using the steps outlined in the
Risk Terrain Modeling: Crime Prediction and Risk ReduchgiCaplan &Kennedy

(2016). These steps are as follows:

! STEP 1:.Choose an outcome event;

1 STEP 2:.Choose a study area;

1 STEP 3:Choose a time period;

1 STEP4: Identify best available (possible) risk factors;
1 STEP 5:Obtain spatial data;

1 STEP 6:Map spatial influence of factors;

1 STEP 7:Select model factors;

1 STEP 8:Weight model factors;

1 STEP 9:Quantitatively combine model factors;
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1 STEP 10Communicate meangful information.

As described in the literature on RTM, ArcGMasused to builcaspects othe
model.The Risk Terrain Modeling Diagnostics (RTMDx) Utility, an application that
automates many of the steps of RTM (Ca@lakennedy, 2013)vasused tgprocess
technical and statistical procedur8patial data such as shapefiles fortinseworld
map are freely available onlifespecially from ESRI, the maker of ArcG)@&nd
georeferenced data in vector or raster fonveteobtained for each risk famtidentified
for analysis or built manuallyQuantitative analysesereaccomplished using Microsoft

ExcelandJMP.

Steps

Each of the GRTMtepswasconsidered in order:

STEP 1: Choose an outcome event

The outcome event of interest in this case ilEEihevent and the set of IED
events for 2015 in the geographic area under consideration was the dependent variable in
each hypothesi&\n IED event occurs when an IED is emplaced and then either explodes
or is otherwise discovered without exploding. |IEDat are emplaced but never
discovered cannot be counted as data. They are unknown unknowns. The source of data
for IED eventsvasthe Global Terrorism Database (GTD) from the National Consortium
for the Study of Terrorism and Responses to Terrorism (STARIhe University of
Maryland. The GTD datasedconsists of all terrorisctivity from 1970 through 2016
(at the time of analysi$jut is sortable so that attacks may be filtered by weapon or attack

type to include only bombings and other episodexpliosive violence. Furthermore,
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that data can be sorted by the level of certainty that the event was part of a terrorist attack
that was inteneld to be political in nature, intended to affect those outside of the

immediate victims, or be otherwise outsafghe precepts of International Humanitarian

Law. That is, if there is some question about whether the event was terrorism by
definition, it can be excluded. Because IED events manewessarilype terroristic in

nature, allexplosive violenceventswvereincluded in this studywith the exception of a

select few that were not IED related

For this study, IED event data from the Global Terrorism Database for the
calendar year 202\Were considered. This accounfed a set of 6,97 events. Outcome
data for the calendar year 20&&reused to test the predictive validity of the model. This
accountedor a set of 885 eventslt should be noted théhere was a single event in the

database for 2015 without a geographic reference. This event was disasiae outlier.

STEP 2: Choose a study area

Therewerethree separate levels of study for whadmposite risknapswere
created, and the results from the-tepel investigations inforedthe sublevel studies.
The first level ofstudytook place at the global scale and ngsassessed for each
country as a national level unit. The global extent is representative of the IED threat since
all countries are at some risk of IED use either directly or by virtue of the contagion
effectfrom violence around them; terrorists and other bad actors do not make it a habit to
respecnational borders in undgovernedareas Furthermore, organizations tasked with

defeating the IED threat operate at albgll scale. Providing policy meription to them
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based on this type of risk assessment wouleatlevant if it were not conducted at

that level.

The global base map of the countries of the world obviously covers the entire
area of interest and the GTD dataset includes all countries that exp&EBneeents, so
both the base extent and the outcome data are at the appropriate levels. Risk factors are
similarly conceptualized becausemedataarenot available below national leveds are

not easily operationalized as such

The second of the thréevels of studyvassubnational to the extent that risk
factor datavasavailable and @uld be operationalized’he countries that were identified
as highest risk in the national level magrefurther analyzed in this second level nsap
that the study &da funneling or filtering effecfThe second level magentifiedclusters
of risk thatweremore intelligible than simply identifying which countries presented
ordinal levels of risk. In this way, it allawdsome analysis of which parts of the riskiest
countries exhib&dthe environmentafactors thaiveremost representative of IED risk

and directdinvestigation into the third level map.

The third level risk majp dependent again on availability and opersalization
of the datd analyzel two micro-areas with street level data similar to that presented by
Caplan et al(2011) for the crime of shooting in the city of Irvington, New Jemeyther
published examples &ie RTM construct These two areasereselected based on the
prevalent risk clusters from the second level maps with concessions made for areas that
hadmore presentable data. For example, cities like Baghdad, Iradoat, Kéghanistan

may have more readily available data due to the oggastivity surrounding the



66

conflicts in those areas even if they may seem to present the same risk as an

underreported area like Manila, Philippines.

Presenting three separate sets of risk terrain map<sltiogvapplicability and
scalability ofRTM to dobal phenomena like IED events, and also the ways in which
relevant risk factors can be operationalized to better represent risk in the studyiextent.
addition, selecting three separate spatial scales illustiegadifferent ways in which IED
attacks may operate in each of théshthe national level the presence or absence of IED
risk wasdriven by different factors than at the city level. The presence of bad actors
within national borders may indicate thatauntry is at risk of experiencing IED
violence, but at thenicro-level the house that a bomb maker lives in and its proximity to
attractive targets would provide more relevant informatidmese extents somewhat
mirror the three distinct levels of influemthat IED violence has for perpetrators or

groups: strategic, operational, and tactical.

STEP 3: Choose a time period

The time period of study for the risk terrain magsthe year2015 Datawere
available for alpertinentrisk factors for that year, and datarelikewise available for
the outcome events. In addition, this crddtee opportunity to test the predictive validity
of the map using outcome data froniLBOwhichwerealso availableChoosingo look at
risk facors for 2015vasmeaningful. IED events were agting in many countries in
2015and were being recorded and studigad much more georeferenced outcome data
wasavailable than in previous years due to changéseiisTDmethodology for

collection and reprting.
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The time period of a yedikewise offeredmore generalizability thanshorter
time frame and accountéor seasonalityrendst hat woul dndét be captur
window of less than a year. This is especially important since IED events exhibit
seasonal component in their uséghanistan, for exampleontinues to exhibidefinitive

fighting seasons timed to the local weather patterns.

Risk factors for IED use are also well entrenched and difficult to change in short
periods of time, ensurinthat those factors are likely to persist into the prediction period.

The relative permanence of terrain features if a considerable strength of RTM.

Since national level indicators are good predictors of risk in the long term
(Barton, et al 2008), the asof 2015actors should provide a good test of predictive
validity for future yearss long as geographic conditions do not appreciably ch@hge
is important to consider in areas wheaaflict rapidly changes the terrain. Military
installations mayome and go, and seats of government may relocate as well. Since these

are risk factorgor IED use they must be accounted for.

There are some considerations that must be made for the temporality of the
studies at different levels of analysis. At theaadl level, the presence or absence of
risk factors is likely slow to change, and thus the validity of the model should hold over
greater periods of time. The social cleavages that lead to the types of conflict that invite
explosive violence are often Igmyestating and resistant to quick reaction. Wars may start
and stop quickly, but the preconditions for them are often prevalent far in advance of
mobilization.While national level conditions may change rapidly from time to time, such

as in the swell ofmstability surrounding the Arab Spring, these are generally exceptions.
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At the subnational level, too, there is some resistance to radical change in the
area of consideration and the location of risk fact@mernment and military facilities
are likelyresistant to relocation unless forced to do so, but the uncertainty of governance
in areas embroiled in conflict makes this more likblgn in less fragile stateBopulation
densities are not fixed, but migration of target dense areas require somgsithpéts
likely the result of macrtevel external forces. The exception, of course, would be
emergency relocation or refugee fleeing in the event of active conflict, which is
especially important givetine nature of IED violence as an act associatell watr and
conflict itself. In fact, these forced migrations or relocatio@y exacerbate the social
cleavages that aggravate conflict, leading to a vicious clhls.is especially evident in
Syrig where large scale migrations to escape violence hpudlyraltered demographics
Thus, sukbnational risk factors are more transitive than national level risk factors even if

they do not change evesiyngleday.

At the city level, risk factors are liketlyuickerto change, and can in fact change
day to day ohour to hour depending on how they are operationalidéde the physical
locations of certain landmarks that may attract IED emplacementasumtional, state,
or local government facilities may not change, some types of military installations o
check points may be hastily established or disestablished. Likewise, markets or bazaars
that attract large crowds may have limited engagements whether at regular intervals or
not. Furthermore, the groups that use IEDs likely nopiekly throughout theiareas of
operations as a tactical consideration, so as not to make themselves easy targets for
reactive forces. Bomb maker hideouts or residences can change quickly, as can the routes

that military or police patrols use.
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STEP 4:Identify best available (possible) risk factors

This step, perhaps the most important step in RTM outside of building and
presenting the actual risk map, consisted of compiling and then analyzing a set of
variables that were most significantly correlated to the IED threat. Tlsis wa
accomplished by means of the literature review already conducted, since empirical
research had already identified a number of correlates of terrorism, insurgency, and
crime. All of these have been shown to be related to the IED threat in differeniawdys
each set of risk factors at each level of analysis formed the set of independent variables

considered for each tested hypothesis

In the case of IEDs, the most important correlates seem to be based on presence of
socal | ed fAbad a dtargatssadd permissava ehvirdnindnts foryiolence,
or what could be simply conceptualized as good guys, bad guys, and a place for them to
come together. This conceptualization was
of situational crime pneention (1983) it was described as a condition in which a
criminally disposed individual, a vulnerable target, and an appropriate opportunity to
offend come together. Even though all of these variables have been shown to be related to
the IED threat dirett or by proxy, not all were instructive in creating the final map
(although none were discarded until data manipulation had occurred because risk factors
can be operationalized in different ways so that factors that do not appear to be related to
outcomesnitially may in fact be when reconceptualized.) For microlevel analysis with
appropriate outcome events, this all takes place within RTMDx and is transparent to the

normal utility user.
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Unlike the presence of IED targets which were prevalent (but not equally
distributed) everywhere, not every country had groups that used IEDs. That placed the
countries that did at greater risk. While there was still some risk of lone wolf style
attacks, hat risk was not as great as the risk of IED use by groups that have both the
capability and intent to use IEDs, and who have used them in the past. The groups that
were most likely to use IEDs are terrorist groups, active insurgencies, and drug
trafficking organizations and other largeale criminal enterprises. Countries that have

these groups operating within their borders are at higher risk than those that do not.

Permissive environments create safe havens for terrorists, opportunities for
insurgenaes to form and grow, and ungoverned territories for criminals and drug
traffickers to operate without repercussions. They create situations that are ripe for
violent conflict, which is increasingly characterized by IED use. Fahey & LaFree (2015)
showed thhastates that experienced instability, states with higher population density, and
states with higher levels of urbanization were at greater risk of terrorist (including
explosive violence) attacks, although there was some variation across the sample. Low

socioeconomic development also attracted terrorism (Coccia, 2017).

Permissive environments are created when states fail or are in danger of failing
(characterized as fragility), and when the scourge of war visits upon them. Thus, fragile
states and thosedhare living through conflict are more likely to experience IED events
than states with strong governance that are free of conflict. Conflict can be characterized
as classical interstate war, civil war or intrastate conflict, orSiched violence
perpetated by a government against its people. Each of these unique situations provides a

different scenario in which IEDs can be used. They can be legitimate weapons of war,
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tools of insurgencies, and asymmetric weapons of the oppressed. Each scenario carries

with it some risk.
STEP 5:Obtain spatial data

Since this risk terrain map will be used to predict future risky places, a recent base
map of the countries of the world was used to ensure that the map is as representative of
the world it will portray apossible. Since data for 2015 were used, a map of the world as
it appeared in that year was appropriate. Countries that did not exist were excluded from

study, like South Sudan, as were countries with no data.

A polygon shapefile base map of the countatthe world in political relief was
available free online from NaturalEarthData.¢6rwhich offers vector and raster maps
for GIS practitioners. A 1:10m cultural vector map depicting 197 countries was selected
for completeness and ease of use. Other nvaps available from a number of different
sources including the United States National Geospati@lligence Agency and ESRI,
the maker of the ArcGIS software. National level basemaps should all be similar and any

projection issues they exhibit were ted for within ArcGIS using endogenous tools.

For subsequent study levels, political basemaps showing subnational divisions
were used. Again, the NaturalEarthData.com map was useful, as well as the World Street
Map*® from ESRI, which included streedvel data that was required for the mitgwel

map.

44 http://www.naturalearthdata.com/downloads/16utturatvectors/
45 hitp://www.esri.com/software/arcgis/arcgislinemapandgeoservices/mapervices



http://www.naturalearthdata.com/downloads/10m-cultural-vectors/
http://www.esri.com/software/arcgis/arcgis-online-map-and-geoservices/map-services
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For each level of the study under consideration (nationalnatibnal, and micro) the
factors that were included were thematically similar, although the ways in which they

were conceptualized and opt@onalized was adjusted.

For the national level model, a spreadsheet was created and imported into ArcGIS
that linked the presence or absence of the selected risk factors to the country in question.
These risk factors were added together to createothpasite risk map. The dtc
method of risk factor selection was used for thersaftonal level based on the lessons
learned from the literature review, and the same method was used for the street level
analysis although those factors were screened B XTfor model creation based on

their significance.

Military facilities, government facilities, and civilian populations have been
identified as targets of terrorism, and a risk terrain map at thaaidnal level would
benefit from risk layers identiigg their placement. However, at the national level and at
the global extent, these targets are homogenous. Each country has government facilities,
military presence (with very minor exceptions), and population centers. This would
create a risk layer wheeach country was assigned the same amount of risk which would
not be instructive. Ranking by relative numbers of these facilities would not necessarily

be instructive, either, if no ordinal relationship was demonstrated.

Likewise, there are proximity faars that are characteristics of terrorist activity
that cannot be used in a risk terrain map at the national level. Terrorist events usually take
place nearby where they were planned and where the weapons used were acquired or

built. Without georeferenceahaps of terrorist hideouts or IED manufacturing facilities,
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however, this information is not relevant. While those maps may exist in classified
military reporting, they certainly are not available to the public if they do. Some
concessions can be maddithh aaccltkt 0 possi bl e |l ocations that

practice may be difficult, time consuming, and inefficient.

Roads and major intersections are correlated to IED use (Mohler, et al 2018), and
again, at the subnational level this would be usefoftination to have. However, at the
national level roads are not relevant. All countries have roads of some sort, and they exist
along a continuum from dirt paths to superhighways. At the subnational level each type

of road would likely have its own assad risk factors. Here, it all looks the same.

Rough terrain has been correlated to the onset of violence, but it has a negative
correlation to the sustainment of violent activity since there are relatively fewer targets
for violence in the sparsely poptéd areas characterized by rough terrain. Where there
are no targets, there cannot be IED events, and so rough terrain may not be an appropriate

risk factor for this model.

The risk factors that were relevant, however, are those here. These are the
presere of bad actors, presence of targets, and permissive environments where they
come together. Each risk factor has-§attors beneath it, and each represents a separate

amount of risk.

Bad actors are terrorist groups. Permissive environments are Btagds, states
at war with other states, states involved in civil wars, and states waging war against their
own people. Targets are any areas or populations that could be susceptible to IED

emplacements, where the most densely populated areas preseosthargets. These
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risk factors were selected on anfaet basis based on the impressions from the literature
review, but they can also be tested for empirical validity against the outcome data. This
created a final list of risk factors that are themaliicatsociated with the outcome event

as referenced in the literature, but that also have some statistically significant

relationship. Again, RTMDx provided this feature.

STEP 6:Map spatial influence of factors

For each level a$tudy,the operationalizain and mapping of the risk
factors varied. In brief, at the national level risk factors were either be present or not
present. This allowed dummy variables to be used and created a system that does not
need to be weighted or adjusted. Each risk factoreMast her r epresented as

the factor i s present in the country or a

The risk values were directly attributed to the country polygons and there was no
need for distance or density calculations. Risk factors were valued onyaduaby
where Al10 represent ed -ighgsk Thisistankdardzeddhei 0 0 i n

risk values across all of the risk factors.

Each factor was operationalized so that only the highest risk countries were
represented as high risk and received@aor e of @A10 for each fact
bad actors, if a country had a terrorist group operating within its borders it received a
score of Al1o. All others received a fA00. F
the top quintile in the Fralg States Index were counted as being the highest risk. They

received a nl1o0 and all others received a n
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the particular type of conflict was presen

accounted fomterstate wars, intrastate wars, and-eitkd violence.

At the subnational level, density of risk factors was more important for
determining relative places where IED risk resided. As such, density maps for risk factors
were used at the sulationallevel. With cell sizes of 100km by 100km, each cell will be

representative of a very large city and visually indicated where IED risk clusters.

It should be noted that the selection of 100km by 100km grid squares is not
entirely arbitrary. 100km by 100kia roughly the size of the city of Paris, which offers
some level of quick visual comparison, and is also the reference size for the Military Grid
Reference System (MGRS) which is used for military location reporting and thus is
included in many military sourced incident reports about IED events. The quick
calculation of Risk Terrain Models is somewhat limited by computing power, and grids
of 100km by 100km represent a sweet spot between efficient use of processing time and
fidelity of data. As such, gils of this size have been used in previous studies and are

operationally relevant.

Even though consideration has been levied against the choice of grids of that
particular size, the choice still suffers from the modifiable areal unit problem, in which
bias can be introduced when spatial boundaries are districted according to some chosen
(perhaps arbitrary) criteria (Openshaw, 1984). Here, because data are being visualized
over areas that are not aggregated into districts but rather are being groupedgétacord
a grid that is roughly the size of a large city, the model should show risk at the sub

national area focused on ciyzed locations that allow for further investigation, such as a
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city-level analysis even if they are not representative of actiyadbaundaries. Because
the intention of the subational level model was to identify areas for further analysis, the

modifiable areal unit problem is mitigated against, although it can never be solved.

At the micralevel, density functions could also balculated, but distance
functions were more illustrative of the places where risk existed and could be worked
with in the finer granularity that strekdvel data affords. For example, government
facilities were considered to be risky places for IED esgizents, and it made sense to
operationalize the areas of highest risk that corresponded to government buildings as
about 50 meters in distance from the building itself, which roughly corresponds to the
safe stanabff distance for outdoor evacuation from EED weighing 50 pound$ For
common distancbased operationalizations of RTM risk factors at the rievel that

are keyed to halblock increments, this was appropriate.

46 https://www.dni.gov/files/NCTC/documents/features_documents/2006_calendar_bomb_stand_chart.pdf
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Explosives RGN Shelter-in-
6 Capacity Evacuation [zER

Distance

==l  PipeBomb 51bs 70 ft 71199 ft
A Suicide Bomber ons TN 1111699 f

Threat Description

= Briefcase/Suitcase 50 Ibs 150 ft 151-1849 ft

Car 500 Ibs 320 ft 321-1899 ft

SUVVan 1,000 Ibs 400 ft 401-2399 ft

[T &=
oSl
& Small Delivery Truck 4,0001bs [CTOE 641-3799 1t | 43800 ft

Container/Water Truck 10,000 Ibs 860 ft 861-5099 ft +5100 ft

Semi-Trailer 60,000 Ibs 1570 ft 1571-9299 ft | +9300 ft

Figure 3: Bomb Threat Stand-off Card (source: National Counterterrorism Center)

Similarly, some risk factors that may not seem to be applicable at one layer may
be applicable at another, depending on how they are operationalized. For example, rough
terrain at the national level may be indicative n§overnable territory or a permissive
environment and so it could be included as a risk factor in the national level risk map. At
the subnational level, however, rough terrain may not directly correlate to outcome data
because IED targets may not be présegreat numbers in rough terrain in the same way
that they may be in clustered in cities. However, certain distances from rough terrain may
correspond to increases in IED emplacements because the devices may be constructed in
ungovernable terrain andeth transported to nearby populated areas for employment, as

long as that transit distance is not untenable for the perpetrator.

STEP 7:Select model factors
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At the global extent, the model factors that were selected were those deemed to be
most relevant to strategic level of analysis. These were factors related to macro level
influences on national level politics, like the presence or absence of bad actihserwh
or not wars were occurring, and how fragile the country in question was deemed to be. In

total there were five relevant risk factors.

At the subnational level, the riskiest countries as determined by the global level
analysis were used as a risktfar unto themselves. This satisfied the criteria for
permissive environments as dictated by the literature. The risk factor for targets was
represented by a map of global population density, and the risk factor for attackers was
represented by a map ofrerist operational areas. There were three relevant risk factors

for this level of analysis.

For the street level analysis, risk factors were pulled from Google Earth Pro
gueries and compiled into maps in ArcGIS basedheir georeferences. These risk
factors were again drawn from the empirical literature, and represented attractors like
schools, markets, cafes, government or military facilities, and otherIpteseesl features
that could attract IEDs. At this level, the most relevant risk factors weseichxy

RTMDx.

STEP 8:Weight model factors

At the national level,isk map layersverenot be differentially weightedecause
therewasno data on the relative influence of any one factor over andtheywere
simply being represented by the presence or absence of eachHactorisk factor

cariiedthe same weighds a function of the operationalizatidtisk factors thatvere
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presentverec onsi dered high risk and remswersent ed

not consideretb behigh risk andverer e pr esent ed by a value of

Weighting did not occur at the suational level due to unavailability of relevant
data.At the microlevel, weightingwasaccomplished by statistical procedures in

RTMDx.

STEPS9: Quantitatively combine model factors

Risk values associated with risk factarsreadded to the ArcGIS attribute table
and added using the field calculator function to arrive at final composite risk ¥atues
maps at the national and soational level This technique is demonstrated in the GRTM
manual andvasfairly straightforward since thexgereno weighting issues to account
for. Countries with missing dat@ereexcluded from thefinal map at this pait. RTMDXx

built appropriatecomposite maps for the mictevel analysis.

STEP 10: Communicate meaningful information

The final risk values arrived at in Stepv@resymbolized using graduated colors
corresponding to the number of risk factors selected for the map. Highest riswareas
colored in red, with orange and yellow shades representekidggsssk areas and green
shades representing areas thiatenot high risk. The map conforedto the appropriate
standards for communicatimgformation with maps and rightly includecales, legends,
titles, North arrows, and all of the associated content of quality rAafise subnational
level, a large map showing theeas of highest risk was created based on the same
procedure listed above, and a zoomed in inset map was also created to show finer detalil

since the riskiest places all clustered in the same general region. Risk maps for the street
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level analysis conduetl in RTMDs were automatically built by the tool, but street level
risk maps for an alternative analysis without outcome data (which could not be calculated
in RTMDx as a result) were built by hand in the same manner and conforming to the

same standards #® previous two maps.

Testing the validity of the magt the global levelwhich is optionalunder RTM
butwasincluded in this studgince outcome dataereavailablg, wasaccomplished
using regression analysis. Toalsreavailable in the ESRI suitd products and
Microsoft Excel perforradordinary least squasg@egression as welllhe Prediction
Profiler, a tool in the JMP statistical analysis suite offered as a part of SAS, can also build
predictive models based on input daapecific set of inguctions for performing one
type of test for predictive validity is available at the Rutgers RTM welbsits there are
many types of tests that can be applied based on the type and distribution of the data in
the map. If spatial autocorrelation exists, the ESRI suite of software has tools that can
both identify it and calculate the necessary spatipttaelates to account for. it the
street levelRTMDx offers assessments of predictivdidity for micro-level analysis,
with the general caveat that availability and quality of risk factor data are critical for
prediction accuracy (Kocher and Leitner, 30The Predictive Accuracy Index (PAI) for
RTM analyses can also be calculated based ofothreiladescribed by Chainey, et al
(2008), which is depicted belowsing this technique, the hit rate for outcome events is
determined by taking the number ofets occurring within the predicted area over the

total number of events, and the area percentage is determined by taking the predicted area

47 http://www.rutgerscps.org/docs/StepsOf_TestingValidity AndWeighting.pdf
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over the total area of the study extent. The higher the PAI, the more predictive the

analysisRTMDx now has the ality to calculate PAI.

=

[_}mo
- HitRate

AreaPercentage

=

= Prediction Accuracy Index

)

TN
P
~

— %100

Figure 4: PAI Formula

Strengths and Weaknesses of the Study

Although there have been some GRTM investigations of terrofssstudy vas
the first RTM study undertaken concerning IESp&cifically There have been multiple
RTM studies conducted both for practical (Caplan, et al 2011) and training pdfposes
There have also been multiple attempts to model IED events from many different
disciplines using many different techniques as discussed irt¢haglire review. There
has never been an attempt to combine the Bughermore, while there have been multi
level and conjunctive analysis studies conducted with RTM inputs, there has never been
one conducted at this scale that attedpt infer relatimships between the levels of

analysis for a single outcome event of interest.

The selection of RTM as a process for studying IEDs predeeteral different

strengths. First, RTM is a proven technique that has been used to assess risk for similar

48 See the sample cases in the RTM manual and GRTM manual for examples.
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topicsof interest. It was pioneered as a criminological technique that has applications
past crime modeling, and the unique position of the IED threat at the junction of

terrorism, insurgency, and crime deRTM an appropriate choice for this study.

Second, RTMs a technique that accounts for some of the shortcomings of
modeling techniques that only assess one dimension of a problem. The IED threat has
multiple dimensions, and the opportunity to adjust the model to fit several different risk
factors preseetdopportunities for a more illuminating model. For example, IED models
that only assesslpast IED events and credteotspot maps may miss the threat of future
events in places that have not yet experienced IED violence. RTM can account for this,
and one bthe premier strengths of the technique is the ability to predict with statistical
validity future events in places where outcomes have not yet occurred. Assigning risk to
countries that have not yet experienced IED evéntsare likely to in the futurevas

one of the biggest strengths of this study.

Finally, this study providgpredictions about national level risks that will prove
useful for policy planning and fatirection of resourcesnd which may provide leading
indicators for IED violence. Faxample, if a country begins to exhibit some national
level risk factors for IED emplacements, there may be a period of time before that actual
violence occurs in identified risky areas which could allow for target strengthening or
other placebased secity approachesOther studies of the topic may provide data useful

for academic curiosity, but this osanhave practical applications immediately.

This study suffexd, however, from data limitations. A map that assigns risk at the

national level has pctical applications for large scale planning and policy, but not for
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small scale intervention or policing. Telling, for example,gbeernment of theountry

of Nigeria that it is at high risk of experiencing IEDs may be of value to an aid group
planningan interventioror a military planning to mobilizeéout may be less useful to a
policeman trying to plan his route for the d&nce those aid groups or militaries are on
theground,they will no longer be able to benefit from the conclusions reachedihere

that level of analysisSubstantiabubnational level data would enable a study thaald

be more useful at a local level, bubsedata do not exish usable formsr are

restricted.The inclusion of subnational and city level maps in this study ateshgt

show how the RTM technique could be applied given more reliable data for risk factors.

Without vetted, reliable, replicable data, however, the final result sdffdightly

The data about IED evengselikewise flawed. IED dataredifficult to capture
on a global scale because of the1stemdard criteria for reporting and the limits to data
discovery when information is not centrally locatetihough the GTD has attempted t
alleviate this in recent iterationSven the Wikileaks data culled from classified reporting
by individuals actually involved in IED blasts suffered from a lack of standardization,
duplicate entries, and missing informatidviith the drawing down of cobat operations
in Irag and in Afghanistan, the reporting standards (where they existed at all) for IED
eventshave beelost. Even the International Security Assistance Forces (ISAF) in
Afghanistan haveonceded that their data on enemy initiated attac&kiding IEDs, are
inherently flawed and will become increasingly more so due to the change in reporting

responsibility from ISAF to indigenous Afghan ufifts

49 hitp://www.wired.com/dangerroom/2013/03/afghanisiate/
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Furthermore, rast databases containing information about IEDs are primarily
interested in the gty of terrorism and may miss IED events that do not fit that
definition. There is nainiversallytrusted clearinghouse for all IED event data with
detailed reporting standards and any study attempting to use data on IEDs will suffer as a

result.
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CHAPTER 4: RESULTS

This study considered three levels of analysis: global, subnational, and street level
analysis usingarious applications of theTM framework and methodology. The
primary temporal frame for the analysis was the year 2015, with outcomeatatadi.6

used to test predictive validity

Outcome Events

The outcome event at issue whs|ED eventwhere each IED event was defined
as a discrete, intentional act of violence (or the threat of imminent violence via an
emplaced IED) using an improvisegplosive weapon. IED events were collected from
the Global Terrorism Database for the ydewan 2010 b 2016, inclusiveby filtering the
database to those years and further filtethe data set to inclu@xplosive weapons in

the field Aweapon subtypeo by selecting

on

ABombs/ Dynamite/ Explosiveso. Outlier event

an IED were discarded, although there were very few and they wereolit@ny grade
munitions in the fornof handgrenades or landmines used in the traditional maiaeh

of these IED events was geocoded and placed as a point on the world map.
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Figure 5: IED Events, 2015

Although the GTD data wermprehensive for the collection methodology used,
there were some limitations. Legitimate warfare activities and activities of sovereign
statedn conflictwere excluded because the database only collects data on events that it
considers to be terroristin nature. As such, lesstributable Russian activities in Crimea
and Eastar Ukraine, for example, were excluded, as were Syrian barrel bomb incidents.
This naturally limits the total amount of IED events for consideration, but the database
accounts fodoubt in reporting by including a field for events that may be doubtful in
fulfilling its strict definition of terrorism. These events were included in the analysis, as

IED events can sometimes take place outside of the strict definition of terrori$nassuc





































































































































































