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Emerging data and technologies have fun
technol ogies work together an&8CéAOBataltl setw
studies to obtain insights into data analy
( PAOOB, 2019) . I n response to the PCAOB, t h
internal contr ol i ntell i gencse (WOADA)Conti nu

The first essay develops a framewor k, So
useful rMoremdropitig data and technol ogi es i
paradigm can expl ain and al so gumdee how
coherently. The SCOT describes pheblienns t i
def i niintieornpt ex &a tmah @ g ¢ snte aelbaitliioepciaamld constru
We derived siampaopasitticopat deey devaesleo psetdu ¢
rubased Continuous Monitor #trREySexttemr(oCMSI)s
state university.

The second essay tests a prototype of t he
t hat CADA can enhancegtaheonaudwarc dgmptl @ mtniceael

ri sks that do not appear in the current in
which digitizes the entire internal contro
Commi ttee of Spons drCiOsSPPwWOrf gamTzhet ipr oposed
hol ds its advantage after embedding Audi't

arrangement provides flexible analytical

extract relevantr i sbpeirtegelhceutomnmi mt h8pe
study demonstrated two combining analytic
busi ness r urliesskhs¢,oc mmbpogesconpbobéud dnagmbdbst
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S uncertainties about control ri sks. [ n
ntrols by combining a risk test with the
The third esasnaaygei nestshuesalt or mal gor i t hmi ¢
teraction begtiweehnohaecgognmanxdgi aundiietnsi fi es
the consequences of CADA. The study ex
sues baseade dreadlogeruintihgmi ¢ anal ytics ¢ om
even et hical di mensions from the technol
en we C onApshtarsuec tetahifcosurassessment to eval
obl emst Fhagddeso utihnec l siler i es assessment ab
aining data selection, the algorithm tra
The dissertation contributes to the |ite
velthhmoareamewdbr £ to avoid the technology
auditing. Second, this study guides t he

hema. |t exemplifies how to embed Audit
ovidei dadcse senirngasi nt er nal controls. Thir
ovides enhanced auditing performance. Au
i mpl ement SOX404. Last but not | east, t

| viec aelt hidsasiumda sv einn CADA..
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Chaptlemt doducti on

The PCAOB <calls for studies to obtain
analytics and related emergkRf@¢g9) echnolregipe
the PEAG@RG | Horthiesedresertati on eatpd ores
anal ytics i n assébAl ORBA | (EAfaIridss| daauan ttr adlast .a
it he techniques that can be used to perf o
assessmentdettahé st estubsft anti al ranhagyancakep
conwlnysito gatherThasdi CdnevhidemseAddi t Dat
is coined as the techniques tWNasallgpimpd y Co
Hal,peX99ilgh iwsh based onafiaudeitoraan sdaactea tli eov
an ongoing basis, to conduct auditing and
is a method to embed separated bhudiomt datl ¢
syst emhncoevetal lo perTfloe maemaweegdiong t me sh @amibs
to make each analytics artifact wor k with
i mprove performance.

According to the definition, CADANits ad s
component s: emer gi ngantde cahundoiltoegdi e®r, g aanui dziattiir
exists a potenti al theoretical area conce
int egration canseowanakl|l tpher CaADMAanNnce.

Ths ressepaicthdt he | ntaenrdnsall p pGorntterdo!li nt er n a
systleOmr ,mE€ans specific internal contr ol a c

specify the i nternal control) syld emat urfe

internala mphexoprbsess (COSO, 2013). This



by an entity's boar danodf odtihreerct merss o nmmaenla.g e
designed t o hel p management achieve the
efficiencwse@lfiraobpielriattyi oo f financi al i nf or ma
applicable | aws and regulations (COsSO, 20

redube risk of assetsqualsist yamatkeidngd ipiomd rog inrae

and rel i abslteartefnitnsan cd €d eint i al t ® 0 h er aotrigoant
Effectively i mplemented |1 Cs can help stre
efficiency. Besi des, | C can mitigate pote
regul ators tamotfeks saonoemphasi ze the i mpor

broader understanding of an organization"' :
assessment (SOX 404, PCAOB/ AS2201, SAS99,
research gquesti otnrsodidn i ma rea ggieame ncto ncd a o | ar e
with an expanding audit scope (Cohen et a

pressures and motivations t o expl ore pr

under standing sfopeanadpgmmaevzeati otnér nal contr

CAD#AOG objective i dritwvenpreoel dti ochast at o [
perfor mance, whmadisamaey nt edi rmeor&l oads vi a
met hods. Audi tors can spend, | €8s mattitmeng g

summari zing information (AICPA,teRROROBYLI uGAB
a set of anal ytical nar twiiftdcttshet hnautdi h &@\de i in
related stakehol ders. A sedifesrdod veathatudat
solution (Cao et al ., enodentl YADAndannhone

gui ddbrecause it c aninotturse eantdh easksiegssp mor a



da-tai ven solution needs tonlkandloemttelxd ,c @ad r
and business hierarchy.

The internal, ctoencthrmeilcaaslgsyt,emf rul es, pol i
t hat amni wathittsuttio i ncrease efficiency anit
(Al CPA, -20gpdrnhad coner ol system requires
rules and policies and explore insights vi
operadgandnacgegowotknhave been digani Zedc¢d Tihh
necessary dat as tworrkh K @5hadsegplayttiment al feat
opportunities t o utili ze data from differ
Furt her monrge,t eecnhenrogliogi es can already depos
dat abase techni gtuee snew hfeiyn cdciamg si nwietghr ae xi st
and expeud,entclkee iTrht e rsn alo nopd retxridly ssyi srtud méa n e
auditorseepenstunities to expleoxpelaourda tg ui t
evidence.

We defdarnreall nGontr ol Fsnutpeplolrit geedn cien taesr nand I

with threeFifreatt @ melhea dsop pc Imexcendaac s mmauilmt e d

knowl PAdgel-oesep system i s designed to aut o
benchmar kn donddéc ammari ng it wi t h t he act u.
adjustment by generating an error signal t
rfeerence input. | nl ocootph egy swoerndds ,i sa af cfl wisleyd
which itacstcomt mbeling dependent on the diff
benchmamMior eover, t his mechani sm can ut il

emgrng and inherently ri sklksaseXdecoaarndd & aceh



can | earnheit hhLaeathbwt not | east, the syst
integrate human expertise and artificial i
From a desi gni dpeeadsi plplotritee, i aner nal cont
t he management wunder snt aenvdeirnyg boufs ianlels st hweo rckoi
sets up effective rules in each control W |
this goal, wendeestl andbrergtef (1) how to de
controls and rel aw etdo cefftir @il e mtull ye sg d o p2t) shu
and technologies to monitor each control,
da-tai ven ddl st ipoanpse.r explores how CADA <cat
intelligence by i nd etghhrrade nogo mmaln é mps.ovi ng
The exploration of suitable emerging te
needs to fit appropri atoenat ecltmomnlt ®exites Awiftr
necessary to handle the domai nd ctoencshhmraliongis
Soci al Construction of Technology (SCOT)
framelwecec&klise paradi gm c agnuiaxep |haoiw taon da dad pstc

technol ogi es Trhdrse sc auhdeyr ednetvieyl.ops @wnna@gdbpeé i ¢

fophase institutionalization proced®r e: p I
introduction, the st absioliuztaita ho nc aorfs otchiec tsiodr
t he ®&ragmaedance, we devel ebpaesde @ams cihmt eggmhad d
separated analytics artifacts in the entir

(Cao et 2a011.0,) .2 0T0h8u,s, Dwe evaad rusaittdeerrn adA contr o
actionable knowledge discovéaey @UGaotreevabe

actionabl e buussiinnge s b ipgouliitcoyu s dat al 5 ouwrnade s .



"technicdal "regqiudes.s It de ciomvalrweamdamtn &amr om
managers to addoumt abimaitti ynand reliability

Al sohni tatly, | wek needbrai dge many @&nal yt.i
these objectsstenhahcedep€ADAdmMan@evaluwme da
chain is used as a conceptual framewor k t ¢
processtedred, analyzed, anmd&kefrisndlol yaduwt ivlail a
2018) . CADA needs to manage thegheamnlativeenc ha
audit evidence. A shareable data platform
witthe COSO framewor k. The goal is to dig
dat abase and t rtahmed frarorh u debtsad ewietlhocponit nbér n
intelligence.

From a system perspective, the business

f utnicon for tHhHeragr ddhes < ontt g wA srhud reesa brleeg ud qait |

can deaetd to all control s tToh ee xdearttad@asrEe s n L
repriegghret COSO framework i f managemealt set s
contr ol system. Thus, foll owing this |l ogic

i nto processgancarsd etsh e Wi gridicre sesa ¢ hwee nedk psr Lebs
cotrol functi onSHBNOWAeser i Taée oemria&lFi zoaft itohn
includes the object, user s, and control ac
theoretically, c anc oenxtprroels sacatlilviotfi etsh.e 1 nt e

Tef i rst essay develops a framework to ha
enha@QARAGS er al l performanted &sea, hauwdiltyin

accountability and reliabilitiyionfg eamedgi ng



suitable technol dgeeSCOD kstmbmMeshamiCsms ¢
ss rategyemer qqidroptt echnol ogi es.niTzhee ssttarkaetheogl
interewitbl ahmsemergecgliachbholkesgi esd
Spetically, the study examswmppotthedi nCs$ i
the SCOT. CADuAs tmoenel dzse tsaui t abl e analytics a
symt eo maxi mi ze Ithse oy giamti egqrtdtoinreg parst .soci
This proc-eeBnstirsuca iom process,; t heer iG/AeDDA p
monitormntgo sysd @emmo d aatnea goetr ssedbd loinhrog t Weh anw i or
initiate Bopekami mdutdhe iIinsthasudd co@aist ivra l

Monitoring Systemt®&W®entt of P2P)Prprcoacess at

Foll owfogrtmechani sms, wdei decumedi tthnal gt
design and i mplementation processtaWeromr i
the P2P project, i ncluding the P2P transa:q
email shamoegmt and other relevant document

The second essay tests a prototype of t
t hat CADA can eenchoampcle atnhcee rivnvestigati on ar
ri sks that do not lexdent rial tshyes tceum.r eAts hanr
l ogically fit CADA to the COSO framewor k.
t hat di gi tiimneteesr ntahle ceonnttirrcel system by the u
act iTdres .I TGI (I'TiGarvennamae tlhrestt SACA (1 nf o
and Control Association) devel oped the Cob
Rel ated derhhoamgwor k to fuel the I mpl emen:

They devel oped hédreCdbif T hf rvaemeGiud rike@d bislyt e 2 0 :



we break down the internal cont rporlo ceysssteesm
arrangbdi byobgrtctolves. We apply the busines
164 cobiteoltives iywpestbaf data attributes (
stage of data preparation is transhHocamng
di ryecacdt as the eToHENMI ®@nasaxpmed hieo+i.a BEMe n,
dat abasde si mdll characteristics of The dastea
structure can exactly meet tehnec e eegxup Iroerneetnitc

From a solution perspectialel,y,t hper gowiodoeoss ¢
aal yttiecdalni ques to handnedxtdamai metc @ewvanit aii mtt
ot her sources around thigscdomginwégCae mehns:t
combining analytics. The first i3 atgme®sd¢omb
anal ytics (Tschaskbasedt sabringOatmtlgmhesr
by usindgHEHNeghilcFto envempli i ganeetdf each t
management already has a cl eaar undkeestaadm
risks, this analysis ensures exhaustive al
vi sualization i swhdedcmpirmtvii dee samalsytriad gg,ht f ¢
data. Thus, this combi miercg-sapmof achgacbompa
the Continuous tMoonli tSoyrsitnegm a)nAdl 1Goens et al . ,

The otshear & etspodesicyoaeomnmnti sol s by combini

wi t hr etshuel t r u-b @ sseddch+eiyrsg em. Thet o neixttiraalc ti daecat

=]
(7]

ights by wusing the knowledge | earned frr
systWemselceaotedobs abtrighhetl y rel ated to the f

vi ol atiesn f s oor-btalsgecdonrsuylrseg € me n we Malptpil gl e



Correspondeéenscd oAmeldwusce the atdevéodluopgscadmnitm
rul es WwitadltrhdumnalytiThe raecommend the reg
when t-het @eleavt ed transactionscboaeet hamigher
gr daywerage score

The third essay intends to mamazgeumot el
anal ytetbhisdhe is defined as the technical
potential |l gl garnfatghepdtrclibent h es t rakleditod teerr&d 1 s
problem is readyi nophbactiigme@ghbti vhbas mpatesnt f
Weadopt a futuri trio@acap ptmo aaaliniatgees ttahkee et hi ¢
the beginnigmg Mof eblier dest al so concerns th

highly related t o t hret eruascitniecsns beentvwer eom meme r

and the audit context intensify the uncert
t heori zest edteivaeln et hi cal di mensions from t}
appl i-lcevxelonblagerdd toammadu gyt gue 6 f eat ur e. Then

fophase ethics assessment to evalufoer and
st aiges|l uvaes e heefimbaet dat a go wWrad ea, ster aicnsi o n, t
traceabi loiuttyiuntbesdpt diteat i on. sal hkedtaad sd s s me s s
about handl i ng of edtehcirceaals Gle atagrgn eesvsiod e n c e

The sctoundyri butes to the | iterature from
theorizes an adoption framework to promote
audi ting. Second, this study guidesesmahe pr
|l temxl i fies how to embed Audi't Data Analy

Control System to provide evidence for t



demonstrates how CADA can provide qualifie
cane utshemcedhanhad nya i tco sicmpl ement SOX4t0He L ¢
di ssertatiohi odlf er s a & meprhait mail 8 oilaslsgueeuidi h m

anal.yti cs



ChapterHaZ ngs&merging Datbhoabdvé@&torl
|l nt er nall n@crcteri gle n

2 1. I ntroduction

This essay éxpl emes ghow Wata andks ecdhnol
i mprove iIintdrfralt i veefnfEscaleanrcd . Specifically,
how communication betweemt |iTniphaemes diom g , datr
and t e c handoolpatiidents di gi t al iamnat i dbant, a reobh@itn €
evanay gaining mor e mo mé& ihdeee Mme 1 i Nnoyr gtaerc lzrad
provide organizations opwelrapined i @estd aefdf icc
internal dcewteralgi ng anal ybtuircnse ra npdr iroorbiottiiecss
controls and rel at eidt drus i arees si n rteed 4 ii gelny e
are becomiqwgi.Neneudial Btzai ncgant hbies ddeat r i ment a
evaluation of risks and controls and, mor e
(Teamm@tte; ,KOPMB)pr efvhael ent emerging data an:
t peot ential to enhastemtbBequatetyabycembedk
automated systems. However, steevcehrnadlhasgwirevse y
t hamer gi ng adatiasr @andnot acmndptreed yby nso s t or
(Audi 2OIREY, 2HAMG2 0 1 E)meirmgg t eclamal oagutecsmat i
monitoring stildl have many hindranoegedand

a close inveswi mesisan hab powerc hmfol erge regsi n g

A simpl e¢ocoandawvas paapg @ltiicsttihh@emer giahg@ and
technol ogy ar et dalr. flrmo rmohtzh esinmea dgbedngg) ih

par tivcadluaer t ountthiel cftitreem f us t o be utilized
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technol-bgyemtiahcti owiatt hrt grt dcseochuerrceensc,e i ncl udi
cul tur e, and infrastMocedvierbuasengat wvee,] mpt
on organizati onmnalsttihotnasr aacd armryoti fharhneess t he
tend to display irrdstiinturta downcail n gi nedmfet ri gah atgo w
perceive t he emerging funchth wsmil Ddtyi oinss mn
theoreticalngai danece guagt e t ecihmtodcromale 1 i nt
ATlhe key <challengmudthadovergame zaecem®esi mept

t echnol[forghint sb watd@w@2i00lm )

Emergimgpddatahnol ogi es have $tumata mewnman d
and technol ogi es bwvotrik & ergeeftihtes. , alntda decedandfinlgd ¢ |
taew risks that may not be adequately addr
on tbkgr adeREGAOB (2019) <calls for studies
emerging technologies in auditiingho&andger
accessing addt analbhyiznhisgsa o manager s curren
under sttando wdda with analyticdg,er mspdaiaadlelgy
transform intern-dfri gent®noeh sotfil & ideeg t fodyaetsa
organi z adtoi osntosa ritb atthneey t owarids utso ngn chenrad tyd n-

togbae.

Academics developed viewpoints to harn
technol ogiuestingt had. atdexvoeurpt itohge &r pair@dt ur e
enowgh end hen iguheag toi arh:e whrgpta c t of emar gi ng
organi z.aHoiwervdeea i $ it tpeasylait tutr lee t @otbtseenrtviionng how

interaction of I T, audi tparcd, aandd tawdi tped fio
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study needsr atcd ic@emssichbermr egppond tohdétéde way
Ashared routines or behaviors including tr
acting, endWhingi hgit algsCmMDOt6n uc tSioen aof Tecl
i s pneneering work of technol ogyl tadbasi ol
intrebtdoae mechani sms t o under stianmd v athiev es
technol ogy desi gnfhiasd pdeasadplpawematrehrogi n g

technopergyt es and i s operated in a compl ex
i ntteirarc of technologies and humanlisn i ontplaen s
words, The SCOT offers a fr anmaeg et ot hoeb speerrvcee |
of the emerging functionality. |t ail so hel
interest claim on the changes of emerging
to adopt emerging technolhegifad nmesrse od o It enree

with the institution.

Il n the | &auspepoofted i nthrE@BHel pantarotliscul a
relationship a@maonfudigregnt audi t amse, ememdgomnsg
technoWobghest his wemiedkaanmcee practi cal activi
i nstiltiuzhenda hwat i ¢ s atehdehiermai nst e(ripm dlowd iitrmgh d e f i n
exceptions andby nwstehiat gftoiuorn amde crhualnei ssyms . I n t
Al Birtag ur e, t he premersgiersg otfweecahdndopbtmigncge s s i d e
separatel vy, rather than jotechriyol Regyseadapmt
the 1 mpl emetnst ame oma nnifcHofwerwetri,ontshere i s | e
attempdtedytot egr assegese. pTfTbere is a need fo

understanding of t he connect iaonnds tahneo n g o cti



wor kforeeoli mtitdhe of emetrigomg technol ogy ad:

Based on the motivations dperscjre dtéeds iadm vV
rul-beased Continuous Moni tdU&fgorSyatetat( &l U

proeupracy ment . paibcessgpil ot study' s teamehas

pr oc urdenpearrtt ment , the internal aduedp a r tdneepnatr,
and taheandaatyst s. As the principal designer
enei procedure from project initiation thro

how di fferent stakeholdershelt@aéeamhrnihealr ned
in the algorithm selection, data pramdnrati
was col |l efcaderd dowmces: institutional doct
me mor anda doefs WgeneEkcl yme e tdian g sy,s ascommds e s Wi t h r ¢
stakehWwe deonsdaetaed a simultaneous process
comptle a specific task and doing research.
critical r infel ewtiidem.c eT masg, hfaiveel di itsstc asdtisreesnigtt

can avoid respoaper bedsiest érvoimelwel f Keeney

Thies stagyvel ops as foll ows. Foll owing the
assumpns of t hkee aca@gsuenest udy wi tvhal diesrsi ved
introduTla dneedxtibo e | sp x tphr@fnctitpd eSCOT fr amew
conktd ut hewi etsapynfirmation of the rationale

22.Li terature Review

The research question ias aaldo ute chhanron eogys iers
optimize the organizatimomeal at e dit&ewineaw alceomd tr

part apyilng emerigctadvgp | analnytt he devel opment o



(29cisal conshmalcdagso nfaoodr itheecc hani s ms

2.2. 1. |l nt ernal Coinngnod ,AuQoonntaitni uco uCso nAturdoilt
Audi t idcagr dStNm. 2201 (PRHCAIH, i n2e0sl 7t h a't | C «
reporting includes thoid)pamleirdiae 1 cderodotffhreo a
records that, in reasonable detail, accur
di spowiftitohe assets df2)t pag ovompamnmy,asamabl e
permitted transactions are recorded as nec
| nf or mati onc ataedah nfo beIgiympr ov e the perfor
Technol ogiperso caeust soersa, tsemaa@mal seonetnit ol s .t hleT al s
organiédesiigqqed uding the formation of al | i ar
and i nfor mavtainggn InChaecianwgt. o mas emsi nqcamnudi mga
t he worsltdadtmemar i zi ng measur ement sgndi dtemea i f
(Kinnez000) . The past t hree decades wi tn
i mpl emeht EBhnohnaoaous Asdatsengn{ CAfanpgl yresea
| T and inndwagtiemseheéeahbhdoti ng area. Vasar he

introdumed QA oject at AT&TaBmbhi i @rmiomagnt © 0 §

online | T emwitri ommd pt o vsTHe more timely ass
monitorianmgy Gas ceomtpi re transactional dat a. C/
|l arge systems, drawing key imet reinovshiTanmane am a

met hodol ogy, ueilbacbifngecthea-béwmgly syet embkij naéa
sl owprbawgr essi ve ado¢(tVaosna rbhoetlhy ii had¥rgpdt ahtd e dceeri
et al). ,aalkd® & 2 appepretiessi onal g9 FEMACA, ( CI C

201This met acdailmgg yi'ss based aunditthebygmergepp:



whedeviations are flagged as alerts and fo

investigation.

Rezeeda@&l002) pointed out that CApeeqblice:

| G empl ates to (1) evaluate tmhd endabuaoynt

st

Th

fi

ru¢R2ireassess i kbagnrden(t3)c omrtawilder ias det ai |
ese | C templates can perform eleditmonic
rewal | s, aut henticationonpasscswyptdisonanagGA
series of novel i atplmd yefi fcesc tsicvheemnmadieC.and e

rr-- exampdte (ZIaganproposed Conpi ani taydaBgu s
nchmar k to detect eaiscnegp tpirooncse sisn. aA kbu sgi e
alarm overl oading. Thexcépsiordl ad x c e(p:
enatnidf yprt loeg irhiisgke e x c e fhhtei carus ownlmdne dtl ags ma
omal i es.

Many stakehol der sr rexler ¢tPavwmpeascg esr so nh aivret eo

how these stakeholders construct and devel

d technologies. The | itetrtad ucemmewereidsa tai mi
ditor s, and sname d eompeneetnt i noffaclt Gso.vi Tes &C
agmatic scope to observe the communicat:i

chnol ogi es.

2. 2. 2. Soci anf Cloencshtmmoulcagy &edhbBns s ks

The adoption of emerging technol ogies he

hat ént urnystiinn aeoolghad t heoreti cal background

i mpl ementation is resour ce danse n dlehnecye .n eCerdg
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actively engage i nterdependent relationshi
necessary resources for their survival ( Al
and ambigui ty, organi zations malkes poedhrnol
envmeahal pressur e. With more and more ave
t heir -"dalkiirg oaand ri sk management by utili zi

Soci al ConSeéechooi ogys o pS Coilepe e sinnggnn d
deviopgmer geehgol ogi ed BIiPji heAhf taschM8R) nch and
seminal work, they integrated some subsequ
Pinch and Trocco,  B0pdpuPe mechaBDO6BE to ul
soxli foundthei mamppl bEtati on of e cehneerfgnign gf oduart a

mechani sms can béourght afesatdeotip:ttipobnb h b he gy n

background anal ysi s, introduction, Thmpl e
me chasm i niqlldedfeenxel spgrionbgl eamd et beant ssoc¢i2al g
managd erpretative flexibility, (3)ia@hosure
With thi-solputoibdremcl! ue, the followitnlge | i ter

mechani sms.
Mechabhi smnderstand the posed problem and
The resource dependeheei mpebhy abndg el
emerging tieschtnm!|l egt end t hteo |h am dleed midimée s@mv
(Pfeffer and Sal anci k, 19 d&)v.e InhDipendisutsa, r taitn gt
stage, the Are(Bvaaoh aondi Bi |j@mleonupls®8idn ¢eé&ac
new echwnol Blge rel evantar®oca alpargtrnoguplsdr s hrhee:

functionality of t he nceavinhtec hunsoeldo gtyo défis
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artif aecltesp deelvong Sspemia¥drcuc piamphagct antdhe fi
socdanstrucBed, obhpesg) . (

When facing Umoaenr ttahieén,tenesnier anmerheerv ant SO0C |
stakehol ders of the technol ogy) seek to m

process requir dsecthmefhuwmgo teid@dh a Inietryah fesoerd siosl svu

Both human@é#aoahdetmaewme aaccccdordi ng to the | of
technol ogy perfor ms mechani cal functions,
variants that continually spring up (Berg,

| nt er narlelcaotnetdr oaau dhiitg hnlgy rieseé d h b at spacciad li ar
groups for t he adoption of egmeorugoisn gi ntcd cut
governmen(ti agencsSEG, PCAOB), professional é
audi torsgat mah,bagndde wsd lad f i nNirésMDSPpr evesye H.u
| Bupportedontnnt e&lr naly sco-eaonn snetefdesin joa mér a 1996
Bijker (19880)0Tc Inmiisghsrnie out a way to take t
technol ogysaodr soci etgf aanal ysis (P. 10). 0

Meltani sm 2: i Ma e a gfeled Xaiéeb ivies s/ryt ioff a d thse

Al l newly constructed technol ogies are
feature t o undelregyand s hewc it®nlbyn od o ntsh & u &
components tofvei mi elxaptbétl ad yaritsi ftact' s act ue
det er mi neecc himwll ioges cperti es, but rat cnert byt
rel evant s(olca mrnargdi@qyps®LBuU S , iwhettleel epr goe s
devehdnmpsappl icesbdweat thief r obl eom, | yt hibfe oibtj ecce

understood hto piiodIll eend ( MacKenzi e, 1996) . Tl
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premise to under shananmed owl I ¢ camada kebvgoul evseedd.
focndati on asf fhAitrhsitngasmd al ways a nexus of r
properties, andsti diemde peandse ndtol ynaootrs uebxsih e n € e
instead, these characteristics depend on |
ot her y(eErmi r1b%9 7 ) .

The interpretative flexibility emphasi z:¢
emer gi ng t ecthencohlnoog ioegsi leysT baerres enguent i al t hro
and human gcves technol 6499 8ranlrapmefd®ef otuhr
successful application of computer support
new competusreace; c@dh) pefauaéinesst lmdé; a(h3e) ttehceh
application oafre dwalhintoy ogli thearsi onm whhaobt me
reduce the workload of some at the expen
technohaguksur al and ft or mad momlaa reguaige s re
stakehol der s

The interpretcatni wea ufslee xeistsielnitti ydlidreirn stthiet u |
application of eanbehri gsi nsgt atgeeanht nGid coegrigaehshteyd
two nt errel atledt pc acaedsteiabdn ttroi ciacy refers to
in organizational changes ahd &ahd Eamphexi
The more compktelcatt ededadhitnagsbe changed, t he
be. Omeaaa $iyb | atclkadbnobxeot e x p ISauipmpalslee .st akehol de
fully wunderstand the funsctamdswlodt tviel Isedl
emerging technology. Il n that case,T htulsey ar

the adoption etfdaomtmudtormakeconsentaneous u



technol ogy. Thi s goal recguihmed oghats e ene d
accountabl e and i nterpretabl e. Further mor
technol ogies to worgk ngi tththeeutormainnlzyat cba' s
mechani sm.

Mechanitsanbi3:i zsati on and cl osur e

The thirdimechedmitsembndo Ahlk BsBewly crea
technol sdiicaul d reachnda csltoashurle z &t iad re b ef

socdanscted tecAsn eRiompd le s 42169)8c4d e tprpditoesdur e 1 n

technol ogy i nvodrvteisf alscéta badnids atppgarmainbed of
stabilization meaosepthad hea echgahioggt iisn. f
ithergroup negotiati on, t he artifact stabi
flexibility. THiises cdrhsagnsarst i fiagn sThegach
demonstrated two avenues of stabilization.
dmi nant group defines and emphasizes its f
t he pyrodhaedmigtoiinsg apme of¢ceawal e$ hi et al ., 198

Bar acdnhaxtcearlggunment about the notion of
fMAgenci est améetrni butes (of either -gbumgns
reconfiguratiohBarafd, t p2g.B8&BO2 Ilddeg mpt he tr ee
demonstheat eedi mentanmadoe migalpirtoyc ecsf{ Baf adeco
2007). Another example is the result of a
Google search done t odadyi fwiefrireomdtld daipee Goeosgd aer
Sseahadione | aswi ImMoeré b Fmeretkheirnrmooer,matancesc¢cu

such differences may be gqui(taz0.1c4don ssetqucingd
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rangements that produeei-aqacomngewdok meyodb
process of hewomlie guosmioncoafdntied utnd e
ose charged with its care and maintenanc
Thushuman actionbghdpesnteghhnbobofwunctio

tponaglde., ThOel J3)dopti on of technol ogy neec

embedded inBatad sp20@T) cotnmatad .t hat di s
ecific forms and in particular tibmas and
nami cal liyprprcideccetiore, the closure of em

ri odi ct anlda wygeoeansg ornef i nement .

Foexampl e, Orl i kowaski tehmedi AdYIts dr2,01&20
t el eval uati oh tstyestt esnhi fTtheeyi f ohoaw guest
cephegractice, from commaemd mragdwscitnog odni
ests, differenhotheoltse.l i Morse o vaenida rvigaler & ,opuésn f ¢
e serving htto hrosponfalTduye imhesstabi |l i zat
guires that the emergiagqsd@glatamamid mechanr
apt themeemevegsng risks and uncertainties
Mechani smcenstSoecétaédd artifacts

The socs tal ltge ceddnroil nocgl suedse a | structure and
ructkeme (pBBOPH), ageeksol bgitcal frames are |
stems or institutions but exist between
temsacoif othe reledahttadbbéahbht griobpsi am of
nstructkRidf faerceéambdehsl ders have their spec

ch procedure of i mpl ementing emerging da
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and regul ators emphasize the algorithmds
requi r e Tahcucsuireacgahynnol ogi c al frame constitut e
interpretation of an artifact among membe

Kl ei,ma2n0 0 2 ) .

Stinchcombe (1965)empgiueg tbdabobvemcome
newnesg,ami zations built up a stock of reso
specific strOke udefsi mexdl malteisnhees iannfdr atset crhunc
of itrmteerafct homMamoamuman agenci es. Nonhumar

cl osur e tnmercohuagrhi ct( Beurracd ,i on003; Pickering, 1

2. AssumpREoromwsl i zati on

This secdtieon qirx icamdes sanygy derawvedi from
highlight how to adopt emerging data and
intelligencret esrtiraadt emypo @mraw d lgy s s | | Tehniss ofif pfreor cse sf
per specttihvee s$ @OTmbms @ r yeemadrygi ng data &€d:tech
(1) tgtos ngn chay aatteer 480 i an,snte mbr-pomeicti iad a |
cont éA4) s, tso rteHematc@amahli I(i5t)i eist sofd eapretnidfeancctes
practical unedjesr st amelanpatsi ty trossdemker gént it
enact ment of soci al structures (e. g., t h
transforfmadglhnevdrhyday edactalo.nBa(2ddohmm dit he
institutional f eeaftoulrleoswi nywge sd e&v edsospu miph i 0N
emerging technologies in |Cs, and the fol

evidence for these assumptions.

2. 3Méchani sm 1: Define the existing prob
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As s ti nopn 1: Accountability and reliabil it
emerging data and treqenaldeqite $ 06 asdbd ep tdiadm. f
anal ytics.

The d$tirategiixc tactaoouse dihou scnoelsliseecd fi vieh &

problTemhnol ogi esdé6 accotumitabifluintdya meTainea | a cft u

ubiquitously available data offers opportu
advantage of at maemdemercdhinmdg oggates i n dheinr bu
the 1intrhedwect inbpann,y tst akehol der s .i nGetnlee ail nty

t (SeCOT consstda@keshdlodiees aed rkeebtnkebsl| The
rel atecdamtoao r es oruerqeist. el tbal ancefiofs cost th
technobappl eclétiisonbal ance is(cabthaddiatt?0d:
emphashtalee pr os percd eddsgesteh mtciemro miTch ugsa i nb.ot h

regul at mraggeanecht ma&axpect that t hecaenmeprgd wmigd &

an affordable solution to develop | Cs. Ec
Notabl vy, many <critics for the enforcement
smal | isn s(tA sthabtaauognle ef@T hal setciBdkOetosl der s f r on

regulreetsorur ce ¢ hmae gueloansitdier fg ov er naneanrsd aarndd |
For exampl e-Oxtbygy Batbasesgns strict requir
| ETh€0SPosted an explicit 1ot efpfrooif ecenmtoma
gueodi aw compliancet akledotl hierd itecwmue eehnol

Accountable and effective technologies
when atrheeysear ching fDhe suri ewblaentsoding i onma:
made data ubi gRietgad altyr av amielealblteo. enf or ce
reliable analyti cisasodtipmnitt.etMavcehchehmgeggmte he €

deci-maikomng rout imed hgnd hav eixtiise ear dileyw.r sE @



care mopreeiatbptupower abusing fr cAw dtihenstsec hn

examine an electronic process's couampommgent ¢
utilities esnpeidamhesilakathalsdmat etshei thlt ur a
evolution ofRehevamgtanstzakelboml der snnealdouto
t he emerging functionalaicttyuntnahbiidtidgrynadndc
strengthen the perception of its wusefulnes

|l nethntergroup negotiation, the regul a
i nfl uencei negmeir gihmod @ ¢-seusp pidnr€t.leTd nst i tuti ons

comply with SOX and its requirethreaithissover

regul ag i pno feaspshiassn zes the necessity of t

framewor k and t heAcOamitTablod | eantdi vesl i abl e
fundament al requi rement of the regulation
technical demahdgbdlas B h @&0m sascyttoilicnstr g | a mdb i | it
can begiacal startinel poisntdk & bnotlledneelshbinsc | a i

requirement emphasizes a traceable data f|

2. 3MBchani sm 2: rNaredghee ktvhbei niemvtrye ioff a d thse
As s ump Cbcoonn s2t:r uct i otne cchanno | ipngyparbosvbei & ¢ a

Assumpt iDant a 3:i nfrastructure capability
nstitutieoemadgizmg i daat @afand technol ogi es

Theecehdat egisc taoctmacmmmge the most vener al
stage oamodeprall r el ecvoamst e mssitu askeeghsoskithe r g b n g
t ec hnoadoogpitenson Cs , t he SCQvlen e engbh afsoi czuess otnh aw
technodloogand what,tthaeyl @txe(rRabsidc hoauntdp.ud t al

This conme a@res at h ath odghaer ¢ ecdhh onint acpoeseb



Themer gi ng tdeocohtm egpxdesite sas ani resnttaady drudataer
contlilnyuar econf iregdragd onlsr ourdhle assumption i s

objects secondary (Gergen, 2010) . Everythi

—

or mati on of rel ati onal effects. Thi s ont

-

eilans #Bhsetnhagkeho bhdtah gt iickact, afracthow tthh eeya (
ot her. We should not follow the internal m
big picture of the relational ptrhoec erses| atfi ot
bet wdhen itnstitusi amal tpree scsaurrvee natnidon@2) t tele d
relationship between ctshe atdes aitineasitoocgii aels 6 p anret
exampl e, it i's necessary to arretguciurleanieentt hf
regulsgt ananagement , auditors in the proced:

antdhient er pafettahbd ornesul t s.

The interpretative flexibility managemen
an agreeabl emosobket do ntf eooleahiamsb. n t Aecrcedsuariatida y
can help reach the stakeothwma dsshriadrée pdart aeom anu s
as the infipHheattfwatmumelads s oantd atbrl @nspar ent
The eexdd at i beaesdes nt o t me e e reiquise @amemcioy er th
compl eteness of teretiioocteetr nal cBbhestodbonsipehen
shabl e for al | amaigg t ipasoictteas s 8 h @ambe ddt s a

capabiihliithds a transparent data flow for dat

Under these t@wovatshseu nrpgag wlnast or s (e. g. , S
promote emerging technologies to decrease

have more confusdeefnuwcle meaontalgpo el aand si mul t al



exi stingnadteagsirmmti nes and business hiera

their working efficiency but aveuisderlse acrami

relieve the worabese mpil avabdd pawakytical
achieve a fair institutional environment.
2. 3MBchanTseomhBodl ®giadhs | i @ sama reang eanmedn tc

Assumgti oihe refi nement-gooifn ga nparlbybtei scesl eivsa i
stakehol der s

Assumption 5: afampamcagt dasaa function t
control dintelligence

At this stage, the stakeholldectsed ae me mai
data and technologies. The cbhsensashomakets
the mechanical capabilitlyheofcriheriseheofed
stabilizasuppdcCisesdhhéTdevel epmeymemtndoft hec

-

ul es. The project can kKehadsetrasbiwiilzle du saef ttehr
resul ts in-makeng. débhesirome of al gorithmi
accounting raises critiogabVeiquleanco®onsaadbown
ethics (Scott and Or | iekcotwsvkei ,0 f2 0dLi2s) c u rFsriovne
foll owing questions tairmeg veanheuragoil neg ttoe cEhanhosli odi
What algorithms are bepagtmaani aestéedtesandd
situated outcomes aswuwétbeifnd hpi odpeed oasnaac
and fthmes¢ tpiedafmbaeanae® bei ng enacted in practice
di fferent ent aipmemo memd m@llagyroathmand wunde
essenti al empi stcahsahdvetbBigalfgoant sal.

of management .
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The answers to thegei gqaaeséf onememtad Ilam

| Bupp@nrtogadconkty hacvieo spuednreieedisc t-go ihmy epramc @3

t

t

(0]

f

e

atdoa pae mweiwr onmenhewndndkytBeessi dieesa,t utrhees . b u
ocaekisgidt al transformation provides opport
Sinesess ,grheeagansnsng ref i nement nhaakvees taencahl nyitci

ppomke( TR®20) .

From a solutionspepoempteed i VEs ¢t he i ¥me d
alytics in the internal contr olalsyytsitceam t
hema may have a different al gnarriotlhnmacttad vn
e emerging data mining techniques demon
fferent analytics to enhance samalmbtiincaali o
fers a variety of perspecti wesovtea abbs d
rformance. The Al CHRIA iavdevno caau ceist tahrmaal ytthiec
e traditional audi t phase carmrexpmpVviede t d\
t put of auditengmgleynteinds procedetriegnegam| amnump
diting fieldwork, -danidvemn(@yV iC82000pn0e wWihtuhs ,i t
mbi ning analytics (Cao datt aalmi,ni 22@1Q)ecdhan

main of internal contr ol intelligence.

2. 3 Md c hsactm Bdo:cliyalconsssuppwoed eldTi nt er nal con

Assumpt itdsn cibssukEes i oanmn i tt@atisten a b € metegritniga
chnollagyirsy nteoc ensasnaage t he mor al probl ems

process

The SEDTamp es mul tiple potenti al under |

foundation iIis a rek@0bpn&iLORPEBIDhgOY Ckat eu
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foundat ircend aitd otntsatar e more i mportant than e
ofSCOdmphaseezbanol ogiesltni priactegeal, i nher
shaping the contours and pTlohsussihlei I1iTt iagpsp | o fc
canmbee effective i f the technology can fi
t eclhmpi esobase mat hemaméecubsegsc maywdp atl € retri
what the tackBaotomggndl ytics cannot assess
(Al CPA, 2 Oe2t Oh)ii.csasureel@inn d e r t he adoption of

technatdbdgnesds to .be managed wel |

24Appl i cation of the SCOF ®aymenkni(VRZB) tD
Analytics Project

This essay' s raebsoeuar chho wg uceosmmuonni ciast i on amo

management i mpacts t he ared ed mglmetnitc sofp reaneec
institutionalize suitable technologies to
and is relatedcdtakelmolnduelrtsi.pl We oifni ti ate a

Rulbeased Continuous MdARiPt oprrioncge sSy satte ma f trat
obtain insights famidahé-bBe mqatelst pamnt i clTihpa toonr
all owed us toeofWsemed rtolme téret gpriotjsecadad mtiita
of tuessred way ¢ Dr dadectpitainfy to discuss the dec
deci-m&ens. Howe v esrt,udiyn twhei sh aoccaes ed ob®othbtsenr ve
stakebobtdrtt éaned response et dP2tPheanadygpt icean pc
coldeecitdence faomoubepsdomasbst oofactcakmph g sdc tsi
tasks and doing resear cahdd Tphreascet ilcian k evda | tuwe

solvinganKeWnetyer fel dt (2010)etshwac & sos fewltlrya
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t errovralsuess mbgi negx at heir writings and ver l
interviewmagedsecianidort akehol deby, ca@t ekt ne
stakehbehderesdés in the weekly WebEx meeting
t he proj ectKuthnezanme'ts admai(l2€0.16) wused t he same
map of the Balanced Scor€&€bardodinie aapapvs@a
consi sittemctyhevilmet dégdati ng the grounded t he
research met hotilot mgyi awnt HHaslt acevte hrad s. e a r2c00B ) .

2 4.1. An Introduction to the P2P Projec:

The institustoadyi nstki stpitleotuni versity I
Uus. It has sienwv editdfld eaadempwnses Thi s univer sit)
students from al/l 50 states in the US and
enor mous P2&ngrbbess has alb®cahbheer off i ddls W
amouaand variestyudy,ortitseitauet hporri nci palThpr o]
uni veorsgeadyi 2 -dempasds ment al project t eam, i n

depart menbgcurteineegprafr t ment t he human resou

nf ormation systemdatavacell Waihdiss mee 68 mo was

Acoonst rtucgmojniomur a, 1996), as discussed in
The primary timeline for t he prcoe sesc t w
( Mar ¢ hNo2vOelntb e r( 22)0 1ld/7e) fecign@c tnoebtddrée c2tnber( 3201 7)) ,

devel omablesniclhJa-Maanch 8061 8)etect and analy

~—

FebruaApy i 20@®%)1 8a)u,t o mame MAeIiatnagd 2@A B8 ) ef i ne

—+

he model to adapt-gobonggw environments (o0on

Wecol | ect each dt Iteo daeat # rheem etvh e efnaclel owi ng doc



university policy fintdss omnd heher dqpRb e ttahnetn i
memos of the weeklhat Wambx | mest itrhge prOj gcCt
convteirosnas aamhd emth rel@E@&lanwve salakehobsdersed
from the policryulwisoltdetsdtragn git h ethieg ansacti on
primary data ngdh@Rdic @ge st order system, Peo
syst@macl e Dat a Wa d e hsoounsee EXx c el a ssspaceiaadtsence
depart ments

We keep usS@Qmechheanfiosumectagr ¢ heosarrange
about how stakeholders took actions to ach
adopfThe evidence codifmgrprsoetpsol Tihreclfuded
initial l i st of objetcitveesi mtnad aontvamdande
taking this step, wenidonaar ebtseclveafiorthasegoa
stakehod dleegntee r giemwdne s d d hel psnakkBesdetiasi 6n
objectives withien atnldeiimtpepowesnr <t rauamt urThe ¢
objectives. Objectives strucheridemakiapgcl| a
context. It uncovers the factual informat.i
The thirate sopttoi omrse and identify decision
evaluates potenti al altemmdatmewne amegmoal sf b
initial means objectives heands Oheetitnalkss
(Keen®%4)hilsTrelati on capd ui @s$ et dheto fvradqeisr
deci-maker concerning. a particular deci si on

2. 4SPakehol dersé6 intetrreasttegiliamnant taieaiP 2@ &n

pr oj ect



This sembinemnr at EsambswoeSG&dlence about how
anal ytics pr o] & bpee resvpoel cvt@ dumebcabsbendt boems f
MechanbDemt he epiehbdinedp i t s relevant soci al
The wuniversity's CFO initieat etdhet hextR2ZPm a
internal contradictions. The institutional
i mprove thel Pe2fHbesctdoretnress and efficiency.
come from tWbrederegbd@xdlitaeE<df nohpt organi zat
requiredetdosimgPFO -fNronf9i9t0 or g ama vzeat @ fofnesc tmi
and effi mpemtvel Chetse forms' .accuracy and c
Neverthel ess, f ftelree du nsiovmeer spirsoybel fseiness sfi. ovrd hteh e
uni ver s i-2t0yld7s f2i0$li6mlan gieal report had a qua
KPMG. Thus, the saeverealsi thaomwmcglahozednit r e

explore the desired solution totlkarhaamkei ttihd

o
-
-

goal he CFOdisvéon H2Remopi hodiam@ syste
Ten public USietsatte wrdidverhse universityos
peer review.

The management cannotohaespeareduwutte de g rbil

by combining three different enterprise 1In
| n cthhaencel | or unit representative meetings
out " [ N]o examplebewpreppsedui dedt eni mee( M
2016) . The wuniversity asked technical hel g
(GaLab) at Rut gers Business School . Si mul t e

who has data anal yrtafcist eoxrpgeanieznactei o nn, aa sn otnr



_op_

Al |l stakehol der s, including the interna
| elvse, and t he human resource depart ment ,
accountable and rel i abiaedi sngl utnifoorr mad i mand ]l

hel ps the project to get support from diff

Mecha?2i{ smeertpmlte wiebiFl ity Management

This stage is vulnerable to adopting eme
stakehol dreernth acso ndsiifdfeer ati ons and worries t
their ANt eéehestmdgitnng nBZR agpehbopreldyekr d | i mite
expectations ffThryt h@eopgr djiéddter ent actions t
potentit&Al cpommpe@c phenomenon is that the tea
with | ow enthusi asm. The eepasons fthat somey.!
little knowledge of the expected data anal
manualtlrmwceaed training data sets from the
assocsitaatfefd extracted unideatif mabl e addt a he
hi nder the designers' progress. The commur
| i keowmenuni cate only because the job needs
hard to integrate dsdrdcareditz eddat chaT $ae updcasttsd
preparation and f{TTadet uwewver piat nf hlas t hree
syst@®@macl e Data WarrdhdowrseS yos3demQa pdsred HRiena n
Resour ce Systtweon. moVet sspeedtplrarniengneltew stao yi m
t he rceinftf esyst emsuswihslidbp.t h8%e esdccessfully p
dictionary for the dat a spluet fwoaarsm.t hTahte tnhmoes t

nNo access to extracsydtddmeThrdoyni nttheer n&d i QuL
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departdanend paqgquedticonalandatcda from the soft
do nothing without qualified data.

Every stakeholder was considering the ac
The desi gn utaeraamm tceaen naoctcogunt abi |l ity i f the
i sg sepwat a half year on solving the dat
newly hired project coordinator and the au
new evfiadrentkeke expected P2P Amalhyt ivagpepemeijde
t he agdealtytcited 961 transactions that violat
must be after the rpeusguohtaséet ent enpanrdahg eeme rifth e
because it accurately cthoepuerogaadhfittlee pholsl & m:
poi nt ;cotntsd naeaatm avras de wdloemed ngOties fitdniag tt d
analytics project eeaweldo pdeaad aa prl ehbsaotr md a nveeil

anal ytics accountability and reliability.
MechanBsmbBt i zlaotsiuorne and ¢

This stage means that the stakehol ders h
technol ogybés functionality. | n d&thet P& Ppramja
can benefit-making dedi wviedn eg e abeur t he
transparency and accountability. Thi s cons
stakehol dersd enthusiasm t o rteliismesttagee ,f ulnc
human resource departt ndeenpta ra nnoe ntth e epsrpoocnudreedm
the i nitial stage. With support from each

the projeotnstibheticon team ldesvel opedhédenm

process with the cromglerauddiotn daempairgt mehret ,i nttt



the human resource department, and the da
initiated where the i nstmotnuittioorni nnge erdusl etsa s
designed anal ytitcst hal grouwlieesh mwi ttho tthees tr ai
procurement department c¢on#fuisremmesd ptahret itceisptat
confirmation. Wi t-che phaerl thneefnet g mlty thiec scr @lsgor i t
hi gh accuracy.

The -coasttian team al so ma d e several ref
Monitoring System. The refi nengeonitngf oprr otcleis
Some interactive commuowi ciampiroonvse ciatns baed | s ¢
communicati omsavimphovbkd e€hd effectiveness o
some rul es. For example, the f Furssetr sc ccnronmufniir
and explain the dee¢ eeubsded sr uleessgp ownideelda twii d rhs .t
of the vixpll atiineerds wlhry @ he al gorithmic detec
arrangements act as the function to refine
intelligence. a%d eamuud,t owepriuwaed tTze some ri
das hbaomd doby doing so, to improve the under :
arrangement helpser ®engagtaké!l aegnwant age of t
i mprove thefiirciwmnrcki nglidhmedtdr,uctthheonca eam nar
anadytto tune the algorithms within S 0ome
tixmensuming auditing taBk@uioc kc h@rcdke raltlr aQus
procurement fordeopmeatutgent operational pur
haveactgqwui re the purchasleevaeplprmaradgerr.omlhae

decide these product purchases. The Qui ck



transacti on aanmo$usn t0 0i0s; I(e2s)s tthhe pr oducts nee
theni versi The pptdbcyr ement depart ment requ
algorithms to improve this audit efficien
embeddi ng texTtHBEWNunliensg aannad yltH cs. The text r
a bag ofiwotthe anadwydstmcsct iTohne tceoam traine
confirmed the results manually from the r

algorithm setti ntgheauaslreats banpdardangagead i on al

excitina@rei mg-g dmmeigrcuoct i on team is that 0N e
i nternal audit depart ment was promoted a .
depart ment because ofncéder Tipir ® miexearmtp | @ e rcf

ca@eonstructi onayostianp rexcece lelmnentgcwmgpt anbaeaol oc

Mecha#i slapported I nteSopali aCbygt CohsSystem

The socially constructed technalregi, e st hte
technical struct ur(eL eaonndalr1d8i ¥I h®o sioali ad t rpuaattu
its mechanical part because of the ethica
analytics project, the desi gire etdedam hmadc aa ek

mor al probliemsi rmg dfhed begpndaemdn and | mpl e

The ethical i sdeucdsi wahhdedesyesnbems ame pair @iml
arrangement. Wei ssuedbyoi nssertehv ecgatl b hceo npsri odje
from the following foarnipmagtdat adaatal gowui tchk

interpretation.
2.4.3. The I nstitutionat avaAmnueel yitmpds cati o

Thiesct® thnended t he e vtihdee ncoaggpecroadmanligi tf w toimo n



scope. Thesae uder icmend have a gener al meani |
emerging datagiaes tecbimwlméuesonmteenoinst r Bhe w
can be <cruci al for t hes adapt ihed pamdc hwbkate
Foll owing Swewdgri(vw®®4) he value |ist of Pz
|l i sted was conv&8irnieldart oo bam® cohbig veercst d weeme o n e
Aftert tehatteam r evi eweed atl het i vmelsu et ol igsett stehe
resul tsi bmadd ndye Dorer al | objective and seven
Tabl ebsel20.wl

Understandi nmgaktibneg) eletcii ko Brl bemtn way to
motivations. oWd sbesangorksromes whaet st akeho
adheve theshey glooalnsgy so, we can hawe 0od udoler
of t he teemehrmgdWeaggaregsanihzedealilved objectives
combine stmvkeartobjcategorize and c,dm@pose &
identify teoppaohhicihlegset hieges based on the f
i mplicaéBplstcalkcehohderednt samd epgnot enhenti ans
for eatihvebjpmd est (e r i vei mpdli wes ttihonrsel ev ar
SCOT mechani sm

As Ta bbleel 92woivs |, the overall objective, [
effectiveness andoeftoci dycwesabgmheg P@&t an
technol oacihese.veTot hi stogaamopniwzee nteleed r el ati o
rel evant stakehol der s and emerging dat a ‘
process is to find suitabfFeteméaegi hol devel

control intelligemcoeu.l dDihfafveer edn tf fsetraekneth a Ind ee



Table 2. 1: | nst i t wdtriiovreanl |MWatleurensa If oGo ntthreo
Objectives |Approaches |Stkehol dersstbéatienmeent The Rel evant
Ssudbbj ectivelachieving (potenti al i nstitut
Overall :Obj|Embeddi-hgi YRegul ators ( S&Chat
| mproeéf enceejanaliymitclse [compl i ance.
and efficiecontrol usyy{Audi:tornscrease aud
emerdahg alManagememicrease 0
teohmgi es efficiency with af
ObjectikWiend
emerging da
technol ogi e
i nternal co
ithel Il i gence
Subbjecti|(l) Develo|JRegul(aSmC,s RPOAOBRu(Make al gorit
Develt aplest|AI-FHENQM-bas¢audit evidence nefqunderstandab
ad gorsi.t hmjal gor,it hms | Managemdmiiaaxdk | i kgdoing so, to
can increasaltheeijiacceptance
reject the anal yti
Subbjectil(W)tilize v|Auditor and masag¢(Makaenal yti cal
| ncroeuatspeult echnol ogy|can increase the cgg?ﬁgsggd”db?yg
interpr.et |(2P)romote |efcfiiency for thke aaccepdfancf:ata
communi catiEndsevissaatliion i nc
rel evkeentolsdus-eri endliness.
Objectiivmp2
data I nfras
capability.
Subbjecti|(lUseetinat a |[Regul(aS®BC,s ROAOBRud/ Let data owr
Develop fjdriven intg¢all data souteesanddata traceal
data archlapproach; testabl e. Doing so|lstakehol der g
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worries about t he technol ogi eso emerging
go-abngruence process, l i ke routine weekly
emerging functionality. As we introduced i

We bxth as e d weekly meeting for 16 mont hs.
guelraysed contr ol rul es.

The SCOT emphasialego sdietvaeicheoapbiyn ga ntdh ei nt er p
with a standardiakdotiatatmi@ipbyt & od miyn flda erpercettl
i mpact stakehol dersé perception of the tec
ri sky -chekisgomnto an oooplaegaune -bf auanecklli HHeehlF B

control viwsluadciaamadhe nt wo technictahe f&wdtuems

acondwbility .&Amd andbrdbizkddadatactplad f owm e
functions to i mproveedu@e.itnhset idrue i lmarad, ziat
data availability and take adwamdagétoftaunb

the perception of the technol ogi es accoun
fl ow within theplanafloyrtm cash. $ @l hisehsitfloanbsdimetaghs
and fitte.dBodrhc lhtihtee cctonmcde ptthudaal mamoddreilv ean apopr

i mpact the construction of the data platfo

Thevi dalbmoefereom t he case studyniecsalabpatt pot
emerging data a@aemonsetchmolesgitdat Ibtoth t he s
antdhe tr acaelagboisdicdcthymmsf essent i &lupfpwomdteidond Lsi.

present a dettaheé £a tdw e cwunaslsuiennptrddep ofsoiltlioowi n g

Af t er preparing the technicalheaemer ¢gihreg

functionality into the institutional cont



g
stakehdledares.i gh andofi adpalievreenn tsad b mtnc e s s f ne m
al |l rel evanfops maindlge gseuoptipposr t swiidgnalgitve ar cu
collective institutional consciousness to
probl em®nfThenat i oms&@rsena tdhier eecntd and effect
the technol odgliheéad aapaptpabialtistom.pmedeésseopal
fom its relevancy and useful ness. The commu
manage the negaftsiovcpiaantdp asd tgni dfi ctame | 'y 1 mpr o

past@osits veSpenpiitcit omnithrw,t am ud etishd g techni ce
and t hepdrstocicdatedsaseeads ment al aocgenmiumdicaali onu
Et hicatamsbaesignificant institutional i ne
came embedded ifmtoan ttthe svyestye nb e gMen mieregd d fo
consikder potenti al mor alt hgr odbel seingsn tahnodr oiurgm |
process

Il n summary, the institutional nsal tuasi gra
i masi.aOlgani zaot owantdot @ change theiaki agi st
rousannea | ar2glehesceaxiiest ed enterprise I nfor ma
their in@@dApdndcdamke.hol ders frreemst hrgahtatla@shtei
inteubporsi edi hCA.Bthatkebbdbrl | owi ng hee cctaisen ,t
devel op a t heaowridthi csalxt fprranmeage ktshese 1 nsti
to promote the application of emerging dat
i ntgelnlcie

2. 6onstiromt Framewoorrk t he I nstithdatdmma&alkinzat
Audit Analytics Project

Thesae studytpoovodgéaghhei nhbtdieateil @opfma m d
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emerging data and technolhoeegiveasl.uel nprtolpiossi ¢ a4
P2P praesj e@actt heoreti Aal wer amewarslsed, i nhehe
i mpett@dopt emergi ng topehmdol ogpiaes contradi ct
out si de. The pressur esacmpeseicimechamasmg e mg
management syst emt itimaa pobfeeg @ le.r t Bl suttii tont i on

evolutn&kmempaoutcionsi st elnitt ewiaghudtelné sSECOXe et d s

scape
Speci fically, t h e e sfoourrcceesc edceopneen i E ® @ me d €

contr a:de fcftii minsamadgypt arbard i ty, mi saligned i nt

ini emti bnal i ncompatail bi, | i2t0y0 3 ()sScenzs®u esusl ftualn e o

cases forrogma npieeead d loenrsat e t hag e Véeagneru201€@) fAdr ma
this stage, mat hemati cal |l ogic and cal cul
ef f ectdevemaskii mmg t han humans. Al gorit hmic
organi zati onsd® comnhceoandsineteiiamrts aan ¢ ed lsah\aaltf{ eV i
et al ., 2016) and deavaedlgruptpeorttleal pmaece sl
suitablatoeghartmmersgi ng 'tseclpooleoagy al s S t
"cmonstruction" procedures. | owpilpir owiodot ti e s
gui dedetvieé opmba-s U @gdarntteedd nas$ y sctoamm molsequence
deveeonopmstages with. the SCOT framewor k
2.5.1. Arouse coll ective consciousness I
and engagirmgelltedrh ed (ttdleelBCIOdemechani sm 1) .
roposiAdcdoanunlt:abi |l ity andi cal i shialrittiyng at

P
emerging data and tecéegeiodgertsiof adbpéei dat a
the anal ytics.

Il n tihi al i 8t age, shenadeoptyi og @otwalond to
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consciousness tlouteixopnsorfeors utihtea bd xei sstoi ng pr
the 1 mplementation of emerging dwaami oaunsd |

st akkehlsi.e fir st tlasikdges ttaom Ifiimkntabee stt akeh

technédmgrigegisng functionality. The technol o
act as the bridge because it can hell p al
requirement for t he emerging functional i
expl athablepl i cati on can manage the techno

The emerginglgechhbomogioandhdr edtuit eist f o0 ar c
col leecdaorwsci ousness of the existing contr:
pr es sSueroeaslt2Q03i ndi cated that aotld eaacktiivwaee c o0
catalyst to pursue a new solution . Wihtemm t he
tdn al gori t hmétshecawtumu ta bacflaind yaddi dt naonrael. ypt el rcssu
Thusdia analytidevelacmpiamgp pdbretlatel Ca hief |, ar
project can ensure the accounThibe quiiyemandt
emphasi zes that we need to avoid wusing al
i Islty ated in the previous -TSHREN irowl, e sBowd re alme
option.

Technol ogy may reshape organi z &t blentgtsecra n d

becawxcehndl ogi es mat hemat i cal |l ogi ¢ can
Il nstutioost heagyeemlsedded i n operating routin
nor ms, cul tur al bel i eafpsp,| i &ad | ® aceicehln ernmetgw @1

can clarify these | ogics and embedbt kresaeadr

reliable technologi es avoid human biases



humans.
2. 5Ac2c.eltereat@mr ocess to acmsenwvseusttatkemaha
neart iof aoterpretative flexibility (the SCO

Proposition 2. Dat a i nfrastructure C a|
institutiemadgizmg i dat @afand technol ogi es

Thpri mariys gtomép eansswasitaatkeedh ol ders t o achi
about t heemesrggliencgt eddat a famatti ealmaholt ygiieds @ he i
Accountability and reliability eids tthheeorlea g
framewod&t & latbesic hno lap@ibdfddi utnyddast i odhe siAdHedwell T
technol ogies and algorithms wbotdrhalsec @ty

can be anywhere in the organization's ope
di fferent Eheme mawiremnw&h RBRi g Dat a, and th
di fferenA aosmMadrmamat zed and shané&akklee tiehdtt a p
emerging tneoccrhenodolyii@esabl e than Wwitlkcaant heh g
restructure thhe dut i recagud m@t occheasn gi n g t h
deci-md kinng r dweer neemmegnrtdh ef curr ent i nf ormati c

data pHedtpgebam the institutional i ndt sioa fr

mor e awaitlaa b llsguacchy adsa¢ aut iclainzddd s dattao i nf r :

devel op interemmde.contr ol intellig
Further more, because I C iIis a complex p
effectiveness and efficiency of | Css based

sever amendtespaonr Thet standansdi zeach dattaegpladef
from differ ento pspoourrtcuensi taineds otfof errsn necessart

how to i mprove theesetfiodi éCcy drmelshked Jeexptl iovw



R
c hanlglees when extracting data fromddinffere
di fferent information sysftems (e.g., SAP,
|l naptri ce, t he ditsayamndatr dt zeataooli tectur e
f oapot ent i al opportunmaly d$.wsThdms fseorleuntti oonp earl
potential i tByi gt oRadtarhupesttuurulec t d Beai des, combi
anal ytics,t hehircelsulilsess rom ot her anal ytics,
devel oping intelhbBbwewvet yroti iferent data f«
application of A osdbédine ndadamhkadisydei cctsl.y hel p
i ssWiet shar elabladasedr itvheen dsaotlaut i onusdidamr sf u el

i mprove audit efficiency and effectiveness

Proposi Cecoonns8r ucti on can i mprove t he
technol ogi es.

The ndt uwrhee o nter nal control systeéem i s
control intelligence needs all stakehol der
paralyze the function of the consumppoert elchu

| Cs ameeanstruction team.

The frod x awp | e from tban PRRecwdeg gscta Vi
undersbpandibegsboructeifdrecteamdidestraining pr
the project team developed theaanahetidesal g
algorithm to detect etnhet hter arneslaactta d nma noa g e2nt
anal ytical out put . After that, we prepared
for confirmation. I n the irnepaorstp r enwaed sdheeveet| of

violators to (ilon cornfvem ftyhet va odagul t i s
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happened, and (3) provide comments about |
This simple arrangemeinte ceoM d lewatsi opnr ledca toau sf
i mproves t heénmteh ieviaamd m atna f fnearktei csiipgantief i cant
the P2P analytics project.

2.5.3reKeepng the technol ogi eessddh mMmedcdhaing <
stabilaintloatsiublee SCOT mechani sm 3) .

Propodgti:t iTohne ntefdafnemmeal ygtoii gy iws taesvheval
stakehol der s

An analytical function may have JdWef f er en
need t o adj ust the technol ogi es' mechani
operati omall udantmeaxttemhdyzse wosA&$ uOnleislk  240KI8
pp. ) 4&a2 RBakataif@dnsboundari es between humans
prei ven or fixed, but enacted in practice.
t hesuppdr it Cs, we -ancetei do nt hbee timeterna Aiexc@pti ons
to refine the audrmdmptriotadaqrtarball i $ wskefdme pe
model s arsicaulp@rl y r elngvaanti ng e ditad gloagy hmi c
(Callomnaerda M 2005)and oomderod pwoadkuced by
humans and technol ogi es.

't is valuable te pefll odi ngl leydermevaesns e ®
solutions 1 n the: itnhtee rmmaan i fceosnstier toul a tsgydsrtoetinh ene
thet ewmfn t he anal yti&esqgmminma i thees ea | @djde & thme n t
processecexasga®&ry fnNHas the functionalities of
bypaxgedinder menedati hondhe(KAR)IL niThos, rz2@akk

proaoesainse opti mi zenktimg deowitsinenin the def i
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Pentl and pjp2®@®@3 i ne an organi zational rout. i
pattern of interdependenhbracdi Ongani naoil on
concrete, empincamal bephenewmeda asahsssoecnmball a gaenso

(Penel a2a0tll.1 ) .
These -diisgoictiiozedo structures fiexhibit dyn

technol ogi hhalt ea@méddiet ispecti fic patterns of

2005pp. rechnol ogi cal information is an emb
it is crucially involved in the reconsti:t
for ms.

ProposiCommi mroi ng data analytidevetap aat ece
control dintelligence

Combining analytics combines some analy
analytics performance, |l i ke combulnt igf dam e
di fferenThiamnae¢mein gisng daet aami michg atsedcthrei ¢r
function to develop internal control i nt el
taking advantage of wubiquideamusbhaatdeaon Mangc
e. ev,ent | og datsaT haemrsde taiumestadmpal |y recor
manual |l y. Thectbmridulnchangeable feature can p
capture managCormbailnibneh aavniaoldydt.i esa baffuimh & e s
data and amak ey ztalbdIlle. aSiedc ounsde,f ut hi s techni que
artifact hel p each ot her. For exampl e, soc
behavi or s. This resul't aanl priovs del akéigr
anal ysi s.

2.5. 4. Ma n aigses ueetshiacnad | mprove the techno



technalrsegécieas!l | y constructed.

Propos:iMainamg enent of et hi cal i ssues need
andplienment ati on of .emerging technol ogi es

| nf or mati ormrc atne celxnt celnadg iheusmanki nd' s physi c.
of perception. This extension servessto fo
(Weiner, -doibvvén Dmataunalbnsoabwvpl ombbems. Fur
t hhenal iye smalgyt be t heilsmaisngf Tlkuisss uericartsd
up its iIimpact on the institution'"s politic
| arge institouthiomddr itnheer taadasptti on of t he
essethd itadke proactive actions to manage t he

2. 6. Di scussion and Summary

With the demonstecadniggn wfer am vteHh @ pv al ué e o
i ntegrhatteldgxrwoiptosi t i drme, dtew ed d@putpepnotr toefd | Cs .
document the system's i mpl e rmkrnitsad Inuotna opnrso c e
change instiandtaeumsaeaggy daé at idand devel ypi an e
and ce#ftsfyist emmhe combined evidencei grtlduisag at
external and interannad honw ttihteuste omrad s spurreesss ur
audi t deparémemagi dat aapgpridy aehlhi g vTe edetse glhoad
and devel opmanti ven PR cdhaatlalteinogne sf afcreom t e
socfalcesessBgimopnssrmnepsosi ti ons to gui de
datteai ven techinot ecgoynatla wd isthieng ar eac.hapher fo
apipdtshseipxr oposi tions to develop a prototype
control i ntelligence. To exemplify the th

| Bupported i Nt ewlealaep comeé r sled sc t RAP umri oveeers



prototype.

Geer attHeg, applicati on of emerging dat a

caeonstructioni pecsocnesatsr.ucltti ornegui t h  oOltitss Ar el «

an-gooni ng procedardatiai veatsyatemes and optir

decigna&kmng robbundaemenfTadiles ctoondfiitndnsuitabl e

—+

(0]

e

alified dat a. With qualiddcedundtadtal, e tdred a
sul t t o tsiitguntiifoynatthepriemss ur es, Whecltaaet s
udy also finds Bveldewarert thati aletgpgpoapgag
rcul ate emerTgengnosecltmalbd gyegnemg@i m@qas k ech
opits omotdeal vawri ety of data issteshniThgee
d mechanisms to prepar & hdethaer @ anlt leeg r chd teadb als
Thi s es s ayt hdeeovreeltoipcsala taad o p tenmanrt gsitnrga t deagtya
chnol ogicest sthd utCiee blytrt eer sigheemerggitrec hnol o g
age trap and improves its analytics perf
om the oPCAMQ@Bstigate emerging technol ogi e
ci al construct proceduriensst idti usveinanlmecai pgac
chne.l olghe si x propositionso mhd seol pionvg dee

e dialllnee anal yti cal schema



Chapt.erEntbiemd Audi't Data Analytics i8 Conti
to Develop I ntdargnenic Contr ol I ntell

-A Prototype sfoButa®@ ymeetr sPtygdess

3.lntroducti on
This chapter devel ops a prototype to v
Chapter 2 . The proposed approach in the

Angptics (E€BADAak down the compl exi tsyi nopfl ei nt

Suprocesses until they can be monitored by
separated analytics is expected to aid ea
contr ol performance. The beaut yytoifcdg harst iafp
to operate ilne iarseamotsa isnupFrtoaviie tpheer fpoe rmsamecce

design, CADA is far beyond a si niplaen adaytta cas
objects that have interactthenrselwdtted tstea lkaail
can describe the entire syst é@sSMAc .20D4A88¢ dL
acts as a conceptual framewwdy katoquisped, fpr
stored, anal yzed, andmafkienrasl ltyo udadd i zaeldude.y
demonstrates how CADA needs to manage t he
da-tai ven audidmd vs penicfaisclwedc hni ques

| MfThe Next Fronti edsc imaelaf®dd.1/6n)a |l dya s ccrsi b e
types of dat a :areaslcytiipds vien aaadiytii Tg , di agrt
anal ytics, and prescriptive analoyteinthse.d T hhe
four types of analyti dMonitnorhegC&yssit emows t

dat abase as a bri dge. The dat abase can b



SuTe
stakeholders to restructure thEhiesaitamal yptrio
sema is exemplifiadPayme uc@PrBd@)) eac t P rcoocnudruect e
wi mah publ i cbsunntievretrasla ria/u ¢ir oc ur e.meWet idlelpuasrttrmaet
t horough ©process of the propmsedubsthamtai al
exploratory analytitdgs,s.areEdgschdo mfaimbhmpE&tdcray an
and we embed the four analytics to act as

This essay seekGommtoi rtwafdCsAi)idtwelied iuot H rhee n
ways. First, CA emplbbasionss t bi ldfiferirdd nfgd xiateapr
provi des solutions t o di scaoawernt néw poheni

extendienganal yt Seabndcowe devel opheananap pyrta e

of those internalcocnotnrtorlo Irsulbeys fwoirtnmailni zei ancgh
data platform provides opportunities to in
arrangement can | et each ameadlyatliscos iwotrekg riar

i mproves thmaonverafltper CADA arti faicng Las
anal ytics schemal extasmrcks t ©AGt ake advantage
which is mined from the area around its do

Technically, we borrow MheeS$Swes&kpeari,scave
computer game from Wi ndowsni Py awershneegdat

bombsing the knowledge about the squares a

has &Bnamgowl edge in a specifilcraldes, awe &ae@
algorithm to test the rule compliance and
the specified area. The violation score ¢

opatri onal cesksareasd] aswvepeelrarg atnoe ,t hweh eMien et
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is shown how many bombs are adjacent to it

Specifically, following theonisxrapgpleidc &tA
in the previous edapeehni qgueeseacoabé.l it hearc
Theirst is the digital transformation tech
The second is KAWAt Behemambcahngnsure anal
interpretabilstryat &NehawWwsdi agmosnti c asal yti
can identify mpoeqeamddmtyi onalk @oretarsol s. The (
an epHarmmnapertfioccrahance to assess internal
control isntweelllli.gence a

The nature of i ntex)nadr oaccoeddst 8)COF0,aa € tioe
ent ersprnissesd on, the board of directors nee
concapdreati ons fnam yhemahagpe mé&md aa@tsi tiot ire
check whether thdah rt haect i aws amtherirneaglwi @ad m o
assessmeds t o i ntegrate al | rel ated oper
effectiveness and efficiency. Kmow,| ed e h
di scovedy, vandastodutage alkledsesotmwmesnmaaondi ng d
(Cao et al ., 2010) . Under t his constrain
knowl edge and data analytics techndil@puwess ceé
each analytics to be iwsseeds siary iptro-pasietdalal e
schema to break down the compl ek€@dgygmaifnint
constamd nitmprove its efficacy. T hAu sc,a nf rboem
defined as an actionablage . kn@wl08d g evi(dlihs ¢ v &

The goal i's to find audit evidmpceverbugit
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per famrc(ez) It requires active dattaoduast ai ng
which i s miheee @catéhreorm t han a(p3djoumdas ndgsoci al ¢
Aitechnical 06 sidesvahdemertdsanddconfsdbmati o

Data infrastessamuyef os eChAIDA, d aatnad a0 usrhcaer

rakk and reliabl e dat a flow for t he comb

—

exempl i fi egn degygiellmapdeodnad aat abeabbeadat hepbhataf
access datanfremumatés reeleatnaed to the intert
cHd enge for this digitization is that the

cover all of the activities in reality. Co

TGl Ggvdrnance Institute) and thd CSACAo( I

Associati on) devel oped Cobi T (Control Ob
Technol ogi es) framework to facilitate the
From t he eperfspteeccthirvol ogy, Cobi T is a more
framekwo and it of fers detailed control obj
governance in the | T area. The Cobi T fram
categoriest whidB oomsiesses. |t of fers a

objectives for the rules digitization to e
Theoretically, a fundament al requi rement

set up necessar ynaonamgtr gli skoddsan teach busin

needs twhikrhowacti ons or policies can mi t |
perfor mance. CADA is required to explore &
can act as condessiobaos, iand heerwil ffy etxlpat t h

busi ne®gsnameref.
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Many of the requirements derived from th
of these processes. Control rul es provide
bet weeenmarhagers and auditors. A digingl t
business rules provides significant benef |
Tayl or, 2012) . The regul ati ons benefit f
commiciea tyi nge al | c comp Itihaen creu.l eTshbe e xntuel rant ael a\

facased evidence for their judgment from t

rul es. Thus, the management and internal
deci-mdiknng . Furthermepesittdriys aludoe iermpr oves
adaptability, traceability, auditability,
2011) .

Thiessiasy arranged as follows: the hdll owi |
we il lushmniateal t mecdmnxiiCAMAp fscalfdama t he revi e
fourth section is a pr ot odsycphee nm&hZaBn oeaxeesnsp. | i

We concl uar itmet Ipa p fApfptehnlds eweet idoeasochnr ¢i ebpet uaa |
mechanism to apply the schema to i mpl ement
3.Rel ated Literature Review
3.2.1 Internal Control Assessment and Co
|l nternal contr ol i's a hot topi derabl ée
amount of research has alreadg bednt dopen
(Ashton et al ., 1980; Bl oomfield, 1997, Kr
assessment was a speci fic research branc

governance. Mor eover, most st uddineasncarad b ag
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concentrate on errors or mani pul ati on

slhadednaudit to test rul e complnidance

er, 1991, Kim and Vasarhel yin, t2h01s2 ;b rkainn
menvatduaheoae of [sCso pferroant iao ncaol mpfaenaytdou r e ¢
dul ent activhased. agproatcrhanpracli das n
ence and helps collect mateadedi aisl edoa
approach practically needs detail ed t
ol l ow t-hbasddansesearoh branobthnoft ht Bi

arch grows from the R2Rtdat a rtohma tt hteh ec s
following |literature review f ebcausseeds mo
oach than other aspects.

ree decades &), prGopodaddan 1&udit func

s of ftisnanSriialasrteaprar (1985, 1986) t her

Grimlund's function by considering the evi

cont

appr

Each
thre
pot e
t he
exi s

Howe

rol s. Foll okeitndga2l0.d9 ) deéewnel opvod an evi

oach -Ogl-l®amr datneeds i nt er nal contr ol risk
nt eglraveld,tdXxoreomy to assess the qual.i
statement ,r ewhaitcehd cliGi qguealtihtey wi t hi n
atened ®&yriowlks.orFomoreach management a
nt.iaF eashksri sk, there may exi st mor e
risk. Basedg omskhicanmbeelmi tegat ed by ¢

t enctei mwenrde s fefc each contlrewvle-has@®bé xpmne

ver, t hey demonst r aftienda nocnid ayl rtiheek gtr aaxcomnm
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but they @i daotholmynk ot hhe related specifi

Vasar mel Hial per (1991) initiated Continuo
has evolved from academic theory to a pro
2012) . Some ssicghne niasc amav en oveedn studied for
Kim and iVaca0h2) yproposed a fraud detecti ol
indicators in the wire transfer payment pr
They devel opnedde xa tsoe vdeertietcyt iexceptions for
Kim and Ka&dgad 4) pr optoespe d f raaumuldeat ecti on r
transacti onwelast tvoard @earsealsee t hdhiamosmcthema
i mproves tpeaamniadugliittsyw:bar e possible to ap
criterionlatvetthevhhilgheagt | i zing more detail

The fApmaces®0 of | C carries a significan
about the evaluiasi owmtiodbn tihesdiCrsed Tshever al
ongoing dyaaemiovbewanmg | T. Jans et al . (20
l ogs to provide audit evidence abodatdhe e
from the eventsylsadga dfrotmhea HRRding gl obal
procuremeht pdatassvi mi ning of event | ogs.
transactions-r alsevhenitng iawwcdiutdi ng payment s
vol ati ons of seaemgd paatypiexcn fafc dutoyc,edur es. Th
recognized theat anbeiali néernal auditors <can
procedures on the same dat a.

3.2. 2. Business Rule Formalization Revie

A business rul e S a SsStatement t o be use
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information f loonw (it eanm keer gaaBnfli. zNMRkkomeanhe | T2
vi eav, bdisi ness rule is an atomic pieseamoé r
the ekoodwé@dge of bURO I Ess2@p0actili6éBysOo The
gui de and bemsatvi @irn otfhhemanagement . React i
| f ondiTHE®lonsequence type, and they tare of
activates the evaluation of rule complianc
specified emiutteti actiaisybsan be carried o

The | anguages of business rule modeling
Bool ean .f ulmratgitonhave stable and precise ex
Seltveit, 1995baoKr,mnbi pl eaf blienthicalBRS$ s es s
cl ai med t hat busi ness rul e-en dd onugt,d a scarl ehagt e
envhment btyi me rdedli very of business | ogic
document ati on c aknn opwleevdegnet w hheen |poesosp loef | e a v e
2003) . The integration of rule and process

Krgos teite(al9.91) first -modebidngedonbeptrul Ehey

combinati on fcetstse atlmuws irrud s mowrdel | nur iampgp r o a
tempor al i nf or matdieomo.ns T hed @ewnp aa@ ptwaspa 4 ¢ h f C
spécrcation of process |l ogic at the | owest

(1995) furthetegegméhtaincerdby hdefiming the st

process model . Then reaction business 71 ul e
workfl ow systems (Kappel et al ., -dlag &8 )a.ctlisn
as an essentlitalcdmuncomminne and I ntegrate

(e. g., objective, process, eventswoakd!| bac
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data attributes) (Kovacic, 2004).

The business rule can det er miineen whMdr ghaan

2002) . Al ong with dthi(a20®i4p elpirnoep,os@®mdi ghoursiie
intelligence. Theyysombianddptrbeepsobessavan
data set that includes pr oceastsi oinns tTahnec et aabtl
contains al/l of the information required [
rul es. By thhe desaggenentabl € makes t ech

components of the table can tnoapa t dlea sbseihfaiv
probl em. I n another prominent wor aisedt hi s
and -‘wased reasofnciandaaphkdsoanthker sal -bhapsde dus e s
reasoning to determine i f spercewdpi oabltehm s
stage. Then, i n the amalsdd ngeadamieng,L ewhi
simidbasietdy mat dhit hg, mbetd mdsmi-lcaassedmise@ stoo
solve new pr odbalfteamnen meeboskdhel psl @eteecomr i
of the extracted dat a, which can help to
operations.

Thetkeral iomeoiffirawmdtas geseyabt watar el f ami
manage dat a, siol iizte idsataaseyl ementus teo expr
domairn ent edc addaitgaiitaidze s and document t he a
knowl edgd he internaltoddbertsolanareexgper i ment ¢
t estldearn potenti &l riurmmpser t(aiaty l busi 2&d 2) . T
business rules appmpaoke imhkdiogigopne dieTosama n c

domaiarsed dcambbatse undtehres t @orpfo ndeenessi & 0 sv



the decisions worked

3.238 .MeDodol ogy, Ri sk Discovery, and Fea:

Domadirni ven dat) smianngmé¢bDgi ngbateseampdtlor
actionabl e business i nsdfghdosmaiyn ckomeswlded g en
solving (Cao et talad,i t2®0%;] X©hbev) e dfdeeadni s c «
al goffiotcumedt me#tehsodedf data to find any hid
aut omat@iner tor aprocess. The evaluation focu
metrics meetrittherisa.atWUnltiilcal tlke tradition
ulti mat eMig® at o vacrt§d onabl e knowl edge ™M o sati
emphasi zeesrleiable udat a-omnédntdeodnaf act or s to t

encour ages hwardawmesd tion btehei nanal ytiicnsss @mtdi s

DM encour age sagtea ka fn gubaitfiofuaintt oeuts al . 2010)

domain problem to relieve the domain const
Cao et al . devel oped a sappresacohfe spetros o)

vari ety of intelligence to achieve specifi

anal yti osheémwm amsa&lcyotmbcisndi nrge sduadtta mi ni ng can

relevant mining techniquees ( ©a e ndJaunmpea saenal

t he goal is to observe the detail€de@épbbhavi
data intelligence iIis to have deptrmt ieoxnpeldor a
dat a patterns i n transéac€aboneal aBle.s,i de2n®o0gsr)
organi zational and soci al intelligence 1is
hi dden knowl edge by i nvolving sociwllesf,act c

and t hings |l i ke soci al Mowred owoark,s wWeaoamt u:
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intelligence t o acrelratedy f antadiyze $waenfa n
demographic factor s, expert knowl edge, anc

add cs fklnowl edge a-ma kel ed®@acviisoironiimgdatoa impr c

analytics performance in other related int
intelligence is to merge patterns from mul
newor ks for data allocation (Cao et al ., 2

DM psaysignificant attention to domain Kk

—
-

om domai n esxipzeer ttsh et ou seenfipuhleas & $i $ss orfeTgaun a leyrte

can be adhlrioauwgehd sdeleddiimg kansi ness feature

>~
=)

owl edgdeeliinng pattern significance and i mj
tuning the parameters and data set by doma
adding organi zat itecencahlni €akctornst eraesti ngness
domasipe i fi ¢ business measur es, i mproving th
embeddi mg kthowdiedge an(dCax petr Phlgau)i.dahl,
After therbobhserdnalr mathutgdegatnas fcan be acce:
usedt Hlaero @ Ime nitn toefr n al cont rWwel nieretde Itloi greencclec
di mensional ity t o igadiirangaotrtteanntti)o ncSdoratt ritcsitei & &
|l iterature has mppyoéaehesrePsehecpabnCompo
an eicgdmase d mul tivari at e iatnsad g/fsu Isn e s sl e mfc
cont i-nnaualues data (Jolliffe, 1986) . Bot h Loc
PCA (Cand s, 2006) camtlae WwWsednborecéadéb
Mul tiple CorAralpysnide nt MCAQ a tt eng oerXi teradllmiyrd eadt sae f

maxi mi zing the variance across cases.
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Il nternal control assessment is similar t
and internal auditors answeexphesguwbhat onhh
to serve internal control s. Then we need
dmensionality to adahéorcdi datal anaf gt masi on
assessment is about Who, and oWhse nt ad o@ss urrae
gual ity of accounting information. Categor
refl ect control activities. Thus, MCA i s &

e&l uation thanT@€CRAniaodl t he NMWCAAec(dnaktiemnes gtrho
factors for variables with the horiizoms$ al

with the vertical axis). MCA offers a more
than just using PCA. Réseatchenos doimeeas i emp
usually can provide infor mat i o nmpaobrotuatn twhiinc
targeted dataset. The first di mension of

dat.atskits al so coindd iamerthe. f iThet spriomdi a4
the variance subject to thensddhreed ibeaitngi.l
The detailed statistical p rCAp earrtey ialndusma te
Appendi x 5

3. 3. Embeddionugs oAfuddotntDantua Anal yti cs

As introducepdopboeed, apppmoagxgerr f orm the p
Chapter 2 wusing analytics practice. One pr
the internal control systemtandttrahetfesm

used to develop asvsamgiltiemeatabhbasdesiAgnt ades

flow to be traceable and interpretable. TFr
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apply its ongoing refinememftf.erBheopmproopg and
combine different atnypmpe saudfi tamagl yteirdsortma ne e
notion is to break down the evalwuation tas
appropriate eaaeahybasBles spmaapud sased mtr r pnge md e s
flexibls tamamynagnes tdaamanitns caond extract rel

ot her sources (Cao et al., 2008).

Violation Score

W v

Internal Control System - —~
v ( Explore Risk by \
. using  Multiple
Transform Mast iigrlespondence
internal ~vlaster ysis.
controls  into File Data . ] (Predictive
business rules. f’mfﬂy SS'C Analytics)
’ nalytics,
L _J \ y,
Transform raw data into |
analyzable actionable .
data attributes. Rlsk‘y
(Descriptive Analytics) Attributesy s

4 for New Rules

\\—// ‘ Risk Confirmation ..

Update the Digitized Internal Control
System by Adding New Control
Rules.

(Prescriptive Analytics)

Figure 3.1: The arlkcahdsdde carualey toifc & hsec hreo

As shown i n Fihgeurceor3e. 1c oarpomwmes,ntt i s an a
digitally transforms the internal control s
User s, and Control actions) . |l n t hiasgetr ans
because it rhwaasr da esxtprraeisgshtofno about what mu s f
done in cases -badsedcentai ptiyseRkhewl edge ¢

of data attributes (Ross, 2012Y). aWiat ytt b
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coll ectf e iidretheren al control eval uati on. T h e
and the four types of analytics is demonst

3. MoHuleviel op an Agile Data Platform to BI
Comtuious Monitoring System

Daat i s the basis of anal ytics, and any
paralyzed without medubbpectdiavalat apipheae fal
t hat can digiti zas utihebd @nudred ld ogu Irtahseltwsi ptehc i f
al samf f er dat a comfbrianset rauncatl wrteivceso ad nd peerr if aorr o
Each I nformation System may have its spec
achieve it sHotwerwnwpeatpdd dgoo addbescker ve t hle€ pbeyr f or
crossing sever al departments to collect th
tompabe curr ematki chgc irviudn ne and the arrang:
Syst ems. A shareableedahas piashedl d®dCcdherms
observe the entire internal control proces
dat abase <can restructure the emntliodd el € p

opportuniatniad setxtipaeanlitumm t o obseifrvespbdéoentihal c

| Cs Tdhaet a Plsampfoordtmeeeves some detailed dis
integration because it acts as an indispen
As discussed in the dprreesvsieosu sa speochtsinotne,a |C o

t hat the scopesed dhe¢alasmai can be big en
activities in the internal control system.
internal contr ol Sybproc aisnstdodp o bERIsFHE an
represented as a.lsseirnige st horfe eb utsyi pneess so fr ud aetsa

t hese rdueleceiskieors, -md&cngi dn me and contr ol a



o
resul ts. -Mmdalkerdsecarse onsed ¢ we satnitsovme s & ahnep Afwa
each control action is ensseanmtd atlhef otri nieh ec aet
Awhegrmuesti on.guUdet fovihadepi cts the specific
| €. Control rul esscamct ¢ a®petsuswet tod |t ld rels uiswi hnoe, 0
and t hequfevshatoons. This formalizati oansecan d

which can make data analytics achievabl e

knwol edge is noelnondert hteacciotmep apgr $ os e it (o
knowl edge. This transformation al so makes
Asmenti oned above, an implicit i1ssue is |

basis to handle the general iltbyy ofl | mest asti

objectives, and it acts as a gui dcet itvoe diigsit
has been extensively wused in thsuppditedg
internal contr,oltshe Iemp UAIgpP exdeitxhe2 t ransf or m
control objectives into necessary specific
The ateéei moal o f | Cs i's to i mplement t h
Principle logic for the <calcul atmamc¢i aelv al
statement items within external reporting.
sati sfwitnilge sfixl lcoi teri a: compl eteness, e X i

and presentation (Chuprowsvth20mMddul Eirguisé

and then adlocafmenihs contr ol actions as dat a
the conversion does not mi ss i mportant I n
mi ssing could I mpact t he whidlses dupsre opjtoevcetm a laynt

reliabThetgompl eteness criterion thetldiasat
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attributes -rtahatexpresesr giadkd actions in a
mechani sm of Figurlke 3c@mplse xiot ybreoefa ki mtoewnn a
si mpteisviutnite | we can use dpeecaisfait ¢ r csb.ont e sl
With this digital transformati on, the inte

anal ytics.

I nstituti Ri £k

Ri sk

Pr os e

Control
L Activi( Control@( Obj ects<

Accounté Gro

Accountn G

Figur2e 3The IBehle@®md8 Bfeakdown

The OUA isorarentlde ste mantwhdoddtidast ai tnso deed v a
over understandable | ogic WradealRiplsitly 2D0d
cl ai[msl,| Adeci si on services shoul d, therefo
wer e dmvehd e h rul es [ wer e tridggewhat , r eavhuaalt t <
generated by analytic or optimization mooc
| ohgr m sy otrtaggeddci si on service directly, ol

design pattern faor ethhsauin®€iso malkhsiomi maededlt hl ogi
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enssaithe compl eteness of tAs BRo2ZEMNESE) rexpel &

il E] ach object and each attribute for eac|

all ows it to be aesesael. obhhecmappdngaghyva
useful to someone familiar with tHhérilBusin
mapped vocabulary wil/ replace technical I

the way the businkesst hiemagsrntihiein&kdg] pbwiotuh busi

The fAprocesso amdi Dqoquenatkieesnmai ceé @tar Whar
Action) data model can capture al/l rel evar
control sysltetn anmaficr Matgiidm mMet s tbheel epgui
infrastructure capability i(othaoofett hael .mo d2elll
(1) Otbhedetpi ct s talpee € ® netarcohl pr oltseesass, e (t2h)e t
stakehol dergsgeWwhbethavesponsi bilitxixctiinen hes
actionablmrakdagi sattdtrmti b ctaems c a@tglenme ndtdne r .mmh
activities. By wusing this transformation,
within thgpodftinmgpcnatl work.

One outoput can be derived from this mod

internal cont raoslt es yesataehn®. & Rdf h & shietml ma n® g e me n t
deci si onal actions to safeguardonhefré¢édeud
attributes for the stakehol ders, objecti ve
shows, t ee i macd tuedre sf inlet adat a, ti mestamp dat

dat a about resour oés @acrthrssannggee. e it ¢ dhit st, h ec o n |
functi ons, and attributes, both auditors a

evaluat, omnchelrraw t he contr ol function wor k:¢
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Val ue and At trigbut

Sutbbjie Usege Funciti o At t rigbut

! At t rinbut

Use Val ueoahd At trahbut

. — . At t raigbut

Sutbjze 2 Funecztio At t ranbut

Obj €]

e e

E—— Attrpi}bul

Subbjre Usaer Val ue ang At t raigbut

Funcdi o Attrd bu

Figurde TBe Desc MapbDawh QthheTHMed

3. 3T.h2e. -nsaudbul e t o Transform the Raw Data i

The raw data, Iseosmrsettianedevelsophedxpamploé, r i
approver i s avi tdtneagmer iMbiasst ot | expelsgpt t he
contatoilonas and cannot be used to develop u
apply feature engineering to derive a comp
After this transformati on, ihgsediotiotli bt a
rul es -tfiome rnecaRlot oekaqpl e, we coded a new at

the approver's nameesfbearhet lIsiagne atatsr itbhuet er e
ut edi as the condiTHIE®WO nptarrotl Tdifwd ceh ¢ MIN&Et itamn
ams teopaprre the condiHEM®@m| parfThos &anafnbFor ma
actions-rahnat ed sfkol i ci es -0 mi eantreadw dofi &tb ladsae d

strupgtaviedes robust ¢paetra memft o awa tt tha tathneyr ana b

model s in the following test and explorat:i
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Two eufsteedn attri butes coding met hods i n
analysis and discretization. The first is
frauent amal pt ggest tchallenge is the <coll

internal CcOlmuistoli ss yhsitgeghml.y encouraged to de

describe t he net wor k of relevantnettwkrelk ol

intelli®nclTehei malv data related to actions
attributes to capture the decisional alter
similar tactics, which strati fybar ocupnst.i nkia
ex pme, continuous data 1is hard to set up

anal yzabl e afit®cr ¢ thiez e dbosassetdi 1odn a@rh el 0cor i t er |
We can explore whether the tr@h®atdli dnmo rwe
than | ess. The final digitized internal C C
attri wethetBhseh &loff t wahr ea,s sAUCcL and | DEA, can o

for thisfeagyguneering

3. 3Mo3d.ult e Apploifc altiiaogpnost i ¢ Amaded i cs with

Scoring System

Thimodul ediuasgenso s tcs, € s taankalliyshi ng the applice
app!l wibsg asnti al testing. Application benchn
its November s2@®04nguitttancédenchmarking i s a
as caertcaondi tions ar es mei agnrdisgtsi cmoarmud ley t i
documentdi hgsaing the relevant controls tha
confirm thenramdbhnéopguaaing effectiveness.

company management states what and how t he
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gualifey hi nanci adc hs ttart eesmeemgt.i amicse gsucaolrief i e d

benchmar k tko Isehvoenl tfhoer reeasch transacti on.

This module runs data analytics to accur
compandysemplui ance. ru¥ea ssgedolry ntgh die dvlaacirios nec a n
automate the test mechanitsmlikesdm&EAoRMNdL
practice an exhaustive testawohi ttrhan sbaucstiinoer
rub a@sscdorsiym@m i s an investigation on the t
rules compliagrce basi s ibsastelde oldHEINEa i UfEw 1ycC
The mechaebsih gramsafcte oinj vemesscorceries de:
vi ol atedsdusul e and its related risky wei ¢
aditor jAuWdmgimeinntg St andar dnaNerais2l2i0tlsycofpfi earg
risksed scoping to decide rhbasske dwesi cgohpti.n gWei
foll owbhgspudy and prTdteotsympd edne welspgsmaeamte.e r
and operates the scorirolg mecthanigmi hot hea
system. The output from this module is a v
acclbmttes the number and the severity of r
contr ol vubkati draisscaortkeefracchinsaihn & f ol | owi ng

anal ytics.

3. 3Mo4d.ullepp3l:i cati on of Bnds ®i mgihisvenAhal yt
Redudtoi Expl ore Potenti al Ri sky Control Al

3.3Phake 1: Exploratory analysis with MC

Accortdoi ngOX h0 £, dmEa sy dtse mehret stt aorft ienvg dpeonit

to suppertevaheat CoOn. mMMamagemenitt mage€spi te
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l i mit aHowevVver, the analytics might still

evefn management, | ater on, dec,ithes emetr gi o
mar keting environmeiumt mayvykbeaveehnew pahempt,]
cmpandegeél opment , but managers cannot find
t hesentpnoay pr oduccoentgeoMannee skestitut.iFomds de
exampl e, 30 year s tag®c htntoh @ gy merhqinrge d d it die
preference for photography in a short ti me
t hen ememtghedt have clear risk consciousnes
precious owiport ue ipspyorrdttaueng icoymé W x pl or at or vy

and a riskdesdmmarticodi scoverotbekbee.pophiest
Ex pltoorray amatloyhdsx st o the fApredictive anal yt |
of data dsaehgkéecs an®Onet permaf20f6hnl of tt

devel op necessary control rul es tso. set up

According to the Continuity Equation (K

woul d bedys natae swietahout contr ol rul es viol:
fl ow has one i nternal control defect, SO
opportunity to violate rules. The reason i s
a dynaamaoce .baBhor exampl e, a manager .want s t

wald try to avoiindt eatfleere nman aaghar sy toil @ann eo ft
dut He smalyseek to complete the transaction
peopl enoftieamng these transactions. Thus, t
and the attributes that are narne smpelcathed at

attributes t hat ar e already i n t he curr.
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unddranding, we develop the foll owing assun

to | eave mar ks in the transactional i nf orm

A ptriacall chall enge i siirtehsautl twoe | pRadididN ft oor dte
rul es becauseft Memeawiide®i di 6her ent in diffe
neead apply CADA t o unpdaerrtstamde ittriivee siitreé dgsaudt li to
betewe t he Acondi Teomwi aaldl yir etstuatt vadoomas i omno
rubaeasscdorsisngm i s | i ke tiveepaeameewhi afh Minmde
how many bombs are adjacent to it. It i s ¢
a ready knew-bésbcn rdihreed emilteo expl ore potent |
We as s uwmieatlitome scor & afsseamowmsgy e emubse t he virt

part .

There are a huge number of dadarmt radlt rn blue
Thexploratorys amalryesduceaitnhe attributes di

attr i butes that hhlaeer etoitealtliy,l Otchhes kareatlhyet i ¢

exploratory analysis is dependen201dn . i tAs
di scussed in the previous section, MCA <cal
i nvestigation o f | Cs i ncludes many categ

exploratoryrappoceoacihetaat a di menosimepxhal ity
relationships behind the data pattern. MCA
(rowsyarainalbl es (col umns) by joining a c¢l u:
anal ysis for t he codsummag e (tihe usttragtiesd i ¢ 9
Geometrically, the c¢cloud of the data point

observaetitbeshiep between the rows and col um
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ality of | Cs by studying the similarit:
mpared on the hbése@dc®mo)ohet pbeesemateres

e sentoepde riant itohres .

Geometrically, the first two di mensions
senti al knowl edge for tbestdatatsatcodhds
d each quadrant of the coordsnafThusyweker
ese two dimensions to @eisscédgsei | poseéentit &ld
MCA has two kinds atft rdiabtuat east tarriebuud £esd
d ucneedn sd ions and heo osrudpi pnl aet noernstr e altntorti bwg ed
nstruct the reduced di mensions. The sup
alytics when the anaklhaterenssanp o6 under:t
ta pattern and the suppl emeantr ewatdiitoanb(lvei so
ore) f robcamsetdbei mgl eyst em as tahwdusp pn cetmewnd ea
construct the t woel dipmemdgi onfs .t hlef tceoro rtdh e
ore can be transited ipnattot etrtme boed ovmedeinn atthe

ore and other exploratory variabl es.

The initial vari abl es, whi c h-a @atrreailreadh p u t

tributes to come out of the feature engi

0O17deftime the following three <criteria
ntribution of the variable |1 s umbreeg ifgn
riables that are joined in the analytics
e dimensions is bigger than 0.5, and (3)

e vamoalkl esstgmard i cmet
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3.3 PhazeCh®nfirmatory analysis

This study ewmmpdsi aonriiskk this modul e t«
essenti al controls. We follow Ronald Fishe
(Fi sher, 19 7tir)a,i nti omagu ddf aetlmatisaett.y e Elreai ni ng dat a
that thestwvamd adteido at |l east one control ro
testingsdatadett he transactaitoncso men cflruodne trhie
anal (yfled est i ngnag¢g atadeseot rhaanvsacti ons t hat vi ol
alrexdyted in the current | C statement bec
act)Dbmiss classification criterion is wheth

than t ke ratske atfr ai nMihreg nkeavt gpsoette.nheald tontbiec

included in the internadr cwmtirodlrisylsitem t H
group. Thus, the objective function in th
conturlcels rbased on the quantifiable risk | ev

Accding to AS 2201, the risk assessmeni
transaction amisskina i satnidc aWé eodpepfoirnteu nti wy cr i
accepthiengot enti alt heo nmeraml vri wll tag 3 tolnh prcdbatea «
sgni ficantly dirfafieiri eyrgt adfat a(r2et htehe ri sk i nd
We choose two proxies, violation probabil
combined riskachdeas The thdeshol d toafalwhet
control rules. We define the risk index as

Definition %: Risk Index (RI

Ri slhkdex qutame ibfaisseled hen transaCcthenl| @afimouhal

Equatiaomnd X)he pvioblabt hedmmibd htEquaTltheonvilol.at i c
probabil ity i ssccooryep wh bngehaans vtihoel aZt itoens ts cnagr e



dat asetabove the tmedmisgo rdeatmfs etthe
Ri= On o WwPNE ¢

where (@7)r aMesaaic t)i oinsAmolhuentaverage amount
t haet olt itee new rul e; i(  Jaa Rpe k e T h d easuindai letdo r I
j udgme(8) Mean hg NRS n vVvi oltdhteedt ismmgftrhdeatod s e
transacviobhaeengiv (rdul eMelaea ( MEAN i 81 ol meé ed s
training admat a(sbe)t st d( ¥Sidaetaifso rnthhee witaoatnbde ed s
training dataset

Let's take a simple example to clarify
from the third modul e, we obtained a di st
transactwviokdg trhhaes; the mean is 9, and th
found that there were 20,000 transactions
rul e, and t he average transacti on amount
transacttiersgsi daad dthleed mean v i otleasttii onng ssdc@ot rées ed ff
we set uphrtelsdd@lidsOk@®, and al so, t hteesmeianng v
dat §9e®) gins fhii gadretr| t han ttrhaei nmenggl )doafttakbsiet R I

this ®Rdses 1.5, 000/-30),/000.07 8H ( 81..618w r ul e sh

(7]
(¢
—

iously considered in the internal contr
as "1".

The confirmgoabytanalygtissst ha agat emtail aylt i
which is dermiiwvk dc dmpBaercibduosne t he sharcaml e ag
provide a-drobest mdaehxatne rsnna | auditors al so
combi ned analoytiinpd esmemdTee®R@ x| 40e4ean i me Appen
1

3.4. A Pilot Study of the Prototype of t|

A pilot study was done to validate the p
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from t hdeid@Biam2tauThenddestodyt hns!| pdko-
sactions from October 20elr6s itthyr oiung ht hAep rL
es. tMer oo wgre,c t-dd paarmt mentaalcrgrsesup, i ncl
t departame mtg, dewpar t menrtt,mehnutma ni nrfeosronuartci
em service department, data analysts,

4 . 1. Breakdown of the I nternal Control

Foll owing thenderontshter as c3dhbe mahd r p mo jFa gtu

sepa
tran
orde
appr

acco
good
acco

rece

rat ed ctehses HZnht @ p essushe s and identi fied
sformation of the rul es. The main risk
rs and t he odssfocndast,edi maultuddionng pur cha

oval, orr deeli egt i oore,ndionvoi ce  wvreglidtiecdt i
unt i ngactTot hceosuen t rgiressktsr,i crha nvaeed eyr shandl e
s receipts pyr csotardnesrmb ¢ r .usTimg @i ghly
unting aacooamntss imay ahllee (based on t he

ived, and payment.

Auto Approval
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. » PO in SciQuest
Purchase Request k 1
. . PO Approval
=5

Bidding Process
Auto Payment l

Invoice
Vendor
Invoice Approval
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‘l’ | Goods /
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FigureTBeddata flow map of the P2P proc
Tab3dle il lustrateofthbedef oumalsi Dbyt iapgmpl yi ng
We used the 2Vesomtfrdlheolpjueacthasi ng cycl e
Unfortunately, the university did not docu
order numberi ng ssyusetse.m Thhauss ,t etchhen i ccuarl r einst [
mi sses the fwléowi whi ¢dhveeed to be includ
effective controls. The five morsderd iconued
i nput and proceppsesredi X ND). 7@42) nAmMounts post
represent svigoodseccri vear ( No. 75 in Appendi
services received are recorded in the app
Di sbursements aods madd esalyi ¢tes geceived (
We have 1l1lo fpmegarrealtelse tmaster file for the
documentation may be a seivmepgaer tcaonntt reM i dweenac
internal cont rtoHe qauyadtigmny fbeaeiclaauset o record
receivedetcowmetietgnebs of the transaction.
separate investigation of this case.

With the guidance of the OUA daitmad smoadfe | ,
necessary attributes, whicdh amel oche tti mest e
actrehated measur ement-padsdatmrbeapaer. e Tthlees ed a
theoretically capture al/l of t hWwe ciolnltu sotlr aa

t he descrsieptdiaotna oaft ttrhiebut es 1 n Appendi x 3



Tab3le Control rules and the mechanism to
I'l'lTustrat/Fi nan/{ Ri skUsers Raw Data AControl Att|Segregat/Violatio|lTrue P
ObjectivegAsser | (stakehg Featemrge neer i|Duti es Rat e
in I DEA)
1. Tvei c¢ Exi st (PurchgOrder Il nvoi ce @age(l nvoice|The ppao/V-score =100%
has to be activiiRequest dApproval PO_CreationD|jcannot
t heur chas happernOrder Appurchasen s ame pe
approval befor ¢ Vendor t reques
dat e. appr oy Product «ca
2. Tlhheg meg Exi st(The Payment Payment @age(PaidbDat|The ppao/V-score =100%
date has paymen|Approverfl nvoice Approval _wor|cannot
t han t he not Cashier |[date; Pay|< O s ame pe
approval appmrdoy Check numjf cashier.
3. | f nolExi st(Paymerlnvoice |Payment @age(PaidDat |Approver/Vscore =/98.1%
prepaid beforgCashier; Il nvoice I nvoi ceDate)|be tham
t hpay meatt invoi qPayment Payment ty person
has to be date Approver cashier.
the invoi ( e xdci I nd
prepai
pur chg
4 . It i sfValuatlnvoidqlnvoice |Payment Del ayDays = Not Availlf 96. 3%
five day Paymerns aff; Payment Dl ( @age( Pai dDa Zscore_D
invoice staff |Payment Payment System_cr e-a(th ys -0< 675
creation invoi Approver Dat e. + Vendor Term V_score
payment d Il ong El se0.i6f7 9§
t he pu del ayg ZscorayDb
payment t pay menr ys < 0
V_score
El se i
Z-score_D
y s < 0.
V_score
5. PaymepgVal uatThe {lnvoice |[Payment Del ayDays Not iAvaab | | f 95. 5%
than five hol dtishf Handl ingl nvoice m (@age( Pai dDa Zscore_D
the vendgd invoi gqCashier; staff,; Vendor | nv-o(ik ys -0< 675

c al
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date t o l ong Payment Payment ApgVendor Ter mDa V_score
dat e und del aygApprover El seQ. 0d
purchase pay mer =2Zscor e_I
ter ms. based ays-0<19,
t he v V_score
invoi ¢
date.
6. The s|{Compl (RequegPurchasegSupplier Step 1: Extr|Approver/Vsscore =100%
s ame bless split |Requestdglnvoice VendsrVeindANDDbe t he
purchase transgPurchaseglnvoice DgBuyer Byuyy@&N[per son
same sup into JApprovernumber ; CreatiionDat®|requestag
t he s ame pur chg descriptiqCreatijonDaANl
bigger t t o a order credgPO_line_NO =
(the ur hi g-heyv PO_Iipne_NO
agmseteout ke | ma n i Step 2: I nv
Qui ck Org appr oy $500AND. Sun
total buyers) > $5
amount i Not e: i, ] m
than $500 di fferent tr
7. DetecfiCompl (Dupli dPayment |[VendorNumb(SanBantkaniki ffgThe ap|V-sscore =78%
duplicat gess paymer Requestdlnvoice code: Condi|cannot total *
payments. for Cahier; Il nvoi ce transactions|same pe
s ame Payment Il nvoice_IliVendolrnvoice |t he re|
invoi Approver/d price; |l nvoicDate and ap
Number ; Il nvoice_line|jcannot
Order price, but t same pear
I nvoice Sthave a di fflcashier.
number and p
number .
Condi tion 2
status i s "
invoice tota
0.
8. Inves|EntityThe Payment Order req @weekday Approver|lf si mul{Not Ava
transactilLevel |[conditApprover[Approval (Accounting be the |satisfy
two of thContr(that Payment |Accounting@weekday (Ap|person three c
approval, paymerRequest dPayment dg= 0, requestgthenscbVr

L/



system and r @wedkRy (Paid|apprsecaan?2. 5
happened reqgs e g be t he
week.end and per sonth
appr o\ cashier
happer
t he
weeker
has [
c h asifcog
fraud.
9. |t ha{EntitYEmpl oyEmpl oyeeg The detail Step 1: Extr{Conflict/Vsconl® 98. 1%
of interdqLevel [buy Active Vemployees |have the sa&@nninterest
active Contr{(produd vendor s empl oyees. t he tra
have t he from Step 2: D{t hat hayg
addr ess own transactions|the e mp
empl oy ees compar vi ol ated ven|lown c¢omp
10. The pCompl {(The Il nvoice |[Payment I f Discount Not AvailV_score 79.2%
staff hajess avail gmanagemegPayment Diprocess_Ileng
up t he p di scoystaff; Payment age(paid_dat
ti me t oe wasteqpayment |Date. Paigsystem_creit
availabl e becaugapprover vendor ter ms
invoid
hel d
l ong.
11. Onl yCompl (I nvaliVador NVendor VendoriName The viV_score 100%
changes ess vendorfile Vendor N Vendor;Name master
t o tshuepp| Exi st {wer e requestdgdVendor AVendor Namber |manager
master fi accept Vendor Vendor reqVendor Number |[be t he
activegfile man Vendor AAddres{per son
vendor Vendor Addres{requestd

Not e: i me an
j mdéres trans

dat abase
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3.4. 2. Dat a

After the ©project team prepared the ma
attributes needeadveiloptetde-baa sdeodmadi ant a b a sve Iy
data from various data sourcessydthemdaam [
sen i n Figuhe @Br dtotype includes data fror
People Software, tandréamcelel apedadeipbaet ment
three information systems as the data sou
necessary dat a. The Oracle Data Warehouse i
system i s useds,f oan dp uRecohpalsee Sofdtewar e i s th
The team collected the whole transdamnhieonal

2018 by uti-d ataingenmoh@ethmatlias can be) seen in

COoreac L e

&

Peo p le ’ ~CONCEPTUAL MODEL

e

P
ll ‘mezaing. defisitisa, explanati

iy

Fi g3Tehathahci t ect ur e olfnttérendniAwdisti tgy st e
Some dat ainwdrhee Icd ss&seicragiser wd t he wrong
reasons (we undertook other investigations
193,103 transaarnsg antsi,onanldadeath8 tattributes
gi viem Append@hg 8i gminfpi caanndt dtaitnee ssequence of
wer e as foll owst enlgr elahedi cReetceo,r d (Rat el,nv
Accounting_Date (4) (WMprkfhowi seepppapeal

D Oracle_I nput _Dat e, (7) D_Ordacecl.e_Creation
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3.4.3. A Substanti a-ba%®sldrSwynsdtle mCamldi ni ng
Vi sualization

As discussedthe seat yoncs8. 3¢ hneanta csoenptarroal
system i nto de&bi ae e alsia naasgseensesn tr ihsaksd iang | ear
of ritk&ks athedvel oped contsobstrafteisalnwieesttagact
compl i ance oWi tthheas et hrourloeusg h cilhn dceo nstir@onld i agt
potenti al ri sks i n busi ness transacti ol

RuiBas-&d orSiynsgwé mh Bool ean FarHENIGbIine amrde ¢ ehret &

It iI's technically achievable tohexemut ea &1
each transaction. The system can prtoovi de ¢
demonstrate internal control s’ compliance
flexibility to be attri budwal ss,0 pdurfdreasatr

vendor s,.Vaasdabbzbng the vidaihaehsBbdonscoar wm
various stakehol der s’ understanding of dia

I nformation overl|l eaduansdve mdegesl pamthiadcihwad
anal yltnfcer. mait i on overl|l oad i-malkerstfadadesi na w
i nformation comprising the accumul ation of

size and tcdamplienxhiitbyi t & hab idleictily iytorml ez tktiehned

best possi bl d Ro@etezels, on . G., -driOuen .

RulBa ss&do rSiynsgg em can cause severe informatdi
define the condition part based on del i cat
The | iterature demoewsitdaneca ffmurc ht Rine mdba kbl
monitoring system (Alles et al., 2006; I ss

Soucek and Moser (2010) proposed two app!
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The first i snt oofi peeer athien@nsontf @mr enah a moe
ability to process information. Guided by
i ncoming ni nofyortmaniimg the condition partséo
threshol d criteheomtmo®n meaxag@et iDomai nand
knowl edge and expertise are necessary to
wei ght s o-B a st®e® rSR/osft e m. An interactive edu
effective way t o enhanddatyadfdahimisso n®e meed 9D
st akkehpsdd t i ci pati on and knowledge input. V
function i n c¢commuus ecrast i @fn dvii & ghn ashtei cenadnal y

t he -RRaud®do rSiynsgt em not ©obaeabytHembhgtpacture o

ofcontr ol rul es; it al so visuali zes the de
l earn how the contr ol rul es work with fl ex
I n the case study, the projeant at «edmacomap

confirmedabtine tappolfi ct hese rul es bybahscelddi ng
meetings. As Table 3.1 illustrates, we Ve
confirming the output eXxceptaitensof Tthhee twiu
transactiehhsbycoeretiiat md managers faotdherul e
anal pytuit paat (True positive ratio equwal s t he
management divides the numbecspf rule viol

Then the team ufstewdarteh el OCEAAs etwmreomssot ruct t
|l nhalr Audit sDepanvtemérin@e because the dampa
softwar ea Ateidhealwiosual i zing dashboatthewas

prototype. Each nrdelng anaomdub e @mbieddepe i n th
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as atirmelcontrol. After the system identif]
transacti on, it could calcul atectheemesbat
demonstr ataels ctohnet riont ecroompl i ance for these
violations in each <control rul e. There is
vi ol ation score becagcee needmamiagame ofex pen
judgment . We eftolallow (125081 @1 s tt rou cutsieo ntthpee og @ c t
expert panel to priortiot idzee cfleep@apdt iodndlheex
wei ght . The project team i hibaesnh bdav dk o pfeadr

r u-b @ ssecdo rsistregm f rom t he perspective of depar

Which Deaprtment is Maore Risky? Invoice Date
4/14/202/16/20
EffectiveScore PaidBeforelnvoiceD PurchaseBeforeApproval splitPurchase PaidBeforeApproval a D
Depar.. & Depar.. & Depar.. = Depar.. = Depar.. = Department
120 [ ] 380 [ ] 130 [ ] 130 [ ] 100 [ ]
610 ] 560 650 110 [ ] 110 [ ]
375 || 520 u 520 610 [ ] 120 [ ]
220 110 ] 700 180 130 [ ]
300 180 = 360 100 150 [ ]
180 L] 100 Ll 110 380 [ ] 180 [ ]
110 ] 310 - 380 ] 150 [ 190 [ ]
380 ] 150 - 500 ] 520 = 210 [ ]
320 ] 120 - 100 ] 360 Ll 220 [ ]
210 - . . 100 - cnn - 200 -
Conflictinterest PaymentDelay InvoiceHoldToolLong DuplicatePayment WeekendPayment WasteDiscount
Depar.. & Depar.. & Depar.. & Depar.. & veparment Depar.. &
360 | | 120 | | 120 | | 610 | | ﬁg 110 | |
520 = 220 375 [ ] 400 = 120 i 180
650 L] 500 L] 200 380 L] 120 560
310 - 180 L] 510 180 . Py - 100 L
100 - 610 L] 220 110 . 310 L
110 - 560 - 210 150 - 80 500 =
700 - 300 - 320 360 - 90 i 150 =
150 - 310 - 380 100 - i;g 520 -
500 - 150 - 180 ] 310 - 120 -
o i Y B oy - . i 200 - o

Fi gur:e T3hhe6 Dashboard of Each Departmentds Col

AsFi gursho3wse, dtashboard offersf athereaot euw
contr ol sgBatemeaWey ssesepeactbr dapaet mMment @ac
at any time or wibtintanyngp ediefDiad e emido dD e
Thembini nntg ca&n anloyt only pr obwitd easl sao hgoilviesst | &

explanation of rule compliance.
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Figurkel3aWso demonstrated the wefehaeotrisyen
buyer s, a n ds haopwpsr oav e stis mmell ad a srhebaopaerrds pfercam vteh
vendor s, and ar dehei Bédddamsgkortstf vcl.uded I
Audi tors can sort the risk | evel fob each
compliance. For the 3S5urpdiosmd gt vetnd®3 %, of
ri sky vendoesswewhi empivay detected by test
same address as that of an empl oyee. It i
vi ol alt@ultMnst her signifilcaomt thedpagmemst & ht
vendorelwgreed.dlt is necessary to closely i

t hat have a conflict of i nterest

Who are the Risky Vendors ?

EffectiveStore PaidBeforeapproval Purch pprowal ™ SplitPurchase_¥ Suoplier Numbar
p— p— — semper e Supper M. =

PESETEIZ PLOGOZILL | | p10203248 PESHOSED

POSEEE0E piooossos [l 10108718 PERSTLIG o ——

pATETAZOL BIO0CE1TE . P10L2IE53 | i paganzs1

PADLELAZD poocssss 10132014 pre———— PIGEB0EL

pazTEABEZ puoocerze [l 010132118 poariss pasETIOS voice Date
POSTOAES prooaczas [l P101X2497 [ poSHTITE AET  SVEONE
PANISZS1Z B00R1TIT [} B10132ELZ LA B POSESTZL —_
pa01325D6 proonzsar [l 010133827 PLGAZATES pag8asI0

peEESAST prooazezs [l 10166912 [— pasmas1E

PESBEOS piooazass [ 010167137 PAGES0IZ PO9STI0

PAPOA0SD PLO0L3AT0 - P10AETLIT PLASTENRE PIRSETET

pan132527 pooazass [l 10167255 "1;’::21: p9939630

panLB2SEE rroviszze [l P10LETITA :;gghﬁg PR

PalcBefarel mol ceO_V  Paymertlelsy_W Lang Dupl W o v w

Supgilior Mu.. Sunplier Ku.. Suppliar Nu.. Supglior Mu.. Suppilier Nu. Supgli., &

PHERE 2O pFERILTa pzisagres: [ PRSRTHIT PRIRHOGES PLOLALEES

paD132303 pea91124 e21162560 [l POSISEDS PU9ETIES paD214729

pIeEISTO peI91081 peosazizz [l P1ZTE4362 peSSA534 pIsaalEs

PoESSTIe PIIN0ea 20819336 - pATETAI0]1 PEIRL5IS PISBA IS

PRESTLAT PFRROE61 peossaize [l PRO1A1 430 PES0LA59] pLOZ1IGEZ

pEO132SZT paancaz3 pzosezany pAD1E25AZ POSOSO0E pLOZ9Z063

PADL7ETET peaRgsaa pzoass7es [l peET04Es peg03gas paD114807

pA0132621 pIARSZET pzozssoso [l P10165534 pUS03543 p10132645

pAEROETS PR T p20ISTEAG piO16H4ST PRGAIAI0D pRATISSED

PADZELZET pIABESEA p20355094 W p9%ERTs0 POESA190 PIGETISL

pa0132596 peaBEL0a pzozraazz [l pID132596 p21321211 pesEaETL

paEssaTE pYaRTERZ pzozeszes [l PSSRE2OS P2OST0S5E pI0OO2ELL

PAO1BIGOT PERAGHED PR0261146 L} PRGGAAST PROSS0363 PLOGOISOS

Figure DBassthboard to Show Each Vendor s Compl i



_LIJ'[_
3. 4Apdp.l i cExpborat oaydADa mghisRtesdntiaplt ii to n
Di scover Potenti al Ri sky Areas

As discussed above, it i's necessary to
uncertainties about which business rules n
sel ect ri aky abhé atsy)r d-thalf atceadt dle @i seidmrkalngact
attribute .diTeemsi ohladbwityg analytics uses t
rules to enhance the conterdalc ep drhfeo rdraa rac ed.i 1
anglel ercitbuattets t o exert explorathbheysahatbtytob
that the attributes can-caontdiH&lBENdsseu lctosn'dirtu
expression. These vari abkeéeatedtaht €ama teixwe
acti omlse23ahows the analyensofeeath wadi abhk

As suggested in section 3. 3, we conduct

observe the relationship among vendor s, p u
prdwces two negw evsatrara bGEls : a @B BHA pi psr osvhear tGEfLo
gestalt el ement I|I-Welkst €lrh ediomtlii mrearMe rda faimm e ¢
configuration, or pattern of physical, b
intaged as to constitute ta dearnicudlnealbywnsur
its) pdhttse two variables help to know the
reqguestor (approver) had atiitdh. eArcyh thviegild o G

means that mor e tr aapsaarcttiicoud wald mmednye idrodiec awti et

speci al rel ationship.
Bot h Ef fecti venesBr aicsoarca i and avYieoltahteeda't

calculated from thédasesdt ycsdaeuing TRhresm tthve |
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0

e

can act as suppl ement al variables of MC A
Vi olsactoerdkes and potenti al ri sky attributes.
part, the supplemental Wwa&ridabltasnca&rteviodo td ew
di mensioomsli naAetsysaemive variables ,devel
we can transit t he suppl ement al vari abl
suppl emental variabl es and vteh ev adraitaab |peast.t er

Table3.2: Definitions of Exploratory Analytics

Iltem

Definition

InvoiceNumber

The number ofhe invoice, which is the identification of thersaction

SupplierNumber

The identification of the vendor

Ef fectiveScor

The effectiverss score of each transaction, which is the analytics result fr
the rulebased scoring syste.3 0 means the effect

fi20 means the score is between 8¢
bet ween 90 and 1n8adtion hAsno rulendotatiols withim €
the current internal controls.

Amount Range

If the transaction amount is kger than $5,000, theariable is "1"; otherwisgit
is "0".

Unit Price

If the unitprice is larger than $100, tveriable is "1"; otherwis, it is "0".

ProductType

If the producis a catalog producthe variable is "1"; otherwisd, is "0".

ConflictOflnt

If the vendors who have the same address as the active emphayees'
address, the variable is "Idtherwiseit is "0".

Weelddlm ansact.i

If the approval of purchase request or payment request happened on the
weekendthe variablds "1"; otherwiseit is "0".

POCreati onTol

If the date of the invoice is earlier than the creation date of the [zerohder,
the variablds "1"; otherwise it is "0".

Il nvoiceToPai d

If the payment date of the purcleeorder is edier than the date of the invoice|
the variablds "1"; otherwiseit is "0".

SystemCreatio

If the payment date of the purcleeorder is earlier than the dahat the
invoice was recorded into theformation system, the varialike"1";
otherwiseit is "0".

Il nvoiceToSysC

If theinvoice date is earlier than the payment date of the psechaler, the
variableis "1"; otherwiseit is "0".

Segr edd tDiud i e s

If theapprover of the purase order is the same personresrequestor of the
purchase order, theariable is "1"; otherwisgit is "0".

Di scount

If the transction has discount terms, thariable is "1"; otherwisgit is "0".

Il nvoiceSource

If the invoicing source is manual, tivariable is "1"; otherwisgit is "0".

Vi ol atedTr ans

If the transactions violated at least one of the rulegsatgillustrated in Table
1.1, otherwise, it is "0".

Reguestor GEL

If the vendor in the transactih mees the condition thatherequestor's 70% of
the purchase ders are from thisamevendor, thevariable is "1"; otherwise, it
is IIOII.

Approver GEL

If the vendor in the transaction me#te condition that approver's 70% of th¢
purchase aters are fom thissamevendor, thevariable is "1"; otherwise, it is

0".
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The resuvudtted si ni |Tlaubslter(Bb.th arhde MBiugur @ | .t 8 .
use the name oft nf{alt9ns5e3dmat ivehcandeBweal oped MCA
graphicedgl oh Bast matri x, which i-waw he s
creasasbul ati ons betwvaereina btllleess eamtdagad ogayl t o t

matrix of coea})iWdowslGvaeenabte' s (2017) <cri

sel eztttediels f or the following analysis. Th
vari able and the constructed di mension i s
to the size Iimlamotrlee saygerndgeaot variabl es
coora@idcavel opment. We included eight vari al
case, i ss,0adlix5i. bdthers meet the two threshol

Table3.3: Result of ExploratonAnalysis

Number of observations: 193103
Total inertia = 0.99
Method: Burt/adjusted inertias Number of axes = 2

Dimensions Principal Inertia Percent Cumulative Percent

Dimensionl 0.079 80.(6 80.05

Dimension2 0.00aL7 0.17 80.22

Total 0.099 100
Dimensionl Dimension2
Coordinat | Square Contribuio | Coordinat | Square Contributio
Categories e Correlation | n e Correlation | n

0 0.14 0.74 0.037 0 0 0
AmountRange | 1 -1.238 0.74 0.328 0 0 0
0 0 0.124 0 0 0.498 0
InvoiceToPaid | 1 -0.82 0.124 0 1.643 0.498 0.502
SegregationOfDut 0 0.125 0.75 0.03 0 0 0
ies 1 -1.325 0.75 0.32 -0.002 0 0
0 -0.001 0.658 0 0 0.366 0
Discount 1 0.113 0.658 0 -0.084 0.366 0.086
0 -1.379 0.9 0.157 0.009 0 0.003
InvoiceSource | 1 0.0% 0.975 0.006 0 0 0
Conflictofintrest | 0 -0.0001 0.01 0 -0.00L 0.604 0.001
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1 0.062 0.01 0 0.487 0.604 0.491

0 0.08 1.031 0.002 0 0 0

ApproverGEL | 1 -2.02 1.031 0.119 -0.013 0 0.002
As il |l ustr atAendo uinnt Reeenggues,@a t3i. 8n Of Dut i es,

and Approval GEL are along the di mension 1
are ®dimegsi oApRr cawxdrsGEL is in the farthest

which means that thenf@é@Q%Wuoé tsansakyi oms |

order approver are with the same vendor. S
perasnan approver), Amount Range (bigger th
i nvoi ces) have simil aensinppra.ct §henl nvhoei ck
ConflictOfl nterest have a big contribution

MCA coordinate plot

PgT) ®1
R~
N
O —
N
= 5 o1
o
(72}
c O & oW -
£
S Q2
v T T T T T
-15-1 -5 0 5 1
dimension 1 (80.0%)
® amountrange ® conflictofintrest
® invoicetopaid segregationofduties
® invoicesource ® approvergel
effectivescore

supplementary (passive) variable: effectivescore
coordinates in principal normalization

Fi g8& e Burotf plheet t wo di mensions of the

3.4.5. New Contr ol Rul es Devel opment by

Compari son
The objective of this confirmagooyp aaohhl

transactions, -rvehiadhe dihsf veamit mk iegrs kt han t he b
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which is defined as the group thatrnwalol at
contrtoeelm.syAss i |l | ust3r,attehde icmr igdeatiiomn id a co
by two proxies:y windl atriammBgd b mb alnmioyu,ntwe ¢
the dimensionality reduction apdnswl eomne d
rul es.

3.4.5.1 Potential <control objectives sele
The new rules are deavnealoypteidc sf rboans eax pol no r
di mensions of the virtual coordination. We
and s elated groups: (1) the group had the
student s, casuaidti menplg@pde sownorc opnpratni es t |
vendors (Rul e2); (3) the vendors Iin7Q%e tr
of the purchase orders are from these same
(4) the vendors he tbedittapnsathaonameebver
orders are from these same Vvendosr sr,eqauned ttohr
(5) the approvers are the same person as r
3.4.5.2 Restudrty oafn acloyntfiicrsma

We calcul ate thea dRingk tlon Egx atRlohny ds @ tht isres
t he miniamuonu nrti.s kNe icthhomer it hle anmoyard c d rod ibreg $
to a discussionngd rwint ha tWed Epxwdmeeanng eaene d 1
me t to accept a new rul e: (1) the mean v
exi stinghaunewelrwtfed group needs to be si
mean violation score of the begbematkagr odad

Table 3.4 shows the analytics results. T
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Rul e7 because Rule5 cannot meetsciohe fifr s
Rul e7 i s smahduse,r ttheasne fitlwaw rul es are excl
t wo condi tmeams, twhitch he average violated
from the benchikarnkhdeandcioh@&@hesehigbleuded:
were perceived as risky because these a
vi ol ation eéedatvo omavaemdclnose monitoring in

Tab3lde Resul ttd ecft Weltovlke e narCh nTe sotle dGr ®rugus

Potenti al rules |Violation STransacl|Ri sk Soadree
Amount
Zscorntstati|Score

Rule Requestor c¢¢-0.51[-47.24|1.9724 1.4569 (acc

person as the ap

Rute The compani6.48|18.39 [0 (the 2.24 (accep

active students $1679,

patitme employees than th

of interest as 4 thresho

Ru&e I f the vendoO -0.97 2.53 Rejected (T

t hreawal type, ap di ffer rut el ated g

be separated fro not cannot meet
signif condition.)

Rude I f the appr/{-0.32| 8.725 2.47 2.041 (acce

above transacti

vendoirnvdihee can

type.

Rus e | f an apprdg-1.03| 9.725 1.15 0.02 (Rejec

above transacti

vendor, t he re

di fferent from t

3.4. 6. Report on the Application of the
Il n concl usi on, agdiume ¢étali gingr caioreaht h e b e
CADA schema. I n this case, the internal C
severe conttr,olt hies srueessp.onksiirbd e depart ment
received, directly | eading to the paraly
should do specific iIinvestigations and so

shdul mphte msegregation of dutmuedste meani ng
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di fferent peopleh®remi tbece egfhhews ot Bese tr
tdan the control benchmark group. Third, t h
with comféiest ofLast but not | eassitg,nitfh e amd
ri sk i f the atplprreoswkeal daic7 ®@% hiight hicsé soase)
with the .same tvheitnddesrii tnwatiicentype would have

3.5. Discussion and Concl usi on

3. 5A Is.ummmair yhe Q@ommbiyniimg Schema

Th&€ADA schema, whi cmod wud eage dc o b &alcythigc s
emphasi zes the evalwuation of | Cs by explor
systemhe goal i s-drtiov epnr osvd ldwet iao nd attoa enhance
related accounting information khatlitybr@h
down a complicated solution into independe
modul e, t he di @gnomod d-blassead@Riylsdg e m) and
prescriptive analytics moduleebtlieE aeaehi draodd u | «
support each other to exert t he whole inv
domain constrai ntM aamd rmeaecdchse sd itfof ehraenndtl eD s p e
et al., 2007, 2010). The dat a emodtuwoe amal yft
modul es. It can ensure that tbkbeaddtarfhewa
The -bradiset orsiyrsgd em @couvurides evidence for t he
rul e violaheofHBAd ksoTthedetgpamg pti ve anal yt
can combine the other two moadll emer ogun@ut B
using traceable statistics deduction.

We achieved two goals inhhwbecdadnrptemade
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master filrecteemsaegueasatt a from the operat.i
validation i s tteneassssuagfe tthe maghpdwee If idoent rT

objectives from the Cobi T 5 provide a str

digital itornandé momatr at es t he traceability
anal ytics. Tnpils f medulteheexdar st principle
technol ogi es . fdnmprh a&Ghi azpetsert h2e accountabil it
|l ogi cal st amndngtpoiegquires traceabl e dat a
in the dmtanogdubhéef owe answer some initial

analyzable attributes for the CADA. An ob
cannot tapplnyaldya i cs even though a huge amol
we exempWwi ftioeduthiad i ze feature engineering
straightf ormma&krich gd ecitsionrs, whiicdin cmanr tacdf e
Al-FTHENoOul esr Ahts transformation, these at
ingredient fodr -toan&lr mbntr tbesng.n Tthhee ammoad wlte
t he -brasbeaedr-s ygtem i s straightforward. The v
managementheanvi ol ators of these control r
positivecnatiotudyt o@hefbdaimdedmriyreg em and t
Vi sualsitzetnigdry | mprpe/res it ehei vaenrad sys.i ¢ s 0

The prescr i potdiuviee aancahliyetviecss tnme goal of I ¢c
choose the desi t éarde |loauttecdormpea istikksroonu g hl t acts
analytics part of t he rdiessd ngpna r i Tshoen csohnobw nietd:
di scover p octoemttricalb y arruesaksy g di mensi olhnalliiktey

supervised |l easnangl ptgosi démends hon the a
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t het teefs the current | Cfs talte s g W@ le iran il boein o en tmr
system. Biwcth mai hs& odiiyonea mi ¢ and may <change af
internal contgwllt syan eonn|l yrhehaow signi fican

arouse the manageme-dti gseatftfentdiaoagsfolfhehaea

as the awerhiofryi-dtyhe edatcoancl usi ons. This com
practi ¢ aleevivioagignteer nal contr ol intelligence.
3.5. 2. Limitations and Possible Future R

The design of the CADA schemanpeonaldesoat
intell agsowceanl be used to i mptemdar dSOX. 4@
byexhaustivetyahseatt hgnt pepul ati on. The scl
evidentiary deducti on, whichllatmnlosn thkhe®r ep
bridge of the control rul es.t hBey sucsh ennga tdhieg |
entire internal contr ol system. The Cobi T
necessary data attributes for this sharabl

A chall enge for t he devel opment of i nt
managqdmecannot determine all of t he necess
because of emerging ri sks and potenti al

expl orataorcys amsalay solution to observe pot

solutionhassurmes ri sky deci si onal alternat.
transactional i nformation trace, and we st
parotfs t he information. With data pattern r
poslse bri sky decisional attributes to devel ¢

explores inherent risks and quantohnt mabdll €. a
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Il n this pil ot st uodcyes swet os ed xepce reidmet rhte Wi 2tF
combhgnatics schbdmasckonrsdyrsg Bfime P2P process
' imitations because it is relatetd ohhwpges
have #nada meealnf | uenlcecst e tfhri omc ¢ she. stowever,
still il lustrates 1its tgtorlenigntthelifrugdaeveelremic
we may i mplement the prototypevientmer e mpac
i nteractions asmomnfg pdAdddesaxransh.st wpe know, t hi
first exploration to solve data issues in
the i mplementation of SO 4£bhsttrhicsi seudwy.)

ri sk asseéaossymeéewmt exmpdl ore potentially risky i
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Chapter 4. The Ethical -bapée mBPmakaisng:n of

An Analytic Roadmap to Examine Agicognamadi |
| mpl ementing Audit Data Anal ytic

4. 1. I ntroduction
This essay aims to mitigate the potent
i mpl ement ati on ofWeaupdaiyt adtatteantd manl ytto cisdent
causes that trhayyugbout t he entaitieondegsiogresa
datcal l ection toMamakgt-L8bowd,t panhd Vasar he
proposed the ethical i mplications of Uusi n
present acorexd etnisalveanal ysisssuefs potaenttihael
pofession shoul d adompgai dddr. arshitsh eekses(ad/0 2f @)I .1 o
and uses a futulroosktiincg) (iapepr,oafcthr waBrdey, :
di ffer emwee tiak et-ta@ ltpervaacntti cpeedresnptei cftyi vaen dt oman a

i ssues from both the design and applicatio

Audit Data Analytics (ADA), Mumo&Xwdgddmrtadd A

T h edyi isscstende et hi cal i mpiltiicragd i bpasedformlt hen tae
artifact |l evel , Mandotdgapy,l ialasta ofni ndevtehat e
overl ap across the three | Mwmrdka( &hi &) .es s a

s udying the di mensiemtss fofomauwdiet fdatra ca&mapl

training dat a, algorithm devel opment, and
manaageitnhg c al i ssues of audit data amdal yti .
application is gained.

The foetulsi cosm in this essay is on the et
system, which includes activities in the

science, t he data val uemecvhoarikn tpor odve sdcersi bae c
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i dendt,i faiceqgui r ed, processed, stored, analyze
val ue ( GSMA, 2018) . Et hi cal i ssues can be
chain. The et hi calt hsmsb | eacgte nit rsc | yutdaettsgp uaibl agpourt

The sourcseeathi ABAO i ssue comes to both dat e
i njexces bamd riskssteffiecdevenkesessADAGOom a d
t wo issues aseotheéehesetricaksa eThuendfeirrsgstanid
variances about data inputs. Emerging dat
nofmi nanci al data and humsstexpatnudreadd dRitga Datpa
guidelines albautande fmamiargg nNdacdatdangr aoe alsiol
data traceability is the capability to ver
data by means of d)olchuenseen tpeodt eindt e natli friicsaktsi ocne
prinoifplbesnef i crealcef iddvedn acdea.h a i ssues can dir
ADA system and i mpsascitontal e caurbietidarasc'y eparaadfdg U
about t he compl exity of t he al gorithms.
st akehanl doeprpsortuni ty ttohetrakuwes eardsv amft atglee oA D
follow thealdegoiifirtobmmothi | df, wh o ac omantetde ntahtei ct
construatfwnitthe,Ai abstract, effective, C O mj
given, | askiomg p ar pgoisvee nu nrdeewi s lbinsho, p2015, |
Al gorithms can extend humansa'p phayns iacmapll i d i
accel erate | uasuttiocneo nayn di na uadui dtiotrisnog .

Data and algorithms Ilceams iimp atchhe tdes ingonr ar
ADApr ojFeucrtt .hetrhmorreoot cause can be embedded

beginning of the design. Thus, it I'S nece:
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ethics issues at theabktgioaonisgi ofapkereoaetsi

fo

-

wardly predict what <can happen and mit.
i ssues are technically common and | egal,

deci sions based on dailfgfoirg ulhtmitco fmacdagahtklye
because the problems may be unintentional!/l
for ADA. Thus, the developers need to shc
potenti al ri sks toycauweead i fyomgteh dampaelcyutbiocaa

mechani sm of ADA.

The i sosuute sdaatha andcamgofromms hal sat er act
emerging technologies and audit context. T
t he ADnAs'esqucences. |t cnagn pbreo alca n dvlee da chktyi otna k
result could be foreseen (Gillespie, 2016)
deci-md kinng al so because it can scéalbkei auspe sp c
(Luecta al can20mppctcamburdeltevvynadenand reliabil

can increase risks tmatki mggatoiuxelnye si mmalc tb u

scalpe benefi cematef aodnom®nprobl ems. oBe aildes

perceptions aboutindbhudi mgpnapyptieat i al pri va
di scrimination. These risks can el evate ir
deci-makinng t ool even though audian afncarl yam c
excell ent pegifrog mamese PMatoarcttii avlel iys hied p o

ADAO strengt h.
Therefore, we need a particular met hodol

devel opment of ADA. We ifnttema p@groo bilnecm etalsat
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wheni sflieens are made wusing algorithmic func
auditing context. Auditing data analytics
a series of audi ting pdeoctea ur(eAd CRA, c01 7
consiodheriag i consi stent with ~calls for rese
i mp aacctcso ubett ehn tcsa |-madkei¢nPgE A OB , 2019) . For exan
need for research to gain atheduntdeertshe@ndmanu
t ypes rodc odradtead, how the information i s she
decision rules hased ocwmfawaakgapipi hmati on,
and abuses of investigative power.

One preconmanageament thfe atemitd dly itshseu a0 oit
the potenti al r ingsikvse d ampirse hreencse svsea rayn dt ot h o
copnut er systems @AGMt h2018,i mpac8s0 The | i i
vi ewpoi nt sanfionrati loins &\Vie combi ne FIl oridi"'s
framework and Martin's (2018) four al gori
et hical principles fothasditt wandlhytoire £.s
di mensions toi dgexcetpott eacanalcabse i ssues
responsthel /ADAs oACMa sgdywsdtesam fior which futu
reliably predicted ernetquafr ersi sfkr eaqau etnie r y@asts
not be depl osyedhatAnmi ghstsuresul repaor tneadj otr ¢
appropriatACMar20e&89p P. 8) . Thi-mhaeses agt hd ot
assessment roadmap to guidve thowheee epal et
probl ems based on Wnit ghmaps (T2h0el lf)ouars setsaq

matched to the peculiarities of the ADA. )



.
and t ake speci al car e of t teegaatkygtiicnst o
infrastructure offhehgtoagestiedcli mde i thei sart
about the data source, training data sel
interpretation of the oudpstus¥henrabdmbapr
identifying and niaincaagli nigs stuhees pfootre natuidailt eetv i

We use a case study to demonstrate how

addressed in the development ofa Lo nNnADAUDPUC
Moni toring and Contr ol Syostu@myiment apsbatees.
exemplify the i mpipdmsret artainbang eanfe nt h e ofad umma p .

provides specific evidence forthee ADAL I et

exemplify the approach bypruosciensgs,t hiencd aitda n
WebEXx meetings, some specific tests from t
di mensi ons. We code the evidenceFduoend t he

Thinking methodol ogy (Sweeny,hoWw9 9%8h)e.s eT heet h¢
i ssues were considered and managed through
Monitoring and Contr ol System.

This essay is arrangedoasi hbtrbdwses  Thkes
anal ysis frameiwor&kpprFoddhwiweg dadnduct a | i
the technical components of ADA can potent
and audi ting context.uslen tthhee cfoonubritnhe ds eecttt
assessment checllBi)stanfdr MarEl oor i( 2018320t o i c
di mendgiroms AdDeAHes| op ment and i mpl ementati on.

assessment framewowdki d ot heexsmelb ¢ mecnBahle &s it gn a
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and i mplemé&heafobhowiang i e ptait@m yi ase stud
met hodol ogy.

4 .Ruturistic Ethics FrameworKk

We f oMulnoovk o (20R@) adopt a futurirsetyix0le2)hi c
t o anaanldy zfeor ecast the potenti al fuaecst.o rTsh et h
futuristic approach initiate dialogue on t
chain of ADA. Specifically, we follow th
Framekvo( Br ey, 2012) to explore tédehmwlodgy a
|l evel, artifact | evel, and application | ev

focus on data and algorithms to explore |

porntei al mor al problems. The anatgsibBeati s ket
the interaction of dat al eavnedl aal ngaol ryistihsmst. a kTe
et hical i ssues aroused by staketalekerlseviern ¢

of ethics analysis provi de canmeckppaernt utno t g

contemplation of ethical guestions at weach

Tabl e 4. 1: Et hi cal Framewor k for Audi

(Adopt edc dmmimn d&taibd re i@d uvarndu BFo k o, e2)0 20

Steps |ATE Description of Analysis

foll owFramewo(Capabi|Constrai|Soci al an
t hiperp | mpact

Step 1 Data: t|Descri|(1) Data|(l) I mpro

Techno/potenti|lhow da|Traceabi|lprofessio

anal ysii mpact i nputac|The effelcompetenc

i nput s t he AD|of train{(2) I mpro

ADA et hjianalyt|(3) Dataldue .car e

concernjleffect|have eth|(3) | mnpeo

i mplicat|justice o

a tributes
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gener al ,
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scuss the potenti al root causes of the

di

i mpl ementati on.

gn and

desi

surveywyew et at acddl alt goat

We

1:

Procedur e

problems. The diacdsshenscspe

ADA mor al

o

t

.t eMeh mpalyo gitd &Intd omp d me nt thse

h e

nature of t

h e

t

peculm athigtoyt eonft idaalt ae tahnidc aall giosrs

inherent

h e

t
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Procedure 2: We used an ethics checkl i st
et hical i mpl ement ati on fTohre esaccohp ep airst forfo m h
ADA i n audiTthien gb ecnoeniti etxgte.h dfol poedef i ned et h
t hat we can have practical gui dance about
user ocMentceoxtbli oeiddi 's framework of informat

al gorithm accoud) a@bvielthapyt emohdred | o Ry0 1let hi cs

4.1 in section 4.4 provides a summary of t
Procedure 3: Devel op an assessment fram
problems in the design and i mplementati on

Proceddr Use the developed framework to
and i mplement a P2P audit data analytics p
4. 3. The Nature of the Ethical | ssues Ar |
| mpl edmdn on otfa Ajid® @Gebnae r a | Literature Re)
4. 3.1. Audit Analytics Has Ethical | ssue:
Beauchamp (1982) derived four properties

t he deaksingnal ternatives need et hcihcoailc gfsudg

Second, the judgments are prescriptive rat
suggest what actions should be taken. Thir
person in similar Ssituations.heResttherh, thheae

simply to the effects on oneself (Beaucham
guidance to gain an understanding of t he
These I ssues wmoeal et ascpcdontsn tkairtldi ,ttyh egyn du sar al |

to a series of consequenti al ethics (Wright
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justice.
The natawrde t o hg i s tcgbtuhtyabrielliattye.d Atcoc o
Mer r-Walmst er Di ct i on aArcyc, b athhiedsti dieyf iqaurial $ gyt e f 0
being accountabl e. 0 oPorliingaartiiloyn, ort wnelalnisng

responsri btidi agcount fA@earcoaneadbi laicty ons. d he

means an expliamaati ommt dreog jssaoseeidfg ment s, I nt et
actions. Responsibility is defined as a b
Accountability is also firmly associated w

Page Centpe.r2) .220lkdd i tnlpe cooua@xtabpbi Bity i s abol

clients, coll eagues, and other rel evant pr
judgment , and explaining how to develop th
responsi veakbost deeo sal views, which includes

and justify actions.

I n the Audit Data Analytics context, en
exchange i nformati on i n a profound way.
di mensionpr obl ehs and | ead to new et hical
algoritam e mechani sm makes it difficult t
accountability. There are a variety of tech
the facial recognition system's mecbani sm
and themekegbant cal capability. Thus, t he s
raci al peopl e if the training dawasksndom

201Bhis chapter focuses only on mmane a&rndi c

| egal but potentially damage the effective
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4. 3. 2dr iDmegrma I nformati on Technol ogy and Mc
The triemlnsahi p between information technol c

to Norbert ( MW 244) .t elcnhfnoorl nobagtyi ocma n se xptheynsdi chad r

exi stence and the power of perception. Thi

human sdn<sagpabnlities of action (Weiner,
machines tweoqil at é&c iimto the social fabric.
messages from the external wor |l d. Tshey wo

Additibewnl Wpul d be merged with human bodi ¢

power s. Téxchaonmgpesesisnf or mati on and gener at

Furrt,heMoor (1996) argues fwhatcompet éft 9gil ad

al gorithamaseda)n Itehaadsd edo psbicy vacuums t hat

anal ysiTdhutsqg fiitl li.s necessary to work throuc

(Moor 1996) .

Moor explained that et hical i sae®ecabat
we need t o usentshee tiodiugqidteirizra caanl dd tf hbe® 8e8¢) t(i Moi ¢
Thi s Ai nformaticamalc hamedec ihtmgen t W f ol d ter
Aconcept ualharmuddalvees ot o be <cl arified dbefore
(Weckert et &lrom 20@8 peP.spl3d heDeA ddsp ptlaot u e

emerging data and technologies to transfor

evidence (Al CPA, 2017) . Data iIisythe trhe ma
Il n data science, the data val udke scciraii me pwloev
data sources are i1 dentified, acquired, pr o

enterprises to add value (GSMA, 2018) .
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Et hical i psrsoudeusc ecda ni neeemmfc ht lpe odcetdaurveaheaee c
data acquoaeduteponephbcal i ssues can appear
have an inconsistent understanding of whal
createaedbrcasfhict of li.nt er0eds8t) . ( Wetpg Gperea\t iiedid sa
t o rooviede prlofoas Piusn nessn jtuldg meatta <Stecroagle g
traceability can raise ethical i ssues o0f h
audit evidence. Traceabil i tlyodasiitomeg pdad raltii
of ai damausing document ed riacemtbii fl ii ¢ ayt icoann.
ADAOG proflexcoimpreada ency ( Mo otrhe 2@ndaBd) e & uTrdhei,r dt,r a
data can produce potenti al mo rod | ApDrAo bilse ntish.:
anal ytical results only are responsible f
manage et hical i ssues by gcuoanrtaenxtte eh angg rd at
di fference from the working data. cdme r end!
professional aududa ocaompetEheri din,d n2 0t0OIB89 . L
anal ysis procedur e, attri buwtecesetdalceadt iiosns u:
ADA. The ADA design needs toodeobecgesdet |
attributes are highly correlated to human
The data i ssues cani fchaeu sfeD Aa dbaeioreof p c®inttiev
to prevent harm with its blurry dat a. We n
t he design process. The solutientboo paddr
traceabctotigltiatbyd oaf ftrloen d thiedpfrddaeis s . Moor (
P. 7nTo)n sdter at es t[ Vbl sy PLraowb:l eArs itnecihnol ogi c al

their @ad¢ialetihmg al problems increase. 0
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4.3.3. Algorithms can Scale Up Human's B

As i ndad oidruct he parvalogar iaktrmmieonat i c al con
fia finite, abstract, effective, compound
accompl i shguwurgp oas egiuvnedner (gHivleln, p2rOolvS,s i B.n1slo) .
lkie ot hdrercempu e ms, are designed to repres
algorithms are typical surrogate agents.
mai nly depended on both data inputBSheama t h
are wawos that the surrogate system can tr
incompetency, which means that the systems
they are only wuseful for some specific s
me c halnnga, which smeatcthecgyahnhempredictive
system can help achieve a practical t ask.
surrogate agents can harm whemo¢ ssetdr ationtisnt
e.,g.the system ignores the violation of se
rol es, and this behavior may | ead to fra
designer's responsibility, bbhnhstomeddds8y)atl e m2

Il n audit data analytics, algoritiwho can
have a domimalddess g b0 p diehi mi niasscespecially tr
context of internal contevell 0 pedr tatskbmdont oo
to ex¢imeremahitoring. The rules can act as
The mor al problems can be scaled up i f thi
bi ases. Thus, i n ADA¢an hmgoytearetrigadrdgd taesc honnoel
group to take advantage of some other grou
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On the one hand, emerging data and te
processing efficiency. On -mahkei nogt hcearn heaansdi,|
biasd Iimears&kase Gill espie (2ba8inPssl8epdeas
fitl ose attention to where and in what ways

knowl edge Wywrlhave ceasl imai Eaur rdaeand & d e sDt&0Po,s . Wi
claimatd technical things are political. Fi
features in the application. Second, so0me
parameters in the algorithm.i mplld cmuKeeanlse yc
inherently part of the methodol ogy being 1
from a series of alternatives.

|t i's unnecessary to worry about the <co
being | azy, rioke glhoe @t soens ¢srti ct mat hemati cal

systems exactly do what they are progr amme

calculative ability make algorithms achi ev
mor e eff ecmakviengd e cAcgiead ;s uagent , the algorit
avoid engaging in actions that violate the
be programmed to serve the interests of s

even beddesi wagsntftlhiact with or under mine t
ot her words, mi sbehavior can occur when ar
that achieve the benefits of the third par

Luca (20163l gsarainterdrast,hlw man s, are only me
et hical constraints, and omilrnyd egdilrys.u el na ostphee

computers can | mjakdtngbiwa g hionntdesawii diadn e et |
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first,stohaddsliesal wtehreslmstonladbtv e contr ol of
l'iability, and blame in situationsThienr ewhi c
wi || typically be at 0é¢mradsser st, hdseyws tgagesnsc,i e &
analytikmal pratgoammerss oifn audSec arad ,a we amy ¢ t
understand the computer | ogic and the trac

4. 3.4. The Ethics of Audit Data Anal yti c:
Thal gorithms inedudite aoalpati ps otmsses,
government al deci si ons, and how we perce

environment (Gill espi e, 2016, pp. 5). Hen
functilammt ® he i nt ersesatk efhoorl demes rGimdrees pi e
have severe consequences if there is a dif
the users'’ val ues. I n audit analytics, t he

tdn mat hemat i calh ncoo nosgtyr uacntd ianptpol ytiencg t he t e

the specific task. Given this clarificatio
dataset can include a further twohakispgcof.i
tasks andouquariines(.2001) showed t hat i nfor
i mpacting institutional change and the org

| T canliyegattihwedeei si on makeri dabepbavicat]j o
Orl i kowsgkisu@ay@ests that the ‘madkapgl pcaciess
both social and technical sides.

Based on the discussion above, we consi
of t he ADA sysatteemalt ceonmatrreemablitdepa@gremner

subjective human capacities for action and
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solutions to constrain these potenti al pr
et hics"” ( Wroing htth,e 2d0elsli)g nfert i &l r pr e nciTwbe £ s 8
define consequentialist ethics. First, it
rel evant consequences to society, not on &

ethicaeé ichothe one henavalcuaen orfaxtihme zeonseq.!
where the consequences to be evaluated are
(Keeney, 1984) . Speci fically, the system

consealuiesntt iet hi cs.nded ottdhefrorweosgales,amwke t ake
some potenti al i ssues that could Il ead to
emphasi zes the necessity to take proactiyv
consemces that may ngcalmgowhemmdsediogn audit

4. 4. Di mensions of Ethical | ssues in Audi

4 . 4. 1. A framewor k for the Ethics Checkli

|t i s common to use xahorathory ghesctkil o9
i ntell i genceMuentohkiog 2e0t2 @3sle.aFlcdr i( di (2008) pr
of i nformati on et hi cs. He separated t he
i nfor-m&t esour ce et hi ecasspr odiundttolm imag i on an
infor-m&t geh et hics. Our study extends FIl or
including data source, training dat a, al go
al | of the activitiedrdA. téheee ldbgpt aa nv aA Dule ec

framewadarhk tvne ADA's four parts. The strengt
the source of the potenti al et hical I ssues

devel opment and i mpl ement atti owme pwsoeceabkso T
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consi 9thermtn wil gori thm accountability model
it has four part s: training dat a, sour ce
proposed an ethical i mpact wvaistshe stshme nge rodp d«
val ueat esdl in the EU Reform Treaty. The ben
democracy, human ri ght-&i spcrroitneicntaitoino n, p |ltuorlae
solidarity, and gender aqual itthye. Chhhadserv alf
Ri ghts of t he European Uni on. Furthermore,

and application | evels by observing the ro

The data input’s accuracy and
reliability for the algorithmic
decision-making.
Source Data
The inputs of the algorithmic

The potential for unjust selection decision-making

of attributes that factor into the
Outcome

decision-making
Best approximation of

| ek | intended output, e.g. fraud
Training Data
Algorithm

The historical records of the |
| - Rules, policies, principles for :
contextual decision . E The effectiveness and

I the factors of the decisions

explanatory power of the
output

(1) The appropriateness of the

rules. (2) The traceability and

accountability of the design.

Figure 4. 1: Fr ame warla | gtfthiitcds e fsi&d inff ceawrd otf h A u d
Figur@®as8,t2i0n 8 tlhkedstmacead indicate potenti al

Il n the next section, we follow Martin (
of audit data analytics from the perspect
algorithm, and analfypytiloal Wougput .(2RA140, t o
gueodns to address potenti al et hical conce

pp. 204) <c¢l ai ms, "to some extent, the issue
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as indicative rat hlenr etahcahn dci oomepnrse hoenn,s i we . b
Val-kecused Thinking (VFT) approach (Keence
i mpl i chhe ompproach i s c aFlolceuds ed mModinki ed Y
because it follows the | ogecdpdi moitplde vef
fundament ame torbij cesc,t itetnles mdbagrecti ve net wor k.

guestions are considered as a guide for t|

Specifically, we categori aé¢ tothg epntoves  vaf
attribuitesbyawnahgsfoll owing five steps. T h e
values when concerning training dat a, dat
output. The second stbptées aondspetehvyi ak hir
t hkegree to which they are achieved. I n t
i mplications of each alternative in terms

devel op a sertioesi nodfi cqu es tpiootnesnt isatle petihs ctad

integrate the indicative questions into th
4. 4. 2. Data Source and I|Its Ethical | mpl e
Gitel man (2013) states that "traawp dav iad e
oligopolistic Vvifdwes eaft tste®pwsr lod. dDf f er ent
can |l ead to differensedianhg, whfifahlichheoGod
and Thrift, 200 2; Har away, Y93 =a)nd Aataudh,

way t hgeeynteadde afr om where data come before pe
are not merel-lyasead uelae¢ mamtds falkdstracted fro
objective ways and can beuadangptpegdcets sf,ad e

instrumentataendd approach can shape their con
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It is an illusion that data analytics it

testing scientifteag@diltyy.f olrn vatlh ar twerashsgd, ia

t oo, and only managers can understand the
domain (Luca et al ., 2016) . Furthermore, d
of human bias aysfhamidngom®&e cahwe p tbuea l fre
intuitive or has bi ased understandi ng, t
interpretation. Understanding the quality

examined through anpbhuéencesarhowerndiey hatr e

i ntreert e d. Mor eover, we are required to use
economi c meani ng of dat a. Specifically, |
fundament al requi remeytofandh alfltemg epso, s eisn ca
asseqnnsgm access detection, and data standail
related to the existing data | egacy and cu

From the di scusdsirdn ealtowoe ,etwe cadnadiamensi
source: the first is "data quality," and t
Ethics dimension 1: the quality and comp
Onsouwicehghly r i skal Ibyi,asi,s tBmeshsgii ngg vdaaltuae s

tehnol agi eas the fundamental tfounccotnidouncti na u

procedures and coll ect evidence (Al CPA, 20
automatically deal wui stehd mins sti meg AI@RA as ycsatnenno
t hame smommonly used statistical techni ques
audi ting. For exampl e, it I s common to use

or moving the recfoordsstwattihs tmiccali ngu edpad sae s .
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data is missing may be caused by fraudul
directly ignore the issues of missing dat a
mi ssing dat a. Wer trnuanyi tmiesss ttoh ed ed pepccta nfnroatu d u
proactively understand the issues of missi
i s a senior manager wh o has access to ci

successfully putarmi actoimwmme cwenpdaanry. alsken Z f

o
-

ders to his private company. Two mont hs

document and paid a sum to his own compart

recei ved, and simultampangl yrdmdehetkdshioe
|l n athckiting system, these transactional re
audit department's integrity, which remove
val ues.

Thus, an i nveessstairgyatfioorn iinsc onnepcl ed fe tdlad ad a tn:
pattern of the missing data is a useful ap
of internal control. The following four qu

dat ayqudlli)t What assuraheesedxinste Bbaurahe
(2) Have the data been obtained from other

Can we find a particular pattern for the r

coll ected are not eagcuceunrcaetse noirg hito setn,s uneh?at ¢
Ethics di mension 2: data traceability a
According to | SO 9000, data traceabil it
means the iafby it heg hiostvery, | dadatai on,emomut at

documented identification. Data traceabil.|



-ppe
ADA. A transparent dat a usnoduerrtsét ammedan @ Slhhat c
i's usmedudit analytics. Transparency i s rec
come from, who can update the data sources
It is a precondition f og oafudtihte rme awienhga vaen
of the data usddrimxawmgilt, aZali ywt iams.i nter n.

He proposed using Big Data analytics to coc

t he purchase Hios d enm'ogpsougbasitcaep.d i a l raensaigsetr an c e
because the data source has noi se, and t hi
data with high entropy i mpacts the indepe
wor ds, the noisy audabhalyptin¢c®ncsamkremwhtma i

they make deci sions.

The foll owing thr aefecerx ptl hoer a"ttorrayn sqpuaerset n coyn”
(1) What i nformation el ements are necessar
sour ce caen rmpeaooevsisdeer vt hinnfs@r h&at)i o e¢lhemde ar g e
original, or was it transformed from other
went through a transformation? (3) Can any
dai aCan one asdmibetyhea oregepa@ansed stakehol
dat a?

4. 4.3. Training Data and Its Ethical I mp

Il n al gor i t-rhank icn gd,ectirsaiomi ng data can | ead
perspectioretsing,ocatattansh ubhestsediecali obhi ases.

pp. 13) states, training data is often ga

examples and tag each instance according t
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cl assi fny tbhaes edlefoi nat hamanandsedi t®riproduce
thus potentially introducing human bias in
Ethics di mension 3: social sorting and d
According to Wright (2011le)t,himgrad f iolri nlge gtae
imfmawding privacy, equality, secuybyttyheiamdv ¢
nat,di ecri minatory tootpaaraThey ¢ygmpepr oduce
segmentati on, whi ch c¢ouUlod heavaanp & dwi e rasoef aecf
program could recognize white facemhibuts .be

The scienti st eventually traced the error
about 5000 i magesd" whOwoessk i mr, e ddoénii @nlad @pi LR
designers did not write the algorithm to f

data used to train the algorithm contained

Thus, in the procedumrai hongt kanmnpkEketcoi it o
avoid discrimination and soci al samfteeomg. T
the di mension @fnddisoar iarhi nsactritoinn g : (1) Doe
facilitate social eswotrtheagpPen ¢ iaadihas t f@mw©en
groups? | f t his probability exists, what
di scrimination? (3) Wil some groups have

Ethics dimension 4: attribute selection

Hu malre c i-md koenr s u sau arhd ryt ahlavsehor t cut (heuri
or availability. Familiar assumptions can
as factors i n the data model uni ntenti one

eampl e, a manatgoe rs else cptr eaptatrriinbgut es t o asse
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cumul ated experience makes the mana(

factor because no | oan viol ations
Thi sadattta | Pat eer ec achi dceri mi nati on; t
ated to race and family i ncome.

he exploration of attribute selectio
e sel ecteerds aaft rp abruttidcsu |tatire sgeri ohui ptsr,i bauntd
i al t o cause di scrimination? (2) A
ular groups? (3) How can one assure
ons?

crsesidame5: historical bi ases
analytics often uses Thhestalrd arailt hdna
hi storical biases in the training da
ed intlt tihe mé¢ gesd otdynctal wy commparnt e ot
t hmhak idnegc,i samdh refine the data model
e, in a financi al deci sion, mo st dar
because t he riegiioodhad didaeeefs.nhainsti arl i «e
he exploration of the training sampl

he cont emakiorfg tshweb dteaxritsiiawlnl y change fi

Does the traimnmeng damploei cavebprases?

. 4. Al gorithm and Its Ethical Il mpl e me
Accor di ngtt(a@l0L1lu6c)a, machine | earning <can
ous and more challenging to identif)\

remdvérom the odttomeeal nthheiauti al moti v
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d technologies is to Iimprove the effecti
rds, the algorithms helpiimapmowWewaec mmgac
gor it hmsl sar et hoen | dye vtiocoe s ' e ftfoe ctth evierneassp i

nt ekts, al gorimalkming @&aésciosiicsn rel ated to
cluding beneficence, sust aiemeobnisltirtayt,e jtuhse
pewctdH related exploratory questions.

Et hics di mension 6: the beneficence and

Beauchamp and Childress (1994) <cl aimed t

chines must eedsusted ube penrdedalitiv.endT ey fall al
inciples of beneficence. The first is po
cond is wutility,ofwhiltéent weeegnui by eerse ftihtes tarna
mensi on shamwal ytthiacts asuhdoimtd an ibzeanteifant. tThhee

ed in the ADA project need to be traceahb
ep to prevent har m. Ot her wi s e, t he out plt
ol itileal mudd

The traceheéi bi gpriofhms helps to achieve

aceabl e meahahliy$ meosfiicexupd i asnealtfi on when mar

i sagreements with internal a udci htaoorss . i fH otwk
ternal taugiveracahear i nterpretation of |
e can imagine the chaotic situation if t
at provide a | ousy perf oromafneeel smetalsaitr etmre
fair.

Thus, it I s necessary to be mindful of t
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beneficence of ADA: (1) Wil ADA benefit i
work? (2) Who camulppmonefietd famamythesh®Band |
mo s t promi nent consequences, including the
withanahleye vels@prednt Does the expected anal y1
values or only a specific group? Whete ar e
expected audit analytics have a negative i

Ethics di mension 7: justice of the algor

This di mension aims to achieve fairness
the followZpgeaesancemarnmaon:ager , hol ds respons
department. Z also can i mpact the design o
t hat hol ds the insbhee pagmentong AaAnddde!l ay

puni shment iweisgtt cf brehalki or . Thus, it 0is

®
x

pl oratory question that i's related to th

Q
=]

alytics confer benefits on some groups &
doing so?
Et hics di mension 8: transparency of the

This dimension ai-Blextoimavaudi t handBYy aic&

algorithms | eads to more severe ethical i s
has gottem lbihdhent aermrtaiso l' i ke risk managem
cl ai ms, transparency can provide a platfor

People with priorities may make themsel ves
data tod bteawhleyweby t he al gdhiuttshhen [ &t ¢ h teis @i

could help some groups have more advant ag
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di sparity and "political muddl es™ t o re
al gorithmicoapheadi tays ias fadr m of proprietar:’
secrecy (Pasqual e, 2015) . This considerat.
intenti onal obscurity is designed to avoic
exampl e, aandigtmaretrmeadt devel oped a practical
empl oyees who violate the rule to do busir
keep it secret because t he potentially f
mechani smutve heu tmearmhea ni s m.

Thus, it is good to think through the f
transparency of the algorithm: (1) Has an
stakehol ders? (2) Are studi est atbeocuhtn otl log y p
available to the public? (3) Do one or two
design? (4) Can the mechanism of the audit
rel evance?

4. 4.5. Analytical |Cumemuit oand I ts Ethical

As discussed above, algorithms and rel at
featur essmakihreg sefnstehe al gorithm and the un
t wo features can | ead to some antionh etnhe on
anal ytical process. The explanation of the
the outputs of algorithms require reasonab
what the algorithm indicae¢.,ersgel(dtuicaman edetadc
widely wused algorithm in analytics, but w

highly significant corr el anaikonngi.s Dndtfheirregnt
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make Vvisible aspectsate@efaniomndiovitihdewaniss ea npd
upton, 2014, 859).
Il n this area, t het hestt Hildalgnéessud oi £xpbao
rformance if the available technol ogy ca
e designeseraandheaenld di Sbegt i oars. submit
derstandabl e visualized analytical resul

sults and r eqouiurned etrhsetna ntdoTthhesa,rcnd hsee eu enn e

al so tightll yyraeselsated to "ethica

Two considerations are related to the 1in
r the final automatic control. The first
nagement . For some <contr pl wadttiawnidt itehse |
olation (e.g., the expense changes over
mbers for the indicators (e.g., it takes
stes the available di desrwmltt)s dfhedasteax oan
the indicators ©Dlie etlrecitc®ni 6 maeateansrt ve
alytics; more and more behavioral data h

ongoing exploratorty mamce'ssi manwdl mwemarst .

vision mechanism is necessary to refine
ntrol rul es.
Ethics dimensionf Qiiemdlciesss D) | ity (user

This di mension adds toornitehs ead edn@akiedigan v
diting requires t he interpretation of t

scussed above, verificati dms elegguaneces 4
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credibility. Audit Analyvepabhyiiscyery nomhafke
which pays more attention to predictive a
persuasive evViuksence fVarsutahe zahdon can hel

with manageente ({#l0.0Be k eptpe 2t3h)& [sRhjoewsee ar c her s a

Il nf ormation Visualization are convinced th
support. These values can eat¥Hlhgebsesetd6mmgn
that this value d@.s" experienced in practic
The following exploratory questions rela
Does the new technology or application rec

some related users maysenst ofauverz n@wlohd itct

the result comes out <clearly? (3) Do alll o]
to the analytical out put ?
Ethics di mension 10: the availability of

This di mension seeks to acvoboitbkrafdéscseepns

of the analytical out put . Management needs
results from the machines. This feedback
| Bupported system and i mpr ovhee eifitbsa cekf fdeecstiig
provi duesseresndwi th a channel to engage them
keep them from "exiting" the current audi
generates "loyalty" consi stemdl pgwi ¢ Hi rHI alsmma
1970). Audit Analytics i s an ongaeisreg so Eearna

fi-nene the current mechani sm and accumul at

The foll owing exploratory questionig are
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Who is responsible fowseheofeedhraakdintomnta
the system have a mechanism to find the ex
operation of audi t anal ytics fail seat it

prga ammer suskhes ?end

Ethics dimension 11: data privacy protec:
Data privacy is a critical i ssue 1in dat
nearly every country i n Europe and many
compr echedhastiar protection | aw (Greenl eaf, 20
datacprigaan et hical i ssue, mostly relatec
results. Auditors have access to a celevan

information for a specific audit giotadr,s s o
should be very careful to ensure that the
and-uesnedr s. The content cannot havenddéeheifi
We can imagine a scenari o wherpmparZt mesntt hen
company. Z received an i nternal audi tor ' s
transactions that violated theuppricdadi ng
that the report has all of tnhde diad een thiifritehr,
four employees who violated the business r
and the auditor explainedalt hatndt té ed/i svolud o
next ti me. i hhiixaathe ggigee nteetnhifcarl gudbibti ng t
mi stake; the problem is systemati c.

Thus, it i's necessary to ask the follo

di mensiomiofacgat d 1p What i's the required
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resul t smpfloory eteltse reesponsi bR How the wvhel ad
empl oyees responsible for each kind of a b
t he z@adl yrteport ? ( 4) Does t he system hav
i nformatihen amhadmt i cal report?

4.5. The Construction of the Ethics Asse

Machines have et hicchA si saees-litadeyobad aws

t hdkcata input and operational parameters ar

usr s. The designers of the system have t he
S 0 me val ues and i nterests over ot her s (
Ni slsaewnm, 1996 ; Johnson, 2006 ; Kraemer et a
i Ssuens acri se i n some phases o f the desigr

deci-md kinng Tphruwsj,ecmachi ne ethics research sh
mechdmincti on with the appTlhicsatdommbitnoats poenc i
an opmpiory to observe how to appillyfetkiacals
(Ander son and Ander son, 2007) . I n the fo
di menseiaocnhh IAMDA procedure to develop the eth

The propmeend anapess structured based on
and how algorithms oper at ephalshei ss oeltuhtiicoanl,
i ncludes databuguwal i sg| ecattiton, al gorithm
consideration.heVNedavtaant vdalouemaphati n to wunder
i mpact the evidence through the data fl ows

design's potEmits afr amewdrknsverifies whethe

et hical i s s utelse amrdo bdleearhss wherh et hi c al I SSUE€
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al gorithms performance, |l i ke accuracy, fa

paper's scope.

Phase firabathilgual iathyd asaseas s ment

This stagkeadaseasesput of the analytics.
gual ity assurance. The first is to invest:.i
i nvetse itgltae data traceability and reliabild@
cl earmn a.

As discussed i n thenupgitnevveisau sg as esc ttihoen sc,a u:
data. Some fraudul ent behaviorasmagsimende b
to ascribe the responsibilibhyesbi gelt atedwas
exerted for the missing dat a, the ethical
potenti al bi ases and attm$ banhdsmabbi mnespoNk
ignoring missing data cowhke¢ie¢eutbe Br advodophe
can take advantage of this bias and have s
t he accuracy, consi steawy,daamad ©Oomplodt e rhees
i solate flawed datadéwgti fociang ngheri mpaal G
with each instance of poor data quality.
operation, we needittotyt ttroi betl attelde st akpdrm

Data qual i-diymeinssianmuhtciosmtc eplt. ,( P20 2) . A
assess data quality from both subjective
guakbssgssment I f ttdh eewalduwatgeepr V) sii ons i nc

informatiidry tdatiaddryosw éevwif tinihre trleegud at ory r

have a functional traceability system. S
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hol der s’ needechodsegxgpgarabasesmahnhagec
product s. Theebhatedate asveememsnutr eimen
n question.

ctically, we need to develop both sul
i zatualniatly dfartoam gt he t hree steps: (1)

guastmengt sa;sse2) Comparing the results
epancies, and investigating the cause
saopsator i mprovement.

se 2: Attribute selection and discrim
S assessment i S both a technical an
mati on el ements should be chosen in
ely dependent on the select ehlerfefaittu,r e

ct for autonomy, and the like (Ander :
detection schema, it i's not eet hi cal
al schema.

crimination means thaty omanatint reinbh utoa
i mi natory decisi ons. Di scriminati on
i mination consists of rr udiessa dtvhaantt aegxepdl
on sensitive di scgrmupatnermbeasthr pbu
i mination includes provisions that, \
but es, i ntentional |l yseodr duenciinstieonntsi o(nkhd |

2013) .

edan(al0.1l13) d e mo essttargaet edias ctrh mi nati on pr
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Stage 1: Transform or remove the discrimin

the preprocessing estalggor iSttlramgei 2:t Chammygec 4
Modify the resalt modedmri @ac eashsil pdpistt age.

Phase 3: The assessment of algorithms' A

ThARccountcAbinleidt WAccount abiolri tsyo med :hi"ntgo i &ac

or justify the acts,nomessfonswhirtcbhk®neanm

people with a legitimate interest"™ (Accoun
causal responsibiling pawvi slgmeée ot do wi t h bl
The goal of this assessmteahiliist y,0 valsisahl e

results to be traced to the raw data sourc
| t 1 s teoc causrseetses whet heirs tthrea @ad aglolre tdamd st d @
words, the audit automat-Boxt¢topheobmdonen, na
the analytic philosophy can mhmendatesptkanb
evidende taes rel evdwtCAOBd RODDabl &hus, t hi

assure that analytic outputs are free of

di scussed some methodol ogi es, e. g., Al |l en
Testing (MTT). Nevertshalldsds,n gdhef &ax,plMTTat i
we utilize subjective judgment to assess t
can explain the reasoning in pdrmd narEchgagrsé

that the owtamuts hiomwditha&t exsceptions of the t
Phase 4: The assessment of the interpret
The fourth phase iIis to assess theeethic:

outputs of audi¢e @anmplyeiicsdi endtsad gy, lairke i
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bet ween the signs and the violations of th
acceptabl e. I n this phase, we jlawa vtewqg udagnr

from the wsdrrsanslpautentcty of the explanatior

di mensi ofnr ioefn dulsienre s s . | hsotber mpopoage, t hbe ef
t he out put interpretatiomte Soimat empimei ca
communi ctahods, mei ke visualizati on, can add
directly and readily (Dilla et al., 2010).

4. 6. The Participatory Case Study to I ns

Proctu®®ey ment Awtdiids APradj ect

4. 6. 1. | ntt teo dEirc ii roomn meont of the Project

We test the ethical assessment map in t|
previous chapter by observing how to i mpl
da-tai vetni osno.l uThe instiyutson shate@i eanpvéeosi

northeast of t he USA. The gomadsed Qohret i pnruo
Monitoring and Control System for the ass.¢.
t heP Pp2r ocess. The upr edeespsairttymecnanaslit rpurcotjeedc ta
the internal audit department, the purchas
the information system service department,

4.26.. A Specific As saels slnsesnute sa baobuotu tt hDea tEat h i

The researchers deployed two quantifiabl
first mechanism compares the aggregate amo
of the acconuanntcifarlons ttatee mfeint .i ST hteo stercaocned tnk

flow in the analytical system with the id
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mat ched each tthRranshasieo®rwierh | nvoice Numb
Number . | ne stthse s ewet woo utnd 1 29, 2n304 rtercaonrsda cftoiro t
recei ved. Technically, this missing inform
poshvestigation showed that the i1item user

documentes g$wyngtoent,h and no Bbaparowiugnemd amban

mi ssing Iis a severe daantda eitshsiuca |isno i beohteho iptmHoe
team reported this issue and removed the a
Si mubuahg, w e requireyemmdoecimagi ome doec me

product s received t o activate the future
gualitative survey to assess the safety an

eachr mantfioon system udéed uaseddaotua <ther g goed, pvoe

the data input and ensuring data security.
4. 6. 3. Evidence from the Design Process
We collected the data from the following
t hevaeimsi ty policy fdunmentasndf rtohne trhed ep/ramjte cdt
memos of the weekly WebEx meeting that i n
one audit manager, one audit consultant, t

ad (3) the daily cwintvherrsaltd warst astda keentaa |l dse

the ethics asseasys mesntdeimontshhea actaesde isnt uTabl e



Table 4.2: Evidence from Excerpts of WebEXx Mags and Communications in ths

Participatory Study
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Ethics Dmension

Evidence

Status

Quality and
completeness of dat
input

traceabi
he design

Toassess dat a
attribute, t
meetings to ensure und
The design teamwal ot
which is directly resp
ensure that we have a ¢
dat a.

Design
Team

The team suffered missing data about payment_d
and the audit manager responded, "Stop doing ar
analyticsif we cannot assure the input data is
qualified."

Audit
Manager

Transparency of dat|

The data analyst merged the data from Oracle
Datawarehouse and SciQuest Purchase System ¢
missed 5,346 transactions. The audit manager
objected to train the rermng cleansed data for the
monitoring model until we knew theason that the
data were missing: they were reversed transactiof

Audit
Manager

source

To monitor seeking qualified vendors, one data
analyst proposed to compare the real unit prices v
the priees from the analysis of the website search
results. But theurchase manager rejected the
proposal because the data from the big data sear
were not qualified data.

Purchase
Manager

Social sorting and
discrimination

The team discussed each attributetii@r control
model to make sure no social sorting and
discrimination would occur.

Design
Team

Attribute selection
biases

The data analyst tested all attributes and assured
the selected characteristics were not highly correl
to gender, departmentdde, vendor number, or
similar.

Data
Analyst

Historical biases

The team excluded the transaction data from
December 2015 through March 2017 even though
team had the data in this period, and the team
treasured more data to improve the performance
the model. The reason is that the university was
applying a new ERP system at that time, and the
have quality issues at the initial stage.

Design
Team

Beneficence and
sustainability of
algorithm

The purchase manager stated, "The audit analytig
helps ne improve efficiency to audit Quick Order
(the transactions can be exempted from the
high-level manage@approval if the purchase

amount is lower than $5000, and it is in the Quick

Purchase
Manager
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Order list). Nowwe spend only 30% time to do the
same work before the aitidnalytics application.”

Justice of Algorithm

The design team provided a solution for this issue
reviewing all of the feedback from the responses
the business rulgiolators. Purchase managers
claimed, "Most Quick Order violatoesdmit the
violation and say sorry about the unintentional
mistake."

Purchase
Manager

Transparency of
Algorithm

The audit manager clarified, "To avoid some
antianti-fraudulent action, we need to keep the
secrecy of some fraudulent analytical algorithmain
limited group."

Audit
Manager

The design team undertook a hgdfar exploration
and tested about the choice of the algorithm. The
final version ofthe algorithms of these queries can
expressed as the "ifét
algorithms ca assure traceability and accountabilit
each eneuser can trace the analytical result into a
specific violation.

Design
Team

Accessibility
(userfriendliness)

To help the endisers have a good understanding (
the analytical result, the audit departmiansferred
and visualized the outputs using Tableau. The
visualization can help produce direct knowledge
about the analyticaksult.

Audit
Department

Availability of
Assessment
Feedback

The audit manager explained, "We send emails tg
related busings rule violators and require them to
confirm the violation. We require them to give
feedback or explanation if the reshéis false
positive. Then the feedback was input into the
database to tune the analytical model periodically

Audit
Manager

Data Priacy
Protection

The design team took two measures to assure da
privacy in the audit analytics: (1) hide all of the
sensitive data, like SSN, Date Birth, and the like;
limit the analytic result only to relevant enders

and business violators.

Desimn
Team

4 . 7 .
Thi s
based on

of audi t

interpretation.

anal ytics.

essay i

al gorithmic

Summary

ntends to

functi on.

Then we

Examining

i ncreasa&l|l yatwiace,newlsi

The

anal yti cs,i nigncdautdai,n ga |dgaotra tshomu rnteec, |
rdemi tviee eff ewrenaspéd

et hicaludconainde ydtiicar

study
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essenti al c hangessttaon dmannga goefmema w st hued dAsObA |
we provi dienfao rtmeao rsyysstt aegeeetgpsc o afsosuers s me n t b a
el even et hical di mensi ons. Thi s evaluatio
enhancigmgges@lanhce andantahgeerdqwdl iettyhi afs, ms o ¢

arbitrary.






